Assessment (CCIA)

In today's dynamic risk landscape,
marked by geopolitical volatility and a
lingering global pandemic, awareness of
cyber risk has surged, not only among
cyber professionals but also across

the C-suite. Insurers are intensifying
their scrutiny of clients' cyber control
maturity, necessitating a comprehensive,
articulable approach to managing cyber
risks.

From our experience with a diverse client base,
we've noted a significant range in the quality and
comprehensiveness of cyber risk controls. That’s
why we’ve introduced the Cyber Controls and
Insurability Assessment (CCIA), a solution designed
to provideactionable insights into your organization’s
cyberpreparedness.

About CCIA:

CCIA serves two primary objectives:

1. Risk Assessment & Improvement: Evaluate your
existing cyber security posture against a reliable
assessment framework. We’ll offer actionable
recommendations to enhance risk mitigation and
bolster security controls.

2. Insurance Suitability Analysis: Gain an analytical
understanding of your cyber insurability profile,
informed by a robust assessment of your existing
controls and aligned with insurer-specific
requirements.
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Cyber Controls and Insurability

Key Features:

« Minimal Operational Impact: Designed as a turn-key
solution, CCIA provides a timely review of your existing
cyber security controls without hampering daily
operations.

- Strategic Decision Support: Ideal for newcomers
to cyber insurance as well as existing policyholders
navigating renewals, CCIA aids strategic decision-
making in identifying, assessing, and mitigating cyber
risk.

« Accessing Risk Transfer Solutions: The final
deliverables are structured to guide next steps for your
cyber risk transfer strategy with the option of using the
report output as a streamlined approached to engage
the cyberinsurance market, reducing time spent filling
out further applications.

Industry Data:

82,

of UK Boards or Senior Managers deem
cyber risk a ‘high’ or ‘very high’ priority,
according to the UK Government’s Cyber
Security Breaches Survey 2022.

* UK Gov - Cyber Security Breaches Survey 2022

If you’re serious about upscaling your cyber risk
management strategy, our CCIA service is the key to
unlocking data-driven insights and actionable plans for
your organization.

Contact us to learn more and initiate your
CCIA assessment today.
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 https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2022/cyber-security-breaches-survey-2022#:~:text=Of%20the%2039%25%20of%20UK,%2C%20malware%2C%20or%20ransomware%20attack

How is the assessment delivered?

Required executives

The following roles are an example of who may be
involved; Chief Information Security Officer (CISO),
Information Security Officer (ISO), Data Protection
Officer (DPO), Head of Information Technology (IT), Risk
Manager, Legal Counsel, Finance and HR. Other roles
may be appropriate if they have a good overview and
understanding of your security controls, policies and
processes.

Information needed

The CCIA assessment framework examines relevant
security domains to validate existing security policies,
procedures and technical controls.

Time commitment

A pre-assessment call to establish scope, confirm
required stakeholders and agree an appropriate
completion date. The cyber workshop (Phase 1)

will averagely last between 2-3 hours but will be
dependent on questions identified. The results and
recommendations presentation is scheduled to last
for approximately one hour but again this is flexible
depending on the points raised throughout the
presentation.

Results playback

The output report will be made available within
2-3 weeks of the assessment taking place.

What are the benefits?

+ An objective assessment of your business’s
current cyber control’s, measured against a
robust framework.

« Focused recommendations for actionable risk
reduction and security control improvement.

- Analysis of your potential suitability for cyber
insurance placement / renewal and guidance
on suggested areas for enhancement, based
on latest insurer requirements.

About WTW

At WTW (NASDAQ: WTW), we provide data-driven, insight-led
solutions in the areas of people, risk and capital. Leveraging the
global view and local expertise of our colleagues serving 140
countries and markets, we help you sharpen your strategy, enhance
organisational resilience, motivate your workforce and maximise
performance. Working shoulder to shoulder with you, we uncover
opportunities for sustainable success — and provide perspective
that moves you. Learn more at wtwco.com.
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1. Exploration phase

Delivered through a facilitated cyber workshop (on-
site or remote) to capture information to populate the
assessment framework.

For further information regarding CCIA or any of our
other cyber services, please contact:

Adam Marks pip cli CRISC
Associate Director
adam.marks@wtwco.com

Martin Berry
GB Head Cyber & TMT - National
martin.berry@wtwco.com

Alyson Shanks pbipcil
Lead Associate

alyson.shanks@wtwco.com

Darryl Brophy Acii
Director

darryl.brophy@wtwco.com

Andrzej Koper
Cyber Risk Consultant, CISM
andrzej.koper@wtwco.com

Charlotte Taylor
Lead Associate
charlotte.taylor@wtwco.com

Disclaimer

Willis Limited is a Lloyd's broker and is authorised and regulated by the Financial Conduct
Authority, Jersey Financial Services Commission, Guernsey Financial Services Commission
and Dubai Financial Services Authority. The registered office is 51 Lime Street, London,
EC3M 7DQ and Willis Limited is registered in England and Wales under company number
181116.

Willis Towers Watson SA/NV, Quai des Vennes, 4020, Liége, Belgium (0415.981.986 RPM
Liege) (registered as a branch in the UK at 51 Lime Street, London, EC3M 7DQ UK Branch
Number BRO21056) in relation to all EEA-regulated business. Authorised by the Financial
Services and Markets Authority (FSMA) Belgium, and authorised and subject to limited
regulation by the Financial Conduct Authority. Details about the extent of our authorisation
and regulation by the Financial Conduct Authority are available from us on request. The
information given in this publication is believed to be accurate at the date of publication
shown at the top of this document. This information may have subsequently changed or
have been superseded and should not be relied upon to be accurate or suitable after this
date.

This publication offers a general overview of its subject matter. It does not necessarily
address every aspect of its subject or every product available in the market. It is not
intended to be, and should not be, used to replace specific advice relating to individual
situations and we do not offer, and this should not be seen as, legal, accounting or tax
advice. If you intend to take any action or make any decision on the basis of the content
of this publication you should first seek specific advice from an appropriate professional.
Some of the information in this publication may be compiled from third party sources

we consider to be reliable, however we do not guarantee and are not responsible for the
accuracy of such. The views expressed are not necessarily those of WTW. Copyright Willis
Limited 2023. All rights reserved.
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