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Separate Recognition from Authentication

Recognition

il T - 9:41

merchant.com ') AA merchant.com &

=Q MERCHANT P =Q MERCHANT g

Shopping cart Vv Order summary $250.00

1item

Checkout

Contact > Delivery > Payment

o Contact

Already have an account? Log in

Mid-century chair  $250.00
Item: 9911854

. 5oy
-/ LlL .
lemove

Email address
ali.young@mail.com

Order summary
Subtotal (inc. tax) $250.00
Shipping

Mable number
[ us+l v | (212) 123-4567 ]

E}» Click to Pay will use this information to check if
you have saved cards v

Continue to delivery

@ Delivery
@ Payment

Add promo code

* Cookie
* Recognition Domain

* FedCM?
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Authentication

9:41

A merchant.com V]
=Q MERCHANT &

' Order summary

Checkout

Contact > Delivery > Payment

Cardholder
Authentication

Consumer
Authentication e

Morg cards

J

OR

Manual card entry

3DS

e SMS_OTP °
« EMAIL_OTP *  WebAuthn
. SPC

APP_OTP .

)}
° J’

EMVCO.

94 wil T ..
aA merchant.com ¢
=Q MERCHANT B
Confirmation

9 Thank you for your order

An order contirmation has been sent 1o
all.young®@mail.com

Your order number is: 218489HT83

Delivery

Ali Young
123 Main Straet, New Yark, NY 10011

Standard: Free (Delivery: Mar 18-30)

Payment

Order summary

$250.00

Mid-century Char
Item: 8911854

w. -




EMVCo / W3C Payment Related Objectives

. (O)EMVCo.

* Recognition
* Domain Based Recognition (Recognition Domain)
* FedCM
e Authentication
« SRC+SPC
e Ul/UX Screens
* Sequence Diagram
* SRC + WebAuthn
e Ul/UX Screens

* Sequence Diagram
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Recognition

Domain
FedCM
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Recognition - Without Recognition Support from Browser

9:a Wil T .-
AA merchant.com ')
=Q MERCHANT P

Shopping cart

1item

Mid-century chair  $250.00
Item: 8911854

* . ay
/ /\\ Remove

Order summary
Subtotal (inc. tax) $250.00
Shipping

Add promo code

9:41 ol T - 9:41 ol T -
AA merchant.com & AA merchant.com ()
=Q MERCHANT P =Q MERCHANT g
V' Order summary $250.00 V' Order summary $250.00
Checkout Checkout

Contact > Delivery > Payment

o Contact

Already have an account? Log in

Email address
uUs+1 Vv Mobile number

E» Click to Pay will use this information to check if
you have saved cards v

@ Delivery

(3) Payment

Contact > Delivery > Payment

o Contact

Already have an account? Log in

Email address
[ ali.young@mail.com ]

[ Us+l v | (212) 123-4567 ]

() Cick to Pay will use this information to check if
you have saved cards v

Continue to delivery

@ Delivery

@ Payment

No Ability to Recognize a Consumer
* No Cookie Access
* No Browser Based Identification

Copyright ©2023 EMVCo - Confidential

. (O)EMVCo.

o4
AA merchant.com (]
=Q MERCHANT e
V' Order summary $250.00
Checkout

Contact > Delivery > Payment

° Payment

| aesseeag@mail.com
Change

ol -
More cards

_ Pay $250.00

OR

‘ Manual card entry

Other payment method

‘ Other payment method

‘ Other payment method

Continue Checkout

Assume no Consumer Authentication
Assume no Shipping
Select Card Complete Checkout



Recognition — With Recognition Support from Browser

9: a1 ol T -
AA merchant.com ¢
=Q MERCHANT &)

Shopping cart

1item

Mid-century chair  $250.00
Item: 8911854

By

Order summary
Subtotal (inc. tax) $250.00

Shipping

Add promo code

No Ability to Recognize a Consumer
* Recognition Domain
e FedCM?
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R

aA merchant.com
=Q MERCHANT

V' Order summary

Checkout

tact > Delivery > Payment

o Payment

C»l

- ]
O] 1234
g
9010

More cards

OR

il T -

¢
&

$250.00

Continue Checkout

(D) EMVCo.

Assume no Consumer Authentication
Assume no Shipping
Select Card Complete Checkout



Recognition — Options

(D) EMVCo.

Cross Origin

Store
First Checkout Recognition Device based
Information

Works across multiple Merchants (Domains)
Required 3™ Party Cookie Access

Recognition

Domain
Recognition

Device based

Works across multiple Merchants (Domains)
3" Party Cookie Access NOT required

Federated Credential Management allows users to

login to websites with their federated accounts in a
privacy preserving manner

Retrieve
" Second
Recognition

Device based

Works within a single Merchant (Domain)

Checkout
3" Party Cookie Access NOT required

Information

Copyright ©2023 EMVCo - Confidential
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Recognition - Consumer Experience with Checkout

(D) EMVCo.

Horizontal Recognition Example Use Cases:

Typically enables recognition * Recognition Domain

across a consumer's journey across * SRC Orchestrated Checkout (Remembered)
merchants e FedCM

Recognition - »

Vertical Recognition
Typically enables recognition with all
merchants supported by an SRCI

Recognition

Example Use Cases:
e Merchant Orchestrated Checkout

Copyright ©2023 EMVCo - Confidential 8



Recognition - Domain

Consumer DPA

Action

[01]| Consumer clicks SRC Trigger

>
>

Recognition Domain SRCI SRC

System(s)

SDK/Server

RecognitionDomain |

[02] Startrecognition

[03] WindowRef Postmessage isRecognized request

-

[04] Check for recognition tokens on the Consumer Device

,par |

[07) Consumer confirmation

[For each SRC System which has a recognition token stored on the Consumer Device)

[05] Is Recognized

A 4

[06] Is Recognized response
A

>
- rd

.y

[08] Postmessage isRecognized response

A 4

Copyright ©2023 EMVCo - Confidential

. (O)EMVCo.

01. The Consumer chooses the Click to Pay Trigger as the payment method
02. The SRClI starts the recognition process

03. The SRCI makes a cross origin Post Message IsRecognized call to the
recognition domain windows reference.

04. The recognition domain checks the availability of recognition tokens
for the browser on the Consumer Device

There are two possible outcomes from Step [04]:

¢ At least one recognition token is available, in which case the flow
continues with Step [05]

e No recognition tokens are available, in which case the flow
continues with Step [08]

05. The recognition domain calls the Is Recognized operation for each SRC
System where a recognition token is available.

06. Each SRC System responds, indicating whether the Consumer has been
recognised by returning a Federated ID Token

07. If the recognition domain has received any Federated ID Tokens, there
is an interaction between the recognition domain and the Consumer (for
example, the recognition domain presents the account(s) that were
recognised and the Consumer clicks "Continue”)

08. The recognition domain returns any Federated ID Tokens in the Post
Message IsRecognized response

9



Recognition- FedCM

1 - trigger fedcm
for idp.com

rp.com
(Merchant)

P

<

7 -
stephen@idp.com

3 - get-cookie?
abcd1234

idp.com

(SRC System) ¥
2 - got any _
accounts? | 4 - stephen@idp.com

browser

5 - Login as
6- Yes | stephen@idp.com?
Click to Pay
User

Copyright ©2023 EMVCo - Confidential
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The browser enforces isolation, which allows IDP to access
1p cookies.

The IDP does not know who is asking.

There is a privacy issue - what happens if there is no
account?

FedCM will always require user understanding and
consent

returning flows will at least show the user something
RP.com passes a list of IDPs to the browser

browser talks to each idp.com (SRC system)

Issues

* Demo provided card list rather than login names (Good
or Bad)?

* Messsaging of "you are being logged in” is confusing

e one issue here is that you might of N identical
identities

10



Recognition — FedCM - Email or Phone?

9: 41 FURCE
AA merchant.com )
=Q MERCHANT P

Shopping cart

1item

Mid-century chair  $250.00
Item: 9911854

5. ay[1 V]
- /R/l.\l e

Order summary
Subtotal (inc. tax) $250.00
Shipping

Add promo code

Trigger FedCM

2 Signinto IDP.com
. Fill Kitamura

aaakin
@ Jehn Ran

juhn.dow

d‘\ Kt Aocaur

it address
li.young@mail.com I

Maobie number
[ us+1 v I (212) 123-4567 ]

E») Click to Pay will use this information to check if
you have saved cards v

Continue to delivery

@ Delivery
@ Payment

Sign In
e Sign into what?

e Sign in with an Email?

Phone?

Copyright ©2023 EMVCo - Confidential

94

AR merchant.com
=Q MERCHANT

W Order summary

Checkout

Contact > Delivery > Payment

o Payment

il T -

v
&

$250.00

‘ Other payment method

R il T -

SPC
Or
WebAuthn

‘ Other payment method

‘ Other payment method

Change

1234

. 9010

‘ Manual card entry

‘ Other payment method

‘ Other payment method

‘ Other payment methed

Continue Checkout

e Confusing to “sign in again”

e Assume no Shipping

e Select Card Complete Checkout

. (O)EMVCo.

%4 Wil T -
AR merchant.com <
=Q MERCHANT B

Confirmation

° Thank you for your order

An arder confirmation has been sent to:
all.young@mail.com

Your order number is: 218489HT83

Delivery

Ali Young
123 Main Street, New Yark, NY 10011

Standard: Free (Delivary: Mar 18-30)

Payment

H o

Order summary $250.00

Mid-century char
Item: 9911854
1
TR 5 D
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Recognition — FedCM - Card

941 ol T - .

2 Signinto IDP.com

AA merchant.com )

9 ol T -

=Q MERCHANT P
Shopping cart
o O - o 9010

Mid-century chair  $250.00

SPC
Or
WebAuthn

Item: 9911854 Morg cards
(
/ /'u"‘ Remaove
it address
li.young@mail.com I
Order summary Mobie number
Subtotal (inc. tax) $250.00 [ us+l v | (212) 123-4567 ]

Shipping
[») Click to Pay will use this information to check if

you have saved cards v

Add promo code

Continue to delivery

@ Delivery
@ Payment

Trigger FedCM Sign In

e Sign into what? (CTP?)

e Sign in with a Card?

Copyright ©2023 EMVCo - Confidential

B ' Ay

Already have an account? Log in

Emal address
ali.young@mail.com

[U5+‘ V| (212) 123-a567 l

I}» Click to Pay will use this information to check if
you have saved cards W

Continue to delivery

@ Delivery
@ Payment

Continue Checkout

. (O)EMVCo.

%4 il T -
aA merchant.com (]
=Q MERCHANT B

Confirmation

° Thank you for your order

An arder contirmation has been sent to:
all.young@mail.com

Your order number is: 218489HT83

Delivery

Ali Young
123 Main Street, New Yark, NY 10011

Standard: Free (Delivary: Mar 18-30)

Payment

-,

Order summary $250.00

Mid-century chaer
‘ Item: 9911854
2l ..

e Assume no Shipping

12



Authentication

SPC
WebAuthn

Copyright ©2023 EMVCo - Confidential
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SRC Authentication Facilitation Service—1.3

. (O)EMVCo.

_____________________________________

Consumer Interaction 1. Request lookup of Authentication Methods Available
* Information Sent
*  Transaction Details
*  Merchant Details
2. SRCS Responds with list of available methods from

the available options

Authentication
Method Attributes

Transaction /
Merchant Context

- —
—

«  SMS_OTP
«  EMAIL_OTP
« APP_OTP

e 3DS
Authenticate «  CSC_VALIDATION
«  APP_AUTHENTICATON

. ADDRESS_VERIFICATION
. FIDO
* SPC
. MANAGED_AUTHENTICATION
Authentication Authentication 3. Authenticate operation can:
Methods Results * Initiate a multi-step authentication

*  Complete in-band validation
*  Check progress / status
4. Authentication Results Available

Copyright ©2023 EMVCo - Confidential 14




Reference Flow — SRC with SPC

Copyright ©2023 EMVCo - Confidential

Al merchant.com

=Q MERCHANT

v Order summary

(D) EMVCO
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SRC Authentication Facilitation Service — SPC

Proposed

R Wil T ..
AA merchant.com ')
=Q MERCHANT P

Shopping cart

1item

Mid-century chair  $250.00
Item: 8911854

* o
. / L& Remove

Order summary
Subtotal (inc. tax) $250.00
Shipping

Add promo code

9:41 il -
AA merchant.com (&)
=Q MERCHANT e
V Order summary $250.00
Checkout

Contact > Delivery > Payment

o Contact

Already have an account? Log in

Email address
ali.young@mail.com

[U5+1 V| (212) 123-4567

Mobie number ]

C» Click to Pay will use this information to check if
you have saved cards v

Continue to delivery
@ Delivery
@ Payment

Copyright ©2023 EMVCo - Confidential

9:41 ol T -
AA merchant.com ¢
=Q MERCHANT &
/' Order summary $250.00
Checkout

Contact > Delivery > Payment

° Payment

C» | Beseecg@mail.com

Change
® - .. 1234
QO - ... 9010
Morg cards
B Pay $250.00
OR
[ Manual card entry

aa

aA

ol T -

B relying-party comisuth ¢

°

A
/6@«

t

Use Touch ID to verify and complete your purchase?

Store

MERCHANT
> [T
USD $0.01

E

a:a ol T -
aA B relyirg-pacty.comisuth ¢
1 ]
v
x
"

|

Sequence Diagrams to Follow

. (O)EMVCo.

a4

2

merchants

=Q MERCHA
Confirmation

Q Thank you for your

An order confirmation has beean
all.young@mail.com

Your order number is: 218489%

Delivery

Ali Young
123 Main Straet, New Yark, NY

Standard: Free (Dallvery: Mar

Payment

Order summary

Mid-cent
‘ Item: 891
. el ...

16
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SRC Authentication Facilitation Service — SPC Sequence

. ()EMVCoO.

W3C W3C Secure Payment Specification - Merchant Initiated

1
LA

Prerequisite: A FIDO2/passkey credential with the "payment” extension so it can be used for W3C SPC. Details of registraiton
of the credential are not included as the registration is handled by DCF, SRCI or OOB e.g. by issuer.
1 I L1 I

Recognition, Consumer Identity Verification and fetching of the SRC Profile from SRC Systems is as per usual SRC/C2P flow.
< 1 Display Candidate List

2 Select Card

SRC Authentication Methods Lookup Request
untReference accountReference
anticationContext authenticationContext

‘snc Authonticntion Methods Lookup Response
< » List<AuthenticationMethod>

Merchant (DPA/SRCI) selects W3C SPC
method of cardholder authentication.

SRC Authetnicate Request

\ nticationMethod authenticationMethod
untReference accountReference
nticationContext authenticationContext

The Method Attributes contains
¢ SecurePaymentConfirmationRequest dictionary as specified by W3C SPC

ohiperadinddd h uthenticate Response
* PaymentDetailsinit dictionary as specified by W3C Payment Request

g authenticationSessionld

: : enticationStatus authetnicationStatus = PENDING_Ci
Note: The SPC Request object specifies the Payment Instument data Object methodAttributesl =
based on me provides Accoum Reference. The Payment deta“s are based ...................................................................................
on the provided Authentication Context.

Trigger Payment Request : ,
7 *supportedMethod = secure-payment-confirmation
e data

e detials

[TSPC Native Dialo

17

| I I Display SPC Payment Sheet




SRC Authentication Facilitation Service — SPC Sequence

Copyright ©2023 EMVCo - Confidential
. O)EMVCo.

on the providéd Authentication Context.

Trigger Payment Request
7 *supportedMethod = secure-payment-confirmation

e data
* detials

SPC Native Dialog /

Display SPC Payment Sheet
* Payee Details

* Payment Instrumen

* Total Amount & Currency

<
9 Confirm Payment N

10 FIDO2/Passkey Authentication

11 Authenticate
|

Resolve Payment Request

a2y PaymentResponse paymentResponse -

Merchant (DPA/SRCI) jsonifies the SPC Payment Response [ﬁ

The Method Attributes within the Authentication
Method contains PaymentResponse dictionary as

specified by W3C SPC and Payment Request.
I

The AssuranceData consists VerificationData:

* VerificationType verificationType = CARDHOLDER
« String verificationEntity = 02 (SRC System)

« String verificationMethod = 08 (W3C SPC)

* String verificationResults = 01 (Verified)

* String verificationTimestamp

A

N

Note: The additionalData may contains

SRC Authetnicate Request
# String authenticationSessionld
. enticationMethod authenticationMethod

14 * AuthenticationStatus authetnicationStatus = COMPLETE
. enticatonResult = AUTHETNICATED
® AssuranceData assuranceData

SRC Authenticate Response
# String authenticationSessionid

<-

the verifiable PoA e.g. JWT assertion.

Merchant (DPA/SRCI) invokes SRC Checkout with the selected card

providing the Assurance Data obtained form the above flow. 18




(OEMVCo
EMV?® Technologi D h Approved & Registered Processes & Forms Get Involved Media Centre About EMVCo

EMVCo facilitates worldwide interoperability and acceptance of
secure payment transactions.

EMVCo Response to COVID-19

Supported by dozens of banks, merchants,
processors, vendors and other industry
stakeholders, EMVCo manages and evolves the
EMV® Specifications and related testing processes.
This includes, but is not limited to, card and terminal
evaluation, security evaluation, and management
of interoperability issues.

Search Our Resource Library

( SPECIFICATIONS & DOCUMENTATION ) C APPROVED PRODUCTS >
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Thank you

For more information, visit www.emvco.com

* Official specification and supporting material
portal

* General and technical FAQs

e Virtual and in-person meeting details
 EMVCo approved products and accredited labs
* White papers and best practice guides

Follow us on LinkedIn and Twitter

19


http://www.emvco.com/
https://www.linkedin.com/company/emvco/
https://twitter.com/emvco

