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Modern Web Applications

e The entire web ecosystem is evolving.

e The web applications are more powerful & faster:

o File System Access (FSA) & Geolocation API
o Runs low-level code via Webassembly (Wasm).

e Growing trend towards web applications:

Native
: . app
o Less expensive to maintain & update.
e They can be a new threat vector: Web
app
. o Can be exploited or
T o Can be abused.
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Ransomware over Browsers

e |n this work, we developed proof-of-concept

browser-based ransomware - RgB

e Performs its malicious actions through the
browser via FSA APl and Wasm.

e The FSA APl is working exactly as

designed,
o but abused by a malicious web app.
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How does the FSA API work?

Wit e s ot i o °

User visits the - 27 Website pops up Let site view files?
Webslte . r— \;: .'%i read permISSIon bOX www.example.com will be able to view files in directory_name until you close
—- - > all tabs for this site.
& 00
Cancel m

= ;ﬂﬂ . Save changes to directory_name?
: e \ ‘ Website pops up , . ,
-, ar = v www.example.com will be able to edit directory_name until you close all tabs

+ § ‘ write permission box. for this site.
N U

Web application
modifies user files.

FIU
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Impact Analysis

. . Windows Linux macOS

{ Impact - local directories: Directory FDA SDA | FDA SDA | FDA SDA

Documents X v X v x v

Desktop x v x v x v

Pi.ctures v v v v v v

o FDA: Full Directory Access Musio ¢ ¥ v v |l @

. Downloac%s' X v X v x v

o SDA: Sub-directory Access beafadtion, & 4 @ & (% W

v/ browser-based ransomware can encrypt files in the directory.
. X access is denied, preventing encryption.
e Impact - others: P g encryp

o Cloud-integrated directories

H Cloud Provider Versioning Affected by
o External storage devices i e
Google Drive 30 days or 100 versions x
o N etWO I'k S h a red fO | d e r Microsoft OneDrive 25 versions x
[ Dropbox 30 days (personal), x
e 180 days (business)
Apple iCloud No versioning v
Box Individual No versioning v

V/ files are irrecoverable after a ransomware attack.
X files can be restored due to the cloud provider's versioning.

Actual Threat Security Measures F I U
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Eftectiveness of Current Detense Solutions

e Static Analysis-based Solutions

async function gqlw2e3r4t5() {
const v1b2n3m4 = await window[ 'z1x2c3v4b5']();

for await (const s5d6f7g8 of v1b2n3m4['u6y7t8r9']())
H H if (s5d6£7g8[ 'w8e9r7t6'] === 'file') {
O Evadable Vla COde Obfuscatlon' const k910i8u7 = await s5d6f7g8[ 'o5p4a3s2']();

const j6h5g4f3 = await k910i8u7['dlf2g3h4']();

await z9x8c7v6(s5d6£7g8, k910i8u7);
}

e Dynamic Analysis-based Solutions

(@)

Fileless nature — No payload for analysis environment

o All actions done by benign process of the browsers — False
Negatives

o Disadvantages of (Wasm) — No encryption system call

e Key-extraction-based Solutions

o Possible but not practical (!)
A
g o Resource overhead rlu

©
©
©
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Defense Solutions

: FIU
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Solution - 1: Malicious File Identification via Hooking (1)

Distinct FSA APl Behavior on the user-files.

@ Creates a swap file and writes the changes.

/ \

[eee ]
- o I This s a This is the
o i original file modified
e aReads the original file. content. version.
test.txt test.txt.crswap

9 Swaps the original file with the swap file.

Hooking after the wr1te () function call of the FSA API allow us analyze the both modified files and original files.

FIU
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Solution - 1: Malicious file Identification via Hooking (2)

e Encryption operation increases the entropy of a file while keeping its size relatively unchanged.

e Benign modification increases or decreases the size of the file while keeping the entropy unchanged.

EEN

o o ~%99 Accuracy rate

\ 4/ on average for every
()

type of files in our

[y
N
oW

B

—[E2 dataset.
Dataset: 5000 files Create 500K malicious Calculate entropy and size
(1000 for each file type) 500K modified versions of differences on the files and
files train a machine learning
classifier
e |tis not a silver bullet.
M\ o The adaptive attacker can arrange the size and entropy of the encrypted file.

| |
i | % I'U
S £7 o
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Solution - 2: Local Activity Monitoring

RoB’s encryption

e Specifically we monitor the following local _ —
activities: getFile() - |filel. txt getFile() - |filel.txt
' Write () - |filel. txt Write () - [filel.txt
Write.Close () - |[filel. txt Write.Close() - filel.txt
H getFile() - |file2. txt getFile () - |filel. txt
© The FSA API funCt|0n Ca”S Write() - |file2. txt Write() - |filel. txt
Write.Close() - |[file2.txt Write.Close() - filel.txt
o) Browser process System Ca”s geQ.:File() - f:}le3.txt get.:File() - f%leZ.txt
Write - |file3. txt Write() - |file2. txt
) o Write.close() - |[file3.txt Write.Close() - [file2.txt

o File system activities of the web app |

Ne—
A side-by-side comparison of FSA API function calls
of ReB (left) and VSCode (right)

. . . H H
e Distinct features between the benign and ReB’s encryption
malicious FSA usage.
OPEN - filel.txt OBEN = filel.txt
ACCESS - filel.txt 2;‘;’;:5 - ?iei:"t
_ 3 = 1lel.tx
F | t | t CLOSE B fliel:txt CREATE - filel.txt.crswp
L] alse nega Ive alerts CRERTE f?lel‘t"t'crs"p MODIFY - filel.txt.crswp
MODIEY = £1lel.txt.cravp MOVED FROM - filel.txt.crswp
MOVED_FROM - filel.txt.crswp MOVED TO - filel.txt
: : MOVED_TO - filel.txt = o
- N OPEN - filel.txt
o Ber:jl_%_n atpps might perform mass oren - - sitea e ares S
moditication. = £lles. tx CLOSE - filel.txt
CLOSE - file2.txt CREATE - filel.txt.crswp
CREATE - file2.txt.crswp MODIFY - filel.txt.crswp
. MODIFY - file2.txt.crswp MOVED_FROM - filel.txt.crswp
e |t can be integrated to the current defense MOVED_FROM - file2.txt.crswp MOVED_TO - filel.txt
. MOVED_TO - file2.txt
solutions.

A side-by-side comparison of file system activities F I u
of ReB (left) and VSCode (right)
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Solution - 3: New User Interface Design (1)

e We found the following issues in the current permission boxes:

€3 They look very similar.

Q Security risks are not mentioned.

Q The changes made by the web applications are not stated.

Q The possible access to the subdirectories are not indicated.

Let site view files?

www.example.com will be able to view files in directory_name until you close
all tabs for this site.

Cancol m

Read access permission box

Harun Oz - USENIX Security '23
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Save changes to directory_name?

for this site.

Cancel

www.example.com will be able to edit directory_name until you close all tabs

Write access permission box

R@B: Ransomware over Modern Web Browsers
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Solution - 3: New User Interface Design (2)

¥
eéf @\

We aim to better-inform the users about the risks and implications of allowing web applications to interact with

local files.

It is still under the user’s control.

User does not need to install any software.

Oid Ul

Let site view files?

www.example.com will be able to view files in directory_name until you close

all tabs for this site.
Cancel View files

New Ul

Let site view files?

Warning! www.example.com will be able to read all files in

i i directory_name and its subdirectories until you close all tabs for this site.

www.example.com might attempt to steal your sensitive information.
Get more information on the possible risks.

e m

Read access permission box
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Old Ul

Save changes to directory_name?

www.example.com will be able to edit directory_name until you close all tabs

for this site.
cancel

New Ul

Save changes to directory_name?

Warning! www.example.com will be able to edit directory_name and its
subdirectories until you close all tabs for this site.

The changes made by www.example.com can cause permanent loss
of your local data. See the impacted files....

Edited /Users/Alice/Cloud/directory_name/test1.txt
Edited /Users/Alice/Cloud/directory_name/test2.txt
Edited /Users/Alice/Cloud/directory_name/sub_directory/test3.txt

Get more information on the possible risks.

cancel

RaB:

Write access permission box FI"
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Concluding remarks

e For the first time in the literature, we extensively studied a new attack vector for
ransomware over the browsers.

e We conducted comprehensive impact analysis on three different OSs, 29 distinct
directories, five cloud providers, and five antivirus solutions.

e We evaluated the (in)effectiveness of existing ransomware detection solutions
against this new type of ransomware.

e \We proposed three potential defense solutions to mitigate this new attack vector.

‘M
\
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