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Research Questions

« How effective are currently deployed authenticity checks
of HSTs in defending against possible attacks?

* How do users perceive and use the provided authenticity
checks?

*  Which (combination of) authenticity checks can maximize
security and usability?
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Market Review Findings

. . § F .
Effectiveness (market review) . S §F T
<7 s, .
O no prevention F s § F & &
£ § & & § F & &8
@ strong protection § ¢ c.'? § & 5 S E &9
gp & .

@ complicates attack/decreases usefulness gi“ g*‘ &S‘ Q§| 5'? ‘ {@5}* Qégz‘ Q}? | &5 Q§ @ fulfilled/implemented/included }

Attack Vector Usage in Scenarios @ sometimes O not fullfilled & @g
v potentially used Attack Vectors —not applicable  ? undisclosed b@? 3 gf

Hardware Software Secret Extraction IR "?
% AE-:} Tamper-evident ¢ ¢ |0 | © ¢ | 0| O —;‘__:; Tamper-cvident o e
g | Holographic sticker olcololo o) ololo “ | Holographic sticker o ®
g 2 | Single-piece cast e ¢|0 | O o] ¢ |0 |0 . Single-piece cast O )

§ "% Openable device ol |O|O Q c|o| O g Openable device ® e O

-g = Secure element (co-processor) ole| e | O O C| e | o % Secure CPU 0100
E Secure CPU ¢ el e |0 e) oo @ Secure element (co-processor) | @ | @ | O @]
b g | Local firmware attestation Ol0|0| e o] oflo|o Local firmware attestation e e o o o
% Remote firmware attestation oleo |l o] e O aololo % Remote firmware attestation [ BN BEe @)
Key attestation O e|0 e O o|lo| o § Key attestation L BN BN O
Manual firmware load ol | 0| e © ¢ |0 | O Manual firmware load Ol e Q

! Packaging changed multiple times in recent years.

2 Mutually exclusive.




Market Review Findings

. . S F .
Effectiveness (market review) . & §F F
: fFs . & o
O no prevention ;é* § '¢‘§ F é-? ;’5‘* o s
. = - i . . o=
@ strong protection S sFgF T ¥ c:‘? § 5
FEFFFLSgSE
© complicates attack/decreases usefulness & & .59 & U s &8
=,o9 & X [ & F . . o
6&.* ‘ {@;‘ ¢ ‘ Q,é‘ | L& Q&‘ §| O @ fulfilled/implemented/included o 2
. . . . ~ ~ ) ) I~
Attack Vector Usage in Scenarios @ sometimes O not fullfilled & @g g g
. N
v potentially used Attack Vectors —not applicable  ? undisclosed < bﬁ? 3 @" éf gf
& Ly R
Hardware Software Secret Extraction NARNARN & i
2l Tamper-evident ¢ ¢C|0 |0 ¢ |0 |0 | ©|0C|0O 4 Tamper-evident O L] O o'
177 o3 = . . -
E | Holographic sticker ololo|loloelo|lolo|lo|o “ | Holographic sticker a o ® 0
2 2 | Single-piece cast e ¢|0|O|C ocleoe|o o Single-piece cast = ) O ®
= o
c|E . =] . y p
< | E] Openable device ¢ o|o|0o|C o|lo|Oo|O Z | Openable device d o O -2
== 2
-% Secure element (co-processor) O e|le|lo ol0|e ¢ e e % Secure CPU @] O @) O
E Secure CPU Ccle|le|loloc|lo|e el e|e Secure element (co-processor) | @ | @ | O O [
-
g Local firmware attestation clo|loc|e|lo|lo|lo|lolo|O Local firmware attestation e o o ® ?
z o .
= | Remote firmware attestation clo|lo|le|lc|lolo|lo|laloO §‘ Remote firmware attestation L BN NN of o Q| 0O
v =
Key attestation oclejoloe|lCc|lolo|lo|lOo|O :9: Key attestation L BN BN 0| e e | O
Manual firmware load ol |0|e | 0|00 C|C|0O Manual firmware load OO0 | @ O O O | O

! Packaging changed multiple times in recent years.

2 Mutually exclusive.

9




Market Review Findings

. . S F .
Effectiveness (market review) . S S
. §F & & & §
O no prevention N & S oo IS
. F L F &~ .F . )
@ strong protection ,ﬁ? g cé? &G g @’“ ;;}? §§ @g &
"\’
i F T FF TS o §FFF _ ) & &
© complicates attack/decreases usefulness 6? 35; c_,s § & é@, 6.33 s:-a o§ §. @ fulfilled/implemented/included cc: . §’* %tcp &
. . & "w ‘ & |0 &S ‘ X |~» & - . S t :
Attack Vector Usage in Scenarios ‘ @ sometimes O not fullfilled T T s s 3‘ g o
i i ; T g & & F . &
v potentially used Attack Vectors —not applicable 7 undisclosed ﬁ% ﬁ% é\? &1\? &Q ,5 ﬁi‘r A%?%' Ag;g‘."
Hardware Software Secret Extraction &\ &8
] v ~Tr =W 1 U] !
§ ﬁ Tamper-evident ¢ 0ol ol ¢l lololo|lo]|o _:4% Tamper-evident Olo|lefolOo| el | |D
A A fe ot - - -~ 1 L al
g N Holographic sticker olaololololololololo Holographic sticker Ol0 e e @ O [ |D
5 - . ingle-pi 2120 O
2 g Single-piece cast e  C | C |0 T ole |0 | O ° Single-piece cast cleloje | e L
2|2 - Z| Openable device e|e|o|o|o|2| 2|22
< g Openable device eloc|Oo|O|C O|lC|O|O Z -
E| = = 0O« ( (
-% Secure element (co-processor) Ol elelolclolelcle|e = Secure CPU o|lo|Oo|jOo|O|@]OC|O|OC
E Secure CPU clelelololo e e|le|e Secure element (co-processor) | @ | @ | O | O | O | O | @ | @ | @
< : Local firmware attestation oo o|e @ 7 | 7| 7|7
2 Local firmware attestation olo|lCc|e|lCc|O|lO|lC|lO|O ) : : )
3 E 1 - ') - Oy ') - Yy
%' Remote firmware attestation ol |l o|leloc|lolOolo|lO] O -g Remote firmware attestation ®| ® O|C|lO]J0O]O0 Q -
2 = . S G -
Key attestation o|le|lo|lo oc|lOo|lOolo|lO|lO b Key attestation e e OO0 @ @ O O
Manual firmware load olo|lo|elCc|O0 |0 | C|O|0CO Manual firmware load Ol |e|e@|O|OC|OC|O|OC

! Packaging changed multiple times in recent years. > Mutually exclusive.

10



ndi

Market Review F

§ S
Effectiveness (market review) . ¥ F T
) no prevention § s § ‘I-?{? § S0
a0y . = .
P | FFSF S s
@ strong protection {?"‘ NS &G Et& g 5 0953 @Q‘? g
; &3 =g S
© complicates attack/decreases usefulness & & é,é? & %"‘ g;‘?' S {5‘:' Q‘? . . s g o o
6@; &g‘ ¢ ‘[E.*S &\ & Qé" Qf?| o fc‘.? @ fulfilled/implemented/included S o o e &
. . ~ 5 :
Attack Vector Usage in Scenarios (J sometimes O not fullfilled %§ 4"8? Q§ $ a : .3' .;? 511?
i i . A A4 & o o @ @ o
¢ potentially used Attack Vectors —not applicable 7 undisclosed ‘t:?% b@? é}? é}? &f:‘:‘ §’$‘ 57 §5’ §:’
& &
Hardware Software Secret Extraction IV R RS 8 s
2 | . | Tamper-evident ¢ ¢o|lojole|lo|lo|le|e]|o 2 | Tamper-evident olojelojo]ela a0
= 5]
Z| = 8 L . §
5 | & | Holographic sticker ololololoelo|lolo|lo|o “ | Holographic sticker olojele|e| ool a0
=] . . 2 . -
2 2 | Single-piece cast el |0 |0 CclOolole|O|O Single-piece cast <2 lolojo]je e e | e
=1 ]
gl = . ~ N
& | 2 | Openable device olec|o|o|lc|lOo|lOo|C|lO]O § Openable device eleCc|o|o[2 |||~
E| T ! B o - N — o - o .
-% Secure element (co-processor) OCle|le|lo|lCc|0|e ¢|le|e E:E Secure CPU oOjlojojo|j0ofe] O O]O
Q Secure CPU ¢ e|le |0 |0 e e|le| e Secure element (co-processor) | @ | @ | O | O | O[O | @ | @ | @
<
© | Local firmware attestation oloc|lo|e|lclo|lololo]|o Local firmware attestation e o o 0o o ? 7 ? !
o
Z = .
< | Remote firmware attestation oloe|lo|le|lc|o|lo|lo|lo]|oO § Remote firmware attestation e|® | C|O|OfCc|O|O|OC
wl =
Key attestation oclejoloe|lCc|lolo|lo|lOo|O :,O: Key attestation (e C|l0o|j0O|le e | @ | C
Manual firmware load ocle|lo|le|loc|lo|eo|e|o]|e© Manual firmware load Ol0O|e| @ O[O0 |O|O|O

! Packaging changed multiple times in recent years.

2 Mutually exclusive.



ndi

Market Review F

§ S
Effectiveness (market review) . & F T
& a 4\?
: § S £ F § 2o
(O no prevention g 6.5; _§' ¥ . é:, 5 & § s
@ strong protection {?"‘ S & &G Et& g ¥ 0953 @Q‘? &
. L7 3 A = N &
© complicates attack/decreases usefulness & & é,é? & %"‘ g;‘?' S {5‘:' Q‘? . . s g o o
6@; &g‘ ¢ ‘[E{S S’ &gr Qé" Qf?| O fc‘,? @ fulfilled/implemented/included S o b@ %t' &
. . ~ 5 :
Attack Vector Usage in Scenarios (J sometimes O not fullfilled %§ 4"8? Q§ $ a : .3' .;? 511?
. . A 1] k7] 1] <
v potentially used Attack Vectors —not applicable  ? undisclosed ‘t:?% »@g zév 1\‘,5* 5‘:‘ &,&;‘ 4:%7 él“ ~:5r'9
LA
& F T F S 4T a8
Hardware Software Secret Extraction IV SRS 8 S8
2 | 1 | Tamper-evident clelojeole|o|o 0|0 + | Tamper-evident ojojejojoje o a0
= 5]
Z| = 8 L §
5 | & | Holographic sticker olo|lo|loloc|lo|lo|lo|al|o # | Holographic sticker ojlo|e|e|le| o o' a0
= . . 2 . —
2 g Single-piece cast e ¢ |0 |0 |O|lOo|lC|lO|O Single-piece cast <2 lolojo]je e e | e
=1 ]
gl = . ~ N
S B Openable device e lclololclololalolo § Openable device e|le|ofo|o|2| 2|2~
= |z = ] -
-% Secure element (co-processor) oOle|le|0lCc|l0|e|C|e | @ E:E Secure CPU Olo|0|0|0]e] 0|0 |0
E Secure CPU C el |0 0| e e|le|e Secure element (co-processor) | @ (@ | O | OO | C | @ | @ | @
-
© | Local firmware attestation ololo|leloc|lolo|lo|lo|o Local firmware attestation e o o o 0 7 "7 P
o
Z | = .
%’ Remote firmware attestation ol | O | e | O | O« ol OO § Remote firmware attestation ®|® O\ 0| 0|0 Q Q o
W ' Bl
Key attestation cle|lolo|lc|lo|lo|lolal|oO :,O: Key attestation o ® O 0Ol0|e | @ | @ | O
Manual firmware load cloe|lo|le|loc|lo|o|o|o]| @ Manual firmware load clj0o|®| @000 |O]|O0

! Packaging changed multiple times in recent years.

2 Mutually exclusive.



User Study Findings
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Authenticity checks are only carried Users’ trust is highly influenced

out by a fraction of users by the packaging



Perceived vs. Actual Effectiveness
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! Benefits need to be better explained to customers.
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Perceived vs. Actual Effectiveness

« Gaps between perceived and actual efficiency
o Reason: Lack of information and transparency
o Users cannot make informed trust decisions

« Manufacturers engage in security theater:

o Ccreating a false sense of security
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Solution

« Solve current technical and usability issues by a
combination of:
o Secure CPUs/elements
o Remote firmware attestation

o User-centered design
— Transparent authenticity checks

— Security labels

o Collaborative protocols (currently not implemented)
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