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Attack Vectors

infect client intercept/ exchange

fix key

exfiltrate keyleak secrets in-band



5

Attackers

End-users Manufacturers

HST 

Authenticity 

Checks

Challenge



6

Research Questions

• How effective are currently deployed authenticity checks 

of HSTs in defending against possible attacks?

• How do users perceive and use the provided authenticity 

checks?

• Which (combination of) authenticity checks can maximize 

security and usability?
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User Study Findings

Users’  trust  is  highly  influenced  

by  the  packaging
Authenticity checks are only carried 

out by a fraction of users
13



Perceived vs. Actual Effectiveness

Many users perceive the 

effectiveness of deployed 

attestation methods incorrectly! 
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Perceived vs. Actual Effectiveness

• Gaps between perceived and actual efficiency

o Reason: Lack of information and transparency

o Users cannot make informed trust decisions

• Manufacturers engage in security theater:

o creating  a false sense  of  security
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Solution

• Solve current technical and usability issues by a 

combination of:

o Secure CPUs/elements 

o Remote firmware attestation

o User-centered design

– Transparent authenticity checks

– Security labels

o Collaborative protocols (currently not implemented)
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