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Abstract results. Kfir and Wool [20] published the most relevant pa-
per where they modeled a contactless smart card system and
The number of RFID devices used in everyday life has in- simulated the distances achievable for reask@ken and
creased, along with concerns about their security and user token—reader communication in the context of a relay at-
privacy. This paper describes our initial findings on prac- tack. As discussed in section 2, RFID is a general term for
tical attacks that we implemented against ‘proximity’ (ISO any near field communication device. A contactless smart
14443 A) type RFID tokens. Focusing mainly on the RF card is not the same as a tag used in logistics so if somebody
communication interface we discuss the results and imple-can read a razor’s tag from 1 m it cannot be assumed that
mentation of eavesdropping, unauthorized scanning and re-the same is true for an e-passport. Different scenarios also
lay attacks. Although most of these attack scenarios areexist for eavesdropping, as discussed in section 3, ane-ther
regularly mentioned in literature little technical detsihave fore the experimental setup should be known in order for the
been published previously. We also present a short overviewinformation to be useful. These factors also add to the con-
of mechanisms currently available to prevent these attacks fusion surrounding current reports about RFID eavesdrop-
ping. The American Civil Liberties Union (ACLU) demo,
where a passport was read from 3 feet, used “similar” RFID
1. Introduction technology to the real e-passport [1], and no further info
was released after press reports that the US National Insti-
h.tute of Science and Technology (NIST) eavesdropped the

RFID devices are used for logistics, access control, cas )
less payment systems and even travel documents [11, lezl?zsgt]o be used in US passports from as far away as 30

22]. No physical contact needs to be made with the reader, ) . . . .
which simplifies operation and increases transaction speed  11iS paper describes our implementation of practical
This lack of human interaction has however led to fears that ©aVesdropping and relay attacks against RFID devices. It

this technology could be abused and as a result most RFipsould be mentioned beforehand that we did not aim to

discussions have centered around privacy concerns. ConCOMPete with a professional RF testing institution. We sim-

sumer groups claim that information about the user could beP!Y Worked towards proof of concept and practical descrip-

acquired without consent, and therefore rallied agairest th 10nS of attacks, as might be implemented by an attacker
“big brother” potential of RFID technology. And as RFID with some RF knowledge _and finite resources. We present
devices are used for transactions of increasing value theyA"d discuss some preliminary unauthorized scanning and
also become the target of a lone attacker, who if able to €avesdropping ranges achieved during our experimentation
read the device while in somebody’s purse or wallet, might These result are intended as a starting point for further re-

be able to engage in the act of digital theft while standing search in this field, which would be helpful in determining
next to or walking past his victim. This has understand- " &ccurate threat model for RFID systems.
ably driven research into RFID security. For a full academic
overview it would be best to consult comprehensive sources2. RFID Background
on RFID security and privacy research [2,16].

Even though several papers make claims about the pos- RFID is a collective term for near field communication
sibilities of relay and eavesdropping attacks on RFID de- gevices and in reality refers to devices adhering to a number
vices they don't always describe implementations or show of different standards. In the HF band interfaces have been

1Appears in the Proceedings of IEEE Symposium on Security sind P Standardized for “proximity” (ISO 14443 [12]), “vicinity”
vacy 2006, pp. 328-333, Oakland, USA, 21-24 May 2006. (ISO 15693 [13]) and “near field” (NFCIP-1/ECMA340,
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(a) Passive eavesdroppingz is the distance from a token/reader pair, (b) Active scanningd,, is the distance at which the token can be powered
operating within specifications, to where an attacker caesdrop a two- from an attacking reader arld is the distance from the powered up token
way communication sequence . at which an attacker can eavesdrop a two-way communicatiaresegq

Figure 1. Distances related to different eavesdropping att ack methods

ISO 18092 [15]) devices, with maximum operating ranges consider. Passive eavesdropping is the interception of com
in the order of 10 cm to 1 m. A further standard, ISO munication between a legitimate reader and a token. Active
18000 [14] defines possible communication interfaces for eavesdropping, or scanning, involves a malicious readér th
LF, HF, and UHF bands. The EPC Class-1 standard [6] could try and access a token without its owner’s consent. In
is well known for UHF item management tags, which also practice the attacker would have to provide power and com-
operate at a much longer range. Our experiments were conmunicate with the token over a longer distance than nor-
ducted in the HF band using tokens conforming to the ISO mally specified, as the owner might become suspicious of
14443 A standard, which is used by popular commercial somebody in his personal space. The fact that an attacker is
products such as Philips Mifare (and is also one of the stan-not bound by the same transmission limits [5] adhered to by
dards specified for e-passports [18]). It also correspondsindustry designers makes this attack practical.

closely to the “near field” standard so attacks could be ex-  There are different distance parameters involved in

tended to work in this environment. eavesdropping experiments. Figure 1 gives an overview of

~ RFID tokens receive both data and power from the car- {hege parameters. For active eavesdropping the first step
rier transmitted by the reader. Within the HF band this is s tg activate the token and the second step is to retrieve

based on the principle of mutual inductance and coupling the token's response. We defidg as the distance from
two coils via their magnetic field. In the ISO 14443 A\ hich an attacker’s reader can activate the token by provid-

standard the data from the_ reader to the tokep is mO_dU'ing power and communicating information. We also define
lated onto a 13.56 MHz carrier using 100% Amplitude Shift ; " \yhich is the distance at which the attacker can recover

Keying (ASK). Modified Miller coding is used because the  the token's response. If the attacker only uses one antenna
3 s pulses, where the carrier is absent, are short enoughy, 5ctive scanning,, would equald,. We propose the sce-

to allow the resonant circuit in the token to maintain the 4ri0 where two antennas are used. which allows for more
power level while also receiving data. The token’s responsefiexibility. d, is not limited byd, and different types of

is Manchester code'd and modulates a 847 kHz subcarriergniennas can be used for powering/transmitting and receiv-
again using ASK, with the result then load modulated onto ing. Consider a case where a simple loop antenna, which is

the main carrier. Load modulation varies the impedance of efficient for generating the magnetic field (H) required for
the token’'s resonant circuit by switching additional r#e&s  ower transfer but ineffective for receiving, can be hidden
or capactive loads in time with the data stream, therefore o|ose to the target token. A much larger and complicated
achieving amplitude modulation of the reader’s ca'rriele Th  antenna can then be placed further away for eavesdropping
data rate for both readertoken and token-reader is 106 o the communication. For passive eavesdropping we de-
kbits/s [7]. An example of a communication exchange is fine 4, as the distance, from the token, where the attacker
shown as reference in Figure 2(a). can recover a two-way communication sequence between a

reader and token. In effect this can be seen as a special case
3. Eavesdropping of active eavesdropping with, in the order of 2 cm.

To further complicate matters we must make a distinc-
Some people see near field communication as secure betion between the eavesdropping range of readeken
cause the specified communication range is sriallp cm, (dr—7) and token-reader {r_. z) communication. The
with most commercial readers only operating at a range oftoken—reader communication is very dependent on the mu-
1 or 2 cm. Eavesdropping of signals is therefore an obvioustual magnetic coupling and near-field characteristics ef th
attack in the RF environment. There are two main attacks tosystem. The effect of the load modulation on the carrier



(@) dg =110cm. (b) dg =400 cm.

Figure 2. Data captured by passive eavesdropping (top) comp ared with a reference of the transmit-
ted amplitude modulated data (bottom). In each picture the | eft hand side of the trace shows the
reader —token communication, with token ~ —reader shown on the right.

is also much smaller in amplitude when compared with the ples of recovered data for two different valuesdaf. In

ASK modulation used for readertag communication. For  Figure 2(a) the two-way communication is still clearly visi
our results we define that a successful eavesdropping attackle. The token’s response in Figure 2(b) is much more noisy
recovers both readertoken and token-reader communi-  but the data sequence could still be recovered using a simple

cation. dg andd, is therefore equal to the value 6f_. g comparator with hysteresis. The tokeneader communi-

in each case. cation became indistinguishable from the surroundingenois
as dp exceeded 400 cm even though the reac®ken

3.1. Passive Eavesdropping communication was still visible. Please note that the dif-

ference in trace magnitude between Figure 2(a) and Figure

For the attacker's antenna we used the Dynamic Science<L(P) does not accurately reflect signal degradation as the re
R-1250 Wide Range receiver with the R-1150-10A Portable ceiver’s amplifier settings were readjusted at each distanc
Antenna Kit. The R-1250 is a superheterodyne receiver Op_to best recover the signal. Even though we can confirm that

erating from 100 Hz — 1 GHz with selectable bandwidths eavesdropping is possible up to 4 m our result is well short
from 50 Hz — 200 MHz. The antenna kit includes a set ©f the 9 m described in the NIST report and at this stage we

of H-field ferrite core antennas for field-strength measure- @NNOL reject or support their claim. It is very feasiblettha

ments in the 100 Hz — 30 MHz range. Looking at the H-field the value ofds could be increased with application spe-

is of particular interest when taking into account the mag- Cific @ntennas, more complex signal processing or simply
netic nature of proximity devices. The wide range receiver "UNNing the experiments in an environment with less back-
allows users to quickly scan a range of frequencies look- 9round RF noise.

ing for compromising transmissions. Once the frequency

and bandwidth of the data is determined the receiver holds3.2. Active Scanning

no real advantage over a simple amplitude demodulator so

not every attacker needs one. We then continuously queried We created an attacking reader by amplifying the carrier
a Philips Mifare token using a commercial 1ISO 14443 A and data signal from the reader, described in section 3.1,
reader capable of reading a token from approximately 2 cm.and transmitting it using larger loop antennas. For the at-
The reader is build around the Philips MF RC530 contact- tacker’s antenna we used the same antennas and wide range
less reader IC, which is capacitively coupled to a 60x45 mm receiver as we used for passive eavesdropping. We then ex-
loop antenna, and is implemented as shown in the relevanperimented with different antennas sizes (A5, A4 and A3)
manufacturer's data sheets [24]. Figure 2(a) shows exam-and RF amplifiers (0.5 W, 1 W, 2 W and 4 W). Reference
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(a) A5 antenna with 1 W amplifiet}, = 15 cm andd. = 75 cm. (b) A5 antenna with 1 W amplifiet/, = 15 cm andd. = 145 cm.
Figure 3. Data captured through active eavesdropping (top) , the reader’s command (middle) and a
reference token’s response as seen by the pick-up coil (bott om)

designs, performance trade-offs and theoretical limits fo d. = 50 cm using the same antenna with the 4 W ampli-
these antennas and amplifiers are publicly available [26,27 fier andd,. = 135 cm using the same amplifier with the A4
antenna. This could be attributed to a number of factors.
3.2.1 Reader to Token The amplitude of the load modulation was absolute and not
proportional to the amplitude of the carrier signal. As the
We set up each antenna/amplifier combination and mea-cayrier is amplified the load modulation effect gets smaller
sured the maximum distance where we could activate a to-re|ative to the entire signal. Essentially the modulatien i
ken. To test whether a token had been powered and receivedey is decreased each time the carrier is amplified and the
the data correctly we used a pick-up coil in close proximity SNR decreases accordingly. This was the same for tokens
to see if it generated the correct response. The results ar.qm different vendors with the same card-type form factor.
shown in Table 1 and are as expectéglis proportional to  The amplitude of the reflected load modulation decreased

the antenna radius/transmitted poweli; . is 0f N0 Sig- a5, increased. Even though the token can be activated at

nificance as the attacker is transmitting the readéoken  he distances mentioned before it had to be moved closer

data. to the loop antenna to create a sufficient effect in order to
0EW [ 1W W AW be eavesdropped. That negated the advantage of larger an-

tenna/amplifier combinations. Analysing the spectrum of
the transmitted signal from the reader showed some carrier
leakage into the sidebands. When the carrier is amplified
the receiver has difficulty isolating the sidebands and the
input amplifiers saturate before the small data signals can
be seen. In a specially design attacking reader care could be
taken as to the spectral properties of the carrier signathwhi
should allow for the recovery of smaller sideband signals,
3.2.2 Token to Attacker’s Antenna hence increasind, andd.. The threat of this attack seems

After activating the token the next step is to retrieve the to Slightly diminished asi, ended up quite small for the best
ken’s response. The best result forwas obtained using ~ €ase ofd.. That said, 15 cm is enough to execute an at-
the A5 antenna with the 1 W amplifier and is shown in Fig- _tack in a crowded area and easily allows reading of a card
ure 3(b) along with a comparative measurement at roughly " Somebody’s pocket or bag.

half the maximum distance. This was a surprising result

as we expected the range to increase but we only achieved

A5 (148x210 mm)| 15cm | 16 cm| 17cm| 19cm
A4 (210x297 mm)| 20cm | 23cm | 23cm | 25cm
A3 (297x420 mm)| 22cm | 25cm | 26 cm | 27 cm

Table 1. d, for each antenna/amplifier setup



4. Relay Attacks EPC type tags. Suggested authentication and privacy proto-
cols use pseudonyms and hash locking [17,23]. Further pro-
This is any attack where information passes through tocols suggest modifying the anti-collision protocols ][28
the attacker’s hardware on its route between the legitimateOr providing blocking tags [19]. Few of these ideas are
reader and the token and presents a practical example ofurrently implemented with the EPC standard only speci-
the grand master chess problem. An attacker can use twdying a 32-bit password and kill code option to prevent ac-
transponders in order to relay the information that a readertive scanning. ISO 14443 tokens generally provide stronger
and a token exchange during a cryptographic challenge-algorithms such as RSA, DES, AES with some vendors pro-
response protocol. A proxy-token device is placed nearViding proprietary algorithms, e.g. Philips Cryptol. Taes
the real reader and a proxy-reader device is placed near théokens have a fixed Unique Identifier (UID) used for anti-
real token, possibly unknown to its holder. Information can collision that could be used to track a specific card and the
therefore be forwarded over a great distance if a suitablesubsequent Protocol and Parameter Selection (PPS) could
communication medium is chosen between the proxy-tokenprovide more information about the origin/use of the card
and proxy-reader. As a result, the reader will report that before security mechanisms are invoked. Some access con-
it has verified the presence of a remote token and providetrol systems, despite the cryptographic capability ofthei
access to the attacker. tokens, simply use the UID for access control purposes in
We implemented a practical relay attack and achieved athe same way as old style proximity cards and are therefore
relay distance of 50 m using a cheap FSK RF link [9]. The Vvulnerable to a simple replay attack. The InternationallCiv
timing constraints were not as strict as defined in the stan-Aviation Organization (ICAO) new password standard, us-
dards, and allowed sufficient time to relay messages, evering ISO 14443 tokens, only specifies mandatory “Passive
with the 20us delay our hardware introduced. The neces- Authentication” which only proves that the data is authen-
sary hardware parts were easily obtainable and the cost ofic. “Basic Access Control”, which would provide confiden-
the whole system was well under $100, with most of the tiality, is an optional feature and if not implemented would
cost being an OEM RFID reader. The system was thenallow the attacker to eavesdrop the passport owner’s per-
modified using a FPGA development board to implement sonal information [18].
an adjustable delay so that the maximum attacking window Relay attacks cannot easily be prevented by crypto-
could be determined. It was possible to buffer and delay graphic protocols that operate at the application layer of
the data for a period of time on the condition that it was an RFID protocol stack. An attacker executing a relay at-
clocked out on the rising edge of the reader’s clock. We tack cannot avoid causing a delay in the system. Distance-
systematically increased the delay and tested the system bjounding or secure-positioning protocols are therefore a
reading the token’s ID. At 750s the system still functioned ~ possible defense. Brands and Chaum [4] described the first
as normal. Errors started occurring when the delay reachedlistance-bounding protocol based on timing the single-bit
1 ms and no data was read once the delay reached 5 mgound-trip delay in a cryptographic challenge-response ex
The allowed time delay might be dependent on the readerchange in order to prevent relay attacks. Since then a num-
and its setup, so the experiment should be repeated with &er of protocols based on technology such as RF [3], Re-
few readers to get an accurate result. We also considered theeived Signal Strength (RSS) [8] and Ultrasound [25] have
possibility that an attacker could alter data before reigyi ~ been proposed. These protocols are not ideal for RFID de-
back to the reader. Using the same experimental system we/ices as some require excessive power and processing re-
successfully modified a token’s ID response, which is unen- sources while little attention was paid to practical coasid
crypted and only uses a byte wise XOR for integrity. This ations such as noise and error correction. Kuhn et al. [10]
offers possibilities for further work on how this could effe ~ proposed a new distance bounding protocol for RFID de-
older payments systems using stream ciphers with limitedvices. Further research in this area might lead to protocols
integrity checking. with sufficient resolution to prevent unauthorized readers
from accessing tokens from outside a trusted boundary.

5. Countermeasures
6. Conclusion

We briefly discuss how tokens are protected and to what
extend the current mechanisms and card data can be com- The RF communication interface of ‘proximity’ tokens
promised by the attacks mentioned in the previous sectionsare vulnerable to practical attacks. We showed that an
Passive eavesdropping could be negated by implementingeavesdropper can intercept a two-way communication se-
confidentiality and privacy mechanisms while active scan- quence between a legitimate reader and token from 4 m and
ning is prevented by authentication. Papers on RFID secu-that it is also possible to scan a token’s response from ap-
rity concentrate on minimalist cryptography protocols for proximate 1.5 m aways after activating it from a distance of



15 cm using a magnetic loop antenna. We also showed how([12]
relay attacks can successfully spoof the location of authen
tication tokens and that the permissible system delayéurth
provides an opportunity for attacks on the system’s intggri

by allowing enough time for the modification of legitimate
communication sequences.

Currently these attacks are only at the proof of concept
stage and it is likely that further work would yield better
results, e.g. digital signal processing or specially desig
receivers could all increase the eavesdropping range. Nev-
ertheless the current implementations still present ai-cred
ble threat as these are within the capabilities of an attacke [16]
with a limited budget and some RF/electronic knowledge.

It would also be interesting to see similar results for taken [17]
using standards other than ISO 14443 A, e.g. ISO 14443 B.
We hope that the results we presented can serve as a start-
ing point for more research into security aspects of RFID
communication interfaces.
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