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Dear Caren
 
We are writing to you in relation to the recent cyber security incident experienced by HWL Ebsworth
Lawyers, and to provide an interim update regarding our analysis of affected documents.

 
Based on the current status of our initial triage process, we have identified that the OAIC is affected
based on the potential pool of exfiltrated data. The attached letter provides details of the current
status of our analysis, next steps, and details of affected matters relating to your Organisation.

 
If you have any questions regarding the information provided in the notification, please contact me,
Kristina or cyber.lswg@hwle.com.au.
 
Kind regards
 
Will
 
Will Sharpe 
Partner

HWLE Level 5, HWL Ebsworth Building, 6 National Circuit | Barton ACT 2600
Phone +61 2 6151 2241 | Mobile 0433 351 979
wsharpe@hwle.com.au | www.hwlebsworth.com.au

Full service | Commercially oriented | Unrivalled value
 

Adelaide | Brisbane | Canberra | Darwin | Hobart | Melbourne | Norwest | Perth | Sydney

Cyber fraud warning - please note that HWL Ebsworth will not notify you of a change to the firm's bank account details via email. If
you are in any doubt, please telephone your known contact at the firm, with their known contact details, to verbally confirm the
relevant bank account details prior to transferring funds electronically. Similarly, we may contact you to verify payment details in
particular circumstances.

If you receive this communication by mistake we prohibit you from using it in any way and do not waive client legal privilege. Please
notify us, delete the communication (and any attachments) and destroy all copies. We do not represent or warrant that this
communication is free from computer viruses or other defects. You are responsible for all loss or damage caused directly or
indirectly by the use of this communication. If you do not receive all of the email or attachments please notify us immediately by
reply email. Please do not click on any links or open attachments unless you recognise the sender and have verified that the
communication is genuine. This notice should not be deleted or altered.
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Commercial in Confidence  

 

 

10 June 2023 

 

Dear Caren 

 

Cyber Security Incident 

 

We are writing to provide you with an important update regarding the cyber incident experienced 

by HWL Ebsworth Lawyers (HWLE). Early yesterday morning HWLE became aware that the 

threat actor published exfiltrated data on the dark web. The threat actor claims to have 

published 1.4TB.   
 

Given the publication yesterday, the purpose of this letter is to provide you with an interim 

update based on our initial manual triage of the potential exfiltrated data pool of 3.6TB.  

 

As you know, HWLE has been implementing its data review plan to identify data relating to 

particular Organisations, matters or other stakeholders and ultimately impacted persons.  We 

have previously outlined to you the phases of that plan.  

  

We have materially completed our initial manual triage of the L - Drive and are well progressed 

with our triage of the H - Drive and G - Drive. These drives have been identified as locations 

containing impacted data likely to have been accessed and exfiltrated from HWLE's 

environment. 

 

Based on the current status of the initial triage process, we have identified that your 

Organisation is affected based on the potential pool of exfiltrated data. In particular, to date we 

have identified documents relating to the matters listed in the attachment to this letter. As our 

triage process continues we will update you as to any other documents that are affected. We 

recognise that the affected documents will include information from other Departments and 

Agencies. We will be happy to work with you to identify the other Departments and Agencies 

that should be informed of these affected matters. 

 

It is unclear whether documents from these matters have been published by the threat actor. 

We anticipate providing an update on this later next week.  

 

Next steps  

 

You may request a list of impacted documents for the identified matters. We will aim to provide 

this to you within 24 hours of your request.  

 

You may also request access to the impacted dataset, and we will aim to provide this to you 

within three business days of your request.  

 

To make a request, please contact cyber.lswg@hwle.com.au. 

 

Whilst you may wish to undertake your own interim review of the impacted dataset, please note 

that we intend to carry out further analysis with the assistance of McGrathNicol to identify 

sensitive data within the dataset to facilitate identification and preparation of lists of impacted 

persons or other impacted parties, which will involve further manual reviews and checks.  This 
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process will include identifying, not only personal information that might give rise to privacy data 

breach notification obligations, but also other categories of confidential or sensitive data. HWLE 

considers it beneficial for us to continue to manage this review process in order to avoid 

duplication of effort, minimise costs to our clients and ensure consistency in the approach.  

 

Personal information  

 

As you know, we have separately notified OAIC of the incident in accordance with our 

obligations under the Privacy Act 1988.  We intend to work closely with you in assessing the risk 

of serious harm arising from the disclosure of the documents, and would welcome an 

opportunity to discuss the management of any notifications that are required to be given to 

affected persons. 

 

We appreciate your patience and understanding as we continue to work through the impact of 

this incident.  

 
If you wish to make a request as outlined above or have other specific queries, please contact 

cyber.lswg@hwle.com.au.  

 

Yours sincerely 

 

HWL Ebsworth cyber incident team 

cyber.lswg@hwle.com.au 

 

 

 

Attachment - Potentially Impacted Matters for Your Organisation 
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