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Cybersecurity for
Financial Services

A Comprehensive Exploration of
Cybersecurity Resilience Strategies

In the dynamic intersection of global politics and finance, this whitepaper underscores the
imperative for robust strategies, especially in cybersecurity. As geopolitical giants like China and
the United States shape this intricate landscape, companies grapple with internal challenges
amidst technological advancements. Recent malware incidents and disruptions in digital
currency highlight the pivotal role of cybersecurity. Here we explore looming threats from
quantum technology, collaborative industry efforts to bolster encryption, and the transformative
influence of artificial intelligence. Can a unified approach fortify the financial system against
evolving cyber threats?

|
\



Cybersecurity for Financial Services: A Comprehensive Exploration of Cybersecurity Resilience Strategies

WHITE PAPER

Key Highlights:

Uncover Al's dual role in
cybersecurity, shaping a
technological arms race.

» Navigate digital currency
challenges, emphasizing the urgent
need for robust cybersecurity

HISESUIES: Embrace cloud-driven innovation,

advocating transformative
cybersecurity strategies for
financial resilience.

Examine cyberattacks’ financial
impact, stressing the necessity for
resilient cybersecurity strategies.

Navigating Geopolitical Complexity

Traverse regulatory landscapes,
advocating compliance initiatives
for fortified financial cybersecurity
resilience.

The complex relationship between global politics and financial institutions is increasingly complicated, necessitating
resilience strategies. Geopolitical trends and conflicts can lead to tangible challenges, spilling over into cybersecurity
threats. Companies must navigate this intricate landscape, notably in the context of competition between major powers like
China and the United States. Technology, a battleground for global power, requires companies to harness capabilities while
avoiding geopolitical pitfalls. Internal challenges arise as leaders must address political scrutiny, balance market priorities,
and manage a diverse global workforce. A multifaceted approach involving boards, risk assessment, corporate narrative,

and stakeholder engagement is vital to maintaining resilience in a geopolitically
complex world.

Safeguarding Digital Assets: Navigating Challenges
and Enhancing Resilience in the Digital Currency Landscape

In the rapidly evolving landscape of digital currencies, the market has witnessed
significant challenges, including price volatility, breaches, and fraudulent
schemes, leading to what is commonly referred to as “crypto winter.” According
to the Boston Consulting Group, investors, including asset managers, have faced
substantial losses due to a lack of robust risk management practices. The recent
security breaches in the decentralized finance (DeFi) space, such as the Poly
Network hack where over $600 million was stolen across various blockchains,
underscore the pressing need for financial institutions to enhance their risk
strategies in the digital currency realm.

Similarly, the blockchain project Ronin, powering the popular online game Axie
Infinity, experienced one of the largest cryptocurrency heists on record, with
hackers making off with almost $615 million using stolen private keys. This
incident highlights the vulnerabilities inherent in blockchain projects and the
critical importance of cybersecurity measures to protect digital assets.

Amid these challenges, regulatory
developments play a pivotal role in
shaping the digital currency landscape.
The recent approval of spot Bitcoin
exchange-traded funds (ETFs) in the
US marks a significant milestone,
allowing mainstream investors, from
pension funds to ordinary individuals, to
enter the speculative world of Bitcoin.
This decision, accompanied by a

stern warning from the Securities and
Exchange Commission about the risks
associated with Bitcoin, reflects the
increasing acceptance and integration
of digital currencies into traditional
investment frameworks.

NotPetya Malware

In 2017, the “NotPetya” malware,
believed to have originated
from Russia, infected computer
systems worldwide but caused
significant damage in Ukraine.
The malware disguised itself

as ransomware but had the
primary objective of disrupting
computer systems and causing
extensive data loss. It impacted
various sectors, including
Ukraine’s financial institutions.
NotPetya caused significant
disruption to the operations

of Ukraine’s central bank and
several other banks. Financial
transactions were disrupted,
and banks struggled to maintain
their services, leading to
financial losses and reputational
damage.

The NotPetya incident
demonstrates how geopolitical
conflicts can lead to
cyberattacks that directly
impact financial systems and
organizations, emphasizing the
need for robust cybersecurity
and resilience strategies in the
face of such challenges.



https://www.bcg.com/publications/2023/managing-risk-for-next-wave-of-digital-currencies
https://blockworks.co/news/hackers-steal-over-600m-biggest-in-defi-history
https://blockworks.co/news/hackers-steal-over-600m-biggest-in-defi-history
https://www.theguardian.com/technology/2022/mar/30/ronin-project-blockchain-cryptocurrency-heist
https://www.bbc.co.uk/news/technology-67916142
https://www.bbc.co.uk/news/technology-67916142
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In navigating this complex environment, financial institutions must not only address security risks but also consider market
risk, counterparty risk, illicit finance risk, regulatory risk, operational risk, and reputational risk associated with digital
currencies. Strategies to mitigate these risks include the adoption of business intelligence systems, anti-money laundering
techniques, robust security measures, and comprehensive asset research. Particularly, the role of cybersecurity cannot be
overstated, with the necessity for rigorous measures in digital currency custody, whether through hot wallets, cold storage,

multi-signature protocols, or multi-party computation. Institutions must invest in cybersecurity training and practices to
secure digital currency transactions and assets, safeguarding both customers and the institution in this dynamic and

challenging landscape.

Quantum Computing
Enters Cybersecurity

In the face of rapidly advancing quantum
technology, organizations are grappling with the
imminent cybersecurity threats posed by large-
scale quantum computers. The development

of quantum computers brings unprecedented
processing power that could potentially
compromise existing encryption methods,
exposing sensitive data to cyber threats. The
Global Risk Institute’s Quantum Threat Timeline
Report predicts a high probability of quantum
computers breaking public key cryptography
within 15 years. To address these concerns,
Fortinet has collaborated with Argit Quantum
Inc. and BT Group to launch a quantum-safe
virtual private network (VPN) solution. This joint
product utilizes Argit's Symmetric Key Agreement
Platform and Fortinet FortiGate Next-Generation
Firewalls to provide organizations in the UK and
EU with quantum-safe symmetric keys for secure
data transmission. As organizations globally face
the urgent need to fortify encryption against
quantum threats, this collaboration aims to offer
enhanced security and defend against evolving
cyber threats.

Amid the advancing landscape of quantum
technology, the financial sector is actively
responding to emerging threats. Major regulators
and industry players are piloting initiatives,
exemplified by JP Morgan Chase’s quantum

key distribution (QKD) system and HSBC's use
of a QKD-based quantum secure network for
foreign exchange transactions. Regulatory
bodies in key financial markets are advocating
pre-emptive measures, such as the US Office of
Budget and Management’s guidance for federal
agencies to complete migration to post-quantum
cryptography by 2035. Additionally, the Federal
Information Processing Standards (FIPS) 140-

3 sets comprehensive encryption standards,
extending to new quantum encryption protocols,
underscoring the sector’s commitment to robust
security measures against evolving quantum
threats.

The Dual Edge of AL .. ... ..
Transforming Cybersecurityin . . . - . ..
the Face of Promise and Challenges

The rapid evolution of artificial intelligence (Al) and
machine learning presents both promise and challenges
for cybersecurity. A recent McKinsey report estimated

that generative Al could contribute $340 billion annually,
indicating a 15% increase in operating profits for the sector.
McKinsey predicted significant gains in corporate and retail
banking, where large language models enhance employee
productivity and customer service through virtual assistants.
These low-stakes assistants guide customers through
services or FAQs. While the dual-edge sword of Al poses
challenges, it remains crucial in accelerating cybersecurity
detection, containment, and response. The growing attack
surfaces, driven by factors like 5G networks and loT,
highlight the need for Al-driven threat detection.

“The United Nations estimates
that the annual amount of money
laundered ranges from 2% to 5%
of the global GDP, equating to a
staggering $800 billion

to $2 trillion.”

However, the transformative potential of Al extends beyond
cybersecurity defense. Cybercriminals are adapting to

these technological advancements as well. Recognizing

the time and effort involved in recruiting money mules,
cybercriminals are now turning to automation services to
streamline the process of moving illicit funds through layers
of crypto exchanges. This emerging trend, known as Money
Laundering-as-a-Service, not only accelerates the money
laundering process but also renders it less traceable, making
it more challenging for victims to recover stolen funds.

The incorporation of automation services into illicit financial
activities emphasizes the dual impact of Al and machine
learning, serving both the defenders and adversaries in the
cybersecurity landscape. As organizations leverage Al to
counteract evolving cyber threats, cybercriminals exploit
similar technologies to perpetrate and expedite financial
crimes, underscoring the ongoing technological arms race in
the digital realm.


https://www.mckinsey.com/industries/financial-services/our-insights/capturing-the-full-value-of-generative-ai-in-banking#/
https://www.fortinet.com/content/dam/fortinet/assets/ebook/eb-ai-powered-security-retail-banks.pdf
https://kpmg.com/uk/en/blogs/home/posts/2023/06/quantum-computers-the-emerging-cybersecurity-threat.html#:~:text=Quantum%20computers%20will%20be%20able,access%20and%20exploit%20sensitive%20data.
https://kpmg.com/uk/en/blogs/home/posts/2023/06/quantum-computers-the-emerging-cybersecurity-threat.html#:~:text=Quantum%20computers%20will%20be%20able,access%20and%20exploit%20sensitive%20data.
https://markets.ft.com/data/announce/detail?dockey=1330-8994916en-21JVP63L578FTCAQFIFCA8IMBA
https://www.fitchratings.com/research/banks/global-financial-system-faces-prospect-of-quantum-computing-threats-11-01-2024
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Recent developments showcase the integration of
GenAl into the cybersecurity arsenal, particularly
with Fortinet’s groundbreaking release of Fortinet
Advisor. This innovative Generative Al (GenAl)
assistant marks a significant leap forward in
leveraging Al to bolster cybersecurity efforts.

Fortinet, a global cybersecurity leader, has been

at the forefront of Al innovation for over a decade,
with a robust portfolio of more than 40 Al-powered
offerings. This legacy includes FortiGuard Al-
Powered Security Services, FortiAlOps, FortiEDR,
and FortiAnalyzer. The integration of GenAl
through Fortinet Advisor takes this legacy a step
further, empowering security operations (SecOps)
teams to investigate and remediate threats at an
unprecedented pace.

Key Features of Fortinet Advisor:

= Interpreting Security Incidents: Rapidly analyzes
alerts, providing easy-to-understand incident
summaries with context and potential impact
within seconds.

= Building Complex Investigation Queries: Assists
security analysts in generating productive
queries, translating natural language inputs into
precise syntax to retrieve useful results.

= Creating Remediation Plans: Aids in swift threat
response by suggesting threat remediation plans
and refining them based on real-time analyst
feedback.

= Augmenting Playbook Creation: Enables
security architects to quickly generate playbook
templates, translating processes into actionable
plans.

Fortinet Advisor is seamlessly integrated into
FortiSIEM and FortiSOAR, enhancing the capabilities
of these security solutions. It provides contextually
aware incident analysis, remediation guidance,

and playbook templates in natural language within
seconds, contributing to a reduction in mean time to
detect and respond.

The continuous refinement and updates to Fortinet
Advisor by Fortinet Al and product specialists
ensure that it remains at the cutting edge of

threat intelligence. With over a decade of Al-
powered threat research, prevention, detection,
and response, Fortinet solidifies its position as an
industry-leading cybersecurity platform.

“GenAl has the power to make security
teams smarter, more efficient, and more
productive. Fortinet Advisor, backed by
Fortinet’s long history of Al innovation

and deep threat expertise, can help
organizations improve business operations

and harden themselves against attack,
especially for those struggling with the
cybersecurity skills gap.”

Jon Oltsik,
Distinguished Analyst and Fellow
at Enterprise Strategy Group.

Cloud-Driven Innovation: )
Transformative Strategies for Resilient Cybersecurity in Finance e

In the financial sector’s ongoing pursuit of innovation and resilience, cloud adoption has become
a linchpin, while cybersecurity strategies are evolving to address key trends. These trends i
encompass cultivating a strategic cybersecurity culture, enhancing resilience through proactive . -
risk management, adopting Security-as-Code (SaC) for end-to-end security automation,
empowering project-centric cloud freedom with the Cloud Center of Excellence (CCoE), unifying
tools to reduce complexity, elevating security operations, and considering long-term security
solutions such as Zero Trust, Secure Access Service Edge (SASE), Al, and ML integration.
Furthermore, streamlining vendor management, advancing incident readiness, and forging
strategic partnerships with cybersecurity experts are emphasized to strengthen security posture
and enable global cybersecurity efforts. This comprehensive approach enables the financial
sector to thrive in a cloud-powered era of trust and resilience while breaking free from siloed
security practices.
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https://www.fortinet.com/uk/solutions/industries/financial-services
https://www.fortinet.com/corporate/about-us/newsroom/press-releases/2023/fortinet-advisor-a-generative-ai-assistant-accelerating-threat-investigation-and-remediation
https://www.fortinet.com/corporate/about-us/newsroom/press-releases/2023/fortinet-advisor-a-generative-ai-assistant-accelerating-threat-investigation-and-remediation
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Navigating Digital Risks: A Unified Approach to Cyber Resilience

In the realm of “Risk Management in a Digital World,” financial institutions are navigating the evolving nature of risks

in the digital era, particularly in the domains of financial crime prevention, digital risk management, and cybersecurity.
Recognizing the imperative to understand and adapt, the European Central Bank (ECB) is at the forefront, introducing a
pioneering cyber resilience stress test, shifting the paradigm from prevention to evaluating banks’ response and recovery
capabilities. Simultaneously, the International Monetary Fund (IMF) underscores the urgent need for global cooperation

to fortify the financial system against the growing cyber threat. Aligning with emerging compliance frameworks like the
Digital Operational Resilience Act (DORA), proposed strategies emphasize collaboration, reduction of fragmentation, and
leveraging the financial sector as a model for other industries. Recommendations include developing a framework for cyber
risk management, creating financial emergency response teams, and reinforcing international norms. These collective efforts
form a comprehensive blueprint, aligning with compliance initiatives, to fortify the financial system against digital risks,
ensuring resilience and effective risk management in the face of cyber threats.

The need for financial institutions to remain vigilant, adaptive, and forward-thinking in the face of evolving
challenges has never been more important. Staying attuned to industry discussions, innovations, and
regulatory developments is paramount for navigating the complex intersection of global politics, financial
landscapes, and cybersecurity resilience. The future of finance hinges on a strategic blend of collaboration,
embracing technological advancements, and cultivating a heightened awareness of risks. In this dynamic
landscape, institutions that proactively engage with industry dialogues, leverage innovative solutions, and
prioritize risk management will be well-positioned to thrive and contribute to shaping the resilient future of
the financial sector.

Discover how Fortinet’s
solutions can empower
financial institutions
AEIE

F::EHTII‘IET www.fortinet.com

Copyright © 2024 Fortinet, Inc. All rights reserved. Fortinet*, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc., and other Fortinet names herein may also be registered and/or common law trademarks of Fortinet. All other product
or company names may be trademarks of their respective owners. Performance and other metrics contained herein were attained in internal lab tests under ideal conditions, and actual performance and other results may vary. Network variables, different network environments and
other conditions may affect performance results. Nothing herein represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, except to the extent Fortinet enters a binding written contract, signed by Fortinet's General Counsel,
with a purchaser that expressly warrants that the identified product will perform according to certain expressly-identified performance metrics and, in such event, only the specific performance metrics expressly identified in such binding written contract shall be binding on Fortinet
For absolute clarity, any such warranty will be limited to performance in the same ideal conditions as in Fortinet's internal lab tests. Fortinet disclaims in full any covenants, representations, and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to
change, modify, transfer, or otherwise revise this publication without notice, and the most current version of the publication shall be applicable.

February 7, 2024 10:26 PM

2522705-0-1-EN


https://www.bankingsupervision.europa.eu/press/pr/date/2024/html/ssm.pr240103~a26e1930b0.en.html
https://www.imf.org/external/pubs/ft/fandd/2021/03/global-cyber-threat-to-financial-systems-maurer.htm
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