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Security Awareness and Training

Product Offerings .

This ordering guide is a quick reference to the Fortinet Security Awareness and Training
Service. This service addresses the human factor of the Security Fabric and is offered to help
customers & partners reduce human risks associated with cyberthreats, and to change end-
user behaviors by creating a cyber-aware culture within the workplace.

This is a SaaS-based offering, designed to assist any organization to satisfy compliance
challenges from regulatory agencies, supply chain, or simply to address an internal awareness
gap. The overall service consists of the following:

» Learning Platform - Highly robust learning management platform with extensive
management features, including reporting, authentication options, and integration with
Active Directory (AD)

» Training Catalog - Large catalog of awareness training modules that are focused on a
wide range of information security (InfoSec) topics and use various learning techniques and
objectives

e Assets - Library of awareness assets such as high-resolution print posters, job aids, and
awareness campaign templates

There are 2 levels for this service:

e Standard: designed and targeted for organizations such as small and medium businesses
that require basic InfoSec awareness employee training. Contains 19 individual training
modules which address the most pervasive threats, such as phishing, ransomware, password
protection, social engineering etc.

e Premium: designed for organizations which need a robust and complex feature set. Builds on
the Standard package to offer an additional 32 training modules including cobranding, single
sign on (SS0O), and integration with Active Directory.

PRODUCT OFFERINGS

MODULES STANDARD PREMIUM

Standard 19 Modules @ @
Enhanced 32 Modules @
Management Features

Reporting @ @
Multifactor Authentication © ©
Cobranding Features ©
AD Support (LDAP) @
FortiPhish Integration @ @
) ©
Custom Branding White Labeling (Add-on Feature) @
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ORDER INFORMATION

SOLUTION

Security Awareness & Training Service

100 - 499 Users

STANDARD
FC2-10-IASVC-523-02-DD

PREMIUM
FC2-10-IASVC-525-02-DD

500 - 1,999 Users

FC3-10-IASVC-523-02-DD

FC3-10-IASVC-525-02-DD

2,000 - 9,999 Users

FC4-10-IASVC-523-02-DD

FC4-10-IASVC-525-02-DD

10,000+ Users

FC5-10-1ASVC-523-02-DD

FC5-10-IASVC-525-02-DD

Training Modules

Training modules are approximately eight-minute interactive modules that are designed to teach students via multimedia
presentations and exercises.

TRAINING MODULES STANDARD PREMIUM

InfoSec Awareness

Bad Actors

Social Engineering

Phishing Attacks

Email Security

Malware and Ransomware

Password Protection
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Multifactor Authentication

Data Security

Data Privacy

Access Control

Mobile Security

Insider Threat

Clean Desk Policy

Working Remotely

Web Conference Security

Managers: Cyber Security Frameworks

Managers: Security Awareness

Managers: Deploying and Managing the Fortinet Security Awareness and Training

Social Media

Business Email Compromise

Intellectual Property

QEOEOOEOEEEEEEEEEEEEIPEIPEIO

Secure Travel Tips

Micro Training Modules

Micro modules are summaries of the base modules. They are typically less than two minutes long and are used as follow-up to
the base modules to reinforce specific topics.

MICRO MODULES STANDARD PREMIUM

Social Engineering

Phishing Attacks

Email Security

Malware and Ransomware

Password Protection
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Data Security

Data Privacy

Business Email Compromise

Insider Threat
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Clean Desk Policy
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Nano Training Modules

Nano modules are typically less than one minute long and can be used to reinforce topics or as aids/assets to promote InfoSec

awrareness training throught an organization.

NANO MODULES

Shoulder Surfing

PREMIUM

Tailgating

See Something, Hear Something, Say Something

Follow Company Policy

Avoid Unknown Wi-Fi Networks

Good Password Hygiene

Think Before You Click

Web Conference Tips

Travel Tips

Back up Your Data

Data Disposal

Disable Automatic Wi-Fi

Encrypt Sensitive Data

Enable Screen Locks

Update Your Software

Protect Your Devices

Non-discoverable Bluetooth

Use Multifactor Authentication
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Using all three training modules together is highly recommended to form a comprehensive awareness program.
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