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Fortinet Security Awareness 
and Training Service

Train employees with a guided security training program. 
Created by the Fortinet Training Institute, the Fortinet 
Security Awareness and Training service helps IT, Security, 
and Compliance leaders build a cyber-aware culture 
where employees recognize and avoid falling victim to 
cyberattacks.

The Fortinet Security Awareness and Training service is developed 
by Fortinet’s award-winning Fortinet Training Institute.

With content incorporating threat intelligence insights from 
FortiGuard Labs, the service arms your employees with the latest 
knowledge, guidance, and tips to make smarter choices when 
confronted by cyber attacks and other risks to your organization.

Comprehensive SaaS-based Solution

Highlights

Aligns to the National 
Institute of Standards and 
Technology framework 
(NIST 800-50 and NIST 
800-16)

Includes quarterly training 
alerts mapped from 
Fortinet Threat Signals 
reports

Delivers engaging, 
interactive training 
through video, text, audio, 
imagery, and animations

Interactive quizzes and 
knowledge checks 

Admins can monitor 
and run reports on 
training campaigns, 
user completion and 
performance, cross-
organizational usage, and 
other results

Create a cyber-
aware workforce.



2

Fortinet Security Awareness and Training Service Data Sheet

Highlights

Key Benefits

FortiPhish Integration

Train employees to recognize and report on potential security 
threats whether in an email, online, or in a physical setting.

Satisfy requirements for security and awareness training across 
major frameworks including PCI DSS, GDPR, CCPA, and other 
frameworks.

Prevent the impact of breaches caused by employee errors and 
poor judgement.

Ensure employees are aware of data privacy and security, and are 
motivated to protect personally identifiable information and other 
sensitive data.

Reduce the costs and strain on security and IT in managing 
infections and removing malware.

Integrates with FortiPhish for a complete phishing simulation and 
training solution.

Intelligence-driven 
Training

Powered by FortiGuard Labs 
active threat intelligence 

to ensure courseware and 
communications are timely 

and informed by developments 
observed across the threat 

landscape.

✓	 High Quality Security Training

✓	 Engaging Learning and Learning Reinforcement 
	 Resources

✓	 Easy to Use Administration and Management

✓	 Active Monitoring and Reporting

✓	 FortiPhish Integration with Remediation Training
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How the service is different

Key Features

Designed by security experts and aligned to NIST 800-50 and NIST 800-16, the Fortinet Security Awareness and Training 
service is designed to help IT, Security, and Compliance leaders build a cyber-aware culture among employees. The service is 
also available for partners to custom brand and co-brand. Fortinet provides deployment guidance and training as part of the 
service.

FEATURES STANDARD PREMIUM

High Quality Security Awareness and Training Aligned With NIST 800-50 / NIST 800-16

Training Modules 7 Base Modules 23 Base Modules

Micro Training Modules 5 Re-engagement Modules 10 Re-engagement Modules

Nano Learning Videos 7 Reinforcement Modules 18 Reinforcement Modules

Reinforcement Resources: Posters, Banners, Tip Sheets, and more ✓ ✓

Role-based Training for End-users, Managers, and Executives ✓ ✓

Administration and Management

Planning and Deployment Training for Admins ✓ ✓

Quarterly Top Threat Signals Report for Admins (Powered by FortiGuard Labs) ✓ ✓

Create, Update, and Deactivate Users Manually or with an Import File ✓ ✓

Two-Factor Authentication ✓ ✓

LDAP Integration ✓

Single Sign On (SSO) ✓

Co-branding ✓

Role-based Hierarchical Registration ✓

Monitoring and Reporting

Up-to-date Dashboard of User Activity ✓ ✓

Out-of-the-box Reports for Admins and Executives  ✓ ✓

Flexible Report Builder for Custom Reporting ✓ ✓

Schedule and Export Reports ✓ ✓

Add On Features | Products

Integration with FortiPhish ✓ ✓

Custom Branding ✓

High quality and engaging training  

	• Training is aesthetic and modern to engage audiences

	• Courses introduce users to key concepts, re-engage, and 
reinforce learning to continually secure organizations 

	• Allows for remediation actions to ensure employees are on 
track and behaviors align with corporate objectives

Award-winning training and certification

	• Developed by award-winning Fortinet Training Institute 
which is committed to closing the cybersecurity skills gap

	• For security pros, the Institute has separately issued 
over 740 000 NSE certifications and provided more than 
1.5 million free registrations for Fortinet’s cybersecurity 
training

Intuitive user and admin interfaces

	• Admin portal with up-to-date activity monitoring and real-
time views of activities by user, groups, modules, and more

	• Planning, deployment training, and guidance provided by 
Fortinet for platform administrators

Closing the cybersecurity skills gap

	• Feature rich while being competitively priced to help 
organizations build a cyber-aware culture, affordably 

Responsive to the threat landscape

	• Course creations are based on world-class threat 
intelligence from FortiGuard Labs

	• Admins receive quarterly alerts with top threat signals to 
identify end-user training for addressing relevant threats

Partner-ready

	• Provides multi-tenancy to allow partners to offer 
completed security awareness training services to their 
customers 

	• Custom brand and co-brand to manage the full experience 
from user provisioning to reporting
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Course Curriculum

The Fortinet Security Awareness and Training service delivers high quality, engaging, and interactive security awareness training 
designed to create a cyber-aware workforce while at the same time, being sensitive to the time and productivity demands 
organizations have on employees.

BASE MODULE MICRO MODULE
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Social Engineering

Bad Actors Phishing Attacks

Social Engineering Email Security

Phishing Attacks Malware and Ransomware

Email Security Password Protection

Malware and Ransomware Data Security

Password Protection Data Privacy

Multi-Factor Authentication Business Email Compromise

Data Security Insider Threat

Data Privacy Clean Desk Policy

Access Control

For more information on additional 
modules and resources available 
as part of the service, see the 
Course Modules Data Sheet.

Mobile Security

Insider Threat

Clean Desk Policy

Working Remotely

Web Conference Security

Social Media

Business Email Compromise

Intellectual Property

Secure Travel Tips

Managers: Information Security Framework

Managers: Information Security Awareness

Managers: Deploying and Managing the Fortinet Security Awareness 
and Training Service
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Solution Overview
Engaging and interactive courses

Learning reinforcement resources

Campaign builder

Monitoring and reporting

	• Role-based training for end-users, managers, and executives 

	• Courses are designed for optimal learning with introductory 
modules averaging approximately eight minutes 

	• Includes re-engagement micro modules averaging 
approximately two minutes in length

	• Build custom campaigns with select training modules to 
address organizational needs

	• Set-up automation triggers for learning

	• Send "getting started," reminder and course completion 
emails to users

	• Up-to-date dashboard of user activity 

	• Out-of-the-box reports available in pdf format

	• Report weekly, monthly, or at campaign completion

	• Flexible and intuitive report builder gives admins the power to 
create custom reports

	• Campaign reports for executives

	• Reinforce key teachings from the course modules with videos 
and other assets

	• Mix and match assets with different courses and use them to 
run targeted campaigns on key timely threats:
✓ Nano videos

✓ Posters

✓ Screensavers

✓ Banners

✓ Tip sheets
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Ordering Information

Product SKU Description

Fortinet Security Awareness and Training Service Standard FC2-10-IASVC-523-02-DD Fortinet Security Awareness and Training Service User Subscription including 
24x7 FortiCare for 100-499 Users, Includes standard training modules.	

FC3-10-IASVC-523-02-DD Fortinet Security Awareness and Training Service User Subscription including 
24x7 FortiCare for 500-1999 Users, Includes standard training modules.

FC4-10-IASVC-523-02-DD Fortinet Security Awareness and Training Service User Subscription including 
24x7 FortiCare for 2000-9999 Users, Includes standard training modules.

FC5-10-IASVC-XXX-01-DD Fortinet Security Awareness and Training Service User Subscription including 
24x7 FortiCare for 10 000 Users, Includes standard training modules.

Premium FC2-10-IASVC-525-02-DD Fortinet Security Awareness and Training Service User Subscription including 
24x7 FortiCare for 100-499 Users, Includes premium training modules.

FC3-10-IASVC-525-02-DD Fortinet Security Awareness and Training Service User Subscription including 
24x7 FortiCare for 500-1999 Users, Includes premium training modules.

FC4-10-IASVC-525-02-DD Fortinet Security Awareness and Training Service User Subscription including 
24x7 FortiCare for 2000-9999 Users, Includes premium training modules.	

FC5-10-IASVC-525-02-DD Fortinet Security Awareness and Training Service User Subscription including 
24x7 FortiCare for 10 000 Users, Includes premium training modules.

Add-On IAS-WL-UG Custom Branding Add-on for Fortinet Security Awareness and Training Service 
(only available with premium subscription).

FortiPhish FC1-10-PHCLD-223-01-DD Subscription for 25 mailboxes, 12 months, includes support.

FC2-10-PHCLD-223-01-DD Subscription for 500 mailboxes, 12 months, includes support.

FC3-10-PHCLD-223-01-DD Subscription for 10 000 mailboxes, 12 months, includes support.

Try the service now at https://www.fortinet.com/training/security-awareness-training

https://www.fortinet.com/
https://www.fortinet.com/training/security-awareness-training

