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FortiClient Forensic Service

FortiClient Forensic Service provides analysis to help 
endpoint customers respond to and recover from cyber 
incidents. For each engagement, forensic analysts from 
Fortinet’s FortiGuard Labs will assist in the collection, 
examination, and presentation of digital evidence, including 
a final, detailed report. FortiClient subscriptions that include 
Forensic Services entitle the customer to call on these 
forensic experts whenever an event happens, offloading 
internal teams and accelerating investigations by analysts 
deeply familiar with the tools of endpoint security.

Analysis of Cyber Security Events in a FortiClient Deployment

Forensic Service 
Value

Identify and mitigate 
potential risks including: 

	n Applications, networks, 
systems, and user 
accounts

	n Malicious software and 
vulnerabilities

	n Indicators of 
Compromise

	n Root Cause Analysis

	n Lateral Movement

Benefits

	n Advanced FortiClient 
product experts 

	n Faster event analysis 

	n Digital evidence analysis

	n Initial attack vector, 
timeline of activity, and 
compromise extent 

	n Remediation steps
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Features

Collection

Collecting disk artifacts and memory snapshots that may be relevant to the investigation. 
Collections are conducted securely via a remote agent with minimal customer interaction.

Examination

Examining file system contents, processing log files, and extracting statistical results to 
prioritize high value items for analysis.

Analysis

Analyzing targeted digital evidence to determine the initial attack vector, establish timeline of 
malicious activity, and identify the extent of compromise.

Reporting

Synthesizing the findings in a high-level executive summary with details on remediation 
recommendations.
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Service Highlights

Report and Recommend Actions

The report will provide details on the attack timeline and the root cause analysis. The report 
will include an executive summary explaining the major findings of the investigations, including 
the key takeaways and recommendations. The body of the report delves into each type of 
analysis performed (as outlined in previous question) as well as highlighting the Indicators of 
Compromise, list of affected computers and user accounts (when appropriate).

Respond and Recover from Cyber Incidents

The Forensic Service adds value by helping clients respond to and recover from cyber 
incidents. Forensic analysis reveals how a malicious actor breached the network and identifies 
all affected systems. The delivery of threat intelligence and remediation recommendations can 
help an enterprise to quickly move back to normal day-to-day business.

Identify Current and Past Attacker Activity

With the Forensic Service, past attacker activity can be identified. Typically, forensic analysis 
is conducted on endpoints that have been identified as potentially or confirmed compromised. 
A sophisticated timeline can be created to identify when malicious files first appeared on disk, 
and if and when certain sensitive files were accessed by a malicious actor. Correlated the 
timeline with event logs would show when a malicious actor logged into the system, and when 
they moved laterally.

Tailor a Comprehensive Analysis

The type of analysis is tailored depending on the necessity of the case. Depending on the 
operating system, the available artifacts will differ. For the Windows operating system, the type 
of analysis can be any combination of the following:

 • Persistence Analysis

 • Program Execution

 • Shell Item Forensics

 • Windows Event Log Analysis

 • Timeline Analysis

 • Browser Application Forensics

 • Memory Forensic

 • Malware Analysis.

Collect Broad Ranging Artifacts

To conduct the above mentioned analyses, a number of system artifacts are collected.

 • Registry Hives

 • Prefetch Files

 • System Resource Usage Database

 • Jump List and LNK Files

 • Event Log files

 • Browser History 

 • Windows Recycle Bin

 • Memory Snapshot
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SKU DESCRIPTION

PER ENDPOINT

VPN/ZTNA Agent plus FortiGuard 
Forensics Subscription

FC1-10-EMS05-537-01-DD FortiClient VPN/ZTNA Agent Subscriptions (EMS hosted by FortiCloud) plus FortiGuard Forensics with FortiCare 
Premium for 25 endpoints.

FC2-10-EMS05-537-01-DD FortiClient VPN/ZTNA Agent Subscriptions (EMS hosted by FortiCloud) plus FortiGuard Forensics with FortiCare 
Premium for 500 endpoints.

FC3-10-EMS05-537-01-DD FortiClient VPN/ZTNA Agent Subscriptions (EMS hosted by FortiCloud) plus FortiGuard Forensics with FortiCare 
Premium for 2000 endpoints.

FC4-10-EMS05-537-01-DD FortiClient VPN/ZTNA Agent Subscriptions (EMS hosted by FortiCloud) plus FortiGuard Forensics with FortiCare 
Premium for 10 000 endpoints.

VPN/ZTNA, EPP/ATP Plus Forensics FC1-10-EMS05-538-01-DD FortiClient VPN/ZTNA Agent and EPP/APT Subscriptions (EMS hosted by FortiCloud) plus FortiGuard Forensics with 
FortiCare Premium for 25 endpoints.

FC2-10-EMS05-538-01-DD FortiClient VPN/ZTNA Agent and EPP/APT Subscriptions (EMS hosted by FortiCloud) plus FortiGuard Forensics with 
FortiCare Premium for 500 endpoints.

FC3-10-EMS05-538-01-DD FortiClient VPN/ZTNA Agent and EPP/APT Subscriptions (EMS hosted by FortiCloud) plus FortiGuard Forensics with 
FortiCare Premium for 2000 endpoints.

FC4-10-EMS05-538-01-DD FortiClient VPN/ZTNA Agent and EPP/APT Subscriptions (EMS hosted by FortiCloud) plus FortiGuard Forensics with 
FortiCare Premium for 10 000 endpoints.

Managed FortiClient Plus Forensics FC1-10-EMS05-539-01-DD Managed FortiClient VPN/ZTNA Agent and EPP/APT Subscriptions (EMS hosted by FortiCloud) plus FortiGuard 
Forensics with FortiCare Premium for 25 endpoints.

FC2-10-EMS05-539-01-DD Managed FortiClient VPN/ZTNA Agent and EPP/APT Subscriptions (EMS hosted by FortiCloud) plus FortiGuard 
Forensics with FortiCare Premium for 500 endpoints.

FC3-10-EMS05-539-01-DD Managed FortiClient VPN/ZTNA Agent and EPP/APT Subscriptions (EMS hosted by FortiCloud) plus FortiGuard 
Forensics with FortiCare Premium for 2000 endpoints.

FC4-10-EMS05-539-01-DD Managed FortiClient VPN/ZTNA Agent and EPP/APT Subscriptions (EMS hosted by FortiCloud) plus FortiGuard 
Forensics with FortiCare Premium for 10 000 endpoints.

PER-USER LICENSE

VPN/ZTNA Plus Forensics FC2-10-EMS05-557-02-DD FortiClient VPN/ZTNA Agent plus FortiGuard Forensics Subscription for 100-499 Users. Includes EMS hosted by 
FortiCloud with FortiCare Premium.

FC3-10-EMS05-557-02-DD FortiClient VPN/ZTNA Agent plus FortiGuard Forensics Subscription for 500-1999 Users. Includes EMS hosted by 
FortiCloud with FortiCare Premium.

FC4-10-EMS05-557-02-DD FortiClient VPN/ZTNA Agent plus FortiGuard Forensics Subscription for 2000-9999 Users. Includes EMS hosted by 
FortiCloud with FortiCare Premium.

FC5-10-EMS05-557-02-DD FortiClient VPN/ZTNA Agent plus FortiGuard Forensics Subscription for 10 000+ Users. Includes EMS hosted by 
FortiCloud with FortiCare Premium.

VPN/ZTNA, EPP/ATP Plus Forensics FC2-10-EMS05-558-02-DD FortiClient VPN/ZTNA and EPP/ATP Agent plus FortiGuard Forensics Subscription for 100-499 Users. Includes EMS 
hosted by FortiCloud with FortiCare Premium.

FC3-10-EMS05-558-02-DD FortiClient VPN/ZTNA and EPP/ATP Agent plus FortiGuard Forensics Subscription for 500-1999 Users. Includes EMS 
hosted by FortiCloud with FortiCare Premium.

FC4-10-EMS05-558-02-DD FortiClient VPN/ZTNA and EPP/ATP Agent plus FortiGuard Forensics Subscription for 2000-9999 Users. Includes 
EMS hosted by FortiCloud with FortiCare Premium.

FC5-10-EMS05-558-02-DD FortiClient VPN/ZTNA and EPP/ATP Agent plus FortiGuard Forensics Subscription for 10 000+ Users. Includes EMS 
hosted by FortiCloud with FortiCare Premium.

Managed FortiClient Plus Forensics FC2-10-EMS05-556-02-DD Managed FortiClient plus FortiGuard Forensic Subscription for 100-499 Users. Includes VPN/ZTNA Agent, EPP/APT, 
Deployment Assistance, Endpoint Monitoring Service, Forensics and FortiClient Cloud with FortiCare Premium.

FC3-10-EMS05-556-02-DD Managed FortiClient plus FortiGuard Forensic Subscription for 500-1999 Users. Includes VPN/ZTNA Agent, EPP/APT, 
Deployment Assistance, Endpoint Monitoring Service, Forensics and FortiClient Cloud with FortiCare Premium.

FC4-10-EMS05-556-02-DD Managed FortiClient plus FortiGuard Forensic Subscription for 2000-9999 Users. Includes VPN/ZTNA Agent, EPP/
APT, Deployment Assistance, Endpoint Monitoring Service, Forensics and FortiClient Cloud with FortiCare Premium.

FC5-10-EMS05-556-02-DD Managed FortiClient plus FortiGuard Forensic Subscription for 10 000+ Users. Includes VPN/ZTNA Agent, EPP/APT, 
Deployment Assistance, Endpoint Monitoring Service, Forensics and FortiClient Cloud with FortiCare Premium.

Ordering Information
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Fortinet Corporate Social Responsibility Policy

Fortinet is committed to driving progress and sustainability for all through cybersecurity, 
with respect for human rights and ethical business practices, making possible a digital 
world you can always trust. You represent and warrant to Fortinet that you will not 
use Fortinet’s products and services to engage in, or support in any way, violations or 
abuses of human rights, including 
those involving illegal censorship, surveillance, detention, or excessive use of force. 
Users of Fortinet products are required to comply with the Fortinet EULA and report 
any suspected violations of the EULA via the procedures outlined in the Fortinet 
Whistleblower Policy.

https://www.fortinet.com/
https://www.fortinet.com/content/dam/fortinet/assets/legal/EULA.pdf
https://secure.ethicspoint.com/domain/media/en/gui/19775/Whistleblower_Policy.pdf
https://secure.ethicspoint.com/domain/media/en/gui/19775/Whistleblower_Policy.pdf

