
POINT OF VIEW

The Key to Effective
AIOps Is Comprehensive
Data Collection

Solutions for automated network operations that use artificial intelligence with machine learning are only as reliable as the 
data they take in. The more the system knows about your network, the devices on it, and what they’re doing, the better the 
recommendations and automated actions will be.  

Ideally a system will take information from all layers in the network: from the LAN edge where devices are connecting (Wi-Fi 
or Ethernet) all the way to the WAN connection where data leaves the network. Each level of the network has its own set of 
information to provide, as seen in the diagram below. 

When evaluating AIOps systems from networking vendors, look for systems that can take in information from all network sources: 
Wi-Fi, Ethernet, firewalls, SD-WAN, and 5G/LTE WAN gateways to ensure the best recommendations and the best network 
experience for network users.
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At the Wi-Fi:
 

RF health, association/
authentication issues, 
channel congestion, etc.

At the Firewall:
 

Users, packet flows, 
applications, routing info

At the 5G/LTE  
WAN Gateway:

 
Available bandwidth,  

link health

At the Switch:
 

Ethernet statistics,  
VLAN assignments,  
appliance health

At the SD-WAN:
 

WAN SLAs, application 
SLAs, UX insights

Copyright © 2023 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc., and other Fortinet names herein may also be registered and/or common law trademarks of Fortinet. All other product 
or company names may be trademarks of their respective owners. Performance and other metrics contained herein were attained in internal lab tests under ideal conditions, and actual performance and other results may vary. Network variables, different network environments and other 
conditions may affect performance results. Nothing herein represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, except to the extent Fortinet enters a binding written contract, signed by Fortinet’s General Counsel, with a purchaser 
that expressly warrants that the identified product will perform according to certain expressly-identified performance metrics and, in such event, only the specific performance metrics expressly identified in such binding written contract shall be binding on Fortinet. For absolute clarity, any 
such warranty will be limited to performance in the same ideal conditions as in Fortinet’s internal lab tests. Fortinet disclaims in full any covenants, representations, and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify, transfer, or otherwise 
revise this publication without notice, and the most current version of the publication shall be applicable. 

August 9, 2023 9:17 PM

1726918-A-0-EN

https://www.fortinet.com/
https://www.fortinet.com/

