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Overview

Fortinet (NASDAQ: FTNT) secures the largest enterprise, service provider, and

. . . . Deployment Prerequisites
government organizations around the world. Fortinet empowers its customers with

intelligent, seamless protection across the expanding attack surface and the power 1. Fortinet FortiAnalyzer version
to take on ever-increasing performance requirements of the borderless network— 6.x (tested with version 6.0.0)
today and into the future. Only the Fortinet Security Fabric architecture can 2.1BM Resilient version 30.x
deliver security features without compromise to address the most critical security (tested with version 30.0.3476)

challenges, whether in networked, application, cloud, or mobile environments.

Fortinet ranks #1 in the most security appliances shipped worldwide and more than =RHiEn e onheetovCiETen

400,000 customers trust Fortinet to protect their businesses. Learn more at 2.2 installed
https://www.fortinet.com, the Fortinet Blog, or FortiGuard Labs.

.. Fi:=RTINET
About IBM Resilient FABRIC-READY

IBM Resilient Incident Response Platform (IRP) is the leading platform for
orchestrating and automating incident response processes. IBM Resilient IRP quickly
and easily integrates with your organization’s existing security and IT investments. It
makes security alerts instantly actionable, provides valuable intelligence and incident
context, and enables adaptive response to complex cyber threats.

Architecture Overview
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FortiAnalyzer Configuration

Create and configure an Email Server. From System Settings, go to Mail Server > Create New.
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Enter a name to identify the mail server, the hostname, or IP address of your mail server and the SMTP port (typically 25). Be
sure to enable Authentication if your mail server requires it. Then, enter a valid Email address and password for the Account.

Click OK when done.
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The screen shot should look like the image below.
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Configure FortiAnalyzer to send Email Alerts when certain Events occur. Click System Settings from the top left then choose
Event Manager.
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S=p System Settings v
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(& Il

(sto  Device Manager NOC & SOC Log View
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Event Manager Reports System Settings

Current Administrators admin /1 in total

Remote Authentication Server |

From this view you can see there was an HTTP Event specifically about Application Control. On the right, the Handler is where
Email Alerting is configured.
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In this example, we will configure an Email Alert to be sent when there is an Admin logon failure via SSH. Click Collapse All.
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Then locate the Event User login from SSH. Click Local Device Event under the Handler.

e

Event Additional Info
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I Catendar View O 1 3 PresyHTTPE3IS) B Apgiication Contred 1371 m 23 minutes ago LITM App Cisi Event
2 Custom View PO 2 > Ao ocl db (14) H Evant 14 Mesium 3 hours ago = Lol Dvice Evert
[ Event Handier List O 3 Tiim local db (14} B Event 14 Mecum 3 hours ago Requested to trim datatase tables older than 60 days to enforoe the mbention policy of Adom ot Local Device Evert
% Incidents w0 4 S5 Message Aurthentication Code comupted [7) B Event a9 Memum 12 hours ago Cormupbed MAL packet detected OIS Event Lig Higher T
£ All Incidants O & 5 User login/logout falled {7) H Event 2 Mesn 12 hours ago. wmer 11§ 2k echo Plugin output: $§{1+ login falied from teleet| 10,101 33 173 Local Device Event
12 FortiGate Event Mandiers 0O s B Evant T Madium 12 hours ago A user login failed from ssh
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O 10 fogdeschdmin loghn disabled B Event L] Mo HO18-04-08 151843 Login disabled from [P 10.101.32. 254 for 0 seconds because of 3 bad attempts FOXS Event: Log Higher T
O 11 Fies dropped by quanntine dasmon (12 |8 Event 20 Medium A day ago = O Event Log Higher T
O 12 desc:Send mail teled H Event 1 Macium eThdd kil Local Duvics Event
D 13 logoesc:FortiGate updats falied H Bt 1 Mestum  Z018-08 FOIS Evert Log Higher T
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Enable Send Email Alert under Notifications. Enter the Email address you want to send Alerts to. Enter the Email address you
want to use as the sender address. Enter a Subject for the Email. Lastly, under Email Server, choose the Email Server created
previously.

Edit Event Handler
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The FortiAnalyzer Configuration is complete.

IBM Resilient Configuration

This guide assumes that the IBM Resilient IRHub is already installed and configured. Refer to Resilient Email Connector Config
Guide v2.x for more details. Install the Email Connector package using the following command, where <version> is the run file
version.

Last login: Tue Jun 5 16:21:27 2018 from 18.181.32.254
-bash-4.2% sudo rpm -1i irhub—mail—<version>.rpml
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If using the IMAP protocol, run the IMAP script to configure the email account to monitor by entering the following command and
following the prompts.

Last login: Tue Jun & 16:21:27 2018 from 10.101.32.254
-bash-4.2% sudo irhub—imap—cfgl

As prompted, enter the following information:

= IMAP mail server host name; for example, mail.example.com

= Trust the certificate (only prompted if the certificate is untrusted)
= |IMAP username; for example, resilient@example.com

= [MAP user password

The script concludes by stating the location of the configuration file. For example: Selecting mailbox INBOX OK IMAP
configuration settings were written to /usr/share/irhub/etc/irhub.mail.cfg. If using the EWS protocol, run the EWS script to
configure the email account to monitor by entering the following command and following the prompts.

Last login: Tue Jun 5 16:21:27 2618 from 10.181.32.254
-bash-4.2% sudo irhub-ews-cfgll

As prompted, enter the following information:

= nEWS endpoint; for example, https://mail.example.com/ews/exchange.asmx

= nTrust the certificate (only prompted if the certificate is untrusted)

NEWS username; for example, resilient@example.com

NOTE: It must be in email format. Domain/Username format does not work.
= nEWS user password

The EWS script automatically sets the mail_protocol property to EWS. If using the EWS script to make changes after the initial
installation, make sure to restart the IRHub for the updates to take effect. The script concludes by stating the location of the
configuration file. For example: Using the following settings: Endpoint = https://mail.example.com/ews/exchange.asmx, Mailbox
= Inbox EWS configuration settings were written to /usr/share/irhub/etc/irhub.mail.cfg.

Restart IRHub as follows:

Last login: Tue Jun 5 16:21:27 2018 from 10.181.32.254
|-bash-4.2% sudo systemctl restart irhub
[[sudo] password for resadmin:

-bash-4.25 |}

[L]]
wp
~
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At this point FortiAnalyzer will send an Email Alert to Resilient when there is a failed Admin logon via SSH.

You can test this by making several failed authentication attempts to the FortiAnalyzer CLI:

2 kgallaugher — -bash — 80x24

0@

Last login: Wed Jun & 10:58:87 on ttys@ga
[kgallaugher-mac:~ kgallaugher$ ssh admin@10.101.32.67

[Password:
[Password:
[Password:

Authentication failed.
kgallaugher-mac:~ kgallaugher$ Jj

et et e

Now log in to the Resilient GUI and check List Incidents. It should look like the image below:
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Notice that the Incident Name is populated by the Email Subject and a description of the Incident is included.

2129 User Logon failed via SSH

(medium event alert

desc:User login/logout failed

FAZVM64)
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Click on an Incident Name to view details.

nRresilient

User Logon failed via SSH (medium event alert desc:User logi... Aeiions «

Summary Description
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Severity — Friom: FAZVMBA(FAZ-YAA00001 018100

Trigger: Lecal Device Event

Filter:

Date Ocouer = Log message:

lag_id=0001010079 type=evert subfype=ayaiem pri=alen desc="Liser leginiogout failed™ user=") [ 3} acha Plugn outpit: §(1+"
usarimm=1eingt, meg="user 0 { :1; eche Pugn output: ${1+' logn faved from weinet(10.101.32,173)" usarimm="" meg=""

DCiate Created O8OL2018
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Notice that an ID Number is automatically assigned to the Incident.
The Incident indicates which device the Incident came from, in this case FAZ-VM0000101910.

The full Log message is also included in the Incident.

Summary

Fortinet and IBM Resilient.

FortiAnalyzer Administration Guide: https://docs.fortinet.com/uploaded/files/4379/FortiAnalyzer-6.0.0-Administration-Guide.pdf
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