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Finansinspektionen prescribes the following pursuant to Chapter 5, section 2, point
4 of the Banking and Financing Business Ordinance (2004:329) and Chapter 6,
section 1, points 9-12 of the Securities Market Ordinance (2007:572).

Finansinspektionen also provides the following general guidelines.

Chapter 1 Scope and definitions

Scope

Section 1 These regulations apply to the following undertakings:
1. banking companies,

2. savings banks,

3. members’ banks,

4. credit market companies, and

5. credit market associations.

The regulations shall also apply to the securities operations of such undertakings.

Contents of the regulations

Section 2 The regulations contain provisions relating to the following:
— General organisational requirements (Chapter 2),

— The responsibility of the board of directors and the managing director
(Chapter 3),

— Ethical rules (Chapter 4),

— Risk management (Chapter 5),

— Control functions (Chapter 6),

— Risk control function (Chapter 7),

— Compliance (Chapter 8),
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— Internal audit function (Chapter 9), and

— Outsourcing agreements (Chapter 10).

Definitions

Section 3 In these regulations and general guidelines the terms and expressions
shall mean the following:

1. EEA: European Economic Area

2. Function: a unit or department comprising one person or several people upon
whom it is incumbent to perform one or several tasks within the operations.

3. Internal rules: policy and governance documents, guidelines, instructions or
other written documents through which an undertaking governs its operations.

4. Control function: a function for risk management, compliance or internal audit.

5. Limit: an established limit for risk exposure pertaining to e.g. a specific
customer, customer group, market or product.

6. Risk management framework: the undertaking’s strategies, processes,
procedures, internal rules, limits, controls and reporting procedures that constitute a
framework for the undertaking’s risk management.

7. Risk appetite: level and orientation of the undertaking’s risks that are acceptable
for achieving the strategic goals of the undertaking.

8. Risk exposure: a measure of the risk to which an undertaking is exposed at a
certain point in time.

9. Risk culture: professional values, attitudes and behaviour that are of crucial
significance to how an undertaking manages its risks.

10. Risk strategy: a strategy for assuming, steering and exercising control of the
risks to which the undertaking is or could become exposed.

11. Outsourcing agreement: an agreement between an undertaking and a service

provider according to which the service provider performs a process, a service or
an activity which would otherwise have been performed by the undertaking itself.

Chapter 2 General organisational requirements

Section 1 An undertaking shall ensure that

1. it has an appropriate, transparent organisational structure with a clear allocation
of functions and areas of responsibility that ensure sound and efficient governance
of the undertaking and enable Finansinspektionen to conduct efficient supervision.

2. it has current and documented decision-making procedures that clearly specify
reporting lines,

3. that the responsibilities and work duties of each relevant position are
documented in a job description,



4. that all staff are informed of the procedures they are to follow for discharging
their responsibilities,

5. it has current and appropriate internal control mechanisms comprising control
functions, IT systems and procedures to ensure compliance with decisions and
procedures at all levels of the undertaking,

4. it has staff with the expertise and knowledge necessary for the discharge of the
responsibilities allocated to them,

7. its internal and external reporting and communication of information is current
and appropriate,

8. it retains relevant information related to its operations and internal organisation
for at least five years, and

9. in cases where a person works within multiple functions, that he/she is not thus
prevented from correctly discharging his/her responsibilities.

When applying the first paragraph, the undertaking shall observe the nature, scope
and complexity of the operations, and the nature and scope of the undertaking’s
services and operations.

For a group or a unit containing employees who perform identical work duties, a
job description as in the first paragraph, point 3, may comprise the entire group or
unit in question.

Section 2 An undertaking shall have appropriate IT systems and procedures for
upholding the confidentiality, accuracy and availability of its information. IT
systems and the procedures shall take into account the nature of the information in
question.

Section 3 An undertaking shall have a documented risk appetite, comprising all of
the undertaking’s types of risk.

The board of directors shall decide on the undertaking’s risk appetite and regularly
evaluate and update it if so required.

Section 4 An undertaking shall have a documented risk strategy.

The board of directors shall decide on the undertaking’s risk strategy and regularly
evaluate and update it if so required.

Section 5 An undertaking shall have internal rules for the governance and control
of its organisation and operations that are adapted to the nature, scope and
complexity of the operations.

The board of directors shall decide on the internal rules.

Section 6 An undertaking shall have an information and reporting system that
ensures that information regarding its operations and risk exposure are current and
relevant, and that external reporting is reliable, current, complete and timely.

Section 7 An undertaking shall have the capability to gather and automatically
compile data regarding the undertaking’s significant and measurable risks as soon
as possible. The IT systems supporting such compilation shall be flexible and able
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to meet various analysis needs. Risk data shall be compilable at least in the event of
crisis situations, stress tests and at the request of Finansinspektionen.

The undertaking may, when applying the first paragraph, take account of the
nature, scope and complexity of the operations.

General guidelines

Risk data should be compilable by area of operation, legal entity, asset class,
type of counterparty, region and other relevant grouping such that
identifying and reporting risk exposure, risk concentration and risk change is
enabled.

Section 8 An undertaking shall have internal rules and procedures for its
accounting and risk reporting that enable it, at the request of Finansinspektionen, to
submit financial statements in a timely manner which provide a true and fair
presentation of the undertaking’s financial position and comply with applicable
accounting standards, accounting regulations and legal requirements for risk
reporting.

The board of directors or the managing director shall decide on the internal rules.

Section 9 An undertaking shall have smoothly functioning continuity management
that ensures that the most important information of the undertaking is preserved,
and that the operations are sustained in the event of interruption or major
operational disruption.

Section 10 An undertaking shall ensure that no person single-handedly processes a
transaction throughout the entire processing chain.

The undertaking need not meet the provisions of the first paragraph if the
transaction is negligible.

Section 11 An undertaking shall monitor and, on a regular basis, evaluate the
systems, internal control mechanisms and procedures specified in sections 1-10 to
ensure that they are effective and appropriate. The undertaking shall also take
appropriate measures to address any deficiencies.

Chapter 3 The responsibility of the board of directors and the
managing director

The responsibility and duties of the board of directors

Section 1 When the board of directors establishes the undertaking’s strategies, it
shall observe the undertaking’s long-term financial interests, the risks to which the
undertaking is or could perceivably become exposed, and the capital required to
cover its risks.

Section 2 Board members shall have sound knowledge and understanding of the
undertaking’s organisational structure and processes in order to ensure that they are
consistent with the decided strategies of the undertaking. Board members shall be
thoroughly familiar with and knowledgeable about the undertaking’s operations
and the nature and scope of its risks.



The responsibility and duties of the board of directors and the managing
director

Section 3 The board of directors shall regularly, at least once a year, evaluate and,
if required, update the internal rules on which it has decided. The managing
director shall regularly, at least once a year, evaluate the internal rules on which
he/she has decided and update them if needed.

In addition, the board of directors or managing director shall regularly review and
assess the efficiency of the undertaking’s organisational structure, procedures,
measures, methods, etc. decided by the undertaking to comply with laws and other
statutes regulating the operations of the undertaking that are subject to
authorisation. The board of directors or managing director shall also take
appropriate measures for addressing any deficiencies therein.

Section 4 The board of directors or managing director shall regularly evaluate
whether the undertaking effectively and appropriately controls and manages its
risks.

Chapter 4 Ethical rules

Section 1 An undertaking shall conduct its operations in an ethically responsible
and professional manner, and maintain a sound risk culture. Provisions regarding
conflicts of interest are provided in sections 2-6, and provisions regarding
remuneration policy in Chapters 2—-4 of Finansinspektionen’s regulations (FFFS
2011:1) regarding remuneration systems in credit institutions, investment firms and
fund management companies licensed to conduct discretionary portfolio
management. General guidelines regarding ethical guidelines are provided in
Finansinspektionen’s general guidelines (FFFS 1998:22) regarding guidelines for
handling ethical issues at institutions under the supervision of the supervisory
authority.

Conflicts of interest in the operations

Section 2 For undertakings authorised to conduct securities operations under the
Securities Market Act (2007:528), sections 3-6 do not apply to the part of the
operations pertaining to securities operations. For the securities operations of such
undertakings, there are provisions regarding conflicts of interest in Chapter 11 of
Finansinspektionen’s regulations (FFFS 2007:16) regarding investment services
and activities.

Section 3 An undertaking shall identify and address the conflicts of interest that
exist or which could perceivably arise in the operations.

Section 4 An undertaking shall have internal rules specifying how it addresses
conflicts of interest as in section 3. The internal rules shall be appropriate, taking
account of the size and organisation of the undertaking and the nature, scope and
complexity of the operations.

The board of directors shall decide on the internal rules.

Section 5 If an undertaking is part of a financial group, the undertaking shall, in
the internal rules regarding conflicts of interest as in section 4, also take account of
the circumstances which, due to the structure or operations of other undertakings in
the group, could give rise to a conflict of interest.
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Section 6 An undertaking shall, in the internal rules regarding conflicts of interest
as in section 4

1. identify which circumstances constitute or could perceivably give rise to a
conflict of interest entailing a material risk of a negative impact on the interests of
one or more customers, taking account of the undertaking’s products and services,
and

2. specify the procedures that shall be applied and the measures taken to manage
such conflicts.

Chapter 5 Risk management

Section 1 An undertaking shall have a risk management framework containing the
strategies, processes, procedures, internal rules, limits, controls and reporting
procedures required to ensure that the undertaking may, on an ongoing basis,
identify, measure, govern, internally report and exercise control of the risks to
which it is or could perceivably become exposed.

Section 2 The risk management framework as in section 1 shall be well integrated
into the undertaking’s organisational and decision-making structure, and pertain to
all material risks in the undertaking. The business units of the undertaking are
responsible for performing daily risk management.

Section 3 An undertaking shall have internal rules for its risk management.
The board of directors shall decide on the internal rules.

Section 4 An undertaking shall, when it introduces new or materially altered
products, services, markets, processes and IT systems, and in the event of major
changes in the undertaking’s operations and organisation, efficiently and
appropriately manage the risks that may arise in connection therewith.

Risk reporting

Section 5 An undertaking shall have a procedure for regularly reporting the risks
that are prevalent or which could perceivably arise in the operations to the board of
directors, managing director and other functions that require such information. The
information shall be reliable, current, complete and be reported in a timely manner.

Risk culture

Section 6 An undertaking shall have a common, sound view of risk-taking based
on an understanding of all risks to which the undertaking may be exposed, and how
these are addressed by the undertaking. Such a risk culture shall take account of the
decided risk appetite of the undertaking. The undertaking shall, on an ongoing
basis, inform and train affected staff so that they have relevant knowledge about
the risk management framework of the undertaking.

Limits and mandates

Section 7 An undertaking shall set clear boundaries (limits and mandates) for the
person who is to make decisions in the framework of the undertaking’s risk
appetite.



Section 8 An undertaking shall have procedures to perform monitoring and control
to ensure compliance with the limits and mandates decided as in section 7.

Section 9 An undertaking shall have internal rules on how it manages breaches of
limits and mandates as in section 7. The undertaking shall also have procedures for
how it is to evaluate a breach, and inform the functions that are to take measures
according to the internal rules. The risk control function shall evaluate the breach
and inform the affected functions of the outcome.

Risk assessment

Section 10 When an undertaking identifies, assesses and measures risks, it shall
perform forward-looking and backward-looking analyses.

Section 11 An undertaking shall, when it assesses its risks, perform a critical
review of its own thereof, and not solely rely on external assessments.

Chapter 6 Control functions

General requirements on control functions

Section 1 An undertaking shall have a risk control function, a compliance function
and an internal audit function. The control functions shall, in organisational terms,
be separate from each other. At small undertakings with less complex operations,
the risk control function and the compliance function may be combined.

Section 2 The work of each control function shall be regulated by internal rules.
The internal rules shall stipulate the responsibilities, duties and reporting
procedures of each control function.

The board of directors shall decide on the internal rules.
Section 3 A control function as in section 1 shall have the resources required and
access to the information needed to discharge its tasks. Such a function shall have

staff with the required knowledge and powers for discharging their duties.

Section 4 An undertaking shall ensure that the staff of a control function as in
section 1 receive regular training to keep their knowledge up-to-date.

Section 5 A control function as in section 1 shall have appropriate IT systems and
support at its disposal.
Independence

Section 6 A control function as in section 1 shall be independent. In order for a
control function to be deemed independent

1. staff of the control function shall not perform any tasks that are included in the
operations they are to monitor and control,

2. it shall, in organisational terms, be separate from the functions and areas it is to
monitor and control,
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3. the person responsible for the control function shall regularly report directly to
the board of directors and attend board meetings at which the area of responsibility
or reports of the function in question are addressed, and

4. the method for establishing remuneration for the staff of the control function
shall not be devised such that it jeopardises or could perceivably jeopardise the
objectivity of the staff.

Reporting

Section 7 A control function as in section 1 shall regularly, at least once a year,
report on material deficiencies and risks to the board of directors and managing
director. The reports shall follow up on previously reported deficiencies and risks,
and describe each new identified material deficiency and risk. The report shall also
include a consequence analysis and a recommendation for measures. The board of
directors and managing director shall, as soon as possible, take appropriate
measures ensuing from the control function’s report.

Section 8 An undertaking shall have procedures for regularly following up on the
measures it undertakes ensuing from the report of a control function.

Chapter 7 Risk control function

Section 1 The risk control function of the undertaking as in Chapter 6, section 1
shall be directly subordinate to the managing director or, where applicable, the
chief risk officer of the undertaking. An undertaking that has several risk control
functions shall have a central risk control function that is responsible for
compiling, analysing and reporting all risks of the undertaking.

Section 2 The risk control function shall consist of persons with adequate
knowledge about risk management methods and procedures, and of markets and
products, so that it may provide relevant and independent information, analyses
and expert opinions on the undertaking’s risks.

Section 3 The risk control function shall

1. verify that all material risks to which the undertaking is or could perceivably
become exposed are identified and managed by the relevant functions; identify
risks arising due to deficiencies in the risk management of the undertaking; and
verify that each business unit monitors all of its material risks in an efficient
manner,

2. monitor and control the risk management of the undertaking,

3. Control and analyse the undertaking’s material risks and how they unfold, and
identify new risks that may arise as a result of changed circumstances, and risks
deriving from the degree of complexity of the undertaking’s legal structure.

4. ensure that information about the undertaking’s risks are regularly submitted to
the board of directors and regularly, although no less than once a quarter, report its
opinion both in writing and verbally to the board of directors.

5. when the undertaking submits proposals or makes decisions that entail a
potential substantial increase in its risks, assess whether they are consistent with
the decided risk appetite of the undertaking,



6. when the undertaking prepares or amends its risk strategy and risk appetite,
provide all relevant information that may constitute a basis for decisions in such
matters and assess the proposed risk strategy and provide a recommendation before
a decision is made,

7. verify that relevant internal rules, processes and procedures as in Chapter 5,
section 1, are complied with, that they are appropriate and efficient, and propose
amendments thereto if needed,

8. identify, control and report risks of errors in the undertaking’s assumptions and
opinions that form the basis of the financial reporting of the undertaking, and

9. prior to the undertaking deciding on new, or materially altered, products,
services, markets, procedures and IT systems, and in substantial changes to the
operations and organisation of the undertaking, evaluate the risks therein and
evaluate how they could perceivably affect the overall risk of the undertaking.

Chief Risk Officer

Section 4 An undertaking shall, if it is appropriate and reasonable with account
taken of the nature, scope and complexity of the operations, appoint a chief risk
officer, who shall be in charge of the risk control function and assess whether the
risk management framework of the undertaking is efficient and appropriate. The
chief risk officer shall be directly subordinate to the managing director and report
directly thereto and to the board of directors and, when appropriate, to the risk
committee of the board of directors.

Section 5 The work of the chief risk officer shall include critically reviewing and
questioning decisions affecting the undertaking’s risk exposure. The chief risk
officer shall be in ongoing dialogue with the board of directors and managing
director regarding risk-related matters.

Section 6 An undertaking shall have internal rules for appointing and replacing a
chief risk officer as in section 4. The board of directors shall approve and decide on
the appointment and replacement of the chief risk officer. The undertaking shall,
when it appoints or replaces the chief risk officer, inform Finansinspektionen
thereof.

Chapter 8 Compliance

Section 1 An undertaking shall have current and appropriate internal rules and
procedures for identifying prevalent risks of failure by the undertaking to fulfil its
obligations pursuant to laws, statutes and other regulations applicable to the
operations subject to authorisation, and internal rules.

The board of directors shall decide on the internal rules for compliance.

The undertaking shall have appropriate procedures and take appropriate measures
to minimise the risk of non-compliance with laws, statutes and other regulations
applicable to the operations subject to authorisation.

When formulating internal rules and procedures as in the first paragraph, the
undertaking shall observe the nature, scope and complexity of the operations and
the nature and scope of its services and operations.
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Compliance function

Section 2 The compliance function of the undertaking as in Chapter 6, section 1
shall be directly subordinate to the managing director. The undertaking shall
appoint a person who is in charge of the function and of all compliance reporting.

Section 3 The compliance function shall

1. identify risks that exist of failure by the undertaking to fulfil its obligations
pursuant to laws, statutes and other regulations applicable to the operations subject
to authorisation, and perform monitoring and control to ensure that the risks are
managed by the relevant functions,

2. perform monitoring and control to ensure compliance with laws, statutes and
other regulations, and relevant internal rules,

3. provide advice and support to the undertaking’s staff, managing director and
board of director on the laws, statutes and other regulations applicable to the
operations subject to authorisation, and internal rules,

4. inform and train the people concerned on new or amended rules,

5. verify that new or materially altered products, services, markets, processes and
IT systems, and major changes in the undertaking’s operations and organisation,
comply with the laws, statutes and other regulations applicable to the operations of
the undertaking that are subject to authorisation.

6. perform monitoring and control to ensure compliance with the internal rules and
procedures as in section 1,

7. verify and regularly assess whether the undertaking’s procedures and measures
as in section 1, third paragraph are appropriate and efficient, and

8. provide recommendations to the people concerned based on the observations
made by the function.

Chapter 9 Internal audit function

Section 1 The internal audit function of the undertaking as in Chapter 6, section 1
shall be directly subordinate to the board of directors of the undertaking.

Section 2 The staff of the internal audit function may not participate in the work of
other functions, in the operating activities or in the work on preparing and selecting
risk models or other risk management tools.

Section 3 The internal audit function shall comprise people knowledgeable about,
inter alia

1. the undertaking’s operations, procedures, IT systems, accounting and valuation
of assets, and the risks to which the undertaking is exposed,



2. the laws, statutes and other regulations applicable to the operations, and

3. internal audit standards.

Section 4 An undertaking shall, on an ongoing basis, inform and train the staff of
the internal audit function about new products and services on financial markets.

Section 5 The internal audit function shall

1. work according to a current and risk-based audit plan adopted by the board of
directors,

2.review and regularly evaluate whether the undertaking’s organisation,
governance processes, IT systems, models and procedures are appropriate and
efficient,

3. review and regularly evaluate whether the undertaking’s internal controls are
appropriate and efficient,

4. review and regularly evaluate the undertaking’s risk management based on its
decided risk strategy and risk appetite,

5. review and evaluate whether the undertaking’s internal rules are suitable and
consistent with laws, statutes and other regulations,

6. review and evaluate the reliability of the undertaking’s financial reporting,
including commitments not included in the balance sheet,

7. review and regularly evaluate the reliability and quality of the work performed in
the other control functions of the undertaking,

8. provide recommendations to the people concerned, based on the observations
made by the function, and

9. perform follow-up to ensure that the measures as in point 8 are executed.

Chapter 10 Outsourcing agreements

Section 1 In this chapter, work and functions of material significance to the
operations refers to the services stated in Chapter 7, section 1 of the Banking and
Financing Business Act (2004:297), operations that have an inherent connection
with such services and the undertaking’s support functions.

Section 2 An undertaking shall have internal rules for managing its outsourcing
agreements.

The board of directors or the managing director shall decide on the internal rules.

Section 3 An undertaking that engages another party to perform work and
functions that are of material significance to the operations shall ensure that it has
staff with sufficient knowledge and experience to ensure that the undertaking has
control of the outsourced operations.

Section 4 An undertaking that engages another party to perform work and
functions that are of material significance to the operations shall ensure that the
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service provider, where applicable, complies with the rules applicable to the
operations subject to authorisation.

Section 5 An undertaking shall exercise due skill, care and diligence when
entering into, managing and terminating outsourcing agreements relating to work
or functions of material significance to the operations.

The undertaking shall ensure that

1. the service provider has the skills, capacity and authorisations required by law to
reliably and professionally perform the outsourced operations,

2. the service provider performs the outsourced operations efficiently and the
undertaking shall to this end establish methods for assessing the performance of the
service provider,

3. the service provider appropriately monitors its performance of the outsourced
functions and management of associated risks,

4. the undertaking takes suitable measures if the service provider fails to perform
the outsourced operations in an efficient manner and in accordance with applicable
laws and other provisions,

5. the undertaking shall have the requisite knowledge for efficiently monitoring the
outsourced operations and managing the risks that could arise in connection with
the outsourcing, and monitor the outsourced operations and manage such risks,

6. the service provider has an obligation to inform the undertaking of events that
could materially affect the ability of the service provider to efficiently perform the
outsourced operations according to applicable laws, statutes or other regulations,

7.the undertaking informs Finansinspektionen of material changes in the
outsourced operations,

8. the continuity and quality of the services offered by the undertaking to its
customers are not affected by the termination of the outsourcing agreement,

9. the undertaking, its auditors and Finansinspektionen have access to information
regarding the outsourced operations and access to the premises of the service
provider,

10. the service provider protects all confidential information relating to the
undertaking or its customers, and

11. the undertaking and the service provider maintain a contingency plan for re-
establishing operations after unforeseen events, and for periodic testing of back-up
procedures, if necessary with account taken of the parts of the operations that were
outsourced.

Section 6 An undertaking shall ensure that its and the service provider’s rights and
obligations are set forth in a written outsourcing agreement.

Section 7 If an undertaking and a service provider belong to the same financial
group, for the purposes of sections 5, 6, 8 and 9, the undertaking must take account
of the extent to which it controls, or has the ability to influence, the service
provider.



Operations in a non-EEA country

Section 8 If an undertaking engages a service provider in a non-EEA country to
perform an investment service in the form of discretionary portfolio management
for retail customers, the undertaking shall, besides meeting the provisions of
sections 5-7, ensure that

1. the party performing the task is authorised or registered by a supervisory
authority in its home country to conduct the operations in question and is subject to
prudential supervision, and

2.there is a cooperation agreement between Finansinspektionen and the
supervisory authority of the service provider.

Section 9 An undertaking that does not meet the provisions of section 8 may only
engage a service provider in a non-EEA country in investment services if

1. the undertaking gives prior notification of the outsourcing agreement to
Finansinspektionen, and

2. Finansinspektionen has no objections to the agreement after receiving the
notification.

General guidelines

If the undertaking engages another party in work and functions of material
significance to the operations, beyond the provisions of Chapter 7, section 1
of the Banking and Financing Business Act (2004:297), the undertaking
should notify Finansinspektionen thereof and submit the outsourcing
agreement.

These regulations shall enter into force on 1 April 2014, except in respect of
Chapter 2, section 7, which shall enter into force on 1 January 2015.

MARTIN ANDERSSON

Sara Bjorkman
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