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TRANSFORM CYBER DEFENSE
OPERATIONS THROUGH PROACTIVE
INSIDER RISK MANAGEMENT

The cost of an insider threat is the highest it's ever been, as the number of insider incidents
continues to grow in both cost and frequency. Insider risk management requires a nuanced
approach to proactively address the complicated nature of behavioral intent. And security analysts
must have both technical aptitude and human investigative domain knowledge to be effective.

DTEX and Mandiant have partnered to meet this increasing demand for insider risk management (IRM) solutions.
Together, DTEX and Mandiant are accelerating security response times and root cause analysis, driving faster event
resolution, all based on metadata that provides full behavioral context.

DTEX InTERCEPT

The most effective IRM approach converges the essential capabilities from DLP, User Activity Monitoring (UAM)and
User and Entity Behavior Analytics (UEBA). The key benefits are the ability to identify risks without impacting privacy
or endpoint performance, and most importantly the capability to proactively detect and mitigate insider risk before a
data breach occurs.

The DTEXInTERCEPT™ insider risk management platform consolidates these capabilities into a single, light-weight
platform. Through DMAP+ Technology™, INTERCEPT collects unique elements of enterprise telemetry from data,
machines, applications, and people to capture activity history, behavior trends, data utilization with situational
context from across the enterprise. INTERCEPT maintains a risk score for every user and activity to identify patterns
or sequences of potentially related attributions. This enables teams to identify indicators of intent and correct risky
activity sooner, while eliminating false positives.

Mandiant Cyber Security Consulting Services

Mandiant, aleader in cyber defense, threat intelligence, and incident response services, delivers global expertise

to help enterprise organizations mitigate threats and reduce business risk before, during and after an incident. In
developing and maturing an organization’s security posture through improved processes and technologies, Mandiant
enables arganizations to up-level threat detection, containment and remediation capabilities.
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DTEX and Mandiant

The DTEX Mandiant partnership enables organizations to leverage the benefits of the INTERCEPT platform and the
frontline expertise of Mandiant to help organizations transform their cyber defense capabilities to mitigate threats
and reduce business risk - before, during and after an incident. Powered by DTEX technology, Mandiant offers:

- Insider Threat Capability Assessment for a detailed review and validation of policies and controls
- Insider Threat Pentest to systematically test an organization’s defenses

- Insider Threat Investigations to gain full visibility and remediate a breach

- Insider Threat Hunting to proactively search for indicators of intent

- Insider Threat Monitoring/Analysis for continuous threat detection, investigation and mitigation of insider risk

Together, Mandiant and DTEX provide the most comprehensive set of insider risk capabilities
available today. Benefits include:

« Lightweight metadata forwarder collects only 3-5 MB of data per user each day

« Dynamic risk scores identify risky users- malicious, negligent, or compromised

- Digital forensics and audit reports track file lineage and usage, abnormal internet activity
- Validate existing security policies and controls and identify additional potential risk

» Reveal critical gaps in visibility across the ecosystem

- Increase the speed of security investigations with high fidelity metadata

- Initiate faster and more detailed investigations

« Executive reports to provide a clear understanding and of insider risk

SUPPORTED PLATFORMS

) Chronicle &) Google Cloud

\ DTEX Systems empowers organizations to prevent data loss and support

a trusted workforce by proactively stopping insider risks from becoming
insider threats. Its INTERCEPT™ platform consolidates the essential
elements of Data Loss Prevention, User Activity Monitoring, and User
Behavior Analytics in a single light-weight platform to detect and mitigate
insider risks well before data loss occurs. Combining Al/ML with behavioral
REQUEST A DEMO indicators, DTEX enables proactive insider risk management at scale

without sacrificing employee privacy or network performance.
Contact us today to schedule a £ SAETEE PNEC .

demonstration at demo@dtexsystems.com To learn more about DTEX Systems, visit www.dtexsystems.com.



