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Introduction

This guide covers the deployment of Fortinet FortiGate Firewall from Alkira’s Marketplace. It provides the steps required
to integrate FortiGate on the Alkira portal. The guide presumes the reader has basic understanding of Alkira CSX and the
Fortinet products.

Solution Overview

The Fortinet FortiGate Next-Generation Firewall integration from Alkira’s Marketplace provides seamless security service
insertion for any network connected to the Alkira Cloud Exchange Points (CXPs). This enables our customers to gain full visibility
and control for traffic from: customer premises networks to the cloud; traffic between virtual networks in the same cloud
provider; and multi-cloud traffic between different cloud providers. Alkira allows customers to avoid the complexity of deploying
and maintaining their own FortiGate instances in native-cloud environments.

With this integration, customers can leverage the FortiGate in the Alkira CXP as a service and extend their enterprise security
postures to the cloud. Customers can simply assign cloud networks to groups, and then configure and apply Alkira’s intent-
based policies to traffic flows between the groups and intelligently steer them to FortiGate services. A high-level representation
of the service is shown in the diagram below.
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Topology

The high-level topology is depicted in Figure 2 where groups of FortiGates are deployed in regional Alkira CXP’s to provide
security policy enforcement for application traffic between any set of endpoints connected to the Alkira global cloud backbone.
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Figure 2: On-premises FortiManager and FortiGate in Alkira CXP
Typically, in customer environments, FortiGates are managed by the customer’s existing FortiManager system, which can be

either on-premises or in the cloud. Figure 2 shows the FortiManager on-premises in the data center connected to Alkira CXP.
FortiGate in Alkira can also have connectivity to a FortiManager on a public network via Internet Connector from Alkira CXP.
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Figure 3: FortiManager on public network and FortiGate in Alkira CXP

Customers consume the FortiGate firewalls as a service and leverage Alkira’s intent-based policies to selectively forward data
traffic to the FortiGate firewall services for inspection of east-west, north-south, and internet-bound traffic.
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Prerequisites
Below are the prerequisites for deploying FortiGate on Alkira CXP:

= Before the deployment, identify how FortiGate will be managed. A FortiGate can be managed by a standalone FortiManager
or from the FortiGate instance portal.

= Customers using BYOL must have a license file downloaded from FortiCloud.

= To get Fortinet support on PAYG on-demand licensing devices, customers are required to open a support case with Fortinet
Customer Support.

= Customer has the access to Cloud Services Exchange (CSX) portal.

= Customer has identified the flows for the firewall and understands the process of onboarding on-prem and cloud connectors
on CXP.

= Customer understands their HA and redundancy requirements.

= FortiGate version must be the same or lower than FortiManager’s version running in the customer’s environment. This
deployment guide uses Fortinet version 6.4.7 on both the FortiGate instance and FortiManager.

Configurations

This section provides steps on how to deploy FortiGate in the CSX portal and configure the FortiManager to manage the firewall
instances. The Quick Start Configurations section is for users that are familiar with the Alkira portal. For detailed configuration,
please refer to the next section: Configuration Details.

The FortiGate integration has mainly three stages of configurations.

1. Deploy FortiGate in CXP portal.

2.Configure Alkira policy in CXP to redirect traffic to FortiGate.

3.Configure firewall policies on FortiGate/FortiManager.

These configuration stages apply to any use case that requires traffic to be redirected to the firewall in Alkira CXP. Customers
may require a firewall for traffic from on-prem to cloud or internet, or from cloud to cloud or to internet. With the flexibility of

choosing groups, segments and connectors as a source and/or destination in both Alkira policies and on firewall zone to groups
mapping, any use case can be implemented following the same three stages of the configurations.


https://www.fortinet.com/support/contact_support.html
https://www.fortinet.com/support/contact_support.html
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Quick Start Configurations

This section provides a quick summary of the configurations to deploy FortiGate in Alkira CXP.

Deploy FortiGate in CXP

Alkira automates the deployment of FortiGate with minimal configurations from the portal.

Firewall Service Name Fortinet Firewall Version

Configure Firewall

FortiManager ~
FortiManager IP Address IP address (Optional)

Licensing (BYOL) ~
Instance Scale Autoscale OFF Minimum (1-4) 1 [+ Maximum (1-4) 1 [+]

-instancel i Upload License(.lic) or Click to Browse i | Serial Number

Credentials ™

Firewall Credentials User Name

admin User Password Confirm User Password

= |n the Network section, click + in the Services column of CXP and select Add Fortinet Firewall.

= Specify Name to the firewall and select the firewall version.

= Provide FortiManager IP address if FortiGate is managed remotely.

= Select BYOL or PAYG license type and if autoscale is required then set minimum and maximum number of firewalls.

= Provide the password for admin user.
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Select Target Segment(s)

Select a Segment

Management Segment

Service Size select Bllling Tags (optional) @

S (Up to 100 Mbps) Billing Tag . | Tunnel Protocol ® IPSEC (Default)  GRE

= Choose the segments:
- Select the segment for data traffic and provide Alkira Groups to Firewall Zone mappings.
- Select the segment on which FortiManager is reachable.

= Finally choose the size, billing tag and tunnel protocol.

= That’s it, click Save Firewall Service and hit Provision.

Configure Alkira Policy

By default, traffic between the Alkira connectors is permitted for direct communication. Configure Alkira policy to redirect
traffic to FortiGate.

To configure Alkira policy to redirect the traffic to FortiGate, configure rule(s), rule list, and the traffic policy by following
steps below:

Policy

= Under All Policies, click + to add new traffic policy.

Name the policy and choose whether the policy should be in disable/enable state after provisioning completes.

= |tis recommended to write a detailed description of the policy.

Select the segment in which FortiGate is deployed.

Choose From resource for Source and To resource for Destination of the flow.

Select + to add new rule list.
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Add New Policy

Policy Name DISABLED
Description (optional)
Y

SCOPE

Select Segment

Select From — | SelectTo
Rules list

Select Rule List +

Rule List

= Name the new rule list.

= |t is recommended to write detailed description of the rule list.

Click + to add rule(s) in the rule list.

Either select existing rule(s) or click + to create new rule(s).

Rule
= Name the rule and select Allow to permit the traffic.
= Add from and to IP addresses and port information if redirection to FortiGate is required for only specific prefixes and/or ports.

= Under WITH section, open drop-down menu of Service Type and choose Fortinet FW Service.

Save Rule, Rule List, Policy, and then Provision
= Save changes for rules.

Select the configured rule for the rule list and click ADD SELECTED.

Save rule list.

Select rule list in the policy and click Save Policy.

In the last step, go to Network and provision the changes to implement the new policy.

FortiManager Configurations

The newly deployed FortiGate uses the FortiManager IP address to register itself with FortiManager. Customers can configure
and push the firewall policies to FortiGate from FortiManager. Note that Alkira does not access the customer’s FortiManager
directly during any part of the automated configuration process.



DEPLOYMENT GUIDE | Alkira and Fortinet Integration Guide

Configurations Details

This section provides the details of the configurations to deploy FortiGate in Alkira CXP.

Deploy FortiGate in CXP
Alkira automates the deployment of FortiGate with minimal configurations from the portal.

= |n the Network section, click + in the Services column of CXP and select Add Fortinet Firewall

Network Topology

Q Learn More &

SERVICES CLOUD CONNECTORS

Add PAN Firewall
Add Zscaler ZIA Service
Add Check Point Firewall

Add Fortinet Firewall

Add InfoBlox Service

= Specify name of the firewall, which can be maximum 12 characters long. Customers typically use their companies’ naming
convention to name firewalls.

Network Topology / Add Fortinet Firewall (US-WEST-1)

Fortinet Firewall Version —ifj——— v
7.0.3
7.0.2
Configure Firewall
6.4.8
FortiManager 6.4.7

= Select the available version for FortiGate from the drop down menu. Note that Alkira does not provide code version
recommendations to customers for any services integrated in Alkira. Customers must reach out to the sales representative
of third-party vendors for such information. Also note that FortiManager can only manage FortiGates that run equivalent or
lower versions.
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= Provide FortiManager IP address

Configure Firewall

FortiManager

FortiManager IP Address IP address (Optional)

- Provide IPv4 address of FortiManager, if FortiGate is managed remotely. Alkira configures the customer-provided IP
address of FortiManager in the Security Fabric connector settings of FortiGate during the bring-up process.

There are two things that must be considered for successful connectivity between FortiGate on CXP and FortiManager.

First is to choose the correct management segment (configured in next steps) in which the management IP of FortiGate

can reach FortiManager. This segment must also be one of the target segment selections. Secondly, identifying the path to
reach FortiManager is configured for the flow from routing and security list/rules perspective. If the FortiManager is on the
customer’s premises for example, in the data center, validating that flow from FortiGate in CXP on port 541 is permitted to

the FortiManager IP address from FortiGates. If FortiManager is in a public cloud with the public IP address, there must be an
internet connector deployed in the segment that is identified as a management segment. The internet connector, by function,
source NATs the egress traffic from Alkira to the internet. In case there is a security list before the public FortiManager, the
NATed IP addresses of the internet connector should be added in the security lists by the customer to permit connectivity
from FortiGate to FortiManager.

Next, select Autoscale options and License Type. At maximum, four instances can be configured for autoscaling. Alkira triggers
autoscaling when the CPU usage of the instance is more than 80% for more than 10 minutes. The scale down of instances is if
the CPU usage goes below 60% for more than 10 minutes. If redundancy is required, the customer should deploy two FortiGate
instances for the same segments. Multiple instances in the same CXP are always active-active so customers must make sure to
have the same configurations applied to all instances from FortiManager.

Alkira provides the option for both BYOL or PAYG license types.

Licensing (BYOL)

License Type BYOL PAYG

Instance Scale Autoscale ON Minimum (1-4) 1 o Maximum (1-4) @ 4
-instancel Upload License(.lic) or Click to Browse Serial Number
-instance2 Upload License(.lic) or Click to Browse Serial Number
-instance3 Upload License(.lic) or Click to Browse Serial Number
-instance4 Upload License(.lic) or Click to Browse Serial Number

10
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Customers using BYOL must have a license file downloaded from FortiCloud along with the serial number. If autoscale is
configured, Alkira requires the customer to provide the license files for the number of instances configured in the Maximum field
of Autoscale. For PAYG license type, no license files are required. For PAYG pricing contact an Alkira sales representative.

Note that to get Fortinet support on PAYG on-demand licensed devices, customer is required to open a support case with
Fortinet Customer Support and provide the following information:

m The serial number of your FortiGate-VM instance

= The email ID of your Fortinet account. If you don’t have a Fortinet account, you can create one at Customer Service & Support.

= Provide the password for admin user. This password overrides the default password of the admin user during provisioning.
To log in to FortiGate using HTTPS or SSH, the host must be able to reach the management IP address of FortiGate in the
management segment.

Credentials

Firewall Credentials DA User Password Confim User Password
admin e e

- Choose the target segments and zones to group associations. The same FortiGate instance in CXP can be used in
multiple Alkira segments. Each segment connects to a separate FortiGate VRF maintaining end-to-end segmentation.
Select a Segment from the drop down menu.

Select Target Seament(s)

Select a Segment

-
| |

@ CORP i -+ i
H |

H

i <+ Addanew Zone g

4 | Add Segment Block

Firewall zones to Alkira groups mapping is optional and it is the customer’s decision whether to design their zone-based policies
on the firewall. If zones are not configured for provisioning, then all traffic redirected to the firewall is part of the default zone on
the firewall. To create zone-based policies on the firewall, customers can map the Alkira groups with zones on the FortiGate.

= Under the segment, click + Add a new Zone. Up to eight zones to group mappings can be configured.

elect Target Segment(s)

Select a Segment E
@ CORP + |
N 5
zone (0) Y [ Add a new Zone
"z
-mw 11


https://www.fortinet.com/support/contact_support.html
https://www.fortinet.com/support/contact
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The number in parenthesis (#) next to the zone name shows the number of groups associated with the zone. Click the zone and
associate the Alkira group with the zone. The firewall zone to Alkira group is one-to-many mapping. Customers can map multiple
groups to a single zone per the security requirements

Add a new Zone

CORP

one Name
INET-zn
Associate Groups to Zone (1)
= Search Q
B Group Type Associated Connectors/Services
MGMT Group 2
AZURE-GROUP Group 1
Internet Group 2
Apps Group 2
dz-routing Group 2
AWS-PROD-Apps Group 2
SDWAN Groun 1

CANCEL SAVE CHANGES

The number in parenthesis now shows (1).
:t Target Segment(s)

Select a Segment

@ CORP +

i 4 Addanew Zone

Another zone with the name Internet is added in the configuration. Customers can configure inter-zone and intra-zone policies
on the firewall and Alkira maintains the symmetry of the flows from source and destinations.

Note that additional target segment(s) can be added to the FortiGate after the provisioning by following the same configuration steps.

= Select the management segment for the FortiGate management interface. The FortiGate management IP must be in a
segment that has reachability to FortiManager. Note that it is a requirement to have Management Segment as one of the
target segments.

Management Segment

Note that for each zone and the management interface, Alkira creates two IPsec tunnels and BGP sessions over it. In the
FortiGate Instance Overview section later in the document, the interface mapping to segments and zones is explained in detail.

= Finally, choose the Service Size, Billing Tag, and Tunnel Protocol for the FortiGate instance.

12
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The supported service sizes depend on the size of the CXP.

FortiGate Size Bandwidth vCPU CXP

S 100 Mbps 2 Small, medium, large, 2 and 5 large
M 500 Mbps 2 Medium, large, 2 and 5 large

L 1 Gbps 4 Large, 2 and 5 large

2L 2 Gbps 8 2 large, 5 large

5L 5 Gbps 16 5 large

To gain higher throughput, customers can deploy up to four FortiGates in a CXP where each instance can support up to 2 gigabit
throughput. However, Alkira’s infrastructure is horizontally scalable. If more than four firewalls are required per CXP, customers
can contact the Alkira support team. There can be a maximum of four segments mapped to the firewall. Also, when designing
and planning zones, across all services in the CXP, up to 36 zones can be configured. Note that the performance numbers of
FortiGate features are dependent on the type of Fortinet license used by the customer.

rvice Size Select Billing Tags (optional) @

3 (Up to 100 Mbps) Billing Tag Tunnel Protocol @ IPSEC (Default) GRE

Customers can also configure one or more Billing Tags.

= Choose the Tunnel Protocol for connectivity from each segment to its mapped VRF in the FortiGate instance. By default, Alkira
uses IPSEC as a Tunnel Protocol for both data tunnels and management-interface tunnels.

= Click Save Firewall Service and plan to provision the pending changes.

Configure Alkira Policy

To redirect the traffic to FortiGate in CXP, configure Alkira traffic policy. Traffic policy consists of the rule(s) and rule-list. Alkira
provides a simple workflow to configure policy, rule-list, and rule(s).

= |n the Network Topology section, go to Actions and Add New Policy.
Network Topology & a n O

]
= Search Q  Learn More @ ACTIONS A
() uve :j_-j Cloud Exchange Point (CXP)

USERS & SITES

. Add AWS Direct Connect(DX) > Add Alkira Remote Access >
> Add Aruba EdgeConnect > Add Azure ExpressRoute >
US-WEST-1 Add Akamai Prolexic Connector >

UsERs & sITES SERVICES cLoup coy
SERVICES

m 22 Add PAN Firewall >
1 S
N Add Check Point Firewall > Add Zscaler ZIA Service >
Add InfoBlox Service >
1
&. CLOUD CONNECTORS
s .
— . . Add AWS Connector > Add GCP Connector >
== P
1 » Add Azure Connector > Add Internet Connector
POLICIES
-+ <
e | Add New Policy >
_ P o View All Policies
aAER
- . 13
-mw
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= Since we require a change to the behavior of the network traffic, choose Traffic Policy.

Create New Policy

Let's start with a policy intent.
Begin with a specific policy behavior or search through a list of available policy presets.

raffic Policy Routing Policy NAT Policy

C)-] Configure network traffic Configure a routing policy Configure NAT Rules for
=7g! behavior with custom 6-tuple $ between the Alkira CSX and a connectors on Alkira CSX.

\_F‘\_OJ filters for Alkira CSX .“/‘.-0 selected scope with custom s

connectors. rules.

= Name the policy and choose whether the policy should be in disable or enable state after provisioning completes. Customers
typically keep the policies in disable state during the staging and provisioning and enable them during routine maintenance
windows. Provisioned policies in disable state can be enabled with no or minimal impact to traffic.

Add New Policy Learn More @ X

Add New Policy

Policy Name

apps-to-Internet @) DISABLED

Description (opticnal)
policy to redirect apps to Internet traffic for FortiGate

SCOPE

Select Segment

@ CORP

Sedect From Select To

= [ %]

Rules list

i 1
Select Rule List i + E
| |

= |t is recommended to write a detailed description of the policy that identifies the purpose, flow and source/destinations of
the policy.

Select the segment in which FortiGate is deployed. Note that if multiple target segments are configured for FortiGate, then
each segment requires a separate traffic policy to redirect the traffic to FortiGate.

Choose From resource for Source and To resource for destination of the flow.

Select + to add new rule list.

14
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Add New Policy Learn More @

Add New Policy / Add Rule List

Rube List Name

Redirect-to-Fortigate-RL

Description (optional)

Rule List redirects the traffic to FortiGate

E + | Select Rule(s)

]

= Name the new rule list

= |t is recommended to write a detailed description of the rule list to identify the purpose of the rule list.

Add New Policy Leam More @

X

Add New Policy / Add Rule List / Select Rule(s)

prpm—

i —+ i Add New Rule

]

Available Rules (14) Selected Rules (0)

= Click + to add rule(s) in the rule list.

= Either select existing rule(s) or click + to create new rule(s).

The last part of the policy is to create the rule. A rule can be configured for further granularity on the selection of the traffic
based on 5-tuple.
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Add New Policy Learn More @ X

Add New Policy / Add Rule List / Select Rule(s) / Add New Rule

Rule Name
redirect-to-FortiGate-rule DRrop

Description (optional)

FROM TO
Src IP (x.x.x.x/xx, Default ANY) Dst IP (x.x.x.x/xx, Default ANY)
PAN FW Service
Dst Port (1-65535, Default ANY)
Specific FW Service
CheckPoint FW Service

I Fortinet FW Service I

Protocol (Default ANY)
Zscaler ZIA Security Service

Service Type v Select an Application

= Name the rule and select ALLOW to permit the traffic. The Allow option is in effect only when the policy is in enable state.

= Add FROM and TO IP addresses and port information if redirection to FortiGate is required for only specific prefixes
and/or ports.

= Open drop down menu of Service Type and choose Fortinet FW Service.

Save Rule, Rule List, Policy, and then Provision
= Save changes for rules.

= Select the configured rule for the rule list and click ADD SELECTED.

Add New Policy Learn More @ X

Add New Policy / Add Rule List / Select Rule(s)
- e

redirect-to-FortiGate-rule
m Traffic from anyIP and any PORT

to anylP and anyPORT
with PROTOCOL: any DSCP: any

Service: FINTFW

BACK ADD SELECTED
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= Save rule list.

= Select Rule List in the policy and click Save Policy.

Once saved, verify the policy configurations and view the path of the policy from the action under Network Topology. Select All

Policies and then click the eye icon of the new policy. This shows the exact traffic path for which the policy is applied.

Network Topology

L]
= Search

® LIVE

_ . [;D/W

Global Policies Learn More &

All Policies (1)

Search: apps @ | Q Search

apps-to-Internet

State @) DisaBLED
Status PENDING
Scope @ AWS-PROD-Apps

s

Reset Highlighting

Lo Vs

TRAFFIC

In the last step, go to Network and provision the pending changes to implement the new policy.

FortiGate Instance Overview

The provisioning of FortiGate instances in CXP creates the required VRFs, tunnels, BGP sessions, and management interface.

In Network Topology, click on the Fortinet Firewall in the services section of the CXP. The Fortinet Firewall Service plane shows

the provisioning status, health of the FortiGate instance, and tunnel status. Note that for each zone, Alkira creates two tunnels

for redundancy.

Fortinet Firewall Instances

Name corp-uswestl-instance-1
Health -
Provisioning Status SUCCESS
Management |IP 10.255.251.12
Serial Number FGTAWSELNZSZR-86
Tunnell IPsec /N BGP N ALKIRA_MGMT_ZONE
Tunnel 2 IPsec /N BGP M INET-zn
Tunnel 3 IPsec /N BGP 4 apps-zn
Tunnel 4 IPsec N BGP /M INET-zn
Tunnel 5 IPsec /N BGP N appszn
Tunnel 6 IPsec /N BGP M ALKIRA_MGMT_ZONE

17
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The management IP address of the instance is automatically chosen from the IP block of the management segment. Use this IP
address to log in the FortiGate instance from a host that is connected to the management segment.

i3 https://10.255.251.12flogin?rec X +

10.255.251.12

‘ admin

After login, go to Network in the left panel and then Interfaces. This page provides details of the number of physical interfaces,
VRFs, tunnels, and zones.

:E FortiGate VM64-AWS corp-uswest1-instance-1

@ Dashboard >
. £} FortiGate VM64-AWS 1 2
M¥ Security Fabric > A7)
4 Network v I I I l’;l
DNS # Edit || @ Delete | | [ Search [a] # Group By Type
pacstCapins Name & Type & Members 1P/Netmask & Administrative Access +
SD-WAN Zones
2] 3 802.3ad Aggregate @
SD-WAN Rules
e fortilink 8¢ 802.3ad Aggregate Dedicated to FortiSwitch PING
G pemencn STA Security Fabric Connection
Static Routes B et Interface @
PollcyRoutes ¢ mgmt-intf (loopback.1) & Loopback Interface 10.255.251.12/255.255.255.255  PING
RIP HTTPS
OSPF SSH
FMG-Access
BGP P2)
Shticmt ] 8 Physical Interface @
& System >
" o ® port1 ® Physical Interface 10.0.128.198/255.255.255.0 PING
& Ppolicy & Objects > HTTPS
& Security Profiles > SSH
FMG-Access
J=RVN >
[+ i 5 .255.255.6
& User & Authentication N  port2 # Physical Interface 10.0.131.10/255.255.255.0
® WiFi &Switch Controller > | B B port3 # Physical Interface 10.0.132.97/255.255.255.0
il Log &Report N (] O Zone ©®
0 ALKIRA MGMT_ZONE D) Zone @ AK-ipsec-ALKIRA MGMT -25(tunnel25)  00.0.0/0.00.0

2 AK-ipsec-ALKIRA MGMT _-10(tunnel.10)

O apps-zn O Zone @ AK-ipsec-apps-zn-20 (tunnel.20) 0.0.0.0/0.000
1 AK-ipsec-apps-zn-5 (tunnel.5)

O INET-zn O Zone @ AK-ipsec-INET-zn-30 (tunnel.30) 0.0.0.0/0.0.0.0
2 AK-ipsec-INET-zn-15 (tunnel.25)

To understand information on this page, note that there are three zones. Management zone is the result of management
segment and apps-zn and INET-zn are mappings under the target segment configuration in Alkira portal.

) ALKIRA MGMT_ZONE O Zone 2 AK-ipsec-ALKIRA_ MGMT -25 (tunnel.25)
2\ AK:ipsec-ALKIRA_MGMT _-10 (tunnel.10)
) apps-zn O Zone 2} AK-ipsec-apps-zn-5 (tunnel.5)
2 AK-ipsec-apps-zn-20 (tunnel.20)
J INET-zn (J Zone AK-ipsec-INET-zn-30 (tunnel.30)

AK-ipsec-INET-zn-15 (tunnel.15)

18
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A loopback interface is used as a management interface. This loopback is enabled for PING, SSH, HTTPS, and is also configured

to connect to FortiManager. Each of the zones from Alkira groups mapping creates two tunnels each. The figure below shows
that the management zone, INET-zn, and apps-zn have two tunnel interfaces each.

[E ™ pPhysical Interface @

* port1 ¥ Physical Interface
= ® port2 ® Physical Interface
---® (2 AK-ipsec-apps-zn-5 (tunnel.5) 2 Tunnel Interface

r--® (D AK-ipsec-ALKIRA MGMT 25 (tunnel.25) @ Tunnel Interface

.
)
>
s
o
8
E
fay
3
Z
=]
S
s
2
3
S

_____________________________________ 2 Tunnel Interface

i--e @ AK-ipsec-apps-zn-20 (tunnel.20) 2 Tunnel Interface
= ® port3 ™ Physical Interface

---® (2 AK-ipsec-INET-zn-30 (tunnel.30) 2 Tunnel Interface

i--® (@ AK-ipsec-INET-zn-15 (tunnel.15) @ Tunnel Interface

Management and each of the target segments identified in the Alkira portal are mapped to separate VRFs. Thus the tunnel
interfaces associated with the zones from the specific segments are in the VRFs on the FortiGate instance that are mapped to
their respective segments.

Interface D AK-ipsec-ALKIRA_ MGMT _-10 {tunnel.10)
Alias AK-ipsec-ALKIRA_ MGMT _-10

Link (]

Port Speed Auto-Negotiation

Type 2 Tunnel Interface

IPv4 Addresses 169.254.0.81/32

VRFID

Security Fabric Connection @

Interface ) AK-ipsec-apps-zn-20 (tunnel.20)
Alias AK-ipsec-apps-zn-20
Link Q

Port Speed Auto-Negotiation
Type @ Tunnel Interface

IPv4 Addresses 169.254.0.157/32

wo [z

19
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The BGP section shows the BGP sessions that are established over the tunnels.

:E FortiGate VM64-AWS corp-uswest1-instance-1

SD-WAN Zones Local BGP Options
SD-WAN Rules

Local AS 64519

Performance SLA

RouterID | 10.255.251.12

Static Routes

Policy Routes

Neighbors
RIP
BGP v P Remote AS
SLE 169.254.0.158 65501
& Syst >
ystem o 169.254.0.166 65.501
B Policy & Objects >
169.254.0.162 65,501
& Security Profiles >
169.254.0.82 65,501
O VPN >
o 169.254.0.86 65,501
& User & Authentication >
169.254.0.14 65,501

< WiFi&Switch

FortiGate Firewall Policies

Customers are responsible for creating and maintaining the firewall policies per their security requirements. Policies on the
firewalls are created either directly from the FortiGate instance or from FortiManger and then pushed to the FortiGate instance.
The figure below shows the basic existing policies on the FortiGate to permit zones to port communications.

:' Frigt-uswest-instance-1

Dashboard # Edit i Delet Q Policy Lookup | | Search

$* Network

=] Export~ | WLICHELWCLETAYEN By Sequence
Policy & Objects = o v oed

Firewall Policy Name

Source Destination Schedule Service Action

IPv4 DoS Policy [E O ALKIRA_ MGMT_ZONE —¢» mgmt-intf (loopback.1) €

Addres: ALKIRA MGMT... & all 2 all [0 always [ AlkiraMgmt + ACCEPT

e E ® port2 - ALKIRA_ MGMT_ZONE @
Database

port2-to-ALKIR... &2 all = all @ always @ ALL v ACCEPT

Services

Schedules [E ® port2— 0 apps-zn @
Sal Fal [0 always @ ALL v ACCEPT

Virtual IPs port2-to-apps-zn
IP Pools [E] ™ port3— 0 INET-zn @
Protocol Options port3-to-INET-zn

Traffic Shaping * = implicit €
& Security Profiles

£ al = all @ always @ ALL v ACCEPT

Implicit Deny

= Click + Create New to configure a new policy and add incoming zone, outgoing zone, Source, Destination, Service,
and ACCEPT.
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:E FortiGate VM64-AWS corp-uswest1-instance-1

@ Dashboard > New Policy
X Security Fabric >
% Network , | Name @ | INET-Policy |
£ System o> Incoming Interface l O apps-zn - I
B Policy & Objects . Outgoing Interface l O INET-zn 'I
Firewall Policy iy Source Sal *
+
IPv4 Poli
oS RoeY Destination 8al x
Addresses +
Internet Service Database Schedule l ) always -
Services Service HTTP x
Schedules HTTPS *
+
Virtual IPs .
Action P leeagl @ DENY
IP Pools
Protocol Options InspectionMode [EINWEEENE Proxy-based
Traffic Shanere

= Disable NAT option. NAT from FortiGate is not required because NAT is performed at the internet connector for egress traffic
and Alkira CXP intelligently maintains the symmetry for the return traffic to FortiGate. Enable the policy as required to the
migration timeline and click OK to save the policy. FortiGate Firewall Policy is now configured.

B Policy & Objects v | ALKIRA MGMI_£ONE-to-loopback.l i all = all Lo always 3 AlIraMgmt v ACCEPI & Disabled
50 oprn~0 i @
IPv4 DoS Policy INET-Policy =an 2al @ always @ HTTP « ACCEPT @ Enabled

HTTPS

Addresses

Internet Service Database E] 8 port2—0) ALKIRA MGMI.ZONE @
o port2-to-ALKIRA MGMT ZONE @al @ all @ alwavs @ ALL « ACCEPT  © Disabled

Manage from FortiManager
To manage FortiGate from FortiManger, discover the new FortiGate instance in FortiManager.
= From the main dashboard of FortiManager, go to Add Device and then Discover devices.

m Provide the IP address of the FortiGate instance from Alkira with user credential and click Next.

Add Device

@® Discover Device

Device will be probed using a provided IP address and credentials to determine model type
and other important information

0 10.255.251.12
2 admin

@ secescccee ®

Click Next to onboard the discovered device.
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Add Device

The following information has been discovered from the device:

IP Address 10.255.251.12
Host Name corp-uswestl-instance-1
SN FGTAWSELNZSZR-86
Model FortiGate-VM64-AWS
Firmware Version 6.4.7, build1911 (GA)
HA Status Standalone
Administrator admin
Please input the following inf ion to ¢ lete addition of the device:
Name corp-uswest1-instance-1
Description Description
System Template | None v
| Override Profile Value
O Add to Folder : ] |
[J Add to Device Group Click here to select
< Previous Next > Cancel

Per the notification from FortiManager, to manage policies and objects of the device, they need to be imported into the
FortiManager database.

= Click Import Now and all policies that were configured on FortiGate are shown. Modify policy package name as required
and click Next.

Import Device - corp-uswest1-instance-1 [ root ]

Create a new policy package for import.

Policy Package Name corp-uswest1-instance-1_root
Folder | v
Policy Selection @ Import All (6)

O Select Policies to Import
Object Selection @ Import only policy dependent objects

O Import all objects

When importing configuration from this device, all enabled interfaces require a mapping to an ADOM Level interface. Note, the same
ADOM Level interface can map to different interfaces on the each device.

Device Interface Mapping Type Normaiized Interface
@ ALKIRA_ MGMT _ZONE Per-Device TR oor ALKIRA_MGMT_ZONE
@ apps-zn LSS EN  Per-Platform apps-zn

BINET-2n SRS per-Platform INET-zn

Cioopback1 SRSV per-Platform loopback.1

Cport2 LNVl Per-Platform port2

Cport3 Per-Device [N port3

Badd mappings for all unused device interfaces

Policies are successfully imported.
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Import Device - corp-uswest1-instance-1 [ root ]

Policy Import Summary [Download Import Report]

@ 8 of 8 policies and objects are imported.

Authentication Setting 1of1
Firewall Policy Sof5
Firewall Service Custom 1of1
Firewall Service Group 1of1

= To create a new policy for the FortiGate instance, go to Policy & Objects and under Policy Packages, click + Create New
for the Policy Package. For any further configuration guidelines for FortiGate and FortiManager, please refer to Fortinet
Configuration Guides by Fortinet.
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