














































































































pertaining to the suitability, cligibility, and trustworthiness of that individual. These investgations are directed
only at present or former C1A employees, present or former emplovees of CIA contractors, applicants for
such employment, and other individuals who have been granted or who are being considered for security
clearances or approvals and other persons with similar associations (such as resettled defectors and their

families).

12.17 Physical search

The Voreign Intelligence Surveillance Act includes a separate definition of *physical search” that rust be nsed for any I'I1SA-
anthorized collection. See 50 US.C. [ 1827(3).

For activities not covered under the IS/, physical search means any intrusion on a person or a petson’s
property or possessions without consent that is for the purpose of obtaining property, information, or stored
clectronic data or communications, and that would require a warrant if done for law enforcement purposes

inside the United States.

12.18 Physical security investigation

Physical security investigation mcans an investigation that involves inquiries into, or surveys of, the
cffectiveness of security controls or procedures, including controls established around the perimeter of a
facility or with respect to equipment or other property and procedures relating to access to and safe storage
and disposal of classified information. Physical security investigations include the performance of
functions and the exercise of powers by C1A employees to protect against unauthorized access, physical
damage, or injury, or threats of unauthorized access, physical damage, or injury, to CIA installations, property,
or employees.

12.19 Physical surveillance

Physical surveillance means unconsented following or tracking of one or more persons where such
individuals have no reasonable expectation of privacy. Any surreptitious devices emploved in the course of
physical surveillance must be used, however, in accordance with Subsection 4.3.2.3 (concealed

monitoring).

Physical surveillance does not include casual observation, which would be short in duration and narrow in
scope, and not intended to track the movement of a person. It also does not include electronic surveillance
or physical searches. Physical surveillance does not include overhead reconnaissance not directed at
specific U.S. persons. Overhead reconnaissance not directed at specific U.S. persons includes
reconnaissance intended solely for calibration of collection means or for comparison of characteristics of
physical structures or other real or personal property with similar informaton collected outside the United

States for purposes of identifying or interpreting that information.

12.20 Publicly available

Publicly available means information that has been published or broadeast for public consumpton, is
available on request to the public, is accessible online or otherwise to the public, is available to the public by
subscription or purchase, could be seen or heard by any casual observer (but not amounting to physical
surveillance), is made available at a mecting open to the public, or is obtained by visiting any place or

attending any event that is open to the public.

Information is publicly available only if it is made available to the CIA under conditions or on terms

generally available to the public. For example, certain commercially acquired data may be considered publicly
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available if a non-U.S. government person or corporation could acquire that same data in that same way
from that same commercial source: however, other commercial acquisitions of data may be so tailored and
specialized for government use, and unavailable to a similarly situated private-sector purchaser, that the data

cannot be considered publicly available.

Information that is publicly available is sull considered publicly available if the informaton is provided in
filtered or obfuscated form for government use for purposes of complying with these Procedures or other

applicable law, or for the protection of privacy or civil liberties interests.

12.21 Retention

Retenton means the indefinite maintenance of information concerning U.S. persons, subject to the general

exceptions listed in Subsection 3.4

12.22 Unevaluated information

Unevaluated information means information that has been collected but not vet reviewed to determine
whether it relates to an authority and responsibility listed in Section 2 and whether information concerning
U.S. persons, if any, qualifies for retention under Section 7. Any collection activity, whether or not it is
bulk collection, may produce unevaluated information. Because of global mobility and communications
networks, unevaluated information is generally presumed to contain incidentally acquired information
concerning U.S. persons, regardless of the location of collection. (See also Section 12.11 “Evaluation or

evaluated information.”)

12.23 United States

The term United States, when used in a geographic sense, means the land area, internal waters, territorial seas,

and airspace of the United States, including U.S. territories, possessions, and commonwealths.

12.24 United States person

The term United States person or U.S. person means any of the following:
(a) A U.S. citizen;

(b) An alien known by the CIA to be a lawful permanent resident (ILPR) (also known as a permanent
resident alien). An alien who procures a visa or other documentation by fraud or willful
misrepresentation of a material fact is not a lawful permanent resident for purposes of these

Procedures:

(¢) An unincorporated association substantially composed of U.S. citizens or lawful permanent

residents. “Substantially” must be more than insignificant, but a majority is not required; or

(d) A corporation incorporated in the United States, except for a corporation directed and controlled
by a foreign government or governments. .\ corporation or corporate subsidiary incorporated
abroad, even if pardally or wholly owned by a corporation incorporated in the United States, is not

a United States person.

The following guidelines apply when determining whether an individual or entity is a U.S. person:

(a) A person or entity known to be inside the United States is presumed to be a U.S. person, unless

specific information to the contrary is obtained.



(b) A person or entity outside the United States, or whose location is not known to be in the United

States, is presumed not to be a U.S. person, unless specific information to the contrary is obtained.

12.25 U.S. Person Identifying Information (USPII)
United States Person Identfying Informanon (USPII) is information that 1s reasonably likely to identify one
or more specific U.S. persons. USPII may be either a single item of information or information that, when
combined with other information, is reasonably likely to identify one or more specific U.S. persons.
Determining whether information is reasonably likely to identify one or more specific U.S. persons in a
particular context mav require a case-by-case assessment by a trained intelligence professional. It is not limited

to any single category of information or technology.

USPII is a subset of information concerning U.S. persons. For purposes of these Procedures, the phrase
“information concerning U.S. persons” includes any information concerning a U.S. person, whether or not

the information 1s USPIL

12.26 United States postal channels

Mail 1s in United States postal channels while in transit within, among, and between the United States
(including mail of foreign origin which is passed by a foreign postal administration to the United States Postal
Service (USPS) for forwarding to a foreign postal administration under a postal treaty or convention and mail
temporarily in the hands of the United States Customs Service or the Department of Agriculture), the Military
Postal Service Agency, Army or Air Force Post Offices and Fleet Post Offices, and mail for delivery to the
United Nations, N.Y.

Mail in United States postal channels also includes international mail in transit to an addressee in the
United States after receipt by the USPS from a foreign postal administration, or international mail in transit

to an addressce abroad before passage to a foreign postal administration.

As a rule, mail shall be considered in such postal channels until the moment it is physically delivered to the

specific addressee in the United States named on the envelope or the addressee’s authorized agent.
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Section 13. Administration and Effective Date
A person who 1s officially acting in the absence of an official may exercise the powers of that employee.

Authority granted to an employee, other than the General Counsel, may be exercised by any person who is

senior in the employee’s chain of command.

Authority granted to the General Counsel may be exercised by a Deputy General Counsel or an attorney in
the Office of General Counsel designated by the General Counsel or Acting General Counsel.

Any designation of a person to exercise authority explicitly permitted by these Procedures includes the

designation of multiple persons to serve simultaneously in that capacity.

In the event of any changes to organizational structures or titles such that the official title identified in these
Procedures no longer exists, approving authority will transfer to the equivalent official under the

reorganization.

These Procedures are not intended to, and do not, and may not be relied on to create any substantive or
procedural right or benefit enforceable at law or in equity by any party against the United States, its

departments, agencies, entities, officers, employees or agents, or any other person.
These Procedures shall become effective sixty days after signature by the D/CIA and the Attorney General.
Signatures and Dates Signed

We approve the foregoing Procedures in accordance with Executive Order 12333, as amended.

Loretta L. Lynch

Artorney General

Date
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