








































































12.9 Electronic surveillance 

Fhc / ·oreig11 I Smnilla11ce A cl i11d11rles a separate o/ ''e/edro11ic smnillcmre" that 11111.rt he med )or c/J!)' 
I :ISA -a11th0Ji:;_erl collection i11l'oll'i11g the sa111e. 5 ee 50 L'.S.C § 1801 (/) . 

For actiYities not covered under the FIS,\, e lectronic s urveillance means the acquisition of a nonpublic 

communication by electronic interception without the consent of a person ,,·ho is a party to the 

communication or, in the case of a nonelectronic communication, without the consent of a person ,,·ho is 

,·isibly present at the place of communication. E lectronic surveillance does not include the use of radio 

direction-finding equipment solely to determine the location o f a transmitter or the monitoring of publicly 

available information . 

12.10 Employee 

ror purposes of these Procedures, employee means a person employed by or acting on behalf of the Cl.\ , 

including any contractors or assets. 

12.11 Evaluation or evaluated information 

means reviewing collected information to determine: whether it relates to an authority and 

responsibility Lis ted in Section 2; whether it contains any information concerning U .S. p ersons; and whether 

that information meets retention cri teria and thus be retained. This process of evaluating information 

concerning U.S. persons by applying retention criteria is ofrcn referred to as " minimization." (Sec also 

Section 12.22 " unevaluated information.") 

12.12 Foreign intelligence 

The / ·'orei,g11 S11n·eilla11ce A cl i11d11rle.r a separate f!l i11tellige11re i1ljon11atio11 11 that 11111.rt he 11.rerljor 

tll!J' I ."f. f -1-<mthori:;_erl collection. See 50 l 1.S.C § 1801 (e). 

For activities not covered under the FIS,\ , foreign intelligence means information relating to the 

capabilities, intentions, or activities of foreign governments or clements thereof, foreign organizations, 

foreign persons, or international terrorists. 

12.13 Foreign power 

I ;or purposes of these Procedures, foreig n power is defined in the Foreign l ntclligcnce Surveillance , \ ct (50 
U.S.C. § 180 1(a)). 

12.14 Incidentally acquired information 

Incid enta lly acquired informa tio n means information that is not itself deliberately sought o r that concerns 

individuals who arc no t the targets of collection but that is obtained in the course o f activities directed at 

other autho rized subjects. 

12.15 Intelligence Community 

Intelligence Community and elements of the In telligence Community refers to those agencies described 

in Section 3.S(h) o f I Order 12333, as amended, or their successors. 

12.16 Personnel security investigation 

Personnel security investigation means an investigation that involves inquiries into the activities of a 

person granted access to intelligence or retained in a position ,,·irh sensiti,·c duties ro develop information 
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pertaining ro the suirnbiliry, digibili ry, and trusrworthincss of that individual. These investigations arc directed 

only at present o r former CL-\ employees, present or former employees of CL\ contractors, applicants for 

such employment, and other individuals ,,·ho have been granted or ,,·ho arc being considered for sccuriry 

clearances or approvals and other persons with similar associations (such as resettled defectors and their 

families). 

12.17 Physical search 

The l~re(~n fntelligent'e S111nillc111t'e Ad includes a seprm1te definition q/ ''pl!J•sical seanh" that 11mst be med for tll!J' / -JS.,1 -

a11thori;;,ed collection . See 50 US.C § 1821 (5). 

Fo r activities not covered under the FIS,\, physical search means any intrusion on a person or a person's 

property o r possessions without consent that is for the purpose of obtaining property, information, or stored 

electronic data or communications, and that ,,·mild rcguirc a ,,·arrant if done for law enforcement purposes 

inside the United States. 

12.18 Physical security investigation 

Physical security investigation means an inves tigation that involves inguiries into, or surveys of, the 

effectiveness of securiry controls or procedures, including controls established around the perimeter of a 

faciliry or ,,·ith respect to equipment or other property and procedures relating ro access to and safe storage 

and disposal of classified information. Physical security investigations include the performance of 

functions and the exercise of pm,·crs by Cl.\ employees to protect against unauthorized access, physical 

damage, or injury, or threats of unauthorized access, physical damage, or injury, ro CIA installations, property, 

or e mployees. 

12.19 Physical surveillance 

Physical su rveillance means unconsented following or tracking of one or more persons ,,·here such 

individuals have no reasonable expectatio n of privacy. 1\ny surreptitious devices employed in the course of 
physical surveillance must be used, however, in accordance with Subsection 4.3.2.3 (concealed 

monitoring). 

Physical surveillance does no t include casual observation, ,,·hich would be short in duration and narrow in 

scope, and not in tended to track the movement of a person. It also docs not include electronic surveillance 

or physical searches. Physical surve illance docs not include overhead reconnaissance not directed at 

specific U .S. persons. Overhead reconnaissance not directed at specific U.S. persons includes 

reconnaissance intended solely for calibration of collection means or for comparison of characteriscics of 

physical structures or other real or personal properry with similar information collected outside the United 

Sta tes fo r purposes o f idcncifying or interpreting that information. 

12.20 Publicly available 

Publicly available means information that has been publishecl or hroaclcasr for public consumpcion, is 

available on rcguest to the public, is accessible online or otherwise to the public, is available to the public by 

subscription or purchase, could be seen or heard by any casual observer (but not amounting to physical 

surveillance), is made available at a meeting open to the public, or is obtained by visiting any place or 

attending any event that is open to the public. 

In formation is publicly available only if it is made available to the CT;\ under conditions or on terms 

generally available to the public. For example, certain commercially acc.1uired data ma~· be considered publicly 
38 



available if a non-U.S. government person o r corporation coul<l acguirc that same data in that same way 

from that same commercial source; however, o ther commercial acguisitio ns of data may be so tailore<l and 

specialized for government use, and unavailable to a similarly sin.iatcd private-sector purchaser, that the data 

cannot be considered publicly available. 

1 nformation that is publicly available is still considered publicly available if the information is provided in 

ftlrcred or obfuscated form for government use for purposes of complying with these Procedures or other 

applicable law, o r for the protection of privacy or civil liberties interests. 

12.21 Retention 

Retention meam the indefinite maintenance of information concerning U.S. persons, subject to the general 

exceptions listed in Subsection 3.4. 

12.22 Unevaluated information 

Unevaluated information means information that has been collected but not rct reviewed to determine 

whether it relates to an authority and responsibility listed in Section 2 and whether information concerning 

U .S. person s, if any, c.1ualifies for retention under Section 7. ,\ny collection activity, whether o r not it is 

bulk collection , may produce unevalua ted information . Because of global mobility and communications 

networks, unevaluated information is generally presumed to contain incidentally acquired information 

concerning U .S. p ersons, regardless of the location of collection. (Sec also Section 12. 11 " Evaluation or 

evaluated in formatio n.") 

12.23 United States 

The term United Stares, when used in a geographic sense, means the land area, internal waters, territorial seas, 

and airspace of the United States, including U.S. territories, possessions, and commonwealths. 

12.24 United States person 

The term U nited States person or U .S. person means any of the following: 

(a) .\ U.S. citizen; 

(b) .\n alien known b~· the CJ. \ to be a 1a,,·ful permanent resident (LPR) (also known as a permanem 

resident alien) .. \n alien who procures a visa or other documentation by fraud or \\·illful 

misrepresentation of a material fact is not a lawful permanent resident for purposes o f these 

Procedures; 

( c) . \n unincorporated association substantially composed of U.S. citizens or lawful permanent 

residents. "Substantially" must be more than insignificant, but a majorit~· is not reguired; or 

(d) .\corporation incorporated in the U nited Sta tes, except for a corporation directed and controlled 

by a foreign government or governments. A corporation o r corporate subsidiary incorporated 

abroad, even if partially or wholly owned by a corporation incorporated in the U nited Sta tes, is not 

a U nited States p ers on. 

The following guidelines apply when determining whether an individual or entity is a U .S. person: 

(a) .\person or entity known to be inside the U nited Sta tes is presumed to be a U.S. pers on, unless 

specific information to the contrary is obtained. 
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(b) .\ person or entity outside the United States, or ,,·hose locatio n is no t known to be in the United 

States, is presumed not to be a U.S. person , unless specific information w the co ntrary is obtained. 

12.25 U.S. Person Identifying Information (USPll) 

United States Person ldentifying l nformation (USPll) is in formation that is reasonably likely w identify one 

or more specific U.S. persons. USPII may be either a single item of information or in formation that, when 

combined with other information, is reasonably likely to identify one or more specific U.S. persons. 

Determining whether information is reasonably likely to identify one or more specific U.S. persons in a 

particular context may require a case-by-case assessment by a trained intelligence professional. l tis not limited 

to any single category of informatio n or technology. 

USPII is a subset of information concerning U.S. persons. For purposes of these Procedures, the phrase 

" in formation concerning U.S. persons" includes any informatio n concerning a U.S. person, whether or not 

the in formation is USPII. 

12.26 United States postal channels 

.\lail is in United States postal channels \\·hiJe in transit \\·ithin, among, aml beL"\\·een the United States 

(including mail of foreign origin which is passed by a foreign postal ad"ministration to the United Scates Postal 

Service (USPS) for forwarding to a foreign postal administration under a postal treaty or convention and mail 

tempo rarily in the hands of the United States Customs Service or the D epartment o f .-\ griculture), the l\Iilicary 

Post~tl Service .-\ gency . . \rmy or . \ir Force Post Offices and Fleet Post Offices, and mail for delivery to the 

United l'\ations, N.Y . 

.\!ail in U nited States postal channels also includes international mail in transit wan addressee in the 

United States after receipt by the USPS from a foreign postal administratio n, or internatio nal mail in transit 

to an addressee abroad before passage to a foreign postal administration . 

. \ s a ru le, mail shall be considerec.I in such postal channels until the moment it is physically delivered to the 

spccific addressee in thc U nited States named o n the envelope or the addressee's authorized agent. 
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Section 13. Administration and Effective Date 

, \ person who is officially acting in the absence of an official may exercise the powers of that employee. 

, \ urhoriry granted ro an employee, other than rhe General Counsel, ma~· be exercised by any person who is 
senior in the em p loyee's chain of command. 

, \urhority granted ro the General Counsel ma~· be exercised by a Depury General Counsel or an arrornc~· in 

rhe Office of General Counsel designated by the General Counsel or 1\cti.ng General Counsel. 

:\ny designatio n of a person to exercise aurhoriry explicirl~· permitted by these Procedures includes the 

designation of multiple persons ro serYe simultaneously in that capaciry. 

l n rhe CYent of any changes ro organizational srrucrures or titles such that the o fficial ride identi fied in these 

Procedures no lo nger exists, apprm·ing aurhority will rransfcr to rhe equiYalenr o fficial under the 

reorgan1zauo n. 

These Procedures arc not intended to, and do nor, and may no t be relied on ro creare any subsranti\·e or 

procedural right or benefit enforceable ar law or in equity b~· any par~· against the Cnired Stares, irs 

departments, agencies, entities, o fficers, employees o r agents, or any other person. 

These Procedures shall become effective sixry days after signature by the D / CL\ and the :\rrorney General. 

Signatures and Dates Signed 

\'\ 'e appro\·e rhe foregoing Procedures in accordance with Executi\·e Order 12333, as amended. 

telligence , \gene~· 

/O~ Da~9 

J .oretta Ii. Lrnch 
r\tto rne\· General 

I? 
Dare 
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