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PREFACE

The right to anonymous exchange of information as well as anonymous commu-
nication is in an odd state of paradox. While the formal legal protection of this
right appears at an all-time high, developments in both the public and private sec-
tor show a growing number of legal and especially technical means to undermine
anonymity. The growing interest of people in using the Internet has had a key im-
pact on the worldwide availability of personal information. Everyday life is evi-
dence that technological advance provides numerous opportunities to trace and
track people down. They fuel the commercial interests of persons and
organisations who seek to know exactly who is accessing certain digital content
in order to be able to charge for it. The pressure on anonymous communication
has grown substantially after the 2001 terrorist attack on the World Trade Center
and the subsequent new political climate. Although it is still difficult to oversee
their exact implications, measures such as the US Patriot Act, the European Cy-
bercrime Convention and the European Union rules on data retention may per-
haps be only the very first signs that the exercise of the right to the anonymous
exchange of information is under substantial pressure.

These and other developments have fuelled the dialogue on the beliefs and
values behind anonymous communication. Debates rage about how, by whom,
and to what extent cyberspace anonymity should be controlled, for technological
advance not only provides for new opportunities to trace and track people down.
The possibilities for anonymous communication are enhanced by new technolo-
gies as well. Different techniques and services have been developed which make
Internet activities, such as surfing, anonymous. Facilities are also available to
provide individuals with a pseudo-identity. Thus, anonymous communication
raises various questions, among them legal questions. What exactly do we mean
by anonymity? Why would people want to communicate and transact on an
anonymous basis? What are the practical and legal restraints upon anonymity
when communicating and transacting with others? Where does one draw the line
between anonymity as a tool, on the one hand, for citizens to protect their civil
and constitutional rights, privacy and other interests and, on the other, identifica-
tion as an instrument in criminal investigation, commercial marketing, social con-
trol, etc. And, aside from the ad-hoc problems that now arise under private law,
criminal law, privacy law and procedural law, what is the larger landscape of the
legal consequences of anonymity?

This book starts from the position that the concept of anonymity is increas-
ingly invoked in the information society debate. The authors of the various chap-
ters in this book give appeals to anonymity a distinct meaning by analysing ano-
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nymity from various different angles, interests, responsibilities and develop-
ments. With the culmination of these reflections, the book aims to gain a further
insight into and an understanding of the concept of anonymity.

Before embarking on the analysis, we wish to thank a few people. The reflec-
tions on the concept of anonymity began to concern us some seven years ago. On
the basis of our first deliberations we organized, in September 2000, an interna-
tional workshop, subsidized by the Globus Institute of Tilburg University. This
workshop appeared invaluable to our further understanding of the developments
and we benefited enormously from the discussions and arguments which we had
with the participants, among them Michael Froomkin who also contributed to this
book. Whereas the focus of the first years was mainly on the constitutional rights
dimension of anonymity, we decided more recently to expand the scope to
broader implications and the international dimensions of the theme. Thus, we
brought together an international team of experts from different backgrounds and
legal traditions to reflect on other dimensions of the theme. We wish to thank
them all for contributing to the discussions and this book. We also wish to thank
the Dutch National Programme for Information Technology and Law (part of the
Dutch Scientific Council — NWO) for making the research possible. Finally, we
express our gratitude to Vivian Carter and Rachel Poels for their tremendous help
with the editing of this book.

Tilburg, The Netherlands MIRIAM VAN DELLEN
Auckland, New Zealand CHRris NIcOLL
1 November 2002 CORIEN PRINS
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