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Subject : 

Copy of ~re:vj,sededi tion .of the 
Appendices (Third Edi ~t1Emdated 1~t .Jl.U):e, 
1951) is encI:osed,,·,together With oOPY of 
a memorandum detail-irig the d:i;ffi9rencesin 
lay-out between this and the present eqcl.jt;l.Qn • . 

2. You will note thatpage.s 12!5,,1'26, 
127, 1.32 and'-i.3.3 are ~ssJ:ng • . ,The dO,cUments 
entitled Appendix M"Annemre. A(5).,. E~bit " 
1 ( 125) I Exhibit 2 pages '1" and 2 (1-"2:6/12]), 
Exhi bi t 4 (1.3 2) and EXhi~b:Lt' -,5 (1.33) in th~ 
'Oresent edition should be transferred to the . 
revised edition and ilumberedaocordinglyjt 

, . 

. : ... . 

- . , '2.. !! -

D/ J629· 

OGA 
E01.4,(c) 
EO 1:4,(d) 

After Action 
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TOP SEOREt ULTRA 

~ 

1. x:.a:rt.k·~ to tp;e l;,grecIren~ 

• 

'The following agreemerit i.s lJl8.~ ootw\)cn the Army-Navy 

COl:lI!luniC<.9:t iop Intelligenoe Board U~C;rl3' (representing the 

U-. s. state, N·9:VY and War lDopa~tmo~t$ Pond' allot-her U. s. 
1 . , 

CommunicF.l.tib~ L,:tolligOr.lce (;\.u.thoritio·g whiqh iJl9.y functio:Q.) 

and the J~:)nd'(jn Sign.~l Xntolliger,cG (SIGmT) Beord (re·FesQnt ... 

. ing tM ;F.or.e·ig.n Of:~ ice, i~dr:lirn.l ty, War OffioG, A:tr Ministry,' 
. 2 

and all other British ;~ ... ~:\ire COinIDuniQ0.t:i,.on InteUigenoe 

a~thorit~es vthich mny function) • 

2. Scope of the i£roement 

Th~ agreoment g()V0rnS .tho relatiorm of the above..,;ment'ioned 

parties in COlllDunicdion Intelligence u,::ttersonq. . However, 

the exchangE:; 'ff GUd'J, cclhterc.l mnterial a.s is appl.ionble f·o:t' 

t0chnioa·l 'Pllt";Y ser.; ':',(jC' is n,?t prejudicial to net ional. interests 

. ·will be efi)(;o '~ed between the Communication Intelligence agencies 

in both countries. 

1.- Throughout this agreement COIIJInunication Int01.1~-dence 
is undorstood to comprise nll processes involvpd in 
the collection,. production and .dis!3ornina.t·ion of infom ... 
ation derived from tho copmunications" of other nations. 

2 - For the purposes of this ,ngr~ement British Ewpire .is 
understood to mean all British territory other than 
thO' Dominions. 
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3. Extent of ~ AWement. - .f?:roduet!. 

"( a) ~ ~.be ~rtie.s a.gree to the excbnnge af the. prod.ucts of 
3 

the fel10wing Qpern tions rc,l.n.tttlg to f.oreign c~unioa.tion$: 

.( 1) collection of traff.ic 

(2) t;l.cquis.ition of C01l)IDuni,ca.ttQR dQQ,uments and 
eql:1.i:pmcl'l.t 

(3) trnff'ic aw..·lysi~ 

(4) cryptnnnlysi·s 

(5) dec~tion ~nd tr~nslation 

-( 6~ acquisition of information rego.:rding communication 
orgo.nisations, 'pF(i\ctices, procedures and, cCluipment .1 

(b) Such exchange will be unre,stz:.ioted on all work under

taken excc.pt '.}~·ll:m sJ:!ocif'ically GXQludcd fr.om tho agre'ement at 

the request of cUher ·rr.rty o.nC'~ with thE; agreement with the other. 

It is the intonti~'i:l of oG.ch vnrty to limit such exccptiolls to 

th0 absolute min~m and to exercise no rostrict~ons othor t~~n 

those reported and ;.lutU<.'11J.s; ~greod upon. 

3. Throughout this agreoment Foreigp Co~unicatio~s 
nru understood to mean ~ll cornmuiliclitions q'f: th~ . 
Govarnrncnt, or of any Military, Air or Naval force, 
faction, party, depnrtrent, agency or burcnu of a . 
fore ign e.ountry, or of nny person or 'Pcr~ons act ing 
or purport'ing t'o act. therefore, nnd shrll include 

dGA I Icor.nnunic.?:ciol1s of n foreign ..::ountry which 
EO 1.4.(c)trny contain inf'onr.ntion of Military:. Pulltica.l or 
EO 1 4 (d~conomic vn.lue. li'~~t\"Jip;n cc.:untry n.s useci. herein is 

.. understood to inclullc :.1llj:· country, whether or not its 
government is r0coi!.niscd b~r tho U.S. or the British 
Empire, exc,luding only tho U. S., the British Common
wealth of Nutions c..nd tho Bri~ish Emp:tro~ 
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TOP 5S0mr:~ t7flf'fttL 

4. EXtent ot: tlle J~g-rOOT!!cnt .-. Methods and Techn-iques 

. . (a) ·Tho· po.~tios ag:r:co to the _ exchange of int'oX'llD.tion 

rG:gn.rd:1ng lilCthods nnd tecliniq'ues involved in the operntions 

o~tlined in ~lragraph 3(~). 

(b) Such I3Xch,~ngc ¥fill be I:lIlrcstricted on 0.11 Yfork undcr-

tnkqn c:xcoj;t tbc.t, ~~n ncti:t'ic:?ti~n of the: other"P.a.rty irrf'orti'.tion 

lOO.y be withheld by cither po.rty ,-"hen HI? special interests so 

req.uire. Such notific:·. tion will incll:lde n description of the 

vdthholding pn.rty, to (;:onvoy :i..ts significance. It is the in-

tEn'lt:i.o.u of c-neh p.'lrty to limit such e:>:r.::options to the a.bsolu.te 

minimum. 

f 

Both par-ties \.:ill regard. this .n;groooent C~8 procllK1:1.ng 
4 

action with third. p...'U'ties on a.ny subject n;ppcrta.ining to , . 

Communication Intolligenco exoept subj~ct to tho follovnng 
\ 

undcrstandinfi _ ~ 

(a) ..... ·. It \'."ill be contr~ry t ·::· thisA.grocT:1cnt to rcveal its 

existrtnco t:~ .~ny third party whatever. 

(bl Ench ·po.rty will scek the agreement of tho·.other to 

any nction"l"llth third po.rtie.s, t,nCl "'fill take no such 

nction ,'::ltLi :i:Ii;" .. nclviS[.bility iB c~Ereed· 'u.pon. 

(c) The ngrcor:Kmt 0"':' the other hStving soon 0btained, it 

will l:x; lvf't 'GO the! '[lr"l.:d;;r QULJcerriud to OQrry out tho 

~groed o.ction in the Illost appropriate 'limy, vdthout 

obligation to disclose procisely the ch~nncls through 

which action is taken. 

4 - Throughout thi::. LgrCiJ;..:ont th'U'd pnrties nro und0rstood 
to moan all irlivic.l.l':'.ls. 01' ('.uthoritios oth~r thnn those 
·of thE: UnittJd StD.tOS 1 the British Ihnpire and tho British 
Dominions. 

- 4 -
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Cd) Each party will ensure that the rerults of ~Pi1 such 

'action ::-.re nade avo.ib,ble to the other. 

6. The Do~nions 

(0.) While' the Dcr.linion.s are n0t partie s to th:i,s Agreeoent 

they WiU not be regarded a.s thir9. partie,s. 

(b) The Lcmdon SEINT .Board will~ however, keep the U. S. 

inforr.led of arw n.rrangepents or pr0p-0lsea .arra:ngements with 

anY Dominion a.gencie s • 

. .( c) ANGIB will lJ£l.ke no arrangements \1iih ap;y :El0l;1inion 

o.gency other than eanadin.n' except th;r;-ough, or with the prior 

approvo.l of, the Lon.d.on SIGINT Boarq.. 
I 

(d) Af? regards Canada, ANdIE. will cOT.lplete no a:rr.9.ngement.s 

,v:ith ahy agency therein without first obtaining the views of 

the London SIGlNT Board. 

( e) It will be condi tiona.l on any Dom-niun agencie s with 

whOrl cOllaborat:;Lon ta'~e3 ?lu(;(:; ·;.'lat they abicJ$ ·by the terms 

of paragraphs 5, 8 n.no. 9 01' thit: ").greei'~pt and to the arJ:"ange-

uents laid dovro in .. ;;c.r.:1gr .tP~1 7. 

Channels ~tween U.S. and, :8r:itish Er.rpire A.gen~~cs 

(a) ANCIB ·will r.1ake no l?XI'angements in th·.; sphere of 

COI!lI!LUnication Intelligcnoe with o.ny Bri t':i$ Empire agency 

except through, or with the prior approval of, the Landen 

SIGINT Board. 

(b) The London SIGINT Bauru will make no ar:ro.ngeraants 

in the sphere 0:' Ocuilunication Intelligence with any U. S. 

age ncy except through, or with the prior approved of, ANOIB. 

- 5 -
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.8. Di.~semination ana Sec~i~l 

. .,.,. 
'1:' '" • 

, 
\ ? 

.. ,t 10. 

GOtli_1I:lnication IntelJ-igcnoc e..nc1 'Socrlil't or above technico.l 

i'Ja iters cionne.cted ·thorewi th will be ·disseJ~no. ted in o,ccordance 

Wi tb identioal' ,secur;!. ty reE'~ati.ons to be drawn up and kept 

under rev:;i.ew by ,fINCIB rmd -the London S'IG.um Board in collaboration. 

Within the tCrI_:3 of these rOf';ul::ttions dissejj1j.na:tion by either 

party will be nnde -Lo U.S. rCG;ip~cn"b:s only ~"\s o.pproveo. by ANGIB; 

to British Eopire recipients and, ~o' DOJ:.'ri:~j::'c:n recipicFlts other 

than CarJ8.d.;ian only 0.3 f'!.pproved by the London S;tGINT Boardj to 

Canadian re,eipiet=J.t,s only as app'ii..~oved by either ANCIB or the 

London SIG-TNT Boardj and to third party recipient,s only as 

jointly uvproved by MOIH ,';).li.~l_ tbe LonQ.®n SIGINT BOard. 

Disser.linathu and Socu'rity ..... COi';)!.ne~ciQ.l 

ANCIB nnd t,;1e Lcn(con SIGINT Board will ensLe that. 

without prio, notificu',ion =~ c.0nsent of the 0tr party in 

each instance, :no cli~serlina.tion of information derived from 

C~,runic~tion Intelligence squrces. is Lnde to ~~\individual 
\ 

or agency, ·governr.1ent~l or otherwise , that will ex];>loi tit 
, . , 

for c,omnercial purposes. 

;:, 
PI'~vious Aa,reer:lepts 

This agreeuent· supersedos all prev:icus :1greemnts betwee.n , 

British and U.S. aut}-JClritieE\ in th., .OOI.il:J.u . .i.cation Intelligence 

., field. 

- .6·-
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11 • Anepdraent a,nd Termi na tion of Ag;r;:eeiJ.ent.r 

12. 

This o..greel:~ent . r.lo.~ be n.u:mded: or te~.:inated cOl."JJ?letel:y 

or in part at n.ny tii:1E~ by LlutUa.l agr~erJent. 1t may be 

ten:linp.tE;'ld cOJ:lpl¢tely n.t a.ny til:-.e on notice· by emther party, 

.shculd eli. the:r consider it:f! ;i'nterc.sts be·st served by such 

action. 

Acti vat:i,on, {!op,d .Ir:'lltl:eu~n.~p. . .iio~ of af;;r~e~nt . 

This agreeIilent. ~ecoi':,0e c'ffc'cti ve by 'signature of duly 

a.uthorized repres.entatives ,::f the London SlGINT Board and 

ANOIB. Thereafter, i'os implGl!l13.nto.:t;it>D Y·.'ill be arranged 

between the Oomnunico.tion Intelligen~e a,.,:~r-":)rities concerned, ' 
·f 

subjeet to the app!r'ov,~l of the London SIG-:i:N'l' Boa.+d and ANOIB. 

'. 
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JNTRODUCTION - sheet 1 

lNTaOD1]ctroN TO THE 

.l..P.PENDIC$S 'l'O B 

tJ .• S. ·w BRITI$H COMIifJ: .k~ 

(Introduc-tion agreed at Technical conference 
31st October - 15th Novetnher, 1950, amending 
IntrodJ,lctions agreed at· T.echnical Conferences 
11 th .• 27th March, 1946 and '15'fih - 2,6th July., 
1948~ • 

1. The following arrangements governing the collaooratiop 
between the U.S. and British comint Agencies have been agreed 
between USCIB and LSIB ~n irnple£1entation of and as il.ppendice.s 
to the U.S .... British COI!lint AgreeJ:lent of 5th March, 1946,. 

2. None of' thes'e arrangements shall be oonstrued as cpn-
travening any clauses of that agreement but shall take effect 
within the scope and limitations established thereby. ~ 

3. The object of these arrangements is to ensure that 1 
maximUI!l advantage is obtained from the combined available 
personnel and facilities of both parties. 

4. In accordance with these arrangements., each party wil~ 
continue to make available to the other, continuously, current~y, 

, and without request, all raw traffic, Comint items and technica~' 
matter acquired or produced, and aJI pertinent information cpn-' 
cerning its activities, priorities and facilities, both present; 
and planned, subject only to the proviso contained in paragT~p~s 
3(b) and 4(b) of the Agreement. 

5. -In addition, each party will continue to maintain 
liaison personnel at the agency or agencies of the other party. 

6. The two parties will continue to effect such standar~
sat~on - e.g. of technical terminology, layout, procedure and o:~ 
ganisation - as may be possible. 

7. By the close collaboration thus established, and by , 
suggestion, agreement and arrangement, the two parties will 
continue to elimtnate unnecessary duplication in all fields. in 
order to ensure maximum exploi ta tion of foreign commWlicatioIl!s 0' . 
However, the activities undertaken by each party must be basic~l~ 
suited to its own needs and in many cases therefore neither is :in 
a position to accept any formal 'and fixed commitments for the 
allocation of specific tasks to their respective agencies. Such 
an allocation would often prevent the shifting of emphasis to 
tasks which those agencies may themselves, wish to undertake or 

~ 
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rNTR.ODUCTION - sheet 2 

which they may be require·d to undertake by the consumers of 
their prodtlct. It is agreed, however, that an inf.onnal and 
flexible allocation of tasks., subject to alteration by either 
party at need and sometimes without prior notification, is often 
po'ssible and desirable; that where one party accepts the informal 
alloeation of the specific task it will make available qy radio 
when desired by the receiving party the end-produc,ts of that 
task; that, if the party which accepts an informal allocation 
is compelled to relinquish it, it will inform the other party. 
as soon as possibl.ej and that, in the event of either party 
giving lip a tas·k to the other J every endeavour will be made by 
the surrendering party. to maintain ·such portiona of its intercept 
coverage on the task surrendered as were producing unique material. 

8. In the field of interception, the two parties agree 
that this informal allocation can be extendea by a firm division 
of "main responsi bili ty" for coverage of certain specific task;.s. 
The same conditions as above apply, except that where such agree
ment has been reached the party assuming "main respons-ibili ty" 
will not, except in emergency, make major changes in cover or If 
exchange arrangements without prior consultation with the other 
party. 

9. Each party may call upon the other for as·sistance when 
. necessary and such requests will be met whenever practicable. 

10. Although progress has been made in the provision of 
adequate Co~t telecommunication facilities, it is agreed that 
each party will continue to keep under review this, and the 
associated problem of safe hand routes for the passage of Cemint 
material of all kinds, and will take all reasonable steps towards 
further improvement. 

11. Since the two parties have foreseen the need for combipE!Q. 
emergency plans, they have gone into considerable detail in planning 
for the re-Iocation and tasking of threatened intercept stations. 

12. Each party will provide the other with copies as re-
quested of all reports mentioned in the following Appendices and 
of such-like documents. 

13. All arrangements are subject to review and to 
modification by agreement. 

14. The agreements concluded at the 1950 Conference will 
become effective on approval by USCIB and LSIB, in accordance 
~~~h 12 of the U.S. - British Comint Agreement. 

15. The Annex to this Introduction shows the origins and 
modifica tions of .the various Appendices (wi th Anne:xu.res thereto) 
to the U.S. - British Comfnt Agreement which have been produced 
as the result of the Conferences of 1946, 1948 and 1950, and of 
other arrangements. 

- 4 -
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NEYER TO BE REMonD '1(011 TH! eFFleE. 

INTRODUCTrON - sheet 3 

16. In additioR to cORtinuing liaison, the two parties 
agree that these Appe:ndices (and the Annexures and Exhibits 
thereto) should be compreheI?S'ively reviewed annually, Each 
party therefore undertakes to make ~uch a review a:nd to 
notify the other party d.uring January 1952 of those con.tents 
which in its view require revi~ion. By an exchange through 
liaison channels, the parties will ~eR decide whether the 
necessary revision 9an be made throagh those channels or whether 
another conference is neces·sary • 

. "On 1st May 1955 USOIB and LSIB agreed· that a general 
revision of the Appendices "'im.s re.quired.. They further 
agreed that as a first ·step toward such revision USCIB 
would furnish LSIB, fOir GOIQIIlent, detailed proposals which 
are being prepared by USCIB. Pending agreement by both 
parties on a general revision of the Appendices, the 
Directors, NSA and GCHQ will: 

(a) determine jo~tly aqy changes which may be 
required in Appendices 0, D, E, F, K, L, and 
M and 

(b) implement any such changes whioh they agree to be : 
necessary. 

Although this interim authorization enables the 
Directors, NSA and GCHQ, to change or interpret specified 
Appendices by mutual agreement, it does not require USCIB 
or LSIB to approve such changes or interpretations 
provided these are within the spirit and intent of current 
lJltrrSA pol icy •• 1 

- 5 -
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APPENDIX 

A (Terms to be used) 

B (Principlesbf Security 
and Dissemination) 

C (Col.lection and exchange 
of Raw Material) 

1st June, 1951 

o 

DITRQD1}GTION 

ANNEX 

(Showing the orlgllls and modifications of the varibu.s Appendices (with 
Annexures thereto) wh.ich have been produced a s a re'sul t of worldng 
arrangements reached at the 1946, 1948 and 19'50 Technical Conference, etc.) 

1946 
Conference 

Produced 

Prodi,lced 

Produced 

1948 
Conference 

Un~hanged 

Revised. .AIlXleXllre A( 1) (later Annexure 
B1 ' added. 

Paragraphs 1 - 3 (Exchange of information on 
intercept facilities) superseded by 
Appendix L. 
Paragraphs 4 - 13 (Division of interception 
tasks and sear'Ch programs, exchange of 
reports et cetera) , revised and transferred 
to 1948 Appendix D, 
Paragraphs 14 - 1.9 (Designation of intercept 
targets) revised in 1948 Appendix C. 
Paragraphs 20 .,.. 33 (Exchange of raw traffic 
and standardization of raw material format) 
superseded by 1948 Appendix M. 

- 6 -

1950 
Conference 

Unchanged 

Unchanged 

Unchanged 

o 

Other 
Arrangements 



OGA 
EO 1.4.(c) 
EO 1.4.(d) 

D (Co-ordination of ahd\ 
Exchange of lnforrnation 
on T/A, D/F, _ I 

E (Co .... ordination of and 
Exchange of Information 
on Cryptanalysis and 
Associated Techniques) 

F (Exchange of COMINT and 
Co~ordihation in 
Transla tion) 

G (Exchange of Collateral 
Material) 

H( Communications) 

1 st June, 1951 

o 

1.946 
Conference 

Produced 

Produced 

Produced 

Produced 

Produced 

lNTRODUCTION 

1948 
Conference 

Revised. 

Revised. Annexure A( 2) (later Annexure E1) 
added. 

Revised 

Unchanged 

Revised. Annexure A(3) added. 

- 7 -

"]"'''''0 illJ, IJell .. 81he .. 3'11 !I 61 "!lI\!I~ 
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1950 
Conference 

Amended. Annexure 
D1 added. 

Unchanged. 

Unchanged. 

Unchanged. 

Revised. Annexure 
A(3) replaced by 
Annexure Hi 

o 

other 
Arrangements 



OGA 
EO 1.4.(c) 
EO 1.4.(d) 

Al'PENDIX 

I (Liaison and Methods 
of Exchange) 

J (Interpretation of . 
Certain ?rov i sions 
of M:reemen t) 

K Collaboration in. 

Plain Text Field 

L (Ex:change of InfoTma t"ion 
OIl Intercept Eq,uiprr!ent, 
Facili ties~ Et cetera.) 

M (E~change of Raw :M:aterial 
a,nd S-tanCiardization 01.' 
RawM;a terial Format) 

1$t JUne, 1951 

o 

1946 
Coii.fere:c'.ce. 

?roduc'3cl 

(:r?:co du c ed 
in interim) 

19!:~ 
C ·:.'~lference 

1950 
Cc:nference --_ .. __ ._------------_ .. _-

Uncha ngec1 

Unchang" J.. Uncbanged. 

Produced (with Annexure A(4) - later :Annexure Unchanged. 
K1). (Subject matter not covered in 1946.) 

LToduced from paragraphs 1 - 3 of 1946 
Appendix C. 

Produced from paragraphs 20 - 33 of 1946 
Appendix C (with Annexure A(5) - later 
Annexure M1). 

- 8 -

Unchang ed. 

Amended. 

!itS o 

other 
.· .J:'Tangementa 



N (lnterJm Emergency 1i'lap 
later (19'50), Emergency 

. piarmwg for ~obilization) 

. 0 (Supplementary Arrqngement!'! 
.for'Co':"operation between 
Specified U.S. and U.K. 
Comin t Units) 

1 'st June ,1951 

o 

1946 
Conference 

INTRPDUCTlON 

1948 
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NEYEI' lQ 8E !!EMOVED nOM lWE OFF'CE 

1 • 'The terms, 1:..nnexu:re ;.. (1948' Q0nf.erenc:e r.es·u:lts) ,and .A;rmexuree 
(-1950 Cbni'erence p.esults): have '\:;leen dr0;ppe·d,a.p:d, the, 'V'~~0111~ parts of' 'ehe 
confer~ncere'$1,l.l 1;'shl'lv:e oe'$n i:teicorpi;>~$;t,e~ a~ AMe;xRi~e~ t:¢. t~e iMi'Vi,a4l!1;l 
J~ppeE.dices oop.cernea, e .,g.. the "'1948 Wowking' ari.'ang~en'tl;!'" fo:rAp,p.epd;j::ilt ]3, 
formerly .Amlexure A.( 1) fie e. t±rs'Op:~rt ofi c'anpojsi!(je Amle~e A.), are 

' now 'found directly behind. A,pf)endfuJ!; ·~a.:s MineX\:tre 131' (:il,. 'e. f':t([l~t ~e~lFe 
to AppenclixB). ' , , . ' 

2'~A.mleX\lF:e :e' (items' no:~ :resolved at the 194.8 (~0~erence), ,has ;beeR 
em ttea, beiz:lg reg~l['ded ~$ no l~ng~*, n~eesla'a~. . 

-.,...--.-

.3.. Appendix 0' has been 'introduced;, wi tb JiIl.nexure',~)1, bas.edon UC ·OOOJ1.3 
of 21'" 12.50 -ap.a S;a/815 (l1la.1i'~s ~ (b) 8: 2): of 12.,:~,.5'1! :o.,t~eii' stm,il.a/t ""Sil,lppl,eme~tant 
,Arrangements'!! may ~e a.&led .later ;8;8 ~tne.r li.Ime~rei!j t~,th!i.s A~en~·x.. . 

4. 'l'he p:r'eVi.~us "itJitst, ,of Appen,dia;es" ~d :Ta:ple 2' Qt '01:1e: .J\,m:lex 1m t-he 
Introduction have 'b'een c,ombme.d tofom a "List 6f C:~nt'ent:a'!! I;l.t tlile: b~g~i~. 
of the new volume .• 

:5. The headin,g and· para,. 15 of the Ip;t;r.oduotipnMve been. ~ew.o:Ildea, end 
the lumex to the Introduc~ioE. hs,.,s bee:n mod.if'ieo. t® eonf@~ to aJ. te:~ti;o:t\l,s 
~entioned a'bove .• 

6. (a) The Qb,c:L1I)lent is pa.ge"Ei\llll'b'erea. c:ons'~¢1;lti v:ely tlu'o&gnOJ;1t at th.e foot . 
of the page. In addi'tion,each .I'1.ppertdix, Annexure, and E;X:bib.·it is~J,);e.~t ... 
I'l'Ulll'bered individually in the top right-hand c.orner. N-ew p81geswhich may: be 
i'tJ.se-rted later will, if' necessary, 'be nUlflpere'q; (e,g.) 3:5(a), }.?{~) '::e~o • . 

• • ~ -. • •• 01 

(b) Each page hears' the ' CIa te of this edition (1 st dWle, ':1:'9;,$i1) in: 
the bottom left-hand earner. Amended a;:ad newp~gesw:hieh 'may be lS~'liIe.d l:~ter . 
will bear' the neW date of issue,. It i.a l;l'Y;gge,s'tea t~t .f'1J~;re c~cel~ILeCi pa.ges 

should. be placed behind. the Register of Amendments fOil?re,~"e~ep.c:e pUr:p0,s'.es~. -

/ 
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01112th February 1: 9:81:~. U' •. S.:c. I..B.. wa.s infor.medi 
, that L. S. I. B •. rati:tffied the reOOIIl@!ld:atilions.0f' . 

the '1 9·50 oonf!e:t:'ence.,;slib.jedt·to t:h§.omis'siCiin·of' 
the word It. dire ct·" :ilnpa;r:a:graph 4fd) lof .AAne~ 
~1 ·of 11.ppendix!I.o .. ,. 

On 16t:hJtrl:y,.t. S'; I. B.. was in£o;rtIiei;l that i(J. $.0. I. B. 
approved the recoInm.endatiQns., concnwr;i!ngvfith the· 
L.S.I.B. amendment; , 

27th July. 1951. 

0--;,." ,-1".,' P f . 

l .. 

/-1S'S- O -

1- .,. ~I 

1'1-52 

For Freedom of Information questions in GCHQ 
Contact the CK Information Legislation Team 

'1l infoleg@gchq fir x30306 
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NEtE'" 1'0 BE "'EMOfED FAOMI HE OFFICE. 

, Ju:~!X .14 - sheet, 1 

1. CRiiJ'tNEl{:J: Ji. unit Qlr' s'l,:tID-.di'V'isioll ofa circuit "",i.ll be 
known as :~ 9~'~1 .• 

2. .c:r:ROtnT: 1.. t,eleiGOr.4"'::)t;W,li .~;tiQ~s $.yst·eo between two point's will 
beknQW:n as a c;i.rc'UJ; 1;,. 

3. .GOMI~J~GEN~ (l .. G:ENQIES) or ~tQ.EN0[ U .. GENCIES) where used 
i ·n tlifs o:ocuDell't will ;h,e Wlruersib,ood t 'o DeMan autlaorised 
gov,erm'en1; 'agency-engaged. ;airec,t-~y aE.d exclll1:si't'e:ily in 
the collection ,a,fid. prGcess~g. of forei~ cOClP.lunica'CioFlS 
for intelligence pu~os'e:s. . 

4. GO][4'l.m:' IjEi,\{: i'iony;j[ tea of' Special Int,elligenc:e Qr of 
Tmi'fii Intelligenoe wj.;cg i~' distribu'ted orreleas'ed 
by a COUNT agency ·will 'Bekn(;Wh, a,s a COlaNT I'tiE3P-. 

5. Ca~!INT&W-: j:,~ s~ry OrCO~llJle!l!::l.tary produced loy a Oor:ti.nt, 
Aesncy 'b~sed on rela to,d CGillNT' t ,tepts, which T.l8.yinte:rp:);'~t 
those i tcn:s in the ligl:lt ,on one o,notnti'lr? or .of int'omA-tion 
iron oth€:r sourc,es; 'will be lm'$\V:o as .~ GOOm,SUM. 

6. C~i~'l': I:nf'otnation appeBJed to COMINT' it,ems, either 
. .::I-t· 1·' .:t··_·t' • •. ."" th Jo.neo.en""-U~oI'l or e UC:l.u4 ·:l,On" Q.r ;l.n '~~an's10n ox " e 
infoIT..l8;tionccntaip,ed. therein, wil.l 'be: knb:w.n af! ~. 9o.I:::lt'l.~~t. 

7. :).;IEeRY},l' : A fore:igp cOT:Jnuni.ca'ticn Which has pas'sed through 
tp,u stage~ of cryptanalysis and deoryptibn and i .s in 
its o,riginal languag.e, prior to tra:ns'lation will be 
known as a 9le9;ry:pt. . 

8. DIGRiJ:-H: 1.. two charactoer grOl;i.p will. he known as a, Qig;!!'~:Wb. 

9. EXTR1.CT : 1.. transia t;i.on in part only of a. decrypt or 
plain text will be kncwn as an extract. 

10. GIST: 11. sta. tenent of the es'sential substaJ1ce ofa 
Ci.ecrypt Qr plain t ext or an abridged vers'ion ()t' a 
translated text or extract will oe known rus !}-,g;i.st,. 

11. HEIillING: Ccnr:n:mication iPl?tructions for the delivery of 
a foreign c onnuni cat ion , suoh as call-signs, serial 
nurJ.bers, external addresses , delivery instructions, 
indications of prion ty, group counts, date/tiDe qf 
cric::in, etcetera, will 'be known ase. head,ing. 

12. L£u~GUt;,GE E""UIV1~1'J;': ::~ word or :phrase and its proposed 
oraGTeee} repdering in English as found in a SupplerneI'ltal 
Glcsso..ry will be known as a L,;,,-nr;uage Equivalent. 

- 10 -
1st Jooe, 19,'51. 
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13. 

14. 

~~~~DIX ~ - sheet 2 

i'W.N Tro.cT: .An unencrypted foreign coor.:ru.nica,. tien will 
be knovvll as a pl~;in te~. 

:eOSlTION: The tctal assel~blage of equipoent w~ed as a 
unit for an interception or transcription pllllp'ose will 
be knovV:p, as ~ PQsi tiona 

15. SC1JmING: Tbe process of exar:U{l~ng decrypts or plain 
texts to det;enJine if they shall be issued and, if so, 
in what fOI'IJand with · what priority, will be known as 
sca-nninf:$. 

16. SUP?LEMEr-J"Ti~GLOSS4RY: .iJ.. list prepared by a COMINT 
agenoy containing the prc-;::;osed or agreed renderings in 
En.:~lish of words or phrases which, though. app,earing in 
Standn.rd Dictionaries; have ' a.d.ditiona.l neanings not 
given in those dictiono.rie,s, ane. at: words or phrases 
of which the nec..nings are not to be found in a Standard. 
Dictionary, will be knovm as a Supplenental Glossary. 

17. TRl'J'iSLi"TElJ TEXT: i .. translation of a decrypt or plain 
text will be knevm .as n. tran~lated text. 

18. THi..NSIJ1.TCal'S NUTE: i~ rena.rk or renarks added to a 
translated text, extract or sist by the translator, in 
erpansion, clarification or annctati.on of his rendering 
of the text, will be known as a tra,nslatar's pete. 

(It differs fror:l a ICOiT.1ent" in that it shc.uld not bear 
upon the Intelligence ~lplications of the text). 

- 11 -

1st June, 1951. 
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EO 1 
EO 1.4.(d) 

lQ Ii KER !:INgER LeeK leND K!'i . 

NEVEl lO IE 'f~OVED flO~ TN' OJflCl 

1. The'seprinoiple:s ·Sf..I.a.ll be the bas·is ·of all re:gulations 
.for the s·e.curi ty and diss.emina>tion Qf' O'oIl;lIIlUn:ica't;ion Int¢lligeFlce 
issued by Or" un~er the a.uthority of :[r.~iLG •. I.];.orL,.S. I.B. 
andot:n.er appropriacteefficials' Qf t~e Gov.er.nments, of th.e two 
parties. The, scope and phra:sing ofS1:l0h r.egu;la~t:ions may va:cy in 
,accorcii8J1ce with the requ.irements, of the :J?aFtie:s, Age:Z:lcie:s., 
Dep~t1ilents .ana Minist·ries t :o "v:hom they areiilie'signea to' a'Pply.? 
buta:llshallbe in acc-or<ii w~t·~ 'th.e'$e ba'S'iGprinciple:s in every 
respec,t. To ensure uni:f;'Oir'1Il Inteifp;rt.eta'tli,oX} of wl:1at cons1ii tute:s 
such ace'ovd, each party shall f 'oNtaTd alls~oh F-egp.,lations t .o the 
other' for information. 

I "' 
I 

2. It is rec,ognised that, w.hile the f'o11c;:>win>g prm'oip'le;sare 
in general of 1miversal application, ,ce!t't:a:lil o;ftJ,iJ,.os.e 1F>ri~ily 
applicable to peacetime must be modif-iedin time bf war or ' erner@ency" 
to ep.·su,re that the $ximuni. oper.ational b.enefit consis:tent "titb 
sec\U'ity is derived f'r9ni the S®u:i?ce. Provision is roadie he~eil:lnaer 
for the necessary modifications., In t:in:l~ of war Oir. emergency, or 
except-ionally as agree:d by U.S.,:G.I.B • . a.n~ L.$.1.B-., Emer.gency 
Regtllat,ions eIIibodyinig the emergency principle!s' contained heI'e'in 
shall be brought into force by the resJ>ecti ve partie:s,. 

DEFINITIONS .AND CAT'E)GOR;EES (Further details in .An.ne~e B1) 

3. Co!J1IIlilp.ica,ti~N. Jp.tel;LiStilnQe (COMD.ry;') i ,s the name given ,t 'o 
products derived from the wOll'k of a:gencies, the operat;t0ns of which' 
areco-or-dinat,ed by U. s. C. I. B • and L •. S". I. B,.and vthiph :$t:udy ra€lio 
transJIlissi0ris and other comrmmica.tioFlS not originat.ed by United 
state·s ·or British auth0ritie's. The tenns C Qnmn..tnic'at ion_ lnt'el.li.g~f<!:Q'.~ 
(COMINT) and Signal Intelligence (STGINT) ~e synOtryIDous·. . 
Communication Intelligence is divided into two categorieS', as 
follows:-

4. 

(a) Special Intelligence~ 

(b) 'rraffic Intelligen?e. 

Special Intellig~nce is 

(a) that Communication Intelligence whichres:ults fro!n.:-

(i) the decrypti0h of texts in whole or in party 
(except as provided in para. 5(b) below) ~ 
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(iv) the interceptic;m of certain types of transmission 
as may he specified by U.S.C.LB. and L.S.I.B.} 

(v) plain texts as provided in par.agraph 6 below: 

.(b) that Traffic Intelli:gence ;,vhicila.:-

(i) 

(ii). 

indicates success in the prGduction of Spe,cial 
Intelligence, a'S defined in paragraph 4(a) abov;e; 

i'S,. in the case of indivia"Ll:al items, specifically 
Upgraded to Special Inte'lligence by ei thei!:' party if 
it is consiGLered t~t its content is .such as to 
warrant this action. 

5. Traffic Intelli,ge;nee is that Communication Intelligence which. 
results from:-

(a) 

(b) 

the study of procedure signa.ls; c'alls igns, me'8sage headings, 
D/F beari.."l1gs and otheTex~.ernals of co:mmu.nications (except 
as previded in paragraph '4( a) ( iii) above); 

the de.cryption of the whole or parts of comnnmications 
in codes or cyphers of su;ch l,ow' security gr.ading that 
they are specifically classed as Traffic Int'elligence 
by U.S.C.I.B. and L.S.I.B.; or 

Traffic Intelligence shall be designated by a sepa:rate codeword: 
agreed on from time to time by U.S.C.I..B. and L.S.I.B. 

6. Communication Intelligence derived from plain texts 
(including R/T) may be clas'sed by U.S.C. LB. and L .• S.I.B •. as either 
Special Intelligence or Traffic Intelligence according to the 
needs of either and preferably after agreement between them, except, 
that, in time of emergency, plain texts derived from tactical 
Armed Forces circuits' shall be treated as Traffic Intelligence. 

- 13 -
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~Ii'li" le BE REH8'IIEB FR8U TilE 9FFleE. 

7.. . In time ·of war 'Oir,' emergency, or exceptiQ>nally a$ ~g:l?e:ed 
by U.S.C.I.B. anOi 1. .• {~.I.'!3., the ~r.aff'i¢· Intelligence .e'~tegoryas 
defined in paragrapb :5 a,bov.e sha.lit 'b~e:x:t,enaed t :o include the 
product~s ;(i)f c.ertain f'ie~d 'ana medi,Um. ... gra:de cyphers' :vvhicih shall. 
be d0wngroaded f~,om Spec'ialInt,elli,genc:e:' and, if required, 
Xraffi;.eIhtel);igenc.e ma;y then be 'subdiviaeci mto sef>'~a.teca.-tegories 
in o~der to permit, tactical COlIlIIi'U!!il:icat;i,(;iQ :j[nt.elJligence (the 
compromis~e of which wou.;ta n<;>t ep.e:~xnger' t~e mo:re inIpo:rtant s ·surce,s) 
to be ·d.is'S'emma,te~ ·to speeia,l /;\gencies and lower echelons of the 
!.rtIi.ed Ferce:s. In oitq,er to preJ!)are r.or this ,cqn:i;,ir).ge;ncy, mut:u;ally 
'agreed lis,ts shall be; pr.epared ,~dl, ~i·nit~d.ned in ctlrr.ent status 
by U ~ S. 'C. I. H.. end L. S. I. 13;. to .;i;:p.~ic~ t~ which "field. and me<fi.~'" 
grade 'cypher-sfall tltthin the pro"l1,s;i.ons· of this para~ap!h. Th. t ·ae 
eventth:ait it is fo®d neces:sary te.' sirfb.d.hdd;e 'I'raffi:c Inte'lligene:e 
as contemplated a:bov:e, it may 'be ne.c'e,s:se.ry" t ,o, mst,itu.;te an 
~dditionai ~affic Intelligence cG.d:ewora t:o permit diff'er~ntia;t~on 
in the dis'semination ·of the pro:el't:l!ct,g Qfro.ed:ium~and lew-gr:ade cyphers. 

GENERl\lJ ~I?E{ING~S O;F' SF.JQ:lJ~m 1~' D.IS'SEMWATmON 
- - - .. --. - -- -- -

8. The 'Value :of O:ommunicatioR l:ntell.i·g~nee in vna.;r and in peace 
ca:nnot be oiVer-e:stimated; cQnservat,ionofthe ~OU,rC'e is of supreme 
importanc.e. It i ·s e'ssential, theref0re, t .ha.t t .ne disseIilination 
accorded to all related sr.re·s'Li,lta,nt infoFiI1a:tion 'be s.tTiotly controlled 
and linli ted. The phys'ical s€;lourity of re.1Etted documents 4.s not 
alone 5uffic'ient; it is ess;ential that all referei'lce to it,s e;x::i,steI\l:ce 
e:;i. ther direct or indirect ''b.e, avoided ex·o.eptamong tho:se whom the 
l<;nO'lftledg0 is nece:ss'ary for the proper p¢rf.9r·mance of their a;-qties .• 
The time limit fOT the safe ... gu.rupding of C01ilI!Iilnicati0n Intelligenc.e 
never expire:s. 

9. Eve~y effort shall be made to en~;ure that, Uhlelss spec'ial 
authority is given:-

(a) in time of peace, no pers~on who is a current recipient 
of Special or Traffic lntelligen€e or who is engaged 
in its pToduction shall be ass,ign:ed to bT he engag,ea 
in activities which might reasonably be expected t'O 
place him in a position where he might 'be fore'eel 
to $ubmit to questioning by a third party; 

(b) in time of W('1.r or in a state of e·mergency, no pers~on 
who is a current recipient of Special Intelligence ,o:r 
'\>vho is engaged in it,s production shall be' coiIUIlitt.e.d 
to a hazardous undertaking vmich might subJect him 
to capture by the enemy or a third party. 

It is considered, on the basis of pre,sert communications 
techniques, that a person who has ceased to be a recipient or 
producer of Conununication Intelligence should not be so assigned 
or committed before the lap.se of a period of one year in the case 
of Special L7J.telligonce, or of three 'Inonths in the case of' 
Traffic Intelligence. 

.... 14 -
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10.. It if'? Qf th(3 utmost importancetlolat c'omplete a:nd ahsolute 
silence emaIl Go:mrm:micationmtell3.gencematt.er.sbemairitained.by 
thQf'?e who 'b-'<.'1.veever been 'cbruq,e'cteGl wHh the COIIil"lru:n:icatiOE. Intel1igemee 
olt'ganisa tiQn, ap:~d flY aU md:i via;tl.~l. ;recip;t,e:m.t,s of COrnnlllnica t,ion 
Intelligence, Q .etbe:t past oit' pre's~en:t,: ~le,~u~ they ,are fre·e-a. from 
this Dbl.igation by u.nmista,ke'al;)le' a,nd9~t'e,golt':hc~1. ,or6;erof proper 
a;uthGr:tty &sshnll. "t!e designated by th,e re:spectiv.e p8!!t'ties. If at ooy. 
time;iniili$creet mat,'i;;¢iI' r.efer;r!'i~g t.o CQlI)t!lUnicat.ion Int:ell:i\gence is 
broadcast orpttblish~c1l., even 'by -prominent ]1leCDple, this doe,s not 
free those other pers;ons :who are'., or nave ever been producer.s 
or reeipietlts of communication. J;htelligence from maintaining 
absol'l1.te silence, and Special p>i!!'eca'tJ.tj;€lP.~ may lmve t :o he taken. 

11. In t .ime of war, the full value of GoImIIUlii.cat:toTl Intelligence 
cannot be realised unles~ operation:a;l lise is made of .i t. However, 
before the decis'ion is lP?ide to take faction based on GOIl1I'!reIDice.ti¢:>n 
Intelligenc,e.,studied effort shall be made to en~'UI'e tbat such 
action cannot 'Qe attributed to 'thi's .soUil?cealone. Ine.ve1f;'Y case, 
unless eomple'\?ely impr$etica'ble, acti0l'l against a spec1ific t 'arget 
revealed by Comrrrunication Intelligence sn:a;11 be prece-aed 'Qy approp ... 
riate reconnais~'8nce or other sui table cover t 'o which the e~eIIllf 
Crul reasonably 1[>e expect-eo. t ,o attribute the action. l.n,y actiQE. 
taken in the absence of such: safeg~ds must he considered in the 
light of the possibility of compromising tn-e source. The :ext,ent 
of military advantage to b~gaine.d mus& be we:ign.eacM'.e[\llly 
against the risk of losing the particular s,o~ce and related 
Communication Intelligence s'ourcesand against th.e effect of Suc:aa 
los's on other Commands and on future operation's. Only after it Ra$ 
been decided that the overall military advantage t .o be gained 
clee,rly outvveighs the irretrievable lo.s·f;j which would pirtobably re;s'Ul t 
from a compromise of the sourc.e should action be taken in th.e 
absence of suitable cover. 

12. When action as contemplatea in para. 11 ab>ov.e is finally 
ordered, particular care shall betaken on all occasi0ns to enSiUI'e 
that personnel who may become engaged with the enemy in the cour,s,e· 
of such action are given only the miniITRlm infoirination, with no 
unnecess~J detail. 

13. In time of peace the principle that the conservation of 
Conmrunica-cion Intelligence sources is a para.mount cOFl.side~ati .on 
affecting any action te.ken in the light of COIIlIlD:lllic.;ltion Intelligence 
shall be rigidly upheld. 

14. The principle of dissemina.tion is based on "the need to 
know". Each item of CommunicatiGn DJ,telligence shall therefore be 
made· !mown: only to those individuals who re.quire it in the performance 
of their duties and who have been appropriately indoctrinated. 
Every effort shall be made to restrict the number of indoctrinated 
persons to an absolute miniI!l\llIl. 

- 15 -
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15. .!my Int,elligence including in whole 'or in part items which 
can 'be tr.aced solely to ,Oontrm:mic'atibn Jntell.igep¢e s'ources is to he 
handled in accordanGe vr-i th thes:e r-egulati<!>ns,. If" h.ovil'ever, it sl:J.ould 

16. No national of one party shall he permitted access to 
the other party's Gomint agencies or to the products, or knowledge 
of the existence thereof, unless he be a;pproved by his parent 
agency or Board and be properly indoctrinated. 

17. It is recogni'sed that both parties will produce Special 
Intelligence which by virtue of its source or content will re'quire 
exceptional safeguards and which should therefore 'be lind. ted strictJy 
in dissemination. Such special Intelligence will fall into two 
categories: 

(a) Individua.l items which must be res·tricted in di.sseminatioD 
to the highest level only. The prooedure in suoh cases 
will be as prescribed in para. 22 below. 

(b) Particular classes of Comint which it is necessary to 
restrict to limited categories of personnel. .such a cla..ss 
may, \'\'ith the cons.ent of U.S.C.I.B. orL.S.I.B. as 
appropriate, be indicated by an agreed subsidiary codeword., 

It is for the originating party to request that the other party should' 
afford similarly restricted distribution to such individual items or 
classes of Communica.tion Intelligence. 

18. Except in categories a.nd individual oases agreed upon from 
time to time by U.S.C. I.B. and L .• S. I.B., personnel to be indoctrinated . 
as recipients of Comnrunication IntelligeRce or assigned to COIIunl"mication 
Intelligence duties shall be the subject of special security enquirie's •. 
However, in time of war or emergency, exceptional occasions may aris·e 
when it is considered essential for an individual to take up his duties 
before the special security enquiries can he completed., In such ca:s:es., 
the person concerned may be suitably indoctrinated on the authority 
of such senior officers or offi.cials as are designated by the respective 
parties. In all such cases, steps shall be taken to ensure that specia.l 
security enquiries are completed as soon as 'possible after indoctrination. 

19. U.S.C. I.B. and L.S. I.B. shall maintain complete lists of 
persons currently indoctrinated for Special Intelligence under their 
respect i ve Government·s. 

1 st June, 19'51'-1HIiI~IIIL..-~"~rI~c.-I----IWW 



OGA 
e01A.(c) 
EO 1.4.(d) 

·e 

OGA 
EO 1, 4. (c) 
EO l.h(d) 

,e 

o· 

20. U •. ~ .• :c.. I.B.. andL.S·. LB. sh~l.l. :keep Ellapn ot:her fully inforned of 
the liepa;rtaent.s, ;Ministries., .1":3encies, Cffi'co's, Heaaquarters al'1ld Co~cls 
receiving Special Intellig!;lnce and 0lf' the approximate number of indoc
trma;e,ed pelts.ons in each. . 

21. COrmtrui'Licatiop,. Intelligence' Eihall ne.v.;er 'under any .C'ircumstances 
or in a;ny form,. be dis·semmat.ed to any Min:i.st-ry, Department ,. Agency, 
Orgartisat"·i®n., Office, or individual from which .or from whom it might 
re'as'onablyoe e:)tpected tG>f'ind iili;;; way, officially or ex'bra ... officially, 
into the ]>0sse;ssion of any person or group- who coul.d us·e. it for 
commercial C'ompetitiion or commercial gain or a;dv;antage. 

CLASSIFIOAT IOlNB fJ'l:DPE,OCEDllIRES 

22. Spa.cial rntell$.,se·~ge. Special Intelligence is c.lassified 
ToP SECRET. The W0tr-~ TOPSECRE[, and. the. appropriat:e codeword smil 
appear on eViary.sheet of paper which cOr.J.ta:j.n~, or dis·c.loses the 
existence of, thisc;te;s'sof eoll11tJ,'!ln.;ic'a:t:i;o~ In.1rel1igence.This rule 
applie.s to maps' and chart,s E.!P )'i-lU,eh a,r.e f>lott.ed dlata and informat.ion. 
derived from Sp.ecial Intelligence. I 

~~ __ ~~~~~~~~ ____ ~~~~~~~ __ ~~~ __ ~I In 
order to indiQa-te that ·the specially limited dis's~emination referred 
to in para. 17 ( a) above h?.:s been applied., e~i their' party 'will p1l:'efix 
the Spec'ial Intelligence code~ .... ord with the word "Special ". 

2,3. 
SECRET~ 

Traffic J;:rJ.telli,Kence. Traffic Intellip;ence is clas's'ified 

'24. CodeW'o:ro.s. The Special Ihtelligence ·8l').d Traffic Intelligence 
codewords used as such bear the TOP SECRET and SECRET clas:s'ification 
respectively. These codewords and their implications shall not be 
made known to non-indoctrinated persons, nor shall these codewords 
be used in their codeword sense in the presence of non-indoctrinated 
persons •. 

25. Technical Matter. Technical matter appertaining to the pro-
duction of Special Intelligence is normally classified TOP SECRET and 
designated by the appropriate codewora. Technical matter appertaining 
to the production of Traffic Intelligence is normally classified 
SECRET and designated by the Traffic Intelligence codeword. The 
appropriate classification and codeword shall appear on eve1l:'Y sheet 

- 17 ... 
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26. :R~)V .~ra~fip. 'B;aw traffic .(j".e. int:ercept:ed traffic showing 
ho .evidence of pi~~6ee'ssing for Ckmllmm;i.cat:loIJ, Inte:liigence pU:I'pese's) is 
hormally classified C01l1FIDENT:I1l.L, except wlle!l:'e. a higher .classification 
is mutually agreed upon. The inclusion of a cas'e :number in an item of 
raw traf'fi,c shall pot Of; seemed to ;s11l.<:>w ~vide:nce of proce'ssing for 
G01llIl1UI'l.ioation Intel1i.gence purpoa·e~s. 

27 .T~bhnical . Su~ces,s,. CQmIIlulticp;t,iems am.ong c'ognizant efficials 
of the British and' U~·S. Governments wb~c'h r.eveal a,ctual success, pro'gress 
or proce,s-s-e.s in the pr.oduction €lf Speeial Intell;igenc,e Oit' Traffic Intell
igence in specif'io mstfmces OJ? fields shall bear the appropir:'iate code
word, de'sig,natioI).l'I ,even thOl!l;gh they do not the,rlis'el ves' reveal COIIlIl1l1nicat,iOR 
Intelligence as such. 

25. DOCU;ID,¢'Q:t-s. E~cept as implicitly invo'lved in the operation of 
;paragraphs ~5ab:o'V'e' and 29( a) 'be;lo:W' ,lioQ"Wllents containing Gommuntcat.ion 
Intelligenc,e £U1d technical matter shall ,l!lemai:l'l. e;x;clusively in the cus,·tody 
of persons wh;e have seen: aPPlto]§ir.:La$ely in.aoctrinated, seoure 
from. examination by nbn .... ihdootrinat:e.d pers!ons. 

29. Spec.ial Intelligence and T.QJ? SECRET technical matter shall 
not be tran'~mitt.ed in plain language (un¢Ilicrypte<il) except as follow;s:-

(a) sealed, be safe"';hand charmel,s' over rout.es' specifically 
approved by U. S.o. I. B. or L .•. S. I. B. Such approval will he 
the exceptiqri, "tvhere such r~1;lte;s involve air or ltm:d 
transport over the territoit'y of ,a third party; 

(b) via completely protec,ted local cmrnnunication E\ystems 
exclusi vely itlternal to l'..gonc:ie·s or Offices pro~ucin.g 
or utilising CoIIlIntlnication Intelligence of.the appropriate 
categories: 

(c) via completely protected external landlines only as 
specifically approved 'by U.S.G. I,B. or L.S. I.B. in each. 
instance. 

30. Traffic Intelligence and SECRET technical matter shall hot 
be transmitted in plain language (unencrypted) ej!:cept as follows : . .,... 

(a) as provi~ed in paragraph 29 above; 

(b) by protected postal chari.nels over routes approved by 
U .S.C. I.B. or L.S. I.B. 

31. Raw Traffic classified CQI\F'IDENTIAL and CONFIDENTIAL 
technical matter shall not be transmitted unencrypted except as 
follows:-

(a) as provided in paragraphs 29 ana 30 above; 

(b) via external landlines only a.s specifically approved 
by U.S.O:. I.B·. Oil?L.S. I.B. in ,el;l.cn instance; 

1 at J1;lne, 195t. 
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(c) irl the G8($~ 'Qf ra;\V tr{~ffic: classified CONlF'IJ~FJl\lTIAL· 

(a) 

on:lY, the re;s-tFict ion$Gn t:he GCmiveyance Gf" OONFID.EN.l'IAL 
ma;i;;e;ti'ia,l ·:Wer ~~e 'territory df a third paxii~ rIJay be 

re'll9iXed: a'tthe disc!I;'et:i.on of' U •. S:·.C. r:.B. or Lo'S .• I.B. 
t ·o penni t such tranSPGiFt ''b;r ~i.;r' erland. Such 
]",el:a.xa. -bion wilJ- b~ the .~xc;eption in ibhe cas,e of ;paw 
tr.aefi~ '9rigj;Ili~te4' by nat,i.onals of t .ke tllii:rd P!3Xty in 
q-q;e :;(t:i.on. 

Sp;e:c.i:al rnteTlige!l"1ce ?irt.Q: TCll?S;ECRETteehnica,l IIlfi'tii!!;er 
transmi t·ted 'm ~pcI'ypted. fOTnl shall :be eFl!cFYl"ted in 
s;p~ci~~ c:r;'yPita>gra]ln.:r.c charm.el,s or- cypherse,qr-e:s'sly 
p['avi~ed for theJs'e subrj,elcts" 

(b ) ~r.a!fficDitellige.Jac:e :Ei;.;1;El SEC~' te;e~ic'al :matt'er 
tr~sm:i;tted in~ncry.ptea form 'snal1b:e eIl,er:ypted j.n 
speciaJ,. e~'y.ptographi.c ct~"ID§lls or' byp~ejl'S eXp.re~:sly 
pro:viCiled f 'or thes~ sul;>j,ects, tinos.e liste.d in para. 
321(a) above, ,0[, m the. high€s,t graaecypheir? aw.ilable. 

UTe) HOWieVG1P:;uu.:in uuthe ucase uof! ~rs:imilarlY s'e:cure 

EXG~IONS 

cypne'rs, the t;ri3iP-$IT\i's ';3j;cm of' .commmi-cat .. ioR. Ip;'teJJ:. igence~ 
T,OFSECRE1~ ana: SECRET t-e-cooiCt".l IIJatters and raw t!raff.ic 
ov~r 'the s$!le· chc.'Ulnel is 8Ll!.rthc(I;.ised, plrovidled t-l'lat 

. such ·channels, .are :ve:seFveG!.· fo;r- the'S:e sou;b:j :ects 
eXQ.lusJvely. 

33. The guiding pr·inc.iple of th'3 e:x;pre'ss'io]'l lithe Fl.eed to mGw'" 
shall be rigidly upbeln j;n ~1. e.ire' ,w!st'a:Il:ces,. ][0Wever,. c'elr'tain 
limited exc~ptiORs frOl!t othe;-c provisi,)p..s ·of these pripqli,.:ples 
shall be recogni$ed: 

(a) Wi th the ~pproval of U. S. c. r.l3. 'e):r L •. S. I .• B., dlis'seminat.iQP 
ne.ed 'not 'be conf.irn:ed t,o indootrinat.ed p:eT,s®ns.,a:rn:<ll, the 
applicable codeW'o.;t'd need not b,e empl~tyed in cormec;tion 
with thee'lCchange, use a"'ld diss'etnina:t:i.on contemplated 
in the fo:lowing instanc.3s.-

(i) Certain D/F fixes and be~ings:' graded OONFIDEtrrTAL,., 

'(ii) ~ert"'jn CateQiori e s "'''1d series of plein t·ext 

I ~ ~ tohlch "",at oe grad ... at 
eas GONFIDENTL'lL • 

.An .Agency engaged in the production of -Coinm1:micatiOI'l 
InteTligepce, may, without en:crypting the approp.Fiate 
codeword in the encrypted text, t;ra;hsmi t TOll? SECRET' 
a,nd SECRET technical matter o:ve:r cryptogr-aphiccnannels 
or cyphers expressly an:'. exclus·ively provic1ea for such 
technical matters • 
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(d) 

lin Ageney en,gaged :Ln '1the PW'Odl;lt;,!,t~,en of C6~iGatl,on 
Intelli~ence may,- at th~ di$crc,ti'01'1 of the S'en:iLDT 
Officer cOl1cp:rn.ed., ~t.eit' f':u::tJ; c0ns;tderatiol'l! of the 
risks involved to th.e sou~c,e, olmit, the classif'icati011 
and the, appr.Dpriate codevvor-B:s, from :its wo['ksliieets 
and similar dGl';:qrne:n,t's:wseq. 'lJvi th.i~ t~e -Agenoy Dr 

y.r:i,thi.n inte;r'G~pt O"i:"D/F s'%ations in techl'rtcal 
opei~Edd,ol1's'. 'The ciru:;.sificatiori. may 'be omi tt,ed 
from ra:\'{ traff;tc passed bebve:e;t1 Ag¢·n:G~es or i'r.OiIl 
i1'lt,e1!'cept ahdD/B' st'ations t:o Age'l'lcie:s. 

/ 
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(i) 

(PR~~~S ,OF' ~~J~ErtWY "~' DI~~~~T~ON) 

~dling of ,C,oIDmtWlicat':h$u Int-elligenc~ d.isse:lliinated 
to in1;:erceptstations·. (Refere,noe parrugr-aph 4(a) (ii.i) 
a.:nd paragraph 5), 

(ii) .classification ef plain tellC"ts. (Refe,rence paragraph 6). 

(iii) Indic-at'iOl:l~ lof' those field 
and rnea,ium grad.e cyp.tlel"s to 'be dOWRgr.a.ded fr.am 
SpE;j.cial to Trof'fic Intelligence ii'l t:J..i:qe of "WOX Oir' 

·· emergency. CRefGrence pa,rfrgraph 7),. 
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NI¥lI 19 IE REf .e'i!D PItOH I HE OFFICE, 

( i )W"m;iLWG;, O:!r, Q:Pl.~.1.MI~ill,QAt~O:N ;rn:rnLL~~ENqE 
'~l'S$EMXNl~nro ~O' '~Ojl;?l" S~J~IONS. 

1 • Interoe;il>t etat ions re·quire -de tailed teo:ooic.al ·and '1/ A 
'il'lformat:ion, reiating t;o the me the dis, ,t;l;f ol!1erait·iCifl:, of the cir.cuit,s 
a,liotte,q. to t .h:em, .in order t 'o beabl.e to reoo~s'e a.nci!~'aiI'ry out 
their tasks eff'ic.iently~ . 

2. It is agr.e.ed, ;5'hait· nCln.e· of the ¢aJ.:Ls;igflaBcii procedure 
systeIn$:,me,.ssageheaEi~s etc .• , at, pre:sent knoVID;is, of s'llifi'ic'j,ep:t 
compl!exity to je:s'tfufy the upgraCii:~ ,of' inif':ormation ra·stIlting 
from its' sol'utionto t.Jhe Sp~c:i!e.l rnte,tl~ge~c'e o'ategory. as provided, 
under paragraph 4(a) (iii) of App.e.nd.u ,B. S~cih ~nf'orma;1d,on is 
th~l;'efore c~aslse:d as Traffic Int~dlige.ne.e and is S'libjeot t ,o the 
previsions ®f' paragraph 5 of Appendix B., 

3. All such items. of Ttr'affic Inte'llige.'noe<iiiss:eminat-ed to 
Intercept stations will be'aT the a:pprQpri'a,te C0deword and ,.all be 
,passed, in this ferm, :only t ,o indi vid~~ll:s .a"pp;r-oj!\lf'ia te.J,y . j.ndootrinated. 

4. Wi thin the ~taticms, 'hm7ever, such '1 te:ms may be further 
diseminated, with the codeword omitteGt, to ip;tereept pe:r::s'.oz:mel E,Git 

so indoctrinated. This is subJect to the 'un:derst~d,±ng t~at the 
provisions of parag-ra,ph 18 of AppencUx B regaw-d;ing speci~l secur-i ty 
.enquirie,s apply e~4uru.J;y to imteil'cept oper:a.t·oir"S as t ;(i) ot:n:eT memmers 
of' the Communication Intel1ige,nce f~ly, and that all l!ID:indoctr:i,~t'ed 
operators shall be suitably 'briefed D:S to the se;ourity aspe.ct of 
their work. 

. 5. All other OommuniGat,ion Intelligence items disse'IJEinated to 
Intercept stations shall bear the appr0pril;l,te olassif icat ion and 
codeword arid shall be handled in the ~er ;pr&soribed f :or normal 
Intelligence recipients. 

(ii) CLASS.IFICATION OF J;-'Li~rrj TEXT 

6. With reference to paragraph 6 of AppendiJe B to the U.S. -
British Oommuniotltion Intelligence li.greeIOOnt as revised at the 
1948 Teohnical Conference it is mutually agreed that tbe present 
peaoetime practice with regard to the grading of plain' text" 
including R/T, in dissemination to Intell~genoe recipients is as 
follows: 

u{a}um alil I are treated as 
Special Intelligence by both parties. 

all other plain texts are normally ·treated as Traffic 
Intelligence by L.S.I.B. and as Special Intelligence 
by U.S.C.I.B.. On excha~e, it is ,open to either 
party to alter 'the grading to conf'orm with its om!. 
practice. 

- 2~ -
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7. with reference '0f A .. , ,endix B., it is 
agreed to include· u Ule f tibe two 
part;ies ,an inGtii.catj:'on CPt ;' (llS¢ ,' '61" " , I , " , i:wn grade ,cyphers 
the prOQ;l1cts of wnichshould, in tim of' war or eID9'rge,ncy, or 
e:xcept:Lonally 8;$. agiE"eed :i;>y U • .s,~ ,C ,. I~ lB,. oop. L;.$,.I.,]B:., be down
gr;a.ded f::t'0in ~tpe'cia.i to Triif;f'li;e' Intelli.gel').ee in ,®tr:'de:r to .permit 
tbedis:semi~a/tion of -t,actica~ :Oom!nt, (th.G.. ,coIJ1.i?r®mise ®~ 'whieh 
would not .endanger the mOire ::u:nport'ant srQpree~>J to speclLal 
agenciei~and, l.owe;l? achGJo~l'S eft." thG ,A;r;-tn,e,d;, Feree!s,. 

EO 1 . 4 . (c) 
EO 1.4 . (d) 
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1'9 IE lEER I:Jr~efR tOO( AND KI! f : ~ACORN) 
~I NEVER TO 8E REMOVED £RON ;Ni 9FFlEE. 

Ii t PJ ; 

G(O-OEDINld'I'ON Q:j11 TRi\.FF;):C liNAL.1CS"][SAND EKOHANGE 
OF l'lUiF:FIC $1lL1S'J;S Ml~~iI~t ' ' " - " - " 

'(For detail,s see AnneJtUFc D1 ),. 

1,. ,', It will he t Jp,e j¢int obje¢-tive ~f t ;heparties' t ,o ensure 
that the required fie.1,d of traffic ,analysis fi!i:',oblems i.s co:vered as 
thorough1;y a'S po-ss,ibI,e but general rule1scaMot be laia: ciibWn for 
the divisiqn, GifT/r .. , reSPoFl;Sib-i.lity het'we:e.n the tw.o p~1l.iejs,. 

2. With this ;Qbje;ctive ~n view:, un:preduot;,.ive ,dup'lieation 
lJ)if det'aila'a work will be eliminated and ire is re;cognised tl1;at the 
be,at metho.d of furthoring -thd,'s p;r!'0G;eslS of el'ii!mination i.s to 
exchange inf',:ormation wherever po'ss.fble in t~eform Gf' partly or 
fully processed material. I 

3. Published report,s on Tra;f'f:4c, ;lnaly~is will always be 
made available t ,o thcother party. 

,4. Where the exchap,ge of pubI ishe:d reports .i'sina~~;qUta te the 
reql.r' 'ement,s f 'or a morede±ail:ed' exchange wil.l be st-ated. These 
re,q~ .. erne,tlts will b'e satisfied as far a'S p€>:;!,$il:>le from the ma,terial 
being currently produced - e. g. wGrk ' sheets,; log dige.st,s;, d!a.ily 
diagrams and oth~:r l>redige;s'ted material - but 80th partie:s will . 
endeavour to meet any a.d;di tiona! requir.ements by modifying the fOlnll 
or content of these pa:rtly-prGce'S~sea report:s. 

5. 
ded for 
r~quest 
wili be 

Where in any speeific case the exchange Gfmate,rial- provi
in paras,. 3 and 4 above is inadeqUQ.te either :party WAy 
covies of the unprocessed log,s O:r 'chatter she.et:s. Such re.ques-ts 
s'atisfied within the, linrl.t:s or the reS'OUFCes a:v:ail.aible. 

6. The method of exchange in all cases .fill be by radio or 
by bag accor(j.ing to the nattJre and urgency of the material. 

7. In order to facilitate the exchange of matei:'ial a degree 
of standardisation will be' aiIOOd at in the use of names or 
abbreviations to deacribe Til, .. -features " e. g. ,tra:nsmis:sion-systems, 
call-sign systems, procedure code's, traffic types etc. 

8. The methods used to indicate validity 'Sholilld be extended 
from their present limited application to all suitable TiJ~ material" 
so that the weight ofovidence attached to the component ele'ments of 
any Til .. conclusion may be assessed OR u common basis. 

CO-ORDINATION OF IN'l'ERCEI-T CONTROL 

9. The objective of both part:i,es .fill be to ensurc that the 
total intercept resources available arc used so as to give as 
efficient cover as is poss1ble to the whole fIeld of intercept tasks . 
required by them both. There will 1;>0 co-ordination between the portie,s 
to eliminate any avoidable duplication by cont;inuous suggestion as to 
changes and by mutual agreement. -Some duplica't,ion of cover nny 
remain necessary to secure complete 'and accurate interception, or 

feT training purpo:ses, or vihere the arrrungen::ent 'for, the excharige 
of Til'.. i;~o;rtnation and raw ~teria.l C'!\!P:I'l~t, me~et bbt~h : ",J, '1: ,r' "lo.Ll":::'" 

re CJ:ui.remeJ'lts. " ' 

1 st Jlm.e, 1 9' .... ..:.. ...... "t: ..... ..,'--~H~E~P-I~=t:---I~,.,~Q\--
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10,. Tbe basis for the cont.inu.ous co-m'd:inationinvolved, will 
be an exchatngt;l of relPor~s co:m.sist,ing of:-

( i.) 

( :n) 

( 1J.1) 

report.s on intercept result,s as requested by 
either party. 

lists of 'tasks a.llotted to stations (on a monthly 
or 'weekly basis as isrequ:i.re.ca). 

information on tna,jorchanges in the cover 's'ituation 
(exchanged by sign~l). 

,CO-ORDlliATION Of E~OF'r ON D/Fl 
~------------------~ 

11,. In general the d,bti;~don of' work must fall nat,ur:aJ"ly 
according to the loeat.ions ofD/F apQ intercept, station:~, and the -
intercept tasks~a. search prolV8tIIlIIl.Cs w.'J;dertaken by (3aeh party. 

12. Oollaboration b(3tween the p8'.rties in the field of D/F 

OGA 

shall be in the form of:-

(i) reque,sts from any agency dire'ct to any other for 
bearings and f'ixes op. spec.ifiodt'Elir'get,s 'and 

(ii) the exchange of rosult.s. 

13. Collaboration in the fiSllal I work will automatic-
ally occur in the normal eX9hange of Traff:Lc l,nalysis .• 

OGA 

E O 1. 4 . (c) 
E O 1. 4 . (d) 

EO 1.4,(c) 
EO 1.4,(d) 
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, TO IE KEpI IINDEIIOCIOND KEf .. 

",EfEI( 10 bE KEMOUD PRO'" Ttl! OPPIC!\ 

Cl)-J~ITiIN1:':TION OF,; lJm EXCHi:o:N&E ,OF INFO~TJ;:ON 
ON CRt:l?T;ANA$¥Sl~l, j.il:fP, ASS~,UTfW TEOHNJJ4JilES: 

(for details 'see ,Anne:x;ure Em..)' 

1,. Alloea tioD. :of I:Iajo;r' tasks, conf'6J:'riFl,g a 
one-s!ide.d re'sponsibility, i's undlesira.'bi'e .and i.rnpractiG~'ble. 
As a nain principle, however, .in order 'that the 
widas,t possible cover of forei@l cypher eOT.ll!l.unications, 
be achi'eved, the two 'parties shall ,exchaf-lge pro~o'sals 
for the :elimj·nation of' daplication in CaSles where 
certain portion-sor a task or relat,ed ta,skis, are not 
being worked. In aCidi,tion collaboration between tbe 
parties will t..'l.ke the foro of suggestion, and mutual 
I;l,rrangement as to the undertak:Lng' of' new t-asksand 
changes in status of old tasks,. 



1. 4 . (e ) 
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0', .. ' 
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TO IE KEpI "NOi. ,"~K NtB IEEI' . 
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UCmNGE' . O;F' COMMUNIC.K~IUN INTELL]GENCE .AND' 
Q'o-olU>miircm'w' ~sUtTmON'- -. '-. 

1. DecQ'Pts .of for-ei,gn eommunicat:ions will not. be eocchaneed 
b.etween the two parties" exc'e~t ·as p;r-ovided in paragraph 6 ot' Appencl.E 
E Oir' as may be arra~ed ;f:or c~tanalyti,c or G>ther technical reasons 1 

but any decrypt or ,s'eriels .flit' decrypt·s will be made availa:ble on 
specif)ic re:que.s't by one party tG the other, if' not prbh:lb·futively 
inconvoenieat. . 

: 
scann;" ';v . translating and ex¢h~ng±ng material in the '1: r field isooViered in .(ilPpendix K. b .. other fie,ld:s, I 

e i~g~nOJ,.e'S Wi ~ pir'ob~bly b.e unable to traRSlate all decrypts, plQ.in 
texts Oir' R/T intero~pt:s in full ,or a.ven in extract, each vn.ll c~ry 
out a proce·ss of sca.nning s'UGh 'as to meet it:s own requirement s.. The 
liaison officers will there;fore be' fr.ee to s'can this material to 
ensure that any particular intorest:s of their own party are b.e.ine 
served. 

3. Translation will be assured to be in ;filll unles.s labelled 
"gistll or lIextraot'\ 

4. If either party consider.s that decrypts' or plain text:s ser\l'1 
its intelligence needs without translat'ion, such dec!r:'ypts Oir' plain 
·texts will be reearded by the other .as if they were tr~nslat€td to:)Cts' 
and their excha.n.ge be~en the il.ge-ncies will be prec.isely the S[1JDC as 
that of translated texts and extracts (see paragraphG, below). It is 
the intention of each party to limit s'Uch cases to tht3 minimum. 

5. .Connnents will be clearly distinguishable as such and w.ill 
be prefaced by the word "comment-... 

6. Unless excepted in Appendi:x: K, all translated texts, extra:o 
gists (unless excepted by paragraph 7 below), items of Traffic Intel! 
gence. and comments appended thereto, will be exchanged continuously, 
currently and without ir'equest unless otheFWise arranged in specific 
instances. Such exchange, complete or partial., will bi;) e;ffocted by 
radio when specifically requested 'by the parties and in acldj,:td,en 'So 

complete exchange will be effeot'ed with the least possible delay 
through the regular liaison cha,nnels.. 

7. Gists which· are made by an agency for its OYTll use but not 
issued will not be exchanged but will be at the disposal of the 
liaison officers who my ask for such decrypts or pluin texts as may 
be required. 

8. All Comintsums will be exchanged wheIlBver they are issued 
ahd without request. 
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9. LSIC will be the channel t;hrou,gh which all C:o:nnnunication 
Intelligenoe i tams produced by the other British C·ommonvreal th 
Agencies (except Ottavva.) wi,ll be forwarded to the U.S. Agencies and 
through which the same materials produced by the U.S. Agencies will 
be fOI"'l"iTarded, whenever a.ppir'opriate, to ,other British COImI107:lVrealth 
re:cipients (except CanadiaE.). 

1 O.The U. S. Agencies will be the channel thro~h which all 
COIIiInunication Intelligence items produced by British 'Commonweal tih 
Agencies will be forwarded, whenever approplr'iate, to U.S. re:cip"ient,s,. 

DIVISION OF LABOUR IN TRANSLAT,ION 

11. Each Agency will undertake such s'canning and translat,ion 
tasks as are suited to its own requirement,s and those of' its 
recipients. J:'my exception will be by prior agreement .• 

12. The continuous exchange of translated material will allow 
either party to eliminate unwanted duplication in t!r'anslation. 

STAND,ARDlSi~TION OF TruNSLiJ:'ION FORM 

13. To avoid ruribigui tyand to promote ease of reading, refenmc! 
and recording, it will be the aim of the U.S. and British Agencies 
to adopt a standard style and layout for headin.gs, translated texts, 
gists, extracts, comments and translators I notes. 

STl.ND1:.RDIst .. TION OF TRJ.NSLl .. TION CONTENT 

14. Each Agency will furnish to the other, continuously, 
currently and without request, copies of all Supplemental Glossaries 
and other compilations which it prepares as a result of and for use i1 
its translation processes. The materials thus exchanged vall be 
the basis for continuous discussion between the Agencies with a view 
to increasing standardisation. 

15. In order to develop a common standard of validfty-g;r:-adine 
in language equivalents, each .l ... gency will inform the other of the 
significance of such gradings as it currently use·s in its Supple
mental Glossaries. 
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1. PaxagJ?aph2 of the British - U.,S. Go.mn11.li!1i·cation 
Intelligence AgI'eementspecifies th2t the il.greementgoverns the 
relations of the contracting parties "inComnunication J:ntell,igence 
matters only". 

2. In that paragraph it is agreed t:l::$t tae e~(::li:J.ange. ,of 
such collateral material as is applicable for technical purpo:$es. 
and is not prejudicial to national interests i;rlll, ho,w:ever, 'be 
effected betl"{Cen the~omint Agencies in both countries. 

3. In accordance '.'.'1. th that paragraph, colla terral material 
is defined as that material from any sour.ce other thal'lOom1nt 
Fhich, though of assistance to the Gomint .Agencies (1..,13. "applieD-ble 
for technical purposes"), is not Oi:reQtlya Commun:ieation . 
Intelligence wtter. . . 

5. Products of arrangements with Tbird Party Govefflnents 
or Conint authorities negotiating on an official ba.slsare 
excluded fraD the provisions of pa:ragraph 4 alJove. ,(S.ee Appendix p) 

6. InfOIT.:18 tion concer-Ding Com1.nt metllo.ds and te¢J:m:i.ques, 
";hich are developed by the Conint Agencies '\lllder U.S. o:r British 
patent, is not collateral material, ana. its e:x:change i.s 
governed by paragraph 4 of the L.greement~GA 

EO 1.4.(e) 
EO 1.4.(d) 

weal UO!leIS!6al UO!leWJo!ul >I:::> a4l pelUO:::> 
OH:::>8 U! SUO!lSanb u0!lewJo!UI !O wopaaJ.::I Jo.::l - 76 ... 
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NE¥i1l TQ I" AE~.eVEa FRel IT"! OPPICE. 

QQ~CitF.rQN$ . . . - . - _. 

(Fd:r' ·detail.s See Puu~e~e w.) 

1 .• 

~cl~siv.ea:n.d rea6;i.ly e~t:ens;ib.l,e t ·el,e'" 
cOP.lr:lunications 'b.et..w:een Agenci,es., .and be.tw.e,f,ln Ag~nci·es 
and their outlyin.g 'stations', wiill :!De maintain-ed in 
order t ,o ~kG possi'ble the ·:r~:J?i:Lo.fJ..GiW ofe;lltype's . 
of raw traffic frcn the point;:s Qf :1nte~c~~tion t :o tlle 
.s eveml ABenci es'; the rapid exch.a.l)ge of all typ.es 
of raw traffic, techniLGal me. tt:er and :Ce~~'ica:tion 
Intelli.l]enc'e between the Agenci,es:; .ind the: ef.f~Qi,ent 
<:i,ontrol ' of inter.c,eption c:oveI:'age.. In ,e,ddition. la-tiera! 
cOl':lEl.unica tions bet,w00n statiop.'s Qf one party and 
Agencies or stati~n-s of the other .may b~ preVided for 
the sane purposes 'as neces.sary ~d 'mutualiy agI!ee<11. 

2,. ::r:NSTi.J:J:J~TrONt }l;i~IN'l\&t~NQ~ J~ O~JO;N OF 
T~~ ' ---_ .... -. 

The t eminals of c'irciiit$ or GhaameJ.s 'inro:ended 
exclusively to carry Cccint traffic be.t1reefol tl!Jie Drltish 
Caooonweal th and the lJnj;ted -S1t~ t 'es nIl he .ins-fu;l,Xled" 
naintained ana. operated as arrang.e.Q 'by the appr.opriat.6' 
Canint il.uthori ties of the COl.mtries conc·er.nea aI<lg" 
al though nornally such t em3;na.ls will be install.ea.., 
naintai·ned and operated by the approp$itte. Y.S. or 
r.ritish COI:Jr.lonwealth authority on -whose· territory the 
,t .eJ;'Oinal.s are s;ituated, this will not beobligat:or.y. 

3. PllOVISION OF E(JU::r:~ 

The provision of equipnent of all types' will 
be by nutual assistance where necessary 81l)d practicable 
and as ae;reed in each specific case;. 

(a) COr:Jr.lon cryptogmphic aids will be used . 

1st J-un6, 1·951! 

for cCJ:lbined C:oo.int canmun~~ tiona. 
The matter of cryptQgra,pbie aia.s will 
be kept contim,lC!>l:1:s1y under revi.ew with 
the object of I!Iaintaining and increaSing 
security al}cl of facilitatin·g c,ar::D!lURications. 
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I.EfEr< 10 BE ItEI10·fED nOli I"! O'PlCE. 

(b) .In order tc r.educ:~ t .t.lentii::l'ber ofp.(;rsonnel 
required: for cGF.ll.=llMll.Catiolfl anderypto
graphic ope.ra.ti:ons and thereby to 
aUgr.l'ent the f 'oJilces ~vurl.lable fOl; direct 
int,ercept Q!p~e:J?atiQi1s" ana a1s'0 to 
i,pproVie· epee€!. andacc\rlr.acy, tbe WLt~te 
[Zeal 'shaul,d be the ~r~.JIlSEdssion of' all 
Ccn:int nat(3tial in Qh.line crypto .. 
syst:er:ll~. 'lWery efforif;ililoUld be pade 
t 'GWnrds fihi:s :e~d;. copaistent \'lith the 
pGlicies of the s,ervi,ces of 1Iioth 
oO'l;:1ntrl,es .. 

r:agrout,es Will, be l~,ept \lIlaer revi,e:W: with 
the object of taking full 'adVantage of ,S'Ga and :ai.r 
services,. 

6,. !UOROF!Thi 

All agencies w:i.l;J; heecp;tppeq, to handle 
r::icrofilo so that it ~Y bea:vailable fer usee when 
it iSx:lot practicable to send the enginal material. 

7. COIvIMUNICATIONS !,J.AISON 

A representative ,ofthie lJirectol['" GCH(" 
and a representative qf th;e uscrn C@ .. Qr,din!itorwill be 
given the specifi.Gduty of keeping l:U').de;t" revi·ew 
Cor.dnt coor:lUnications problems and of raising and 
advising on SUGh probleos as they occur. 
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1. Each party 'sh:a:l1 maintain, in the country of the 0the:r~ a 
seniol' liaison of'fice:t 8lccr~d;itea to -the o-the·r. Such off'icers s"hall 
'be respenB'ible each in the country to which he is aco;r?edi ted for· all 
liaison matte~s. 

20 Upon agreement between US'C,IB ~a $SIB" aaditional lia.~.s-on 
personnel may beacc'redited"and 'WoT.ldng groups may 'be as's'igped;~ to 
age:ncies of' either pa!'tyby the other-, All such additional liaison 
personnel shall be 'lmcter the control and, direction of' the sehiar 
liaiseI'. o:ff'icer. 

3. Suitableoff'ice facilities will be made available as 
necessary by the party to vmorn the liaisGn o:fficers are accredi tea .• 

4. Liaison officers of one party shall normally have UIlre> .. 

strict-ed access to those parts of the other's agencies which are 
engaged directly in the production of Comint, except such parts 
thereof which contain unexchangeable :;"r:,l'ormation. The po:ints of 
contact of liaison officers wi thin agencies for reques'ts and 
inquiries shall be as deteIT:lineii, estELblished and delimited by tl::e 
party to which they are accredited. . 

5. In adQition to the above regul~ly assigned personnel" 
visi ts by selected personnel for shor~ perio,ds of tiae to deal w::' th 
special problems will be encouraged. 

:METHODS OF EXCHliNGE 

60 Requests by one party for iI"..formation or material shall be 
made by that party via its senior liaison officer who shall act 
through prescribed liaison channels. The senior liaison officer of 
the requesting party shall for.wa.rd whateyer inf'brmation or material 
is l!IB.de available to him" nomally by means of facilities URGer the 
control of his own country. Normally the senior liaison of'fic-er 0,f 
the providing party shall be kept informed. 

7. When the request by one party is for information or ma.teriai 
to be supplied as a matter of routine procedure,. the supply, aft.dr 
the im tial request, may be direct between the parties by means 'of 
facili ties available to the senior liaison officer of the reque.5 :'ing 
party., The senior liaison officers of both parties shall be kept full.y 
infonned of all such routine exchanges a.'fld shall be given access to 
the L'Ilformation or material as may be agreed locally. . 
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8.. Exceptionall;y, techn:L'cal e;lrehanges b,etween the pan.ie:s 
may be effected directly over It on demand" quicicex:change COIilI!lUI'1ication 
,channels joi.ntly and exolusively maintained fo:r 'that purpose. But 
the use of these direct channels Will be ke£>t to the minim'Wn and in 
eachcas,e the s'enior liaison officers of the two parties will be 
kept informed,. 

9-. No provision of para;graphs 6, and 7 above shall be construed 
as preventing either par~y from ,acoolDIllGe:a.tiPig the other Oy transporttng 
or cortnriunicating material for the other party~ , 

1'0. Each party shall normally assist the other's senior liaison 
officer by making available t,o him facili ti'es for packaging and. 
preparing material for transportatio;n.Each party, shall" to the 
extent of facilities operated by or available to it, as'B'ist the 
other's senior liaison officer with safe-hand. and other tre.nspGTtation 
within its mm country. ' , 
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''Fe K lEER tiNe!", LOeK lei"" KI! i : 

NEVEl TO 'EJ'i..,QlJEB ',.OM fHE OFFICE. 

~~TION .:OF 
Ci&RTJ~m . 'EROVrSlONS :OF ~ 

'{J .:S.. ~ '~rTISI$'O~llUlNlC~TJJON m~IG:.ENCE il;G:~ 

Conseqaen-t en meetings beld in pec'el!lbell:' 1'947' petweEm: TJS'ClIJ) 
and the .Director liSIG. repFe.s'ent~ the ~9.n.d;Gl~ S'ii..gruU JJat'elli..gence BQard,. 
the 'flollo'Win;g ~te'1i1>~etations to e.ertain pa.ra:gra:pbs ottne ~rltish ,,.. 
'tT. S. C:olDiil.Uhic$;tibR tnt·elligence J~gr,eem:ent~ dia ted ~ar~~" 1946 ·a;na Qf' tlie 
Appendice'l3 ther.eto are Oie.reili>ya:greeg. 1;6 by t:rS.QI]3 ania IS.DB azao,. 'will 
become t~pl?e~~ J t<?> t~e atb!I'~e:A1i;i:o:t:l,ed 1:i;greemen-t., 

~. • It is unders,tO:Q([ that tne' h'3'!B 'Will no·t ini tiat'e or pursue 
any contact Witl:lany nati'Gln of the 13ritishC~on:wealt;h. :Q.lil GOiDJ1'lt. 
matters other than with the:pomimonsof' CB$l:., Australia ana N~ 
Zealand {wi theach of w:hicn a,gre~en.ts aJl;read3r e.ris't) wi tnou:t first 
obtaining the vi.ews .of trSCIB,. (It :ia noted. t~t at the present tj,lme 
LSIB does notehVisage any cOllaboration with COiDm;onweal'th Nations 
other than the above ) ... 

2. rt is noted that the Mel'bGl:l,;u'ne $;i.g:l:nt Centre (MS10). :1.'s, 
in cont~ast to the Communioations 13ra.n.chat 'Ot:tawa" not a p,tWely 
national Centre. It ' i ,s 'and will COl[<);t±.nlilieto 'be a j ,Qint 1\J'.K. -
Aus·tralian - New Zealand Glrg.an.;il;latioE., ~ea; by an integl'ated s'taff",. 

3. It is noted that a .pre-requi~ite 'for eoIla'OOra.tion by 
Canada., Australia and NewZ.eaiana W:!. tn U.K. was aE. unequivooal aec.e;r>tance 
of the pl;'ovisions of the "EJq>lanatory InstruotiQ;r:lI;la.nci!. Regulat;b(:)l'l!s . 
concerning the Handling of Signa.). Intel.ligence (IRSJiG)" which has' alre.ady 
been given by tl:l~ Comint Governing lloGie:s of the 'Nations Q5)~oeDE.ed :~<ll 
that continued oOllaboration is dependent upon tbeir acaherence 1:;Gl' the.se 
regUla tions,. 

4. It is the intention .of LSIl3 to O'btaiR fro~ the Sig;tnt 
authori ties of the collaborating Dominions fomal as.:Sl;l.ran~e ti:m,t tfley 
will abide by the terms .of paragraphs 5, 8 and '9 of the British. - '0.,.3,. 
Communication Intelligence J .. greement and of par.agraph 5 of Appendi~ .E 
of that agreement. Such assurance WlilI 'be ·transmitted to US.c:JLB frem 
LSIBf) • 

5. LSIB will notify USOlB of the pres'ent assi~ent o·f 
cryptanalytio tasks for MSIC and will notify USGIB in advance before 
authorising a.rry new or al tere.d. cryptanalytic tas:ks for that centre. 

'" Chairman LSIB transnU tted this assurance to ChAirman 
USCIB in SB/409 0f 17th February 1948. 
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{a) ·Nbt .P&!SS 'to any io:f the eoll:abora tillg DoIruiniol'.lls ·' ""genci,e's 
CmrnNT it.emS orig~na:ted :oyagencies of the ot:fuer party 
wi tl:l.Gut the CO~S~I.%t of.· t~ t ¥arty:, e·XlP:ept ,BiS la~.~ &.own 
in ]>a~-sr.a]>hs' 7:(:0) ~d .( €i) 'h>elowor as mFJ,y b.e from 
t:Une to. ·Mme mutua:I1;y a,gre'ed. 

(b) PSiS'S to the eolla'bprating DomiRions via the a;greed 
ohannels ,only eU!Gh te'clilnical rna t,ter and. portiORs ,0£ ,the 
Status' Reports' as 'are €teemed 'by the origil'iat-ing ag'ency 
to be relevant to the ag;r-e.ed tasks upon wl'lich eEl!eh 
Dominion is engaged. 

7. uaCIB takes note·that, as regards LS'IB's pOlicy towards the 
integrated Centre at Melbourne, LSIB intends in futur~: 

(0.) To give every encourage~ent . and assistance to pUrStie 
.1 las th.e main cryptanalytic task of the C:entlr'e 

(b) 

.. together with minor tasks of local interest. 

To employ Melbourne-cQntroll.ed interception ,stations 
(some of which ·are ·U.K. manned) op. tasks to which 
they· are best sui ted by reason of their location, whi.ch: 
inevi ta bl:y:1 I . 

(0) . To pass to MSIC (in order that MSIC may carry out (a) 
ab9ve), the technical and background mattelt1 releva:nt 
t6 these tasks, whether it be obtained from IT .S.. .G>.;r 

(d) 

/ British s01lrces, e;xcept matter of U.S. origin ·des'i~te.a 
by U.S. authoti'ties as, fo;r- U.K. use only. -

To pass to MSIC for , its internal use only (a;n.d to 
enable that Centre to carry out (b) e.bove) the 
necessary technical rna tter required for such inter
ception control; whether obtained f);:'om British. 0r 
u.s. traffic apalysis or cry]ltanalytic sources J 

except matter of U.S. origin designated by U.S. 
authorities as for U.K. use only. 
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NEVU lQ ,BE IU!rll~'!D FROM tHE OFFICE. 

1. 

J;J>~Jx. L 
. .,... : c . ' .. _ 

EXC~GE OF INFOBMi:~TION ,ON .ni"TmC~ EQ1tII~ , 
FAClLt~IES ~~oPtrC1'iON!_ ~SEi~@: kNP.P~O~ . 

lNT~OEili.~ $QUJ~T FJ'~CJLI[fIE$ J~P JPRQDUCW10N .- - _. .- . 

A ccoprehensi ve ;r;oeport (to he kNown as . the Mmi\ll8!l 
Technical Report) co~ceirning 

(8, ) all int'erceptiol'l facilit.ies installed and 
availabie .for use at int,ell"cept and D/F 
stations, wnE;lt'her or pot ~UiC'h f'aci):itiesare 
in use, 

details of the numbers, typ.es and descriptions 
of int~rcept equipI:lent under contrlll.ct ana/or 
in produotion,'tcoge-tb:$r wi,th p;r:'O'eab:tE;': de1:;ivery 
dates., 

will be exchanged annually. R€.'Ports, a'TE) t·.o show the posi tiOR 
as at 1st July in each yea,r" and shouV!. ·p,o;n;.1ally be I1lxchan:~ed 
by 1st August. 

2. . Section I of the R~ort will b~ a,r,:tanged to provide 
inforr.1t"'.tion to cover the items set out in paragFaph 3, 
for each Interc~t andD/F statioFl. Types" Makes and 
nunbers (and where applicable, non.1al and pajC;i.T-lUO sp:eedl'l) 
of equipnents should be included. No attenpt has been D!.\de 
to lay down an cy.act f'orna. t for the Report., o:s such ~ f ·emat 
night soon becor.1C out of date, and night prevent flexibili ty~ 

3. 

i) 
ii) 
iii) 
iV) 
v) 

(Vi) 

Single Positions (tl/F) 
Single Positions lL/F) 
Single Pos'i tions iJ.ll-wave} 
Double ;Posi tionsH/F or illl-wave) 
Wbich of the above .(i) to (iv) are capab1e 
of double or triple diversity ~otking 
Which of the above (i) to (iv) <";lrc fitt'ed 
with wire, tape or wax recorders 

B. HIGH SPEED MORSE EQUli:.1.iENTS 

I
i) 
ii) 

. iii) 
iV) 
v) 

(Vi) 

(Vii) 

(v:n:J.) 

1st June,l · . 

Single·Fositions (r/F) 
Single Positiops (L/F) 
Single :C:ositions (All-wave) 
Double Positions (H/F or ~ll-wave) 
Which of the above (i) to (iv) are capp,ble 
of double or triPlo ( di vers:L ty Vior\cipg 
Types of recording i. e. undulatoX') , 
apparatus fitted 
Types of recording bridge fi tt.ed., and 
whether capa.ble of accepting fI'e¢iu.ency . 
:shift transr;P.,Ssi OIlS · . 

1:iJ:J.y other .High :Speed cqtlipi;l:ent 

- 11 ... 
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~ 

OGA 
EO 1.4.(;) 
EO 1.4.(d) 

o 

TO IE .KEPT UNO!"' LOCK AI~O K!'" . 

NEVER TO'DE REMOYED £10M ll'l& eFfleE. 

C. 'TEi£GRr;.FHICBtI11TING E'1'UIB;1ENTS .... ~ ..... : : -...... -- .. - .... -. ':-.-~'~ _. ,'-' ::-.~ - - .~ .. -_ ...... _--

:(i) 
(ii) 
.(iii) 
:(iv) 
{V) 
,(v~!, 

S~?-g1e C~npel ~~o a',e.l,~pF~ ter (In~;~rna~~enal) 
Single Clw:nnel Ro.dj..o Te.lepr:L:t'l:tej);' (NatJ",org:1l) 
Multi-channel :or ~lml.tipl,ex Tip (Iil'l'terne,tiona:l) 
3--cna:n:nelT/P (NE'. ti,on~l) 
,2 ... charih,el IhudQ't 
6 and 9-Ghannel Ba;uaot 

,e VlL~) (~) 'to {vi) above 'ref,@:r to 5:tll'i.it ·sysbe.r.:rs. 
Equipr:16nt s fitted f' orafJ.Y oth·efl:' sy:;;·t,ep.s 
:( 6 , 7~uni t etc, .. ) . 

D. V. H/F 1..ND u. w'F EQUlIili!IEmS 

E. 

J? HELLSCflREIBEREQUIH.ffiN'l'S 

G. PllECTIQN FIN~ING EQUI~~TS 

Vihether fixed or nobile. 

I. FREQUENCY MEl .. Sur-U:NG EQUI:tMENTS 

J. .A,ERIi-..LS 

. Inforr;1c.~tion to include :m.lJ..."'1ber, tyPes, whether 
used in diversity, frequency to whicn cut, 
directivity, [tss'ociat6d anplification eqgipr.1lent. 

K. idill.1.I1..L EXCHi..r-TGES 

L. CONTROL EQUHlvIEN'l' 

Details 2.nd use of equipoent fitted for 
control of interception "Vvithin a station. 

~I. SilECIi .. LTS:!5Li TEST EQuU:;t~rENT 
Not to include standard r.1B.:Lntenance equipI!lent 

f.or general use. 

N. 11.1.1'])10 FR$Q1TBNCY REGORDING EQUIf:MENT 

. F. ~:UW OTHER SI'EClLL EQUIJ;1,:!ENT 

Q. SHORTCOMINGS EY..:t'ERIENCED ON Ol';ElRi: ... TIONi .. L .EQTJIJ[}!IEN'l' 

1st June, 1951. 
- 120· ... 



o 

o 

4. 

i~r:'EI\fDIX L - sheet 3 

Nott;s: 

(i) A Single .fositionn8.j consist of 2 or I:lOre 
r ece:ivers, used in diversity, or in order to 
increa se the f'+~eqHency range . 

(ii) A Double ]?osi t ion is one Ec t which a single 
oper2.tor can cover t-vvo ends of a duplex 
circuit, 'where this is po.ssibl e . 

,. 

TNToI'$HCEf 'l' EQUJ;flifEN.r;r Rl3S1~~ZCH . Jll'[;iJ JJEvE:W:d/lJi]1if'r 

( a) Intercep t ,Equip:_!ont Heport.s vvill he ~_~i!ti" ~ 
t'l@:61@ yae.pl!) 8M ll!ll; &etile t..~ iicl . 1I!1J.~ I)e~\tJ..J:ee.[: • 

. ' , ._ ·tb§§'ep.er'"Qrts . .rIjJl_129 ,tiB:1sz.-,-s _ reJ99ti~ .•.• , . 
~ HIS .. ...,...,.N~ . a..." ......... ,.q..4~ ~. :..''''<'1 .. .At ~it~-.,A; 
~....,~ w ~ ~~rt~(~ 2W'4·e'!oJ?~t:~ to . . 
(~ 1.."(3/Ilt,/.ru. include details- of!'J.l.1 projects on -which 
,Ju -u..-,,:z,.) d~v~elopD~nt is beingc:ondu~ted together " _ 
r; 'Wltn a stateDcnt of' the obJect to be 1;'l. ttalned. 

(ii) 'neseo.r ch ['cpd Developnent trepd~h 'L'llis 

1st June , 1951. 

to include a sti::,teDont of all outstanding 
problens together with'an indicat i on of 
trends in r esearch and developnent aiDed 
at t h eir solution. In the eVent that 
no work is conteT:1pla ted on c ertain speci t.' i c 
probleo.s, the s e lJToblens should nev,::rtlleless 
be listed D.!.!on gst thOSe current. 

Techni cc..l NOtG9 vdll be exchanged as and vv-hen 
necessary onspecifi-c sUbjects. These notes 
to be designed prinarily for the infoITk'1. tion 
of p ersonnel a ctually engo..ged on engine0rihg 
and r8se~~rch and devel opnent work on interception 
equipn ent. Th6s e notes also t o i ncl ude da ta 
on signo.l a nalysis, frequency Ii .s t s , and other 
D2_terial a ssociated Vii th intercept problens. 
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EO 1.4.(c) 
EO 1.4.(d) 

1st October, 1953 
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i~eX1:l;r'e L1 -sheet 2' 





i 
i 
I 
I OGA ~~ 
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TO IE KEPT UNDER LOCK AND KEY: 

NEVER TO BE REMOVED FROM THE OFFICE. 
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TO BE KEPT UNDEjt LOCK AND KEY: 

NEVER TO BE R.EMOVED FR.OM THE OFFICE. 

M\i?Ell{blX M 
Annexure M1- sheet 1 
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OGA 
EO 1.4.(c) o EO 1.4.(d) 
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TO BE KEPT UNDER LOCK AND :ICEY: 
NEVER TO BE REMOVED FROM TIoIE OF,FleE. 

OGA 
EO 1.4.(c) 
EO 1.4.(d) 

1 st Juno, 1951 
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TQ BE KEPT UNDER LOCK AND KEY: 

NEVER TO BE REMOVED FROM THE OFFICE. 

1 st June, 
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TO BE KEPT UNDER LOCK AND KEY: 

NEVER TO BE REMOVE'D FROM THE OFFICE. 
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TO BE KEPT UNDER LOCK AND KEY: 

NEVER TO BE REM0VED FROM THE OFFICE. 
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TO IE KEPT UNDER LOCk ANI) KEY: 

NEVEl TO BE REMOVED FROM THE OFFICE. 
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TO BE KEPT UNDER LOCK AND KEY: 

NEVER TO BE REMOVED FROM THE OFFICE. 
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TO IE .KEPT UNDER. LOCK AND KEY: 

NEVER TO BE REMOVED FROM THE OFFICE. 
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TO BE KEPT UNDER LOCK AND KEY: 

NEVER TO BE REMOVED FROM THE OFFICE. 
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NEVER TO BE REMOVED FROM THE OFFICE. 
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l..nnexure N1 

1st June, 1951 .• 
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TO BE KEPT UNDER LOCK AND KEY: 

NEVER TO 8E REMOVED F":OM THE OFFICE. 
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TO IE KEPT UNDER LOCK AND KEY: 

NEVER TO BE REMOVED FROM THE OFFICE. 

i..:i..·£ENDIX N 
Imnexure N1 
Exhibit 1 - sheet 3 
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E01A.(c) 
EO 1 A.(d) 
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TO IE KEPT UNDER LOCK AND KEY: 

NEVER TO BE REMOVED FROM THE OFFIC!. 
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EO 1.4.(d) 

TO IE KEPT UNDER LOCK AN.D KEY: 

NEVEl TO 8E REMOVED FROM THE OFFICE. 
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1st June, 1951. 

.i~l·ENDIX N 
i'~nnexure Nl 
Exhibit 1 - sheet 6 
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NEVER TO BE REMOVED FROM THE OFFICE. 

EO 1.~4~(~G~)================================================lj~U~l~~*-~I~~_~E~[~e~==~ 
EO 1.4.(d) Anne·xure 01 - sheet 1 

1;NN11'...JCU"RE 01 o 

o 

1 



TO IE KEPT UNDER LOCK AND KEY: 
NEVEl TO BE IEMOVED FIOM THE OFFICE. 

- 150 -

1 st June, 1 951 

i.FffiNPIX 0 
l~nnexure 01 - s hee t 2 

OGA 
EO 1A.(c) 
EO 1.4.(d) 





. , 

. : .' 

l ' -" 

· ;O:i)r.eC.~(,)1·rate ' rt~fii~,!ute . ;S'h:eet • 
. - .,.' --'_ ": ., _' ," .. - . ~-.. · · c· ~. , "~ -' ---,- <,, " - ~ -" -" '(, ".,',: .. - ' : '-": ,' .~~' ,.,; -. ' . . ~ :: .. - .' , • . _ :,, ' . -.~' .", 

. , I _ ._ _ _ _ _ " _ . __ _ _ ._. 

. . ... . ]D.ln6'%. 
, 'R'· .-'~ .. " . ...... . .. .. ...... ·' M .. ' " . . •.. .• '( . ' ,.,- .' ' .. _~"eJi~./i)~e . ,.""p., . 

. ' . .' . 

-1;~h::~hrua:ry" 1'9.55 • 

. . h~'!I'\,IX' " p' .. • .. ·TO· . riut.ro 'A··A·Ci='C""~1m . 
• ~L";D1~ - . __ _ ' . ; " '\;I..t\.u..:J . ~~Vil!l1"~-,'. ' 

. ~ , .. 

4:'('--<' 
~ , ) . . ;App~n~x ,F, ;a:nd . its' :A,mii;j';x:0r~s ,ano. 
:E~l;>:Ltr?" JJ4;th~rt:c:>¢onta.:ir].~g: .,;t~ ·the 'paper:? oI' '.' 
t;hr~esep~ate .. ~6);').:f~r¢nee9't hay-e. beep I'etMe& 
fOr .convenienceas: ·ore.·do,cument · .and Iatt·ach ... . ....". ", . " .. ' .. ".' ~, . :,' . . 

. 52 ,~91?i~s ' fo~ the -U~,~~ :~t;thQ:t;i:t;p-.y~ •. 

' - 1 
i 

1 

; 

'. 

e---

EO 1.4.(d) 



I 

I ./. ,~" 

i 
1. 
I 
i 

., 

0GA 
EO.1.4.(c) 
I;:O<1.A(d) 

~"', 

o 

copy .. ------... 

~ 
.J EIDER 

TC;>BE HANDLED IN ACCORDANCE WI I " IItSICS 

Bl?C/F/1 

.' 1,q.th February 19S2 

CO:MJJlT RELATIONS WITH TmJ.'lD F~T.rillS .... __ . "_ ....... _. ", 't 

f{~TING·' 'OD"''I'''h\ 'J;)'Iirt ,\'mT,O:t.."IZIU~ 
~~.:r.A.I.:' _ ,'_ _ ~~u.~ ~J:! ... _~~~~O. 

I 

~lo··' ~nrQ~sJ~'P~JNG ~ ~91.m~.JIRP~~~l? )n:gq~ .. ¥.l~Y. B~ W~ 

W~H THIRD PllRTrnS' . OU'PSID~ ''J1I.[El, ~4EWOI?J{ Of ~r:EID. CO~~il~S ._--........-\ -- ---- " 

1 • For",pul:'J;)os'es of this Appen<il:ix, a.rFaJilgements with 'Third Parties 

. are defined as . 'Only thos·e which ~~ negotiated w:i th Third. Par~y 

Governments or COMINT authorities negotinting on nn official basis. 

The products of thesear.ra.ng·emen t8 shouJ.d be complei!ely exchllngeo.ble., 

.2. ELther :pcxty may n~gotiOlte independently with Third. PIlr1;iies, subject 

to the proV:is£ons of this Ji;ppeHdix. 'T·pe negoti.Q;~:i.ng Pc.ri!y should,. D.S 

fa.r . as poas:Lble, keep the oth~ ~r.ty currently in:f'oil:'m~ of the progress 

of the negotia.tions. 

3.' Wherever o.nd whenever security consider~tions permi~:$ the U.S'. and 

U.K. no.tiona.l authorities JJJP.yenteJ? int.o rel!l.ti:onships 1vi th Third Party 

Governments or COMINT authorities v.i.th the object· of obta.ining: 
.... 
(a) .. roT1 traffic (incltidingL..I ___ ---it of type or' quality not 

readily o:vnilD.ble through BRUst.. intercept fooilities; 

. (b). end-~uct o.nd toohniGa.l r.n terio.J:. ~ch ca.nno.t rea.d.iJJr p,e. 

obtnined tllrough BRUSA. facilities; 

(c) interception sites. 

4. Nomily, ei ther' party rrny, vii. thout prior consent 'of the other 

and subject only· 'to' pronpt nbtifico.tion, o.r:ronge \"vith any 

for. the purpos'es stated in paragraph' 3 a.bove. In this c·onnec tion 

/the ••• 



j:Q BE HANDLED IN ACCORDANCE WI I H IkSIG 

BRJ/F/1 {continued) 

the possible s;ecuri ty compror,.usc irntolvcd. iJ;t'. :J;:l~relyprcsenting require-

!!len ts shouJil be cOhS'idcrcd.. +- .. 

.5. Either party may concludcan ngrceme~t; .:which .invo,lveStb:e supply 

(0.) rD.-w traffic selooted in Mcordruic'e with identification criteria. .. 
es·tn:Plishe<? by 'the T1U::rd Pi"~ty; (s~h s~electiQn :not beinS' 

retrospeotive), or to:k~n on cireui ts using fiXed cal1s:li,~ , 

anal Or fixed frequencies, i. e. cireui ts fromwhic.ll the 

provision of traffic does not dis'close the solution of 

conplox co.lls·igrt c.nd frequency systens; 

(b.) D/F resuits on the tro.nsmissions· involved in (n;) above; 

Cc) . ~/t~ data (i.e.cnllS.igrts" frequenci.es, schedules .nnd . 

~cledures) in res'pect to the t:J:'o.nsr:;ri.s,sions· involved .in (0.) 

o.hov,ej 

Cd} i~t~rception steerage or guidAnce upon transnlissions of the 

type i~volV'edin (0.) above; 

(e). genero.l e'.Glvic,e not rcvQ.."\.ling knewledge · of specii'ic techniques 
, .. " 

. .. :.' 
or current pr0'b.1cms; 

provided .,?nly th."l.t before implcr.1cnting such em o.grecD~nt" the other 

po,rty is cons~lt:cd on the technical probleos involved, su.eh as the 

sterilization of raw tro.ff'~~~ 
/6 •. ••• 

+ 'Releasable f eqUipocnt is defined ~s that eq;uipgclIlt much is 

releasable under the nation,..'"!;l policiesoi' the country m.king the 

In genera.l, relea.sD.,b,le eqtUpoent is considered to be' trot 

gover.nmenful' SO'li;rees n,nd clo.ss.if';i..ed pot bigher tha.n CONFIDmTIAL. 

.. 2 ... 

i 
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I 
I 

, I 

_ .... 
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Bro/F/1 (c'ontinUod) 

6. Befor~ entering into e;x;cbnnge arrangements involving tho furnishing 

of end-p:t'oduc·t, or of ro;'W tro.ffic, D/F results., techrticlll r:nter.io.l" or 

guidance beyond th.os,e s'pecified in po.r.?grllph .5 above, ea:ch ~r~y .~,t 

obtain the consent of tho other. The dcc.ision to reloo.s,esuphdo. to. 

"dll be ba.sed on tl. cottsidero. tion of' th.e risk factors involved and t{l;e 

benefit likely to accrue in the technical air' intcllig'cnce fields. Due 

weight must be given to the teehnical coopetencc of" o.nd knowlc€Lg'e q-lready 

available to,· the Third J?artJ7'. 

8. In negotiations 'with Third Pcztics [\.11 possible assurances .shblilld.. bo 

obtained tho. t the Third Party will s'a.f'egu."'.rcl nIl EJ."'. tcrin.ls rec·ei ved, 

will not make tl,lem available to any othGI' Powor, o.nd will conceal the 

existence of itsagrecmen~ with the U.S. or U.K. The precise terms 

of thcse assurances I:IU:st be left within the dis'oretion of t..~c U.S. Oir' 

U.K. negotie.ting authority according to tho circu.l;I.Stanc~s .of eo.ch- c{ls:o. 

9 • . Both .Pl'rties to the BRUSI~. agreement will pool their kno:~"fledge of 

foreign COMINT organizations up to the a.grecd lhrl. ts of exchapge of 

collateral. 

10. In negotiations with ThirC_ Parties every effort sh.ould. pc r;1Q.de to'. 

avoid disclosure of' U.S./U.J.t. collo.'oorc.tion in the cm:i:rnT f'ield. If 

and when the question is raised by 0. Third Po.rty, o.&aission qf the 

c:x;tent 'and nature of such collaboration Dust be kept to a. milJ,.h1Um and 



- 4.- B:i1C/F/1 (continued) 

in no ca.se revoo.1. co1labolmtion fDre:eeding the scope of the ar'l"OOlgerdent 

.. ~~ .. 't4"13 or· un:1.cr nCf~otit\tion "With the ~1irJ :t'..rty conccrnocL. 

. II 

B.iiSIC ·mmc:u:'LTI'.S GOVEPJUNG .:'JIT COlilNT .. ~~tGJJM;rrrr-1TS 'i1F..IGH lC.Y :a;n: lii:J)E WITH .. - - ' ..... -------.--- . . . . . ,-, - - -.' ' .. - -. - " ... - -... . 

THIRD ?.ilRTmS "\"lTTHIN THE FR..].ffi'\10RK··OF M.Lll!D .COM11WIDS .... - . . . . . - . - , .... . ," - - ... -....... . .. ,. - .-' - -. 

'·:.::11 • . The following' principles Will govern. any nrrnngCF,lCnt which IDfj;y be 

. Ek"lde 'With Third Darties wi thin the frnr.lcwork of allied c01":111...'\11c1s. 

12. .'. Prior to entering into Cony COlm-rr c.o-,opera. tion m. th Third Pnrti0s 

wi thin an allied COI!1LlOnd, which Day necessi tn te disclosurc of' inforIlla. tion 

regnrding or r0su.l ting froB U. S. and U.K. cOlrorr ac til vitics o;nd collaboration, 

specif.ic arrangenent3 for such co"'op0ration will be agreed by thc U.S'·./U.K. 

,,:::;':: ...... cmrrnT ·authovit.ies in advanc:e. Specific a.rrc,ngeLlonts for np.y allied comnand 

. ·· w:hic,h have a he~ring on U.S./U.IC. cQllahol;'D.tion ru:T~emcnts under the 

BRUsa. £'.greecen twill bc mnde ..ilnneXllros to· thi.s .. :"p;penc1i:x: • 

. 13-. Po.rtici:;,JQ. tion in CJ::l ~'..llied Cm.IDf.F struc'ture shoulc1 be lini:ted to 

. nn.tions 

(a) contributing subs·t..".ntiul forcos to that .'1.11iccl cOi'Jr.lO..L"J.d and 

adequc. te COlWT. support to those forces or, 

C.:l) ca.pable of Y:lD.king (1. sir,nificcmt contri'bution to .the U.S .• and 

U •. K. CQIIDlT effort wi thin the comrxmd. 

14. · .cc-'operD.tion with Third rlIxtics within, tho a.llied cor,lIDOond structure 

should 'be. c·onf'ined Wi thin the limits necessary to lileet the es~'elll.tio.l needs 

The releas.c of U.;3. D.ncl U.K. co:rnJ'JT ena-product to Thinl 

Party nationals in. allied COr:Ir!JCnds shouidbe avoid:0Cl if pos'stble~ o.nd in any 

. cv~t 'should only be IIlD:de n.ftcl;' o.:.grecoen t b-et'\7cen U. S:~ ·nndU. K • . cOMINT 

nuthorit.ies. . If such rrk.".tcrio.l i.1US't be relcc.sed to TlUrcl' Parties, the need-

'" to-:-mQv; principle IJIilSt he applied strictly and the '.'1..'\tcrinl 1iL1ited 

foJ,lq,/s: 

-4-
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BfC/F/l (continued) 

(a) Peacetime 

(i) Trt.l.ff'ic Intelligenc.o needed f.or F>la:IIDing j?I!lrpOses provided 

it is effectively disguised. 

(ii) special Intelligenoe only whell ornbodiec1 in general 

intelligence sUI;1n9.ri:es f'rora w~ch !riO iRf'o~tion con 

be troced back to COMJ:NT. 

(b) Wa,rti~e 

(i) Traffic Intelligence in categories Llutually agreed as 

releasable in undisg:uised foI"L1 by t..lte U.S. and U.K. 

COMINT authorities, and other Traffic Intelligence 

when effectively disguised. 

(ii) Special Intelligence effectively disguised., in 

categories mutuo.lly ngreed as relCc').sa.ble by the U.S. 

and U. K. Cx)MINT authori ti os. 

15. .As a condition of participation, there should be prior nccept..'mc·e 

e of' agreed security principles based on ji.ppendix Band similar to those 

given at Rxhibi t 2 to Annexure PI to this Appendix and agreed by the 

u.s. and U.K. COMIN~ authorities. 

16. In any a.llied CO:HINT a.rra.ngements there BUst be no revelation 

tha.t U.S./U.K. COMINT colJ.Aboration exists outside the particular coi;mlOncl 

concerned, or that within the comcnnd U.S./U.K. CDMINTc-o.llaboro.tion is 

( . "!. 'W- more extensive than that to 'which Third Ihrty na.tions nre adl'!li:tted. 

17.. COWlT units of' pnrticipa ting nations would be at liberty to puss 

COMINT available to them to their nationAl COMINT orga.nizo.tions and to 

units of other participating nations but not to units or Ik~tiona.ls of 

non-participe. tirlg nAtions e· 
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COMI.NT. ARRA.NGJm4ENT.S FCR ~ 

I. G~ 

EIDER 

1 • The following prinoiples D.:ffecti,ng the COWNr arrangcIl1ents for 

SACEtIR a.pply to plann.i.Dg ' for wart~e exe,ept ins'of'aras provis'iion is mde 

in pa.ragraphs 26 - 29 below for addJ.tional p~etincco-ope~tion. Tbey 

will b.~,:: the basis on which the U.S. and U.K. COMINTauth;ori ties will 

negotia.te'with sru:muR and. on Whichsubsequcnt Begotiations with Th;ird 

Po.rty nations should be concliu.cted. kny o.1terations of priooiple which 

rIJ..'\y become necessary e.g the result of' these negot;La.tions 'it.i.ll 'be 'agreed 

between the' U.S. and U.K. COMINT authorities and a~proJ?riate ,amendment 

madehorein. 

2. . In order that tf,te a.rrang~ents contained herein may be effective 

On the. outbreak of war, it will be necessary to ini tia te planning in 

peacetime with the Third Farty nations concerned. This plarudng 

activi ty' shoUld. begin as soon as possible. 

3. In order to promote the greatest pes'sible readines's for war, 

it rmy be' necessary to extend this peo.ce time -oo-opero.tion beyond' the 

stage of planning. The decision when to enter upon this s 'econd stag.e 

will be taken by the U.S. l:,l.Ild U.K. CQMINT authorities at some later 

date in the, light of the then prevo.:ilipg international s'itu6.t:i.on and 

of the exper:tence gained. in the course of co-qpera.tion with Third 

Barty nations on 'COMINT planning. 

NOTE: Pertinentdefini tions for the purposes of this pa;pe:t" are 

given at Exh:ibit 1 hereto. 
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APPENDIXP .-... 
ANNEXllRE, PI ( continued) (::.o;Il. 

SACEUR Y STRUCTURE ... _ ••• _____ "O'--J~ . - . ...., 

4. The SACEUR y Structuro shculd Iw.ve t he follo17ing eloL.le:nts,: 

(e . .) 

(b) 

,A s ,cniOE Y of ric, or o.t SlIi~, (&.~mi'R Y officer) 
assisted by a Y s'taft'. 
Y stai'fs, uherc required, at head,!u..·1.r~ers of Til<."l.jO+ 

, subord:j,n.u,te Forc'o C01!it-llO.ndcrs under SitCEOR,. 

(c) Nationo.l arr~ec;' forc'es' Y units. provided specific'ally 

for dir~t su,pport of their. OI7Il no. tion.."l.l foro'os 

operatiNg under SACEUR. 

, B.lc:EUR's ·y 'policy ::::hould' lie with ~.C. of: S. (I)" SHAPE. 

P.,jRTICI!?.L~T' ION n~ SACEUR Y STRUCTUPJil 
.~ ";'-:-"",!",~ ... -;.~ , . -~.. ..... -----

6. :!;..~..l..,ticipt'.tibn in ' the &1CE'tJR Y Structure, including Y staffs, 

should be open to all IW-tions contributing to &lClliUR COrllrJo,'\J1U; ' 

as' a. nornnl r.linirJLllil, cODbat forces equivalent to 11'. U.S. or 

Exi 'ltish C,orps, tog et~er , with Y uni ts adeq'tlO. te for their direc t 

support, provi.dec1 .,the. t ~Ghes,e no. tions undertako to enforce o.ppro,,:, 

preia to soom'i ty ll'l.easures e.s set forth in EXhi bi t 2 hereto, 

li'.:nd also undertake', to appl~ the principles s-et :forth therein, 

as Q; minir,1UEl' to 0.11 otha' cm~,. activities uncLer their' 

c'ontrol. 

7. Ench ' partic:;LpD. ting nD.. tion should provide ancl fJtdntail'l the 

Y units 11ee<lec1 for. the direct support of its forces under 

Sal:CElJ1't anc1' should ensure their 0pe:r;c;tiol'lt'.1 C£ficienGY. 

-- 2 -
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APPNNDIlC. P 
.(i..NW~ PI (continued) 

FUl{CTIONS OF .. THm ~: y __ S~tFW' 

8. Th~. f\mctions of the s&il'.ll:. Y Staff uncler .a.~C. of S. (I) should 

include: 

(0.) 

(b) 

(c) 

(d) 

(e) 

effecting' any noces'sary' general co-ordinrition of the 

SACEUR Y effort;. . 

est~blis~ us:f'lu' as natfonal 'differences permit 

.-. unifonn ·opera.tiona.l procecl~es betweeIl"Y units of 

giving technical: adVice ,as required. to the. .Sijli.PE Intelligeno,e 
...... ' . 

Staff on': ·the interpretation of Y infoX!.lD.tion rec·eiveo_ by 
, 

BHAPE,o.ndarrnnging for the the SHt\PE Intelligence Sto.£f 
. .. - .- ... - ..... 

(.. . ... " 

to receive all the. Y . inf oT-£'},,:\ tion' a.va.ilab.l~· in the SA.cEtiR.. . 

CbrJlllland which may he of va.lue to it; 

formula.ting nnd. 'supervising c'ompliance with security 

reguJ.ations and policies governing the prGduction" handling 

and dissemination of Y r,1O.tcria.l -within the st.£EtlR C<>I!IOllld . . 

.in accordance with the agreoo.security principles in EXh;i.bit 

2 hereto; 

arra:q.ging f'or Y units to receive such technical :en terial 

and' end-product, whether produced in the SlUJEUll CbIJIJOJla::" 

or received.' !'rom nationa.l sources, a.s oay bc nec.ess'llrY 

for. efficient'conduct of their operc.tions; 

'. (f)- co,,"orili.na.ting nrrangeracnts for the excbD.nge of traft'ic 

between Y units within tho Sl1.CEuR Y StructUre and:for the 

flow of traffic fror.) Y units in tho. t 

COI~ authorities as -rfliOU~''I''f;:!ri! 
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.l\.l;'IJ,ENDIX. .. P 
. . '.I~..E P1 (continued) 

(g) , ~~ !<Q1; iJa terial of teclutieal COMINT int'erest, 

including pris:oner of TJar interrogations" prisoner of war 

reports, and: captured documents and. equipment to be r:inde 

L-.lmediately D..vailable as appropriate to the elenents of the 

,~iDmJR, Y stJMlcttlreaRcl to nationAl COMINT o.uthori ties; 

(h) eS*-!llplishing .. and stat~~ to the appropriate authorities 

requirements for such special 'cCDll1I"!lUnica tions and crypto-

chrumels ns l:Ja.Y he necessarY-to me,et the operational and 

securi ty r 'c<iu1reeen ts of the Y effort wi thin the Sl.i.CEUR 

FUNCT IONS OF' Y sr,A,,,~S I .. T stmORDINii.TE 'COMMANDS --, ~-.. ----.... ---~--, -.... ~---.- ~. , - " . . ~-'-'-' -
9. y s tn.ff.s 'n"t suDGrp.ino. te comm..'Ulds shouldperfoT!.ll functiGRS 

corresponcling ,to tihos·e of , th@ Y ·sto.ff' at ·SW.P.E. 

FUNCTIONS OF Y UNITS 
. - ------

10. The r'lEI.in task of a Y uni t should be to s"erve its m:.n commancl or 

forr.-ntion with ini'orrditiDn of ll.lr.ledil:'.te vllIue ahoi:lt fbrceS cliroctly 
: . -.-' - ' . . ~-

opposing tho. t c'O:im~lt.'\nd, or fOrrnD.tiion. 

11. ~en nec,essa;ry a. y. unit r; .......... y support ' a. corm::Kmd or foritl.t'.tiQ~ of 0. 

.. my arrangements fOr such ' support 

or ('"l'l.y c'or.1biw. tion of Y liIn~ tis of one. n['. tioIk'1.li ty wi th thos 0 of £'..nother 

no:tiortllli ty mIl he subj,ect, to n,grceoent of the l'.1:ili tory cor .. 1D£\Ilders of 

the forc~~ foir' whose $upport tho units were 'provided, or of 'tile cognizant 

nation.'al COWNT atltho:p~.tr. if required • 
. -
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.l1P.P.ENDlX p 
ANNEXl1RE pf (continued) 

COMINT 'UNITS IN ~ SACn 1~1 NOT EN'Gl~EDDT DJ:Rl!XJTSUFroRT OF FORCES 
_.' •• --•.• ~- ........ -. . - ~---. __ ...... , __ --.~ .... _ ._' '_' ~'. 'Ii - ' .. -. _. -

UND~"'~lDEUR .... 

12'. : ;:. . ]hch IJD. ti,on with fore 0S serviEg undqr S{1.CJtR}R rN;)~y indi 1fid.mlly 

arro.nge wi. th the a.uthon ties' concerned. to OJ?era..;trq~ in t;hc . thea ire 

nntiono.J. C:OMINT units 'not provided s·p.ec·ifiGa.lly ·or exqh:i(s.ively.: fo~ 

direct support of th~, forcres u.ncler Sil.CEU.R., . ·These :un,its fill not 

6perate llS part of the SACEOR Y Stru.c~e and will'not .he .subj~·t t.ID .. 
. -. . ' .' .. '''.- " 

the arrangements for intcr-a.llied. co-opera.tion •.. 

13. The u.S. and the U.,K. :will r.1lrlntn..~.1JJ;l oper[1;tional s .epo.rution 
, " 

and, _ ~ofb.r '!:\s prac t.iqablc,. a physica.l se~t~on bet)ro:en the Y 
• !· .. r,' 

uni ts tmc1.. th~:i.;r na. t).qna.l .COMINT units,. 

14. It is recognized. thn. t certnin COiIDlT 'lIDi ts t\. t th.E} )).ig:qer 

levels (e.g.' ~ Group) 'WOuld be directly supporting bothst£EUR ~d 

their nAtioTh."l.l COmNT orgp.niz.."l.tions. 

ht'..v.e .. discretion c..bout 'such rn tters e.s the right of a.cc'css of oth0lt' 

. na.tio~'\ls to those units • 

. Co-operation Wi,th . Third :i:~.rtics . ,,:Ti thin :t;l1c s.illli.'UR Y Structure 

. should be confined wi. thin the li.rJi ts necessa.ry to neet the essential Y 

needs q,f the ilr-Lalcd. Fore·os contributed by them to SACEUR o,nd BUSt not 

rev:~l tmt there is CQ},iINT eol1ubora.tion betveen the U.,S. n,nd U.K. 

outside the sphere of Y. Within thelii:uts n.greoo fpr· .the ,r.eleaseot' 

COl~ 'ifiltfe!'io.~ .'Pr·ou'LiCce,;-"bY"·U.S-. a.nd. U.K. orgo.niz();ti~ns (see pD.ra~rc.phs 

20 and 21' beloiT), co-operation wi. th ~rcl l:lvxties should: -i)e: wnbi·chOOr~ed. • 

. ... 5 -
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APPENDIX p 
1\NNE:X;tlRE J?1 (continued) 

.. 
-J 6. 'The channels £,,0r· the proVi~.io~ .of tebhnic'O.l assistance to Tl'lird. 

Parties from U.S./U~K. na.tional C'OMINT 'SQuro'e's should 'be' via the highest 

levels of U.S •. and U.K • . Theo.tre COMINT or.g~zations or via tho SHAPE' Y 

stat'f' whichever :LSn:lo:ro appropri.ate· in indivia;t~l O.2s.e.s. 
. '.~ 

., 

17. In sof'ar !lsconsistent with the agreed limits for the reloose of' 
. 0, ". . . 

U.S'.~ ~nd U.K. COMINT, nnd i~ ol\:'der to secure the ncces:sary degree of' 

uniformi ty, Third Partie,s should be pe:rs'tlD.ded to adopt eertc..in cOn:irhon 
.. 

• 'If • • 

operation.."..lprocedures (e.g,. those p..'l.rts of the BRUS.;l notation sys·tem 

used. by the U.S. o.nd. U~K. Y unitssupport;Lng fomes lmd.cr SACEUR) •. 

Ni:l.TIONAL ORGANIZlI.TIO:NS .. •• "iI" ", - .. - . - "n _ •• • 

18. 'The 'y Units and. y staff's of the particip.'lting l'k"..tions would be 

a.t liberty to pass to their 01'm no.tionnl C'OMINT orgp;nizo.tio:p.~ rmd to 

othor partici.pating nations, but to those nations only, th.e technicnl 

mc.:t·erial ahd trnf'fic prod.ue.cd. or rcc·eivcd by thems.elves.The m .tional 

COMINT organiz...'l.tions of' the p.:.'U'ti~ip..'1ting mtions' should 'in turn provid.e 

such techihic·nl su;ppert both to their own Y 1:lni ts D$1d thFough the SHAPE 

Y staff to the Y units 0f other ~'l.rticip..~t~g nutions ns they mny co~sider 

would boe nppropria.te and. of a.s.sistonce to thc Y effort und.er &"-'.CEUR. 

Such-material .shall he htl;ndled in a.ccoro..'\!lce with theregtila.tions in 

EXhibit 2 hereto. 

EXCHdNGE OF INTmNA..tLY mODUCED COMINT mID-PRODUCT BET.ilEEN' Sl£CEUR ""'--.-.~.~,-----.- "'" _. .. .. -. '". -'. -,' '. -' - -.. - . . . - - .. . . - .. 

19. Exchange wi·th other mo.jor Comm..".Jldors of NtlTO of intermJ.ly 

::wi"0duced COMJNT ena-product and appreciations should be o.s agreed 

,. 
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il.PPENDIX P 
i1NNEXlIRE P1 (c.on tinued) 

the Supreme .Hlllied Commanders concerned rutd should be c.o:nfined to 

the highest levels practicable. Stich exchange should ~f,~. ~lace in 

a. s'ecure oryptographic chanhel provided ex?-'~~sively for that .purpose. 

JiB a condit;iqn of su,ch exchange, the s~uri~y ,:l?r.~nc~pl~,s, ~et ,f~rth in 

TIxhibit 2 hereto ,sl?£'.ll be applied as 0. min~ ~or' ·th.e ho.na.:l:-i~, of the 

mo.terilll in the Co~ds c·cnce~ed. 

RELEAsE OFTBAFF'IC', JNTELLIGENCE' 'mODlJCED NY· U.S. :l.ND U.L On.~~l:f!k~IONS - ~. _. _. .. .-.. .- ..... - ... , .' - .. , .- -,.' .• . ., .... , .. , 

20. The release to Third Parties in tb,e SACE.UR,·q,ornmo.nd, ~t ,Traffic' 

Intelligenoe produced by U •. S. and U..i •• ,organi~D .. t;ions vr.i.ll, mLthin the 

limi to. tiori.S of' the need-to-know o.nd the provisions of ~bi ts 2 und 3 

hereto." be subj.ect to the follow.i.ng' cendi tiona: 

(a) First (releo.so.blo)' ep.tegory; 

Class I 

This c,onsi,~ts' 'of Y ID.."..te:r.ia,l, .both ~nd-produc·t and ,teehnical 

material, produced, by U"S. mld tr.K. Y'l;IDits" and mo.teriE.\.l, 

of the same kind and supplemen t~y to ,i t proauc·~ ~y U.,s. 

and U.K. COMINT orgnnizo.tions'., ~his class ir.i.ll normal;4;Y " 
- . _ ..... ,,- .... . .... -.~ ... 

be released o.utorrntico.lly in viD.rtir:le but th0 deci.sion to ,. 

cOlIll1lehce llutOIrk."I.tic release of this class vlill be subj'e.ct 

to Ii.utuo.l agreement benmen the cognizant U.S. t:lJ'ld. -q-.;K. 

: COMINT -autho;r-i ties. .' '.,(+~~ o~ c.~ port of, ,~~s ~"l. ter~~ 

will be withheld nt t:lJ'ly time by bot~ p(l.z.-ti,C:~, ~r. ,~~e~ 

party'declares th,E;l.t relea.se would .. be ha.~"I.rdous to :5,.ts 

patiOnal interests. 



8iI 

TO BE HANDLED IN ACCORDANCE WI I H IkSIG 

8 -

Class II 
- - . ... 

BIC53/l?/Final 
049 

1 9 M.£'.rch1953 

..ll'1JENDDC p 
A.NNEXUlRE Pf ( c'on tinucd) 

This consists of ' COliIINT tlb-teFio.l, both end-produc·t and. 

·tecbnicc.l rrnterial which, a.lthough, produced by 0. U.S. or 

U.K. COMDlT organization other thap. a Y unit, ymuld be 
. . . , 

co.pablC of production by.Y units" and which, if' passed 
',' . 

...... ·_·, ·,::,:'to '·a y ·Unlt,'~'Won1..& eIilible'::' that Ul!lit 'to aClueve 3,' ':"" .. . . 
.! .. • _ • . " 

sd,gnif'icG.Il tly higher 'degree of exploi to. tion of i.ts normal ' 

.. 'tasks; . Both U.S. ,QJ;J.d U.K. ha.tional cmlITNT authorities :mus't 

be ';in ngr,ce:ment hefore ooterial in thi~ -class may be relen.sed. 

Th~y will continuously revie;"7 the cla.s'sand TJl).intain ogre'cd 

lists of the lIk'\ terio.l included in it' • 

. 
. ' . "TlU.s Gons'ists of tho reca.ihder of ~raff-ic' In13ellig·enc·e not 

includQd aboVo. rt a'\y not' be released to Third ;JPIlrties 

" '. cxc:cpt o.s indicated in Exhibit 3 heretq·. 

." -

21'. Speeie..l Intelligence will only bcrelea.sed to Third. Pllxties in 

the SllCEUR COTJck:1J1d in accorinnce with the provisions of Exhibit 3 

hereto~ . 

11?:(NC Il'IlmS FOR DF.AJ:,J.;NG 'WITH COMINT ENIj;..mObtit}T I'NTRODUCTID INTO ALLIED _ ._ , _._ .• = J& .. io _ . .-......:. ______ ,..... _ .. ______ ~ . ~ _ - .. • ._.__________ .. - _ ..... n _ 

22. COMIHT end-product introduc,ed 'by Third Paxti'es into .tUlied. 

20 c.nd 21 of Ilxhibit 2 hereto. 
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f~IXP 
.ANl'EX1lRE P1 (0 GntinuIDd) 

C'O-O~ION IN PLtllmING OF rr .. 1RT Dllli y smUCTURE . . ." " - ...,.~ ---... ------ -.-I> •. -... ~'.-

23. It is D,g:t'eed tl1..'t t co-opGlro. tion with Third l1:l.rties in pla.:nning 

the wartime structure should begin in peacetimeancl as soon as possible, .. . .. 

and that there should he ·ste~by-step iLlplementa.tionot: the ~\cErlR Y 

progZ:~le in coz:sona.ncc with sb.tisfa.etory testing of' eachsucc·es·sive 

It is considered CIldvnntc.geous to establish relations with one 
·C. 

Third Party ;ru:l.t~on.at C1. tine until all those G.onsidered cligible(,,J;1e 

~ncl~ed •. Bef'orc.Ii1D.:king any. proposals to individual Tl?i:ro Pa,rty nAtions 
~ . 1". 

which,. r:;ID.y n~,?es'Sito.te the di·sclosure of information reg~d:ing U.~.! or U.K.. 

P~ for Y, &i.CDUR should. seek the (}()ncurrence of' the U.S .• or .U.lC. COlV[[NT 

authorities. 

24 •. '-... In .D.Ily approach to Third Parties within the ~ CiOL'lUlllnd vcith 

rego.rd -11'0 the ~lanning of a ,rertir,le Y :strucin.lre th~ followingprincip+e~ 

shou.ld apply: 

(a) There L'D.lSt be no disclosure to Third Parties of' aony 

u.s./u.IC. COMlNTcollaboration outside the SilCEUR 

CO:ErclO.nd,o.nd co-operation in pL.-mning should be 

conducted without revealing . present U.S. nn<il .. U.K. 

COMINT successes or the scale and no. ture of' their . . 
pre:;1ent nJl!i pJAnncd COlIDT effort. 

(b) ':~s 0. condition of co-opera. tion in p1a.nn.ing the 

SfI.CEUR Y Structure .Third Purty nations must accept and. adhere 

to ~ securi tyregulations governing the proo:u,otion . . 
and hp.ndling of Y m::I. terinJ... 

- 9 -
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ANNEXDlRE P1 ( c'on tinulPd) 

(c) Knowledg·e of the details of the planning of the SMEUR Y . 

struct'tlFe must he restricted to nationals of thos,e nations 

taking part in that planning. 
. -.. 

25. The plBioning and negotiations ih any approndi should be done by 

the SACEUR Y officer, ass~is·ted by such off'icers of the V.S .• ·and U.K. 

services conb,ernedas i tmay plr'ovenecess'DJ;'y to c.ppoiltt .• 

staff should establish, Wi thin the framework of the o.greed wn;rtime 

arrang;elIients, a skeleton ,organization und comrnuni6a tions' net:l!vorlt designed 

to ensure the 'orderly expansion tI:l1.d effective €>peration of the Y structure 

They should o.lso develop such corrnnon or similar 

procedures as "JfI2.y b'e desirable and prac·ticable. 

26. In ord"er to ,carry out hi,s pL'lJUling tas·k., and in order to advise 

Third Pa.rty nations, the SACEUR Y' offl.eer should b'e proVided ... 1:L th pertirwnt 

info:t'll1ation on tho s'Ubjocts lis-ted below. The nations c·oneern@d should 

each des'igna te the authori"by with whom he m...l.y c·orrnnunica. te on thos,e and 

other Y mD. tters. 

.. ~ ... 

......... 

Types of'y units 

NtUilbcr of units plc.'\Ilned 

Adrnipis tra. 'bion 

Bas:ic opcrntio1lD.l or,go.nizatiop. 

If.anpbw~r ·c·omplemen"bs (by function) 

Number of intercept positions 

(in broad cntcgories, e,.g 3 Hh 11oic'c, D/F) 

Frequency rang'es of' ir-lterccpt equipment 
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ANNEXUlRE Pi (c;ontinued) 

LmITS OF .~CETJME] CO"i"OPElrUi.TION BEYOND ID~JNG THE 11ARTIME, STRUOTmm - . . ---p . - ·"·_i"';· _~ ..... - - " .. "." ..... ·.- ___ .- _." 

27. As planning of the wartime structure proceeds" it me.y hec:ome 

necessery to und.eri;ake £!Jrther peacetime co--opera tion. with Third Porv 
. '\:: . 

nations contributi'ng fO!'C'es to SllDEUR in erder to ensure the grcb.tes·t 

28. The first ph.o.se of this further c.o-oper~tion "Will ,c-onsist of a 

limited ~~e with T:qird PaI:.ty nations of traffic and'tecm;;ical 

mD.terio.l.. The material provided by U •. S. and ~ritish C01UNT authorities 

mIl 'c'onsis1i oft se·lecbed. tr6.f'fic· c.nd t-echnical d:ntc. designed to aSS'ist 

Third :Po.rty no. tioRs -to ··-trD:in Y:, llnQ. InteJ.ligenc:e :re~sormel for eventual 

scrvice with fore'es UJider' SLl.CEUR. The c:qrnmelW'cmen t -of this p}w;s·e Will 

be subject to the o.greerlle:z').t· of the U.8-. 'Oimd U.K. CO~ au~horities 

and the provision of the BO.terial :may be progressiV'ely expanded., within 

the following limitations, as specifically agreed by U.S. arid U.K. COMINT 

Q.uthori ties in each case and in the follo\7ing order: 

(a) Raw trc.ffic selected in llCcord.ance with identi£ic'lltion 

cri teric. knoY'1Il to be rwailo.ble to the Third. Pl:'.rty. 

(b) Ra.w traff,ic selected in accordll.nce with identificlltion 

cn terie. not lmown to be nvaila~le to the Third Party" 

nn9- not involving revelo. tion of more -ehn.n low grc..de teclmicnl 

s1i~cess. 

(c) ResuJ. ts of 'traffic Olk'"l.lysis llnd phin text not invoJ;ving 

solution o~ complex clillsign or procedure systems. 

29. AS a second phase nnd depending upon developments in the inter-

national situ.a.tion" co-operotion Tf:lD.y later be extended by agreement of 

-the u.S. o.nd U.K. COMINT authorities TJithin the limits ngr@ed for 
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~lNNEXlJP.E PI (c'on tinued) 

co-opero.tion. , This second phase will be designed to covQr ac'tool 'needs 

which will by then n,..·we bceome ap~eilt. It will bccon~ti.oned by 

the grBater knowledge of Third Party activities and of the sccux:tty 

"~" ,risks involved which will have heen 8.oquired. dur.in,g" the 0..'1.rlior stages 

of' pcac,etime c'o-operation. 

30. COlm:P crissernino.tion to Third ,Parties in pooc.etil:J.e, beyond toot 

p!r'mridcd for ,above, will he governed by the prlxiciplcs and regula tiona' " 

conta.ined in Exhib:j. t 3 hei['eto" and ,,"till COmIlonce on D. do.t,e to be agreed 

by the D.S. ond U.,K. COMrnT Q.uthoritiosand Sil.CEUR .. 
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TO !i.E HANDLED IN ACCORDANCE WITH IRSIG 

e . 

3.· PlffiTIC:IP.ATJNG 
N/I.XION$: .~-... 

4. PR.OCESSING~ 
~ --. 

... ,"', ........... "/ 

OGA 
EO 1 A.(c) 
EO 1 A. (d) 

Bro/F/1 
+~IX. P 14th February 1 ~l52 

l1.IJIl exure Pi 

E10ilBtT 1 .. " .... ". 

Intelligence ini'ormo.tion ·nnn technioal I!~terial 
_. 

resulting from the interc'eption a.ncl study of-

telecor.:n::n.ihica.tions .. · . (cmrorr includes Y, q.v.) 

ac tiri ties.· 

Nations contributing·Y actiVi %ies to the SACEllR 

Y structure arid e'f'ltitled to rcc.eive the :~espJ.t;s 

of' the q01mrr arrangements· . f'or ·s.lCiEIDR in 

accordance with lI;greed condi ti'0n:~~ •. _.: .. __ .:. ___ : .-

The llC tiqn required to .. produc.e COMIN'T from 

tro.ffic • 

. -Traff'ic showing no evidl\}nce of' processing f'o1' 

·cmmrr purpOS,dS • . 

T:b..'\t COMINT · Which resUlts· frOlil: •• • .,;. : c:t ' 

. 
(0.) The· decryption of' texts in wholo· -or ·:Gi ·-~t 

except as -provided in po;regraph 11 (b) helow·; 

(c) The d.ecryption of' cn.llsigns or I!lessage 

4eo.c1ings encrY.l?t,ed in codes or ciphers of' 

high. security gradings as o..'\y be spccif'ied 

·by UOOIB· (:Ul.d. LSIS; or 

(d): The intcr6c:r;>tion of cert-~in types of 

.tro.nsmission as ri'£.y be specified by uscn 

a.nd LSIB~ , 

- 1 
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nro/F/1 (continued). 

( e) Ceri;,,'tin co. tegories of pla.in texts I 

. cn, tions procedures and. methods Qf tnrge.t countries 

",til mdividuals or outhori tics other. tn..~ those 

of the United Sta.tes; the British Enpire,and 

the Bri nsh Dominions. 

Interception teleo·Ol;mmiCC. tions no ti vi. ty 

10. TRAFFIC ..clliaLXSIS:O': Study of 'con:runications netm>rks, procedure __________ . III . 

11. TR..lFFIC; 
~a:GENOEi; 0': 

signa.ls, callsigns, .n/F benrings and : o,ther 

technic'oJ. aids to pr.oduce informc'1.tion by nl1 

means short of ootuo.l 'd@coding or decrypting of 

the text of .intercepted COI:l.TTII.lIl1.co.ti.ons. 

Thn. t aOMrN'l' ttmch · results frOLl! 

( a) The study 0f proc edure aignCJ.s, co.ll~ 

signs, message hending's, D/F bearing'S 

end other. externals of eomtrunico. tiona, 

except the dooryption of callsigns or 

message hea.dingscmcrypted in codes or 

ciphers of high security gra.ding ~s ~y 

he .specii'i'C'zd. by USC-IS &nd LSIB; 

(b) The deCryption of' the whole or parts of 

c.or.'ir.l'llnico.tions in codes or ciphers of 

.such 10\v security grading th~ t they 

are a'pecific'Colly cla.ssed CI..S Traffic 

Intelligence' by USCIB and 
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TO IE HANDLED IN ACCORDANcE WITH IlslG 

BB'1IF·/1 (continued) Q 

(d) Certain categories (i)f plain 1;,exts, Q.S agreed 

by USCIB Mel LSIB • 

1 2. WARTXMEl ..l. period. of D.ctuD,l hostilities involving SACElJRis 

y CmITNT' which mobile field units can derive from the .... 
tir.lely proe essing of traffic procured by then by 

listening to enemy con.nmiC'D.tions for the purpose of 

providing in telligeno'e f'or tl1e Gonr,'lDoric1ers of thc fo:x'es 

which they nre d.irectly s~pporting. 

1-1h Y UNITS Mobile militnry field units exc,lusivcly engaged in 

Y a.ctivity. 

~ Defini tio!i.s rJarked with an asterisk will require nodif'ica tion or oms'Sicn 

before being used by the Y Staff Officer in discussing cxro.ngelhCI').1;S with 

·non-U~S./U.K. parties. 

- 3 -
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PRWG~S ;EilOR $.~t±NG OF Y 

1 • . ' ',: These principles shall 'be the basis in ,peac eand wa:r of all 

s·ectlrity regulations 8nQ. policies g'overning the pro~tiction, handl:i,ng and 

dissemination of Y • 

2. ,y; 'is COlIIlI1Ulli.c'ation Intellig~I'ice which mot\>Ue fiel-€! unit!'! can , ,' 

, d.eri ve from the timely proc es'Sing of traffic procured by them by 

lia,~~ng to enemy communications for the purpos.e of providing mtelligenc;e 

for the' c'oIPJnand:ers ' of the forces which they are directly s'UPporting. 

and c$.ptured material used in i t 's prod.uct~Oh,. It also inclQ.des intel ... 

ligence reports, appreciations and summaries. l;>~sed o~ Y unless the 'infq~

tion is so generali'zed th.at it cannot be traOed back to a parti~u.lar" ite~ 

of Y or to Y in general. 

3. , Nations participating in the SACEUR Y effort must, as' 0. con~~~on 

of participation, agree to accept and adhere to thesereg:ulati0ns,. 

4. Each oountry participating in the SACEtlR Y effort will ciesi.~na te 

~ a national authority to .d:ea.l with IUl questions of Y seourityand enforce 
U 

5. , Each national author~ty " will designate a Y Security Officer ' '00 _, 

whom Y IDa terials and conmunica ~ions rela,ting thereto she.11 be addressed.,:, 

6. SACEUR will formulate and , supervise compliance with security 
• 

regulatioD$ and policies for Y within the &\OEUR command. 

SECREI 
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.: .. :': .-- ·····-··Exmbit 2 (continued) 

Before llil individual in any capacity has access to the knowledge 

or results of the SdCEUR Y ef'fort~ "be :muS t be soreened. and c leared.a.s heing 
. . . 

of 1IDquestioned lsinit;i by his"·il.:1.tioriD.l .O;(fthority. The scree~. mu.s,t be 
. . 

. ~S thorough ns possiqle and D. t l.ea.st ns thorougp us tll.:.".. t g.i VeIl ' to. ·.ind:.i.:vidUD.ls 

hAving 'O.C?cess to COSMIC informn.tion. In o.dd..i tion. to . suchdle~ce; :eiloh 

~ecieive Y either by Sd.CE([JR. or by the concerned. national allthori ty. .:In the 

r 

D 

e 
JA tter case the nom:i.ric. tion mus t be approved by SilCEUa. In ~eXDept:ional c.JXC'LUll-

- . 

stonces under opera.tional candi.tions the ubove requirements for screening, 

cloo;r.a.nc'e o.nd nomine.tionrnn.y be Waived. for th~~e' indiVid:UAls ll.ppoiil~ed. 
. ' ... . . . . 

to ce:r~ key ' posts , a. '1is't of' 'Which should 'b.e:':fu.awn up 'by SACU. ,Su.eh 
0". ,' ·-·· . 

. . 
persQ~el .J'!Jt).y he ,given .acc:ess to y upon the authori ~ of" the ap~oPriD.te 

c'OIl'lIiiD.nder • 

8,. Prior to heing given access to Y, each. individuAl w1.1f\b Y 

indoctrlE:a.t'ed. bY 'u speoiaJ. !:W.;rning on the sensi tiyity of ·1 s'O-urCies to 

compromise and be rcquir¢d to sign a doCument drawing attention' to his 

spooioJ.. responsibility for safe'gunrd.i.ng Y o.nd to' 'the 'conseqp.enc,es 

.. . wbic~ the l~w or adminis:.~c.tive "or ··exQoti'ti1/!c:!·'Ot'de:t;' of ·his·cOim~:t:·or' ord~ 
- .. 

of SACEUR, provides I i~ ei ther by intent OJ:' n@gligenc,e he 'allows Y to OOIlle 

to the no.tic·c of wo.utborized. persons. It must be str'es's ,ed' that ·there 

is np time ~t in. th..1:t the inf'ormnt:ton must be safeg~ed indefinitely. 

Distributi.on of' Ynnist b@ on the need-to-know principle, i.e. eo.ch. 

i t ,em of' Y shall be IIl£'.dc kno~ only to thos'e Y indoctrlnatea. individuals who 

r<9quire iti.n the perfonIk:."l.tlce of their duties. SllCEUR will m£'.in tnin 

c'ontrel lists of' indoo't;:r:tzw.ted Y recip:ients in fore'es under his c'omrnll.tld 

other tban thos'e engaged. l.n the production of' C,ommuilic-ation 'Intelligence. 

- 2' ... 
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He will ensure that the number is kept to the min.imuLl c,onsistent with 

ossentio.J. intelligcm.6.e and operatioIlL"..l needs. Na:tional D.l;lthorities will 

maintAin similar lis ts of' their own ne.. tionals and apply simil.t\r 

res trictiens. 

10.. Y indoctrinees mus.:\:; not· be· allowed. to run a gre.. .. ter riskof" _ . 

cOrpture . or interrogation: by ' enemi'es or p6tentio:l enemt.cl;1 than is Q;b:so'lutely 

necessll.!'y f'ot' the, efficient perfonm.nce of t.i.ar duties. This must also 

apply ,to Do pericxi" of siX months after tbey bn:ve ceased to receive Y :, 

me. terio.l ex.lJept' .during octi ve operations in :c~~s . 9f _ . .;4n~1.~: !J-'~, ~~$i.:ty:. 

11. The grootest care must, be tnken -not to-belll,,;.;y Y succ,oa,s, byn.ctions 

based on it. Efforts should he made,. if' at all possible,' "be devise suitablE;) 

c,over, . such D.S' reconnaissance,. The source should. ',on no account 'be, 

needlessly risked. 

12. SACEUR will deternine the level to which 'Y. 'Will be dis'senti.n:p.ted. 

Normally, in ground forces this Will not be below a O:orps.+ In 

e exceptiono.l instances, where it is essential, for iil1In:ediate ','oper.ationo.l ;puro-o 

poses, info!'1OO.tion based on Y may, o.s specif'ically authorized,by ay· 

indoctrinA ted cOr,lr.1ander, be dissem:inD. ted below the normal level to 

unindoc'tI"1.D.ated individua.1s provided the sourcG is not disc~os,ed. 

'possible, na.mes, tiJ:ho, 'positions and other · ~ta. identical with' that 'frota 

the origin.o.l text muSt be omitted, or, if the ' retention of' such aU' ·.item or 

i terns is essential, mUst be carof'ully paraphras,ed. Such inf'o~tion· 

+Note: Throughout ' this paper where leVel of c~ :is expro::lsoc,l' in :a.t"n\Y 

t~'J it shAll bo' ·Understood. to include -oODlI!lS.nds in other services with 

equi valen t requ:i.'rements. 

- 3 -
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Elchibi t 2 (can tinuoo) 

mus'i; 'be passed l:>Y a s,ec-ure d~spatch ,service, by ase~ure , line q!r' in a 

cipher sys'tem approved bySACEOR. It nust not be passed in clear 

by rndio ,( including raclho telephone). 

13. Knowledge of the, methods nnEl: sc'ope o£, and the teclmical nnterial , . , 
resul ting froB, the SACEUR Y ~ff.o!r't . will , be r~s tric~ed to th~ , no-tions 

. . - . 

of the no.tions 1'th;ich ~tieipate iI+. the SACEUR Y effort. ACe,ess to the 
.' . . . 

Yend-produet slwuld" as far as possible, be sin'liJ..arly res'tricted. 

('!ij .• \ ~S' "M:1,T" :, mr'o:1l.T .~ "''I'T'I nnl"l~"",S. t'p.Q .. : . ~-~~ '~'t .aa'U..J L'"~yv~~ • 
. " .- . 

,11,.. ' ~ Y reslllti,ng from theSACEUR Yef'fort 'Will be classified 

S~ and desigp.a ted by a c'od-eward . (except a.s provid~ in ~agraph 19 

beJ..ow) • The 9.1as'S~ficm. tion nnd the codewo~ sha~ appec..r art (Nery .' sheet 

of paper which coni!ains or diseloses the eJltistencc of Y, exe'ept that, at . ' 

. ,the d'is'dl'etion <?!f , :.1~he unit c'omr~der, tbis provis'ion need n,ot 'fuco.pplied: 
. : : 

to purely worki;ng dOC'l:lDents ttithin n. Y ,unit. The codeword indicates 

'" that the material must be handled in Oiccord.."lllc-e ~th 

these principles, anc":: used in its :~1~g, the COO6WOrO. for Y 

Hill aU:;,O bear the c,1a:::r.ification ~. The codeword, and 

its impUca t;ion, shaU I'l?t b~ pade kn01l'J.'l UJ persons not iildoo~ t 'ed. 

in Y n~ Shall it ~e: ~~ , ~, ' its codewaro aens'e in the preserlDe 

of suoh pe:t"sons. 

15. " , ;tn. ,;peacetime, if Y ,dpC'LUllpnts are. to he traJ:l:Sm.i tt.ed by bag 
-, 

within SilCEdR's Comrntmu, the route and procedure r!lUSt besflooit:l.Uy 

, au:th0~i,zed b~" SkCEUR , l¥~vi~g :rega;rd to the ~eClW\Cy',of the secur;i..ty 
. .~ • . " I • 

of ''\inc route, ond proced~~. " pocuroonts should be double-'Y7I'apped and 
. . . -.~' . -' . . . ..' . . ~ 

t'.:ddress:od to E'. Y indoctrin~ted officer (by Th'\TilEl, n~t function)~, the 

.. 
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inner et'lV~ope $hou,ld oem:- the a]l;pr<>priate s'ec1:iirit:y classificat:Lon but 

not the codeworo.. In wartime t dis'oretion will be, left to the looal. 

coJTljI'lDJl(}er ·to mak;e: the lll'?,st secure ~ement~ possJ.:ble. As e m:in~, 

.docmacnts l:D:lSt be :;I'ant by . han,d of officer or by a secure despe. tc.h s,ervice. 

-. ' 

~ 'or pY. any physical means not comp1etelys·ecure, a s:OOllre crypto-
. . . ' 

y-aph;i;c c'ha,nnel l;!eserved ~ol~ive~ ,.for tb?-s requirement .r.IUStbe .us,ed. 

l?articiPlting nAtions .lf1USt aQ;di tionally ensure that when Y issiLlil.clrJ,y 

tr.o.nsmi.:tted into~. 'out of, or externally to ~he SACEUR ,cOIimlnd the 

c:t"y])"tegrophic system or ,.~ysteII!S specially Prov:tded. are .'USed excl~ively. 
.. . 

17·~. The highes·t s tondard of ])hysicaJ. security. IIl'USt be ~pplied to the 
~ -

custoo,y.of Y by ~tiona.l authori~ies and within SACEIlRts connnand. NO~, 

except ,when ill: ~si t. under co~di tiQ~1;1 'preScri~d. herein, Y roo. terials o.nd 
. '_~'. h. • • .. 

cOIllilllmi.cntions relAting thereto ~t ut all times be: 

(0.). under the direct surveillanc,e of Do Y indoctrinated person 
. . . : .':.:~':. '" '... . . . .. : ... . .. ' . 

.. ' .. respo~ibJ.e for their safe-keeping, or 

l~ked in a tbre&-combination safe accessible only to 

Y. ~doo:t!:'~ t~ pe~onne.l, or 

stored in.o. locked co~po;rtme..."'1t whi.ch is under cons.-tant 

surveil1nnoe b,y an. o.r,med. sentry ~ which is acc'essible 

only to Y ind.oc~ted per~onne1. 

118. Y documents IilIlSt, be destroyed.as soon as .. they have .~eased to b.e of" 

use. This is. par:t;icu:tarly j.mportant in field conditions where . ' .. . 

destruction must be by fire. 

... S-" 

S~ECRET 

'. 
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..i:oFPIlNDIX F 
rnncXUre PI 
~1;ibit 2. (cDntihued) 

1 9. In ord~ th.'\ t nCC!0·SSe.ry opera. ili ono. 1 us e c'an be Lmde of' certain 

typcsof low-leVel tnctical Y (such DoS D/F benrirtga nn.d plnin te:xt . 

nessages) on which. ir.irnedio. te n.ctiom mus t obviously be to.ken in combo..t 

operations, SACEUR ray pr:esc.ribe less stringent security reguktion~ 

which will permit the dis,se:oino.tion of such Y, 1'(.Lthouta c,od~ and 

at a clo.ssif"ica.tion not belm. Conficlenti:J.l" to unindoctrino.tecL 

recipients wl?:o need to mO"7. '. 

20. eO:MIN'r' end";'produc't or intelligc:aco po..sed on COMINT' introduced 

into ..lllied intelliience channels by Third Purtics- pc.rticipating in 

the Y-structure .of the c'or.:JtrJ.D.n;Q; should bc handlc~ in. Y-ch~e,ls ... 9-;nd 

subjected to the security mea.surcs prescribed for h.,.'"mdfing Y. Where 

such Third Party COMINT is furnished by Do po..rticipu ting National C.o:MINT 

autl;tori ty or organiz:o.tion and is "of' a higher gra.de tll.b;n Y r:)a;.terinl p;r-edoo'ed 

wi thin the !-struc·ture or thrm the GOMINT supplied to the Y-orgtmization 

by U.S./U.K. 'COlVIlNT nuthbtt'itic's', it will be :@Dos·sea: th.:r::9"ugh Y-channels 

and i ts distribution wili be kept to 0. r.rl.nhtun • 
. ' 

21. COMINT end-product or intellig·eneebbos.ed on C'm~NT inWoduc·ed 

into Allied int.elligenee:· ch.'\Ilnc:ts by Third. Po.rties ·:q:04; particiFE'.ting in 

the Y-'StruetiJ.+e bf'the eomr,il;md should, ooenever. possibl~,. be transferred 

to Y-charmels at th.e first point, ~t "meb. such end-product or intelligenc,e 

r 

D 

COEle to the attention of Y pers'onnel" and frOD tha.t point trD.nsr.atteCl. directly'O --.,..l 

to the Supreme .a.:Llied c,or:lI:nnder r s Y Offic.~. Cure sh0uld'be taken not 

to comprorp:i;.se. theex.istence of Y-chrull'l.els o.s such .. The Supreme ~Ulied 
' .. 

CbI!lEJander t s Y Offie er should bring nny such m tcriC:l to the ~tt:en tion . '. . 
'of the .Ad of S (X) for decision as to further a.etion or disseL1i.n[\.~iQn. 

- 6 ... 

S·.ECRET 
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.~lX. P 

lum:~~e P1 
""-..:J...':;""'t ,., ( ·t' '_..:1). :lli~~'\:1~ ' 4. . c·on; · l.D;U\::U .. 

III deoliding OR suoh. furthero.c,tion ordiss:eminn.tion the ,J.'JJ of S (I) 

w:i.ll give fulloonsideration to th,e neeQ: to J7Fot;ect CO~. 

22. Natif)na.l authorit.ie·s and st.:c~ . must. ~pml.d. iihese principles 

'nto . a s'et of .. r~ tiol'ls adapted t ro ioca.l o:or.rdl. tions.. Copies 0f the 

Y security regulations of' eo.oh natiom:Q o.utbority will be forwarded. 

to SACEtlR through Y cho.nnels. 

SECREt. 
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B'BJ/F/1 
APPENDIX p. 14th Februar-;r, 1952,. 

Annexure ';?1 

EXHJBIT 3 

R;ELEllSE OF U.S • .iUID .U.K. C:C¥[NT ll'ID-fflQDUCT ~O T!JJlW, 

_PJ._"~_~_Y_ .. N.:_, ~'r;r:O~S llf SAO,,"~,.9;;..;(]~,~~;;:;;-;;;;'\ .;;;;;; .. ·.' ... .,;;;8....,;;;;;;;IN;..." ..;;;.m~(_lC __ E 

I. ~ 

(a) Tro£fic Intelligenee: {al? currently defined by uoom 
0: ". 

and LSIB) nay be pas'sed in p~etime to ,Third Party 

nntiono.ls in SHll.P.m on aneed-to-,;know bas'is for 

~ purposes under the conditi:ons set forth 

bel,ow. 

(b) When pas,sed to Third. Party natior.als, Traffic 

Intelligence :Qust be disguised effectively, msuch 

D. way as not to be a~tributable in whole or in :part 

to COM]}lT, and :must be ascribed in precise D.:p:d 

posi tive terr,1S to another sourCe chos,en, for it$ 

plausibili ty. The di,~guis'e rill incl. ude as a 

Dini.11lUm ! 

(i) re.moving inessent1D.lsj 

(1i) . ~Q;phra.sing any remo.ining text, llt1L1bers and 

times bcing rounded off n..nd .. whenever possible, 

o.pprox:i.oations being substituted for precise 

statements. 

(c) Indoctrin.."1.ted U.S. or British :;,:'eoipients or undisguised: 

Traf'fic Intelligence in 60011 Staff Division in SHli.PE 
. . . . . 

Intelligence should. be ~ss&!ina ted for plan..-riIlg 
, . 



(d} 

'Fe BE IIAHDt!DIN ACCORDANCE WITH IkSlG 

-2- Bro/F/1(continued). 

will refer each co.se to the cognizant U.S. Oll:' U.K. Il:o.tionnl 

authori ty trPich origin:;l;ted tP'<;l Tro.ffic Intclligenc.e (oJ:' 

who~,e COMINT units did so) ,asking for cleClXance to po.ss 

tllis' particular Troi'fic Intolligonce to Third Pal"'ty 

nationals and forward:ing a copy of the disguis,ea. fom in 
., .. . 

which it is proposed to disseminate the: ini'oI"Ilntion together 

with tho J?ropos'~d., dis·tribution, €)r requesting thilt''' Ji.·f:;' b 'e 

:f'urnisbed ,to bin .in disguised form., 

Disguised T~fie Intelligcneoe ~:ll :not carry the Tro.f'f'iGl 

Intelligence codeword. When it :QD.s heen disguised" and 

when the ' sourc'e to ,mien it is to be attributed hD.s been 

'Glhosen, it will Carr'.f the , security grading cpproprin.te to 

that g,ouree and will noI"iX\.lJ.y be dis-ser;ti.n.."l.tcd. uno. hroldled 

in the IIltlIlner custOI"D.DXY for tl¥'A: s :ource. Where it is 

co~idered thc~t disguise I ..... "l.y not be fully effective n:nd 

tl)..'\t the intellige~ceshould not O€ mthh€lil,i t shall 

he given special han~ing through S.S. O./G.C',. tr.ehunnels 

in ooc:ordonce with the following pro~sions:-

the disguised: 'l7;nf'f'ic Intelll,gcnpe I:lUSt be snown to 

designa ted 'Third Pm:'ty Xlc."\ tionals by the G2 or Chief' 

Intelligence Officer or by DJ:l indoctrinat,ed U.S. or 

Bpi tish offic,cr on the S~f', in orier not to draw 

attention to the function ot' the S.,S.O./G.C.U. j 

c'opies should not be pessed., t ,o Third PaJ;-ty nationals 

2., Specia.l Intelligenc'e items as such will not he diss~cted ·to 

Tlti-rd .]?arty natiOnAls in peac,etme in tmy f ,orT.1j however infolr'IJIltion 

,ae,r;i.ved from such Inte1:ligence r$y l"e diSS'CfJinated to Third Parties 

r 

o 

'e I 



TO BE HANDLED IN ACCORDANCE WITH IRSIG 

'1,=, •• 

SHAPE if 'it cali: be eiriboaied>m~eneral intell:i:g,eno~ s~es ~',such 

a manner as'to- ensure the. t the \inf' OI'l!Illtion,_.6~9t 'b_~' .. ,~~ back to 

o CO'.fCIlf,T' 'in' general or any, speoific item of ,:COMINT.,', A"q. of S. (I) .should 

in£o~ the eog:aiza.nt U~,S., o.nd U.K. national au~h9ti,..ties,"of' nny Spec:ial 

IntelliLg;ence he cOll!s'iders 'should.', be nia:dEf ,amJA'bl~~, 'and they will make 

every effort to make it nvailable in tbil3 .fom.:',' 

3. The u •. s~ and U.K.:"nationo.l. D.'l1thor.ities will ¢.ns1:ire that eo:ch is 

informed.. 'of~ o:tJ.y notion taken 'b'~-the o.ther··under:.:.:tne, a,ba'Ve provisions, 

OOldmnteria.J. TInY be exc'luded. :from· these ;arrongements at _~herequest of' 

oi ther authority. . 'T!te tr .08. and· U .K~ .. -no.t:i,:ono.l authOl:'i ties will keep 

'these arrang·em.ents unaer review • 

. ,:"; .. 

II. WARTmE .... . .~ _ .... " . 

TPI..:lFFIC ~:r;Gmp;m 

4. (a) 

(b) 

~~fic' ~telli~enc~~; -'~~;;s\lcK~ \Jieffi~';:-P£;~ticiif-,;d-GMr.c'-~-'~·· 
SiiCEtJR fS Command or received. -from u.s,~· or U.K. national ", 

authorities, w.i..ll only be dissominated' to Third Parties 

if' it falls into the first (releasable) o~tegory as 

defined. in poragraph 20 of "CQMINT APB11NGEMlmTS FOR, SACEUR" • 
. 

Diss~o.tion of such Traffic Intelligence to Third Farties 
. , 

shall be by whichever of the follow:i..ng chrume1sis 
--: . 

a.ppropriate: 

(i) ria S.S.O./G.C'.U. ohannels; 
,'''' -

(ii) in the case of' co~ds which c~tain no integrated. 

U.S./Bri t:i,sh pers~nnel,' f;o~ the" ~p~pria te 

inter-oJ..lied SACEtIR oom.ua.na.; 

(iii)froin 6,-U.S. or'- u.:i· y uriit or' CoM:rnT ~t- direCt to 

" the--int~fat~'i-SA~ c~~d o~ 'fo~tion ~ch 
...... "'" 

supports. 
_, .,. ,.I' ,.: 

. . ~.. .; .. ~ 

- :3 .-
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mu/F/1 (continued.). 

(c) ··Second. category Traff.ic Intelligeno:e (see pa.mgraph .20 

. (a) 

of GOMINT ARRANGEMENT'S. FOR. SACmm) shall not be dissam.i.Dated. 

as··Traffi.t!J .. ··atelligc:mce to Th1x'd Party natioBals in intar- n 
'-J' 

allied ·SAOEUR oOIDIDands 'BV-:t. may be c¥-ssOOlinated., -.en 
~oo.es'$a..ry ,in a.oco~e 'with :ebe regula. tians set forth .. , . '.' . . 

below for the dissemination of special Intell.i.genc,eo 

Fbr~ses of wartinie q.iss~t:i:oJil to ~ Party 
• .... "1-

t·" -~"I ,., .• t -"l"I.ted OA"EUR ~~_;J_ S .. ~"I .... t lli" "'''''''''e na:z.o.1:=..L.S ,Ul J.llezo..o~ .. ' oa.v. ., .. VAJJIJUII:I;UUO , . peol.~ .!il'1: e·. .g...,......,' e 
will be divided, into two, oateg~ie.s: . 

(j..) conditiOM.Uy r~ea.seabl~ (disgtdsec!:l, '. 

(ii) unrel.easable.· 

(e) The U.S. ~ U.K~ C'Q:MIN'£ authorities will CUITe!l;tly 

maintain'an a,greed 'lis,t of the material in both categories. 

CONiDIT,IQNA.LLY. FE!'F~m (PlOO:UISED )Sl?l!PWi nrr:Jm:.LIG:mNOE ...... :..... . ... :' - : . 

(a) Disguised Specia.l Intelligem:e will be :pas'sed. i1rl.tially" 

only to c?mma.nds w:hich c'ontain an integrated U.S. or 

British element I but the U. S. 'and U .Ko na tioRal COMlNT 

o.uthon ties will review the 81 twltion in the light of 

later oircumsto.n.c'es. Under ·tp.c oonditionsi set forth. 

helow ~.sguised Special Intelligence will be Plssed in 

~time ·iB inter-allied. SACEtlR C~ which incl:ude 

u.s. and British elements, down. to Arll:w level for ground 
,- . . 

forcea+ on a s'tr:i.et ~e~to'-~~ basis through the 

S.,S,.O./G .• c.n., system. 

. ..... ~ 

~ote: Throughou1:; :t~s ~per :where level ot: o~ :Ls. eEpressed in 
. . ... 

army terms. it shall be u:rrderstood to irtolude OOIIma'llds in other 
• • .0" "- •• ' •• ' 

servio,es with eq'!1iV'aleat requ.irement~ .• .. 
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(b) Emept as: protrioaed for in pt."U'agruph 8(0.) below" disguised 

Spe6ial +ntelligence ~y" .onlY be dis·s~ted. to Third 

~ty IlL'\tionals in 131;lch :;\.. way ns not 'bq qe attributable 

in whole or in po.rt to COMINT. bisg¢.s'ing shall inclUde 

as a minjl'D'lllll: 

(i). r~ ine~sent:i.als; 

(ii) paraphrasing th.e remtl~ text, n1,lllibers ond times 

beiIlg rotm~ off and" Whenever possib+e, appro~!'"' 

tiona b,~'i.n~st::botituted for precis,e s·~tements; 

(iii) . ascribing the item in precise·,,:a.'ld positive terms to 

another source which is c~o$~n fca:- its plausibility 

and which, by the .special security h'lnc1ling arrrmge--

... -.': . men,ts nornn:t;L;y: prescribed for it, .will parmi t retention 

. oI?ly. by U.S • . or British natiC'~o.J;.so 

(c) 

.. 
(d) 

Disguising of conditionally releag.:\bl~ Special Intelligenc·e 
. ... . . . . .' 

will be the. responsibility of the ~ogniza.nt U.S. and U.K~ 

no.tiona.lauthot':i- ties who ¢'ll make sui.ta~le atTangeme:n:ts 

to pr.event the c:ircula titn:J, of; more than J?ne . a:i.sguis·ed 

version of the same item • 

. :p~sguised Special Ihtelligcmce .al: be diss.erninated with 

Q. secuT.i..ty grading appropriate to its ascribed source and 

handled in n manner cons:i~t.ent wi.th :~p:at sourc.e e Cop:i.es 

of. disgui~ed .. Special Intelligen~e ,vill not be passed 'to· 
o • • ". • • 

Third Parties for their retention" 

(e4 . :Di~gu;i.s~ ~pecial ~telligence will not ;90X'!-'y the Special 

~t~lligence . codeword and win be th~ only versiorl: used .. . . ' " .. . ., ...... . 

fo.r ~-:t.er.-allied pqrposes in all in:t~~llied s:lCElrR 

commands. The disguised version Will also he made 

available to U .8. and U.K. na tioniU Intelligcm,ce llgent:::i€ 

.. ·5 .... 
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. . 
(f) The und.i.sguis'ed ·versions of these i terns will also be 

(g) 

, pns'sed to· the s.s~O!l/G.c.u •. They iNill"carry the Special 

Intellig,enee ·codsworcil..1 

'Il!e,ed-to-mow baS:is to: 

fi.}offl.c~s ot'TMrd :J?arties h0l~g the po~ts of 

Commander, D~PUty Coinzrander, Chief' of Staff', G2., 

l' 

EO 1.4.(c) G3 ~ G6 ana: Si.gnc.ls Officer· (or thar equivalents); 
EO 1.4.(d) 

. (ii) addi tioMl Third Party offioers" nom:i..no.tecibJ 

JACEUR on the recommendation of an ,approprie.te bigh-

~king British or U~S~ Officer. Such Third Party 

officers must be approved by mune 1>Y HSJIBand 

LSIB, 0[' in exceptional o:Lrcumstanc'es by one of these 

'only. 

(h) .Alist of Third Party offie'ers entitled to see disguis,ed 

Special ;[ntelligene:e 'Wiil be maintained. by the s.-s.G.I.Go.c.l1. e' 
and reported back periodically to TISOn and LSIB. 

(i) Exo:ept o.s provided for in the above paragrcl.l;hs 
. . 

releve..nt to Third Party nationals, di-sguis,ed;, 

8:@ecial intellig~e n:ruat be given the s'arne treat

ment as any other form. of Special Intelligenoe. 

7-. In e;m'eptional lnsto.n.c'es :l.nOOotrinated U.,S. or Eri tish .0000000000ers 

at the level of.l1:rrrty or higher+" 1IJI).ypass releasable Speeial Int'eJ.J..J.gence 

in operati.onoJ. Ori.ers or· other communications to ··Third Pnrty nationals 

4. 
B:e,e' not.e on }nge 4. 

Q 
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wP-o urg'e~tly requ:i:-re it. for purposes of 1;-i to.,l opore.. tio&'\l importnnce. 

Suchoraers 'or comnrunic.:ttions :vvill he so worded that if they he 

captured the. !,>'ource c'ould not b~e identified us Special Intelligenc,e. 
. . . .' .-, . - .' "",".-.::' . 

Only e~'sential, $'pe.c~fic items y¢..J.l be trc.nsmi tted ana.. nrunes times 
. ..: , • f .• >~:. "·f - .' .. •. i!. " , .': T .~ ...... ,.!;:: .. c.: .. ' .. . 

posi"tions und other duta fro:(":l "the ori,~ihD.l t~ts will be ,~aphraseq. .. . :-;. " . 

as far oo'S possihle. 
. . . .~. . ." 

~. 1 

8. InfOlrnlC.tiOil from S;mecio..l Intellip"e:mcc essential to the $t:.CE'UR 
• • dO •• '.' ," _;_ 

Y effort TIJD,y be diss,eminO-ted by U, ~.~0P .. ;K. n.~.t~~~'\l [l.uthor~.~.ies in oi t~~~. 

of two wa~: . . .. :--:,':- . . . '.~: 

(a) if it CD.n p~'USibly OC rcpresQnt,ed ~n t~e result o.f furt~er 
. "'-,,: 

processin,o; of Y t:1':l. terilll D. tn.:1-tion['..l centres, or if it 

can be repres,€nted a.s ~ising from captwed dooblEcnts, 

and. if there 'is 'no Feo.son why it should not cone to the 

lmowledge of 'Tttird R'.rtics, it v,rill DC Dade avo.iL.:.:blo, 

on 0. ne,od-to-knmi" b0.sis, to Third Party us well [l.S U.S. 

[l.nd British po.rtic,ipo.nts in th.o Si"lC::mIR Y eff.ort,. 

if the c..D01ie is not c.pplicnble, it will he pussed by 

TOP s:ooRET COMINT ch..'1.tlnels 1:;00 an authorized Special 

Intelligence Recipient Ilddres,sed by nane [l.t U.S. and 

British Y units with 0. need to know; the ·recipi,en.t will 

exercise the utmos't discretion when applying -, if he 

considersi t necess~ to r~pply - the Special Inte11ig,ene'e 

inform •. ,\tion to the Y effort of his unit. Under no 

circumsto.nces will fiID.terial in this second c'O;tegory 

be n1D.Cle avail.o.ble to Third Party na tionc..ls. 
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REVISION·.·· -----------. 
10. It is ra,\lized. the. t the[1;rrMg0n0nt~ for the TlOXtU:10 diss'emino.-

tion of Special ~i;.~.~~~??~~.~.:-!?~ d0fi.ne4· .. a.~OV0 ... ~y neeo: revis'io~. in ~h0 -' _.... . .. . . . .- ~ -.. .... . . -. ~~ - . . 

.' J.ight of' exper.ieno;e o.nd f'uturq ,condi t}~ ... 9:~S, even to the .:e~tent of 

indocttinatipg fully c.··limi:te4 nyniq·cr of specified.foreign n.o.tioMls 

in highl.y responsible positions ,,7i, thin th.e SACJEOR e'orJr .. 1D.n~ •. : 

'0 " 
': 

. ':' ~'" 

OGA' 
EO 1.4.(c) 
EO 1.4.(d) 

.;.- . 

',' " 

.......... .. ,' ,. _ .... --

{ 

0-· 
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CO:tdlNT ARRANGEMENTS' FOR SA.CIANT .....-..-,.. .. ". .. - ,-"-', -" .' - . '.- .. 

.......... ::~~: 

1. The following princ'iples a£foo,tiDg the cmd:NT arrangements 

for ·SACIANT apply to p~ for warta.me· e~~p1(ins.~far as' provision 

is made. ~ paragraphs 26 -28 below for additional pooc.etune cooperation. 

They will b·e the basis ~n r'/hic}a Chn:a.di.a.n/U.K./U.S. COMINT authorities 

wil~ negotiate with ,SAOUm' and on which subsequent neg.otiations with 

Third )?arty nat~onsshould be conductea-;- _ ... ·-mty-;l.-t~ti::¢fus in. p~q:i:pl~:" . 
... " 

which may 1;>ec~me l<leces'saryns the resU:lt -of' these negotiations' will· ~". 

be !l.gre~ ~ong c~u •. ~.S. COMINT'o.utholidties and apprro]>tiate . 
. . 

amendment'~e herein. 

~ .• -""" Tn ord.er that the nrrangeEJ.ents contained herein rna.y b,o effective 

on ~l:l:~ ... outbreak of war, it will. be neo,esse..ry· to initiate planning in 

peacetime with tho Third. Po.rty :no.tions coneernGld. This pla.nn:ing o.btiVity 
',' " 

~h~d ,begin a~ soon as possible. ,'.!" 

3. In ord~ to promote the grcatGlst possible rci,""dines's fp:: .. ~.rj" it 

may be n~essary to extend this peD.cetimc"6~6pGrotion'beyoii.a."·the s·ta.g:e 

of pla.nning. The doo'ision when to enter upOn this sOcond stng~ 

will be taken by c~~a.n/u.K./U.S. C9:Ml:NT' authoritie~ at 's'omc "later 
.. 

date in the light of the the~ preva.iling'-:tritem...i.tiono.l situation and, 

of the experience gained in the' course of cooperation with Third ~ty 

nations. on C~~ planning. 

NOTE: Pertinent definitions for the purpose of this' pilpor aJ?e 

given in Exhibit 1 hereto .. 
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. . 
. . .... 

SACIANT Y .8mroTURE . - ' ..... - .' -- ---.. 

The SilOIANT Y Struo.ture should. hAve the following elements: 

a. A senior Y offJ,.cer a.t MOIANT Hoo.:dquori3ers (SACLtOO Y 

b. 
" .. . ' 

c. Nat:i,.onal Y units previded for support of' SACIANT forces. 
.,. : .. . :~"'~.: .. 

!tis recommendedthD.t the rosponsi.bility for fo:rmulAting anc1 
"' .. . . .. . .... '" , .~. " ~ 

impleI]lenting SlWIANT Y poUQy lie ,;1ith .11.,_ C. of S. (I), SACLANT. 
. ,~.~ •... 

. .. .:. '~':. ~ 
;j?.ARTICIP1~IO~ ;m ~~ X STRUC'f!JRE 
-.-...,..- . . . .;.... ' . 

6. Participo:\:ii.on .in theSACLiUfr Y Stru.c ture, including Y s·to.ffs 1 

shoul.d be open to all r.l'D. tions c:ontributing c·ombCl. t f'Oii:'c·es to SA.c:uOO 
., 

c,ommand, together with Y -units adequate for their direct support, o~ 

c 'ontributing Y uni t ·s for general sup:po~t of the SACLflNT corilr"~,'"U'ld. It 

shall. be D. c·ontition of p.'lrticipo;t:i.on that thcs,e nC'.tions undertake to 

enforce appropr:i.1l'.te s.ecurity m.eb.s'Urcs o.s Slot forth iE. Exhibit 2 hereto, 
... , . 

. .. ~ .. 

o.nd o.lso undiertb.ke 'to npply th0 princ:iples' s'ot forth therein, as 0. 

: '~ti~~~ tion e , .... 
m:1.nimUm, to all other COMINT ootivitie.s under their c·ontrol. 

. . . . .::. .. - .: .... ~.. ~ 

in 'the activities of the s:.cLl:m y Structure should he lilluted to those 
'. . 

na ti ons' Ros-e g'eog;L"'a.phical loco. ilion n.na. Y wi 1;S c'o;n" in StiCIkNT f s 

opinion, contribute to the ovcralJ. eff'ccilivenes$ of the s·tructure. 

Participation only in the shore~basoo. direction finder operations wi;Ll 

not noo'esS'llrily entitle 0. no.tion or its no.tionnls to receive other 

~." .... :. 

7. Each participat~ no. tion should provide arid r:nintain its own 
~. 

Y units c0:p.trlbut@d for the support ot Sli.GUOO, or of f'orcea under his 

'. o omnand , and should enst:J.J;.@, their opero.tionalef'f'ic:iencYe 

~ 
SECRET EIDER 
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'CIT~"CT'I··O''''''"S o:rn T~ .C1!,\":r-A~_.'T";t;"~T\QTir·""'TT.1B·S Y ST1I = ~~u.~ ~. , ... ~ ;~~~~ ~~ .~.'. " , '~ " . "'f~' 

H. , Within the limits of I"UI"1r.,eed coopcraticm the functions of' the 
" . . -- . , 

: • . ' •... ' " ': .::.'.! ',;,,' 

SAcIANT' H~qunrters ~ Of'f'ic·era.n~ '~t~f',t:, :,,~ho~d inciud~: 
. . :::. : '-'.:. .:.':.. r~~: .. ,~" .. : . ~~ ':'; ":,!' '; . 

ll. Eff'ecting tiny neee.as~y general co.o;rd:in.."l.ti'on of the 

SAC~ Y ,effort; 
. ... ... 

b • EstD..b~shing o.s fnr ns no.tional differences pernti. t . ,', " .. . ' 

:unif'(i)~ 0p>erat;ional prooeW,lres. :t>e:t:\7een X units of' d.i!ferent nati0IlSj 

c·. Giving technic't-:l 'carice' o.s re~~ed to the SiWL.l.NT -
: ... :.-.. - .... 

:Headq't.1.8rters Int~JJ,ig'ence St...'lf'f' on the interpretation of Y inforoation 
, , 

rec'eivecl by SddIi~ Head.Qlk1.rterS, and n.rrD,pging for the SilCLr.lNT 

,E;~a.dqu~ters Intel~igence Staff to receive all the Y infol'!l1<.1.t:lcin: 'ri:Vrii1:6.ble .in 

the SACLiOO COiilm!lIld which m.'\y be of va.lue to it; 

d. Forrau.1.ating o.nd supcrvisiI'lg compliQJlce with security 

regulations o.nd policies governing the production, hAndling, and disseJllina~ 

tion of Yrnateria.l within the ~ CO~'\nd in nccordnnce with the agreed 

.securi ty principles in Exhibit 2 hereto • 

e. .tll"rD.nging for Y units to receive such technieal 

mD. terial and end""produc ts, whether produc ed in the &UJL.:lliT COI:L1<."'.nd or 
~. . . ... 

received from Ik'\tioIk".l sources,ns my be neecs'sery for ef'ficil;lnt conduct 

of their operations. 

f., Establishing nnd stn ting to the ~ppropriate authorities 

requi..rements for specio.l communications o.nd crYJ?to;,-chmmels 'o..s necessary 

to me.et opera tiono.l and security requirements of the Y effort W:i,. thin 

g. Subject to security regula.tio~, n...1.intaining eff'ective 

liaison with other o.ctivi ties, such as radio 'rnlrfm-e, which tJr'~y relate to 
. ..~., 

or of'fect the disch'U'ge of his COMINT responsibilities. 
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h. Arrl.'..ngi!l1g, wi thin the proc·eclures' s"Hpulo. ted by N...tTO 1 

foll' material of toohnic.o.l COMINT 'interest, including prisoner gf .mr 
interrogations, Pr'isoner of war reports, Md Go.Ptured docuraents :md eq:uip

ment to be m.a:de iinmedia:tely o,va.ilnble, a.s o.pproprin.te to the elements of 

the SACLANT Y strw::ture. and to Ilc.'1.tiona.J. coM:i:NT o.uthoritie·s. 

FUNCTIONS OF Y STAFFS .. ~ SUBoru>m:.~TTIl COMMANDS 
!" - . -. . _. , ..... _._-'_ • • - • • ----- ..... - ........ --... ~~.- . ... . ' 

9. Y Officers and Y Stnffs n.t subor@l.in.."..t.e coar.:'k.'\nds should perlom 

ftm(ytions c.orrespondi~ to thos.e of the Y sta.ff' ?:. t SACL:OO Heo.dq'Unrter·s·. 

FUNCTIONS OF Y UNITS _. - ...... _ -

10. Y units .shouldintero,ept M.d proc'es~s Il1D.terio.l und provide D/F 

.info:r:"m;'1tion to meet the requwer.J.ents prescribed by Sll.CLANT. Any conib.ination 

of Y units of one no.ti.onali ty with those of Mother 1;dll be s:o,bj-ect 

to agreement of cogni~antn[\tiono.l COUINT n.uthori tics if'req;uired. 

:CONCEPI' OF OP.f!!Ri.i,TIONS .. ...-...-.... ---.- ..... ..;" .~~-~ 

11. Intcrn..'ltion.D.l coopern.tion in Y ,dthin &iCLANT's Cor.:'JI',ma is· 

expected to cons'ist of: 

0.. CbOrdina.ted shore-oe;sed direction f'indror operations 'by 

among the pa.rtic:i;,pa.ting nations. 

b. Direction finder nnd intercept oporotions in 6.11100 

vessels. 

c. mterc~ption nnc1 pl:'ocess'i~' 'by nc..ti.ono.1 Y units of enemy 

comr.:runications of tactical interest to SUCL.~. 

d. C'ert'lu e~l'1..'"l.l<1g e o:nd ·coorom"1. tion ,ri th SllCEOR's y 

I 
I 
~ 

j 

I 
f 
I 
I 
I 

I 
I , 

I 
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Q CO~ t!Nn~ m- ~ SACiANT 1~i. N6.T·"~\GW iN .. SU1?J?oRT 'OF FORclllS 

UNP~ SAC.t4NT . .• . '. ' . 

12. Each ~tion with forces ,serving un:d~J;' ~ may individually 

arrange to operate ill SAdLilliT is ' at-ea ne. tional CO:MINT \mj. ts Bot prov:i.ded. 

specif'ically or ,e:x:rilusiv-:'ely,' f'ofl?' support:.of the. fore.es under SACIANT:. 

These, ~ ts<will 'h9t~qperate a.s part of the Sl\CLr.~ :I struc:~~., 'and 
.! . ... -:: :-- . . ' .... .. . 

will" ~bt be subject to the ~a.nge:aen:ts for intez-allied clj>operotion 

unles~ :~~e~d'by the nations providing them. 

13. "eiiiiada, U.L, :a.nd U.S'. trl;ll MiIltain an opero.tiono.l s·<1}plr.lltion 

and, LiSofar. 6.s pro.cticabie, ,ei phySical s~po.rc.tion . between the Y -units 

and th'eir: naticna.i ceMiNT ~it's. 

1;'d;~ ' It is rec~gnized~h..."tt 'certain QOMINT units ~t the ~gher levels 

'Would be directly supporting both &1CLANT and their E;o. tioruil COMlNT 

organizations. Each porticipc. .. ting n,..'1.tion· would have discretion ab.out slueh 

o:l.ttersllS the right of access of other na.tiOilAls to these units. 

COOPERATION i7ITH THIRD Pi>RTrES WITHiN s,lCLUNT Y STRUCTUIm --._--'" . ... ~.,------.... - - -' -- . - . -...---............ 
15. Coopero.tion with Third Po.rties within the SAt:Ii~ y struc~e 

shoul.d be 'cohiiiled Within· th~ '1.in:d. ts nec~ssn.ry to Deet thees-sentia.l Y 

needs of SACLl~ and the fOrces under hisCOELJt)J:I9: and. liIUS't not ·reveal · . 

that .there is c'6.M:I:NT c~ili.b6rati6n among Canada, U •. K.,,· ci.nd.. u.S. "outside 

the sphere ot Y. wi t~ the limits ngreed for the "releo.se ot COU:rNT' 

~teriai ~oduc'ed by ·C~an/U.L/U.S. orgn.nizntions (s'ee pura.graphs 20 

c.p.d· '21' b~low)~ cooPero.tiori~~th Third Po.rties sho1,lld be wholehearted. 
.. ....... . .-.. . 

'16." The chrumels f'or the provision of toehnicn.l ma.teri.nl to Third 

Parties 'f~~r,; can6.diatv-U.i./U· •. S. na'"tional ' c01~o:NT sources' should b'c v:i.ll. 

." . .-: ..... -.-., .. .. : 

~ 
RET EIDER 



TO BE HANOI ED IN ACCORP",IGW ,,11=11 IRSla 

.. ,~ 
049 
1 9 Karoh '1 953 

17. . . . InsofaJ.';' BlS ~!i>n~~~t·ent · With the -~gre~.g. :@mits f .or the - . . .. . . . 

release of Canadia.n!U.K.!U. S. OOImT, ·and in orier to s'eoure th~ 

neoess~ degree of' unilf'omi ty, Third. Partie:s should be persuaded. 

~ OF· Y M4T~; l8.EJ:WiUm'l utmS ~ .. SAC~· AND THJ:EW. fAltTt 
NAT.I~ QiGANIZ4'l'rONS· -----.. . 

18. The Y uni:ts and Y S·tDi'f.·s of the partioipo. ti:ng :no. tiOna 

o 

would be a.t liberty to :po.s's to their own national. CO),{INTr orgnimtions _ 

and. to 'otber pD;rtieipa1iimg Iilatio~, but to tnoae nnt.;i.ons only, the 

techniQu materill.l. and ·trO:ft'i-s producred ~r ree.cived.· .by .. thems·elves, • .. _ 

Tne lW. tiorull COMINT organiza:t;ions of the pPrticipo:ting n:a tions . 

Should. inturnprovi<lhe 's'U.Qh toohnioo.l. support ·both to their OWE. ·Y 

wi tsand throUgh theSACLANT . Y stc.'l.ff:_ to the Y units o£ otherpartioiPfl!'" 

to the Y 'effort Ull!cler :$ACLlNT. 

Si.mh I!lEl. teri!11 sM;I..4-. lile h~dl~~ .. in M?O~e·e :wi tP the . regu.lo. t-ions in 

ElI:hLbi t2 hereto. 

EXCHANGE: OFlli'TIlRNALLY PRODUC8D cm.mr.r EN1D...;mODOOTS Bi6il'WlmN$o:tAN!r --: - -" - .' . ., .. - .~ '. .-'. -. ---:- -.~ - "-- ~ .. -- :-,. ~. -.. : - - -... ~- ". - _. - . -. -:. --.,..-...,... 
. ' ..... :'1 .. ..... 

AND .~ . ,~ AI.,k,IEt) COMMi1ND:ERS 
. _. . . . . .' .... - . . ~. . .. ~ - . '-"-'-

19. Exchange 'm th other mn,jor G~~rs of :tt.~'l'O .of internAl].y 

FodlW.eq CO}.ON'f . end-produp'tsnnd in tellig.enc·e . S'UlllIllOri.es ~.sea: th~eo:n 

should be oS agr.eea. between the Supl'f3me_ · ... 'hLll.e.Q C~~ders .opneerne.d .aJ'ld 

should. be ·'confined. to the highest levels pro.ctio:o.ble,t Suc~ exch.a:nge 

should take place :i.n a sec'U.1t'e cryptographic ~ha:nncl provi4-ed e_l~iveJ:y 

for .such. materia:l.· . .As D. eond:j.tion ot: SU(:$ !3~~·e" tp.e .s·oourity . 

principles s·et forlh in Exhibit 2 hereto sho.ll be app~~d .. as a ~ 

e .1 

I 

I 
I 
I 
I 
I 

1":. ~) 
"'-'I 

I 
I 
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QR$I'iRASEOlf. ~~JC .~;:JJ~:mN£E JRODUOEJ) lB.I..Mw~.IS:~tr~ll'. ORG4N~'J,!tP.NS 

• 

, ( 'Q 

,'20. The relec.s.e t-oXhird ~t;i.esin the SilC~ Co~ of' ' 

T:re.ff'.ic : :~ te lligenc e p:r.odu,I$'ea. by Cllne.d±an/U.,K./U.,S. o~ruJ.i zo.tienswi 11, 

'wi thin the ~~·tD.tions, ~f 'the need ... to.,.kln,QW ~Jld ' the prcrv1:s'l.e>i1;S ,of :,~bi t z 
.' ."'". .:. .~ : . ' ...... , ..... -

and 3 hereto, he subj,ect to the foU~ c0na~j;i:onS;: 

~$.:t (l;'el~~~~ble) Gatf;)gQUY; 

,Clas,s .I 

Thi's c'o:n:sis,ts' of' Y material, b:otheFld ... ,prod:lddts 

anli t 'oohnico.l 1!Vil terial, preduc ed by C~J:.iD:,dian/u .K./tr . ,S. Y units; .MGt mat.e:rial of' 
' . '. 

',·thesame kindtmd su;pplementa;ry to j,t prod'tl,ced by natioFlal Cat:J:[:l;<i~W.K./B'.S,. 

' 'CqMINT org<li'li~ations. T'n:j..s class wi'l~ nOri,JalJ,y be relC['~30(1 autoa::.t£callyin 

itar'i;iAn'e but the C:';:O'i::d0n to cOIJrlence' ~?torna.tic rcJ,.ac:.s€ of this cJ..ass ~11 he 

su:bj oc,tto f.ru:tWll (;l,f;?;reeuen t ai:1ong th<: ~ogBi~ant ca.,~a.n/U .K./U ,~,. GOHIN'!" , 
I.. . • 

authorities,. i..ll or any pa,rt of' t-his .. ,),~~yrinl will,be idthheld. ata;ny t=Une' by 

these parti.:::s if 'One party declares t~.at releaSe WOUld be ~~ 'w its 

, :['.' na.tib~l interests,. 
..Clllss II .... " 

This c'onsists jJf COMINT ma.ter~1.; both end ... :p:roducts, 

c.nd'tcchnico.l uw.tel;"ial which; a.lthough produced by a Canadian/u.J{~/tr.;s. :COMlNT 

"bi..go.nizat.ion other 1(1~ n X unit, 'would 1?e ca,pable ot: : ~o~tioiJ. 'byY 
. . " . ::. ~ . . .' '. " . 

, :, "'uni ts ~- '~d Which, if' pa-ssed 't,o .. ~ ' I ,,~i t, wquld eno.ble' t~ t . ~ t to achieve 

a significnntly higher degree ,o'foxpl.oitation of its no~9.?[",~sks. 

Co.no.dio.n!U.K./U.S.ndtiohcJ. DOMINT o.uthorities ':nD.l:st be in agreement '!;leifor-a 
... = .. 1" 

nntcl;"inl in this class tr:ny be rel~"\scd. They w;Lll continuously :):,eview 

the closs and tilli\intnin agreed"l;Ls,t,s of, th~ ~'\.t~~al included in it. 
• • • _ dO • '_ , , ' • 

... . 
·'r. b.. ~ond, (N~~r.?~Q~.').ble) . O~~~go:r:y: 

This consists of the remaind,er 'Of Traf'fic' .Xnte:llig,e:aoe 
' .. -, 

not includocl nbove.· It J.!lL.'\y not be relec.sed to Third Pnrties e;x:cept, 

mdicv.,ted. in: Ex:hi'b'i t :3 heretG. 

1 
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210 ~IP:~ci~l: ·.Tht,~iiig:~~ce' Wi.l:L'· 6hl~- ~',~. :rele~sed: ·t~, Tl~d, ~e:s,: " 

in the ~l,NT C'aIIllnDndin .E\.eC'Grdane'e with'the pr.ovisiori$ of ,E:x:nib:it .3 

~(¢$t9. '" 

mrNc.~;~~ll,j)EALINGm?1i QO:1'QNT'~~OPVCT ~OP~, INTO' ,~~.: 

Intelligel'lce c:~els will be 1l;..".hdled in a;ccc;>;r'Qap;0e 'wi t11 ~~pa.~' ZQ: 

f'~o. 21 J!)f' ~J:u.~i,t 2 hereto. 

th9 wartir.le ,s 't-ructtll'e sh(i)ul& l$legin inp.GCl.e,et~e. and D.S s .con as pbssd."ble" 

OJ;J:d that ther,? should be s,tep-by-stepim!F>lI.emt;lpt..'1;tl.on .of the ~LAiNT ,y , 

;progpam. i!».c o;a:$onruw:e Wi·th sEVhisf'~ tory testing sf eEl:Qh. siUCces.sive ' 

lmG'lud:ed. B efor-e' ~'\ld.n:g any proposp,;Ls to ' individual Thi~ Party M.-tions. e 
:mieh r-n-y nec@'S'sitD.;te the diselosUir'E: of W·Q~tion r~g~ Cana:di801l/U.K. 

o~' Y.s. ~s 1ror y.} SAGU~~ should S'cek the: ·conc'l!l.'ITefue G£ Cla:p:adiQin;J 

,·,U.Jt. 0~ 'ItT .0$'. COMINT ll:tl:'thorli; tiLe.s. 

24. Thl. a:tl;y o..pproo.ch to Third ~.rties wi. thin the ".sAoLaNT oOIlllIlElJaa 

'W,ith r$g~dtQ the plan.:.r'ling of 0. -oortime Y s'true'Wre the follOw.ing 

pri:ne·ipl.es should o.pply: 

Q.,. Thero nmst be po disclosure 'to Tbard J?,3;rties of any 

.Ca;nadio.n/Y.t./U.,$o ,COMINT' c:olL."l.boratic;>n c>1:lts±de tne:"S!l:CLtlNT 

(jO:~~d" . ~d; Goope~i~i~ "iii ~~ '~h6tlid 'b~ ~onq,1:1C't¢(l rlt~out 

: '. 

r 
! 
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revealing present. CllIlLtClinnjU.K./U.S .• COMINT succes's:es er the so'£'.10 

and Ef'.tu:ri'e of the.ir present nnd p:t.."l.nIled COMINT effort. 

b. ,As n. condition of C,Dopera tion in p:JAnnin:g the 

'SilCIANT Y structure Third Rtrty nations must acceptD.J1d adhere to 

tJ:i.:l:liInum security regul~tions govern:i.n.g thcproducot1i.on· ond hllndling of' 

Y 'iIi". terib.l. 

Knowledge of' the det.."\;ils of the planning o·f the 

&lCL.OO Y ,s'Jrtlcture must he restricted to nntiono.ls of those :n<.'1.tions 

25. The planning und negoti~tions in any appron.chshould be don0 

by the SiWLllNT Y officer, 8.ssisted by such officers of the Cruw.di'ln/U.K./ 

u.s. SCrv;lo,es concerned as it FJD:.y prove necessary to appoint.. H.e nnd 

'his staff should establish, wi thin the framework of the Digreed. 'WDJ.'time 

nrI'ru'lgemcnts, D. skeleton orgnniZD. tion designed. to ensure the orderly 

expansion a.nd effective operntion of the Y structure on the outbreak of 

war. They should als'o develop such c orinnOn or similar proc·cdures as 

ID.."..y be desirnble n.nd pro.cticnble. 

26. In order to carry out his pJ....'\!llling task, and in order to 

ndvise Third. Party n['.tions, the SACIANT Y officer should be provided 

with pertinent information on the subjects listed below. The nations 

concerned shoulB. ea.ch design£'. to the o.uthori ty with whor,l he may c'onmnmicate 

on these nnd 6thor' Y rJ..".ttors. 

Types of Y units 

Number of units plruL~ed 

.ii.dm:i.nis tro. tion 

.Ek'1.sic operntioncl organization 

ll"..npower c omplemen ts • 

C.RET 
... 9 ." 

~ 
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NUrllb@I' of interc'ept posi tiona 

. - .... 

(in bro!l:dcat€lg,or;i.as:; e .. g:." 1VF V'Q:ic e , D/F 

Fr.eq:u,ency ;rOJ:J.g:e$ of .intercept equipnent 

CommtJ.nicat;iGiW ~uiPlDent of Y un;t t ·s 

27. :tt isrep.ogni~ed that ip. a·s@J:~ ticm to the noo'o'/:3si ty to 

p1o.n. :for V7<1'.rti'F~le C.~lT' cooper~tion wi thin SACLIlNT, peao'otime COmNT 

~enwnt's f011' Sb:dLANtt's};J.ould be deve:t@ped in oroer to promoi:re 

t ' f h ' !Io '1).,' l~ 'I;.. ' 1 " h' d ',L.1;.,';_ "'-1 1".1-;'J,.01'1 b' , SUG'L a:.tTm.a"lgem!3'!ldlJ/:3 Si'LOU C'- !!J·e e.Qco:m:pl.se , W).t..F.LL.JiL ,1ii.W :rIl1J:.IJ,S 

of agreed wartime c,ooper~ tion, in OiCcord.."UlCe with the ,p!:"0c.edures 

.28. The Y nctivities included in theSiLCLANT Y ·stnwtur.e, 

::1.. 

A &t(n:J~lNT' Y Offie·or should be aPPQd:nted to hegin 

lti;y;tng the groundwork for t1!gr@cd 'wartime E4'"'1."o.:ng:eme:nts, for SACIANT 

to obta.in the results of no. tiol'lnl shoI'~bD;aed: d::i..reetion.f:i:n(a;er· 

OpeFCl.t~ons. &1GWi':T s:t'lould: ke·ep C()MINT authori ties' of ~icipa. tiE8 

Nations, concerned should 

b.o ~se II -

When. ·thE) £IIbov'e arrfl.!'lgements for sRorebase<!l direction 

c 

o 

• 

·e 

o 
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operational dril~ during Nl1.TO exercises 01" mnei.]rv:ers.+ 

------.. ~-----.------.------ ----.. -------~ 

+ The use of ini'orD.lo!ltion based o:n Dh and shipborne mtercept 

operations will be in accordance with the following provi-sions: 

1 .Sl"~or~bp.~·ed ph _,?per!. 'I;~ons· .. Fixes ana th~ f'ully 

'evriluated results of shorebased DfF operations, during NATO 

exercis·es or lifln8UVerS, rna.y be pas~sed t .o nationals of those :no.tions 

participo.ting in the D/F operations. furing· the ax:erois'es informn. tioR , .. . 

result;tng i.'rorn D/F fixes my be pl.ssed tonationa.lsof .'na.tions 
. . 

p..."'Xticipo.t±ng in the exercises, even thOUgh these nations .<$0 not 

pa.rticipc.te in the D/F o:perO.tions; when the follow:i.ng conditions 

are fulfilled: 

(i) 

(ii) 

When specificaJ.ly authorize'.'!. by Sfl.CL8NT, 

When 0. renl advanta:ge to .the exercise then 

in progress WGuld accrue, and 

(iii)" ;~" When the' intellig~nce can be attributed to 

another source, or, if' this is not PGss:i,ble, 

the true source is not !:Itated. 

During post-exercise conference, shorebased D/F info~~tion 

or results rrny be dis·closoo. to nn.tionals of' nations not partic:ipc.tipg 

in the D/F operc..tions only as nlreo.cly disclosed in the course of the 

exercise. (This is not to prohibit the use, during post-exercise 

conferences, of intelligence or situations'llIlm;1£U'ies is:sued to all 

pnrticipating units in the exercise) • 

2. Sbipb0l11e DLJf...9:!!d :£nt.erce:etion. During exercises, 

results of shipborne D/F operutions o.nd 'i;he shipborne interception 

of plAin text or self-evident code rnessuges may be passed to na. tionnls 

of those nations participating in the ex~ise. The analyzed results 

of shipborne D/F and interception operations mAy be nade available 

post-exercise conference lrl. thoa;t re~tr-iotion. 

_ 111·,iiIIIIoo. 
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" \ ... .... 

.~. 

D~pending on developments in the internationc.l 

si tun. tion" e:oopera. 'bion may later be extended wi thin the agreed 

limi ts~f wo.rtimecoopera 'bion 'by CMadiom!U .K../U. S. agre~nt 3:S 

actual h.eeds d~velop nnd as incroas'ed knowledge of 'Third. }?arty 

activi ties, lI~qu:ired during organizo. tion and planning) provides 

n better basis for Q,s·sess·i.ng the seGuri ty l;'isks involved. 

Coori.:ln::ttion between SACEtIR a.nd s.iCIANT to ensure consonanoe of 

pro.ctices will be required. 

29. The dissezJin.t:l.tion 0:£ COMlNT to Third P!l.rties . in 

Sit.CLilNT's CbI:ll!lMGL in peo.c.etime will be as indicated in Exhibit 3. 

'. 
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TO Bf HANDL.i9 Ir~ ACCORDANCE WITH II~SIG 

1. COMNlUNICATION 
INTEILIGENdE 
(CQMINT)·: 

2. CQ1.PN'f .END
aObUQTS.: 

3. PARTICIPATING 
NAXIONS~'" 

4. PROCES'SING: 

5. RAW TR.t1FFIC: 

6. SPECIAL -.:. .. . 
INTEILIGENCE:· 

SA.C~/RI7 • 

.Annexure P2 

Ini'orm-ation and t·echnical ma teTial 

resulting from the interception and study of. 

telecommunica:t:i.ons for i.ntelligence purposes. 

(COMINT includes Y, q.v.) 

Intelligence infonnation prod;uced. by COMINT 

activities. 

Nations contribu,ting Y activitiea···t6 the SACL1\NT 

Y structure and entitled to receive the result·s of 

the COMINT arrangements for SACLlNT in accordance 

with agreed conditions. 

The action required to produce COMINT from 

traffic. 

Traffic showing no evidence of processiing for 

COMINT purposes. 

That DOMINT which results ·frQm: 

(a) The decryption of texts in whole or in 

part except as provided in paragraph 11 (b) 

below; 

j(c) 
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(c) The decryptioR of callsigns or message 

headings enbrJ:pt,ed in codes or c'iphers of 

high··-seci:lrity gradings as may he specified 

by ORO, LSIl3;, and U:SOIB; or 

(d) The intercept:i:on ,of 'Gertaih 'type's of 

transn.ission as, may be spe.cified by ORO, 

LSIB, and, USOIBj 

(e) . Gert'am categories of plain texts , as 

ag;reed by ORG, LSIB, and USOIB •. 

Dataconc'erning cryptographic systems, 

c'ommunications procedure.s and met~ods: o"f'· target 

countrie's', and related information. 

u-

e' 

'8. THntD PilRTIES:;fI· All individuals or authorities other than t:nose 

10. TRAFFIO 
lJ.TJ..tYSiS; : 

11. TRAFFIO 
~J.:jf;tG~OE : Ito 

of Canada, the United Kingdom, and the United 

States. 

Intercepted telecommunicat,ions activity (incl~ding e 
me,ssages, chatte·r, procedUre, etd~).· .... 

study of communications net"\v-orks, procedwre 

signals, callsigns, D;F bea:r±ngs" 'anqother 

technical aids' to produce information by all 

:Gleans short of actual decoding or decrypting of o 
the text of intercepted comml:uJications,. 

That OOMINT .. vhieh results i'rom: 

(8.) The study of procedUre signals, CD..llsigns, 

message headings" D/F bearings, and other 

/externals 
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TO BE .... N9LEB If .. ACCORDANcE WITH IRSIG 

OGA 
E01A.(c) 
EO 1.4.(d) 

12. WiUtTHiE: 

13. I: 

14.. Y UNITS: 

3 -

externals of communications, .except th.e 

decryption of callsigns' or message headings 

encrypte.din codes orciphe~s of high 

security gradin.g as may 'bc specified by GRG, 

:bSlB,. and US'QIB; 

(b) The decryption of the 1vhole -or part's of 

C0PHll,mications in e.odes or ciphers of .such loV{ 

securi ty grading that they a:ve sp.ecifica:ll,y 

clas:s·edas· Traffic .Intell:l;genceby C}ZC., ISIS, 

and TJSCIB; 

(c) ····;::1 ===================--~ 
tL-_____________ --.J~hat they 

are specifically classed as 'Traffic I;ntelligence 

by ORC, LSIB, and USCIB.; 

. (d) Certain catl:Jgories of plain text;$, as agreed. 

by CRC, LSIB, and USC~. 

1;. period of actual host.ilities involving 

SACLlJ-TT f' S cOrnT!land. 

COMINT derived from the timely processing of 

traffic procured by listening to enemy 

cO:r.n:J.unications for the purpose of providing 

tactical intelligi"nce for the cOTIn:landers of 

the combat forces. 

COIIDJT units engaged in the pt'oduction of 

Y • 

• Definitions marked with an .asterisk Hill require modification or 

omssion before being u~ed by the Y staff Offict;r ;in di 

arrangement.s \dth non...canadian/U.K ... !U. S..partie·s .• 
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l~IXP 

EX.HIllIT.·. 2 

SOOURIT,Y- mWoIFtEs FOR ~lill n;,;1~LmG OF Y - . -." .... ~ - ...• -.- - ... _ ... _. ._. 

l' • These prinCiples shall be the basis ::im.pea(H~ and Vv"aI' ':QJf 

all sccuri ty regUL"l.tiQn~ o.nd policies governing the prQduction;) 

,IJEFnr:J:TION 

processing of tmffic procured by ·li.stening to enemycG)I!ll1lIDlieO;tiGJ1lS 

for the purpose of proViding tli.ctical intelU,g,e:ne'e for the corrn:l8$lders 

of 'coIribat forces,. It include~ r,aw ~f.ic,end-proaucms" t.ecmuca.l 

production~ It n.lso includes int'e1l1gencereports ana SUIrl1Il04l:'ies 

based On Y unLess the inf'on: ..... i;;ion, is so generali~ed tJ;:J,e.,t it c'~ot 

be traced back to tJ.' p.'U'ticular item of Y or to Y in genera.l~ 

e (H~Nm~AL ~WC~ OJ!' SljpURITY MID' DXS$!}/UN~~TI~N 

, ,. 
i 

3. Nlltions.pa.rticipating .in the SACLdNT Y effort must" 'as a. 

condi. tiOR of pariicipa. t:j.on agree to o.c,cept and adl1.ere to these 

principles. 

4. :2D.cJ:1 coun~y partic;i.po.ting in the SlJJ~:..NT Y effox-t 

,fill design ..... te a ·IJ£'.tional authority to deal 'with all CLuestions of Y 

securi ty and: enforce these princiiPles. 

5.' Each nD.tiono.l D.uthority will designp.te a t SecUrity 

Officer ,to whor:1 Y r:k."\. terials and communicn. tions relatirig there:to 

shall"be addressed. 

1 .... 

·SECRET 
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6'. st1ClJUtW'I' will formulate, am'i! aup~s,e cOIDplio.nce with 

.securi ty ~eg:t::z.1a ~i'bna . D;h(a . polic;ies 'f' or Y wi: thin the SiUJtANT COi,luJ!l?nd. 

k:nowl~age or rcsu], ts Qi' the Si,.,CUNT Y effort ,. he muS:t be scI'E)en,ed ~ 

c:learoo as being of tih~i,l;~stioned loyalty by his E:ationa1 uuthori.ty. 

'!71o sereeniNg mus,t bye £IlS thorough as pOss:ible and at least £1;$ thd~OI;lgh 

as: that giveR t ,o' i.nd:iVidua:l$ ~~ aeces$ to COSl4JC: inf.o:r-ID?tion. In 

milClition tQ such ·clel'.ranc:c, these. in!li:via:'t~.l.s E!erv~ :under Sil~:t·s 

C~c;l ·mus·t he ·f3lP·ec.if.~c·aUy nominated to roo,ei ve Y either by' S4':GiANT 
," -...... ~. -:-.... ,":' ... 

or by the conc;rerneo, nQ;t~onal au. thbri:t;y. Iii the latt~ case the 

c0rta~ l{e;Yp0$ts, Lt, li~.t of which sho:uld he ~awn up by ,st..:e~'" &ch 

pe~Qnne.l may be .given 'aec,ess to .Y up0n the authQrity of tg:e apprb~o.te 

8.. . P.i!'ior to be~ g;iven acoess to Y, each ind±vid1,lAl will be 

s~~cial.. r~sponi:li'b±lity. fo~ safeguardltng Y and tQ the co;a;seq:l,lerlo:es. which 

t-h:e law or administrat,bre or executive order of his co:tmtry" I or oriel' of . . . 

to the noti0c oi" umlouthOlll"i'z.ed perS'0l'lS,. , It~ IilU!s·t be stress'ed ·t;ho.t there 

9,. Distrthuiti.on of Y' 'must be 'op. tlme lleed-to-know prtnca:r;;le I 

i •. e.., each .1 t~ of .. Y s}W.ll, he mAGlc known only t.o ·these Yindoctcino.t.ed 

individuals who require it in the perforr~ce of then- duties,. 

.-

Wi.ll ~ntain oontrol ' lists of ine:09triEat,oo Y recipi.ents in forceaunder 

.... 2 -

---SEeR'EI' 
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hiscmIIlElEUld other than'thoseC1lgag:ed in t..1.e ~Oaucti0~ 'ofCoI!lIIlU;nicati,on 

Int'elligenn'e. ' He 'Will ensUre tha:tthe n't.Il!lber is ~pt to the ~ 

, ecnsisten.t. with.' essential .intelJ,i,gep.ee . ani opera,.tiol'UUiJi).~ec;Li3., National 

similD.r restrie'tioh:s. 

Gf capture 0r interrogation by enemies or pa'bent141 enemies than ts 

absolut:ely Il:<?Ces'soo:y foQr the et'f:ieient perf'o~ce of thei-.r duties. This 

mus t als 0 apply to a . 'period ·of six month!;; .after they have ceased. to' receive 
. . 

Y :ma.terialexoept during o.otive o~.e~a:ti0ns in caS'es' of ~:p.~ noo'cssity. 

11. 1~'ie greatest care IIl.U$t1i>e taken l1.9t to betr~,y Y success 'by 

actions basoo. on it • 
.. : ." .. 

suitable cover, such as reconnais·s·ll.p.ce.The source shoula: on :no acc'Otmt be 

needlessly riskec:1 • 
. 
12. 5iC~ will determine the :Level to MUc.h Y will 'be dis-

seminated. In except.ionnl instances, where it is es-sential f 'or immecl.iate 
. . 

operationo.l purposcs, inforr.ntion based on Y my, as spee,ificallYQ.;uthol;"ized 

by a Y indoctrinated commo.nder, be· disseminated below t.h:e no:t"llJal level to 

unindoctrinD.ted individuals provided the source is aot disclosed. Where 

possible, names, times, positions, and other d?-ta identieaJ. . with that from ' 

the origino.l text .T:lUst be Oll~tted, or, if the retention ot: such an item 

or i terns is e~sential, I!lUSt b~ carefu~ly .pa.ra.phrased. Such :in:f'orrna tioR 

mIst be pa.ssed by a secure courier s,ervice, by a secure line, orin . n 

cipher system a.pproved by SACIi~T. 

radio (including radio telephone ) .• 

It- must not be ~ss,ec;L .in cle~ .by 

. SECRET 

! 
I 
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1'3. Know;Ledge .of the methods and scope of ~ e"nd the 

toolmical ma:t.eria:l .res'U-i tingfrom the S4QiLtiliT Y e;f'fert "Till. b~ rest!r:kc~ed 

t.o t .he; natj.onAls$f; th~.mations which pB.rtiq;i.p;1.te in the SACLi~ Y 

.eff'ert. .A.eeessto the· Y end"'proooo,tsshQuJij,; as far as !p'?s:sible,. 

be slLndlarlyrestJ;iic:ted. 
.~ 

elas's:i!.:fi';Led ~~a.nd designated by a c;odeworo (exc?pt as provided. 

in ~;ra;gr~ph t~ ll>eJ;.ow:).. .The elas'sif.i:catiOn Nld the . e:qaew:0rd shall 

,appear '0!l ev.e'f:"Y' sheet bt! :paper which c'ontains or discloses . the ~~S'teooe 

(j)f X, except that", at ·the .discr-et~,on of the ~lit COLtrJan~er; t~s IWQ-

W!i th regti#lti.OD!S based on these :princj,.plcs and ¢;len ~,ed in its 
• ~,I 

The code-

"WQ;r>d and its iLl11PUe'aiti<;>p: sh~ll not be r&l.de known to pers-onsnot 

bW lDag ntll,in SilQtr:~t~!$. C'ommand" the rout'e and proc.edure· must· be. 

S:]>ecd::a.l.~y ailll;~horized by SACL.:lNT J hnV;ing' regard to t;he o.de~u~y Q~. 

·:&hesec~·itor of' the r 'o'q,t:e a.nd Jilrooed:ure.. IlOOUIlrents should be d:o:uble-

wrapped: t\!:nd ae:&/ress·ea ~o. a Y indoe~iMted officer (by ~le, not. 

func t1on,) ; ' the iml~r $iav~lQp'~should "t>:ea:r-the appropriate sec:ur;j: ty 

left t®: thG local Q,ol':1P.ilE':nCLer to make the lnost s·ecure ~angerile;nts 

poss:;Lble',- As. a lIIi2Wn:um, docUfaents l;nj:~t' be s'el'1t 'by ~d of offic.~er 
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16. E~'ept in. tneexc,ept,i.Qna.l ,~~t~q.et:l' descr.ihed in 

-\) ~roph. 12, if Y ts t~smitted within SilCL.1lNT'is' cOIiJf:@nd by 

·el€;lC trical me..."UlS or by any pnysico.J:. nreru1~ not cornpie tclysecure ,it 

nn;ts't 'be encrypted in n secure or;r,pt'ographic cl~cJ,. res,erved emlusiV'ely 

for this req1:rl.ref!lent". Pmrtieipating 'na.tions i'miS'tbidd;iti.on.alllY 

ensure' tha, t when Y is' transmitted in to, out of, or exte~dl~y !e tlle 

:SACLANT 'commilnd it is encmted :Ln' tl.cryptQg~pb.ic :C'han.nel. spooia;11y 

e El,pp;r6ved. by 'S4.CLANT for this purpos'e. 

17. ,The h~ghest 'strun~:r;d of ;p)."i-Y$ical securityr.Ulst, b,e 

appli.ed to t)ie c~stodyof' y":by national C:l:uthorit,ie& &.n,d. ,dtPA-n 's,,~~" s 

, c 'oImI1£l.l:l.d. NQ~lly~eXc,ept wtaen in transit 1;lIlde:r .c"ongitiens , prescribed . 

times bet 

( n.) under the 4iroo t sur:voeillo.nc'eof' Do Y 

indloctnIl4ted p¢rSOnr~~]lOi'.lsi?le for their a~~.k;ee;ptng ,~ o~ 

(b) locked in 0. three ... c.olribinC.tion saf~ n.cc'es'sib1e 

only to Y indoctrinated pers!)Il1'lel., or 

(c) stored ina. locked. corJ:p..'U'tnlent ':thiGh ,~s :under 

constant surveillance 'Qy aI,l oraed i;lentry a.n.d \:vh.:Lch is OiGcessible only 

t~ Y :indoot~ted pe~onnel. 

1 8. Y docUElCn ts T:1U8 t 1i>e destroyed as s'eon .I1S they have 

i~ r~- conditionS. 

I 

1 9. In order t..h.a t nec'essr\J:'y opcrnti,oUO:l u:s'e cn.n be 

nnde r:;yf certain types of lo~-leve:L t...'\Ctico.J:. Y (such as Direction 
. ..: ~. .. 

finder results and pJA:i.n text messages) on which, 4:lril~~te action must 

o'bvious:l.y be tnken in c.arriba t opera. tions ,S4.CLlNT :mD;Y pel"J!u t th,e 

.~ 5 ,-
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disscrn;i,no. ticm of such Y, without a: codeword . ~d l;l.t tl. cla~'s'if'ica. tion 

not· helow dont'±GL'efita.ai~ to unindoc:t.dnated .·reoipiez:rts who . need . to 

.20~ COMINT ona-wodtklt or intellige:ac·e bnsed on COM:rnl' intr6d:uc,ed 

into 1Ulied. intellig,ene:e cha'rlnels by Third Parties Ji>lU't·:i.eipo.ti~ in 

the Y-s~tur.e: of' the cDmIIIOO1d shotildbe bandl:ed in Y-ohAnnels and: .sU;b ... 

T·)...·.:· .:r, -a..· ... t COll,ron,tm i . """ .-.:...: h €I.. b . t . . t' . N' t··· · 1 C" ""lTi\Tm l~ru: .i-,"u; .. .y . .!#:i.u:i loS, a.w,:.u ..... se· y a :par ·;J:.Cl,P;; ;Lng 0.. J.ona .• V!Yu4"..l;, 

produced ntlUn the. Y--~tJructure or th.."l.n the COMINT supplied. 1;0 the 

r"~rg:miza tio~ by ·'US/tnVco.n.adian COMlNT authorities, it will be po:ssed ' 

through Y cM..nnels' Md'. its distributiom will be kept to a l'!li.ni.Jm,im'. 

21. CG~.flNT end-:product or iRtelligence bas,ed on. COMIN'T introdl;l.6ed 

wto .Allied inte1;;Jri.g.enee chAnne~s by 'Tl~d ,Parties not participo:bing 

ih the y;"s·tructu;re of' 'lehe c'omID.a.nd ,should" whenever possible -' be 

tranlir·erroo. to Y-ehn:nnels at" the first point a.to whj..chsucl;lend-prod~t 

or intelligence come to the ntt<mtioI'l of Y personnel, and from. t1:l::tt· 

point tro.nsmitted directly' to the' ,8u;:Pt'eme Allied Con~clerls Y Ofi';Lo~er., 

. ' 
Core a(neuld be tlil,-ken 'not to compronii.,s.e tlw existenoe 'of' X ~hrumels as 

'!: 

The. SU;Jirer.le Allied COl'IImf.lnder f s Y Officer:' should bri~ any s:UGh 

"BnterioJ:' to tho attl~ta.on of' the /£; of S{I) for decision as to f'urther 

M·tion ordiss·~. tion. Iii dooi~ on such :furtherootionor 

d;iss~~tion, the -iUJ b'f SCI) will give full conside:r:-ation to the need 

to protectC'OM]NT. 

into a. s·e.t ' of regulc tiona adapted to ·loc.a1 conditions. Copie's of ' the 

y s:ecurity regu1.ati-ons of Ek'1lC.h 'nl);tiono.l nuthori tywill be f'o~ed. to . 

gac~\NT. through ;r chrumels. 

- ·6:-
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AnnexureP2 

E.x:a:rn!T :5 

I&--u1A,SE OF._ OANtJDUN/u.:K./~tJ1~3. QOMmT END-:-
. ~ ':i. .,.: 

~OPUC.TSTO~B,D Jf4R~ .Ij!~Tl~~~'IU3m . S!~GXJ~TT COMMl'$S 

nI PEltOE. l'JID WIR ... 

: . • I, ,I'EACETIME 

.3:a;. Trlti'f~.~ ~ntell.igenM .( as currently de:rined by ORC, LSIB, and 

USGIB) may 1?e passed .in peacetime to Third Party nationals in SAGLl\NTt's 

Headq\lar~ers Oljt a need-~o-kn?W basis for plann~ purposes under the 

condi. tionsset forth belm{. 

b. vvhen p8;s's'edto Third Party nationals., Traffic Intelligence must 

be disguised ,eff.ectively, in such a 'way as not to be attributable in i"rhole 

or in part toOOMINT, and must be ascribed in precise and positiv~ terms 

to another source chosen for its plausibility. 

e as a min:i.muL1: 

The disguise 'will inclu.de 

I . 

(1) removing inessentials.: 

(e) par~phrasing any rcmainipg text; ro~ off n'l:ll!lbers 

and times; . and, iihenever possible, substituting 

approximations for precise statements. 

c. 'Indoctrinated OanadianjU.K./U. S. re.cipients of undisgui~ed 

Tr.affic Intelligence in e~ch Staff Division in SACIJ~T Headquarters yf:Lll 
, 

reconunend to A. Q. of S. (I), v7hic~ .~raffic Intelligen~e should be 

disseminated for planning purposes to T;hird Pe-rty. nationa,ls. 1I.,C. of 

s. (I) will refer each cas~ to the cognizant Cruladianjtr.K./U.S. national 

SECRET 

~ 
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'autho!ld'ty which?,rigina:t~d the Traf'fi.c Intelligence (or :wnose COMINT unit.s 

,did SQ),. aSking for, Gl~;8.Fanoe 'to' pas's this particulaJ;" Traf'fic Intelligen~e 
• • •••• .,.. ••• _ 'W " '"! --lo:-'- .', ••••• 

.. ~o. 'Th.ird Party nat;idiril8;ls l and either fer-wording a copy of the di·sguised. form 

"in ';'l'l),ich ft .... is .. pioop.C;~ed t~- " d:i·~~~minate t~e "i~ormat.ion., together with the 
. . "~: . 

d~ DJ;s~ised ~raf'fic Intellige.nee will not c'a;rry the Traffic 

'When it has· been disguised, and when the, s ·auroe to 

:Which it ':is t~ b.e att;;ihqted has been chosen, it 17111 carry the security 
, ' 

g:r;ad.i~f{ a1W;t"opri:ni;e 'to that source and -v7ill normally be dis:seminatedand: 

, n.andled iI<l the manner 'cust-omary for that source. 'Where .it is cons'iGl;ered 

:that di'$'gUise may oo.t. be :fully effective· but that the intelligence Shottld . . ': . 

. ijLo~. he lid thh.eld" it may be' shm7n to designated Third Party nat'iopa1.s by the 

',' .A~C •. ot.' S.(I) o,rOmer Intelligence Officer, or by an indoctrinated Canadian! 

, '~U~K~./(J .,8:. officer "on the ,!St~ff, pro"iTided that the nut.ionaI cxnm:r.T authority 

cORe~rn:~d'ha:s : app'~oved; icopie'smay not be passod to Third Party :qat,ion-als e 
, fO:rJ, ret·ention by them. 

, 2.. 3PeeiaJ. InteJ..lj,g·ence items a.s such inll not be dissemiEated t·o 

~ird Party :natioirials. ~ .~'ll.cetime U1 any ]"GrI11; hO"iJever,; inf'orma:tiol'l deriv.ed: 
. ' , 

, fr(?)n1 ~~ in;t;el+"igenoe IIl8.y. be disseLt1inated t,o nationals of Third parti.es in 

.' $AOJ;.!~"·s. :W:eadquarters on: a need-to-lmow' basis for planning purposes :if it 

, !can be : em'bodied 'in. gepere! intelligence sUI"M.18.ries iri such a manner as t'G 

" . ensur-e that the ~,?rm~tion cannot be trac.ed back to CO:MlN[" ~ general 0~ a:ny 

A.C~ of s.( r) should inf'ortn. the cognizan;t; 
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Canadian/U •. K./t:T. S,. :national a:uthoritie·s of a.r~y Special .Intellige.nce he 

consiC1e~s should be made availabl.e, and they ~~j.ill make every effort. to make 

it available' in this form. 

3. Cognizant Canadianju.K./u.S. national 'authorities mil ensure 

tit that each is inf'oImed of any action taken 1:lY the others Ul'lder the above 

r 

.' I 

. . 
provisions, .~d ma:t;erial IDD.y be excluded fran these arrru1g:ement s· at the 

reque:st of one· of the authorities. Can~diWl/UtiK./U.S. national authorities 

II. WARTIMm 

4a. Direction finder results may be transmitted :lJ7ithout a CO:MINT 

codevrord, but .sui.tably classified, to 'allied coI!108il:ders and uni t :s whone,ed 

to kncrw. Ihtelligence base(1 on or incorporating n;F resu! t .s but containing 

no material reql:1iring the COlfiINT codeword, sui tably classif~~~ __ ~ ... J( ... ~J.~~:he 

so transmitted. 

b. Traffic Intelligence, as auch, received from Canadian/Y.K.jtr.S. 

national authorities, will only be disseminated to nationals of Third 

Parties if it falls' into the first (releasable) category as defined in 

paragraph 20 of "Cm.UNT ARRANGEl.rn::NTS FOR SACLLlli['. II 

c. Dissemination of such Traffic Intelligence to Third. Parties.: 

shall be by whichever of the following charmels is appropriate: ~ 

(1) via special COMIN.T cha.ilnels (i .• e. U. S. ':'Sf?O Sy'steg, 

U.K.-GOU System, etc) 

ET 
~ 
EIDER 
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(2) In the cas.e of cOn)1:;lan(1s ';ihichcent,ain no integrated 

Capad~ap./tT.lt./U',S. personnel, fran the a"pproprfata 

int e.r-allied Si:.CLi';NT COHlElanc:'; 

(3) i'rGm ~ Canad;tan;U .K./U. S. Y Uni.t or CO}a;Nr.r ;unit direct 

to th~ int.egrated Sl:..CIJ.N1I! command or forr::uation "~1hiccl1 it 

Second Catego!r'Y Trru'fic Int,ellige'l1ce (s.e'a paregraph ?:~. ~f. 

COJiilNT P.RRliNGEMEThJiTS ~OB, SACL/lNT) shall not be di'ssenina:ted as Traftic 

Intellige'nce to :Third Thrly national.s in intr;:r-allied S.l,.CL:.N'l' eonmand~' ; 

however il:lformation derived from such trafffuc intelligence may be 

disseminated on a stri€t ne·ed-to-lg'lo:,:; basis to nation~ls Qf .Tru..;rQ: Pa.rt;Le,.s 

o;r' ,operation plans ·and orders in sach a manner as to· ensure that :Ii he 

:i;E.;f.01;ma¢,iop Cat'Wlot be traced back te CONINT in· 'geReral or to any spec::ific 

'i t 'em Q;f' COMINT .• · 

5. Spec:li.al, intelligence as such may not be disseminated to IDly 

.nat±onaU. of Third. Parties in &tCLANT's Cemm,and in ,fmY form. except, as 

provided in. para:grapl'i 8 below; however', i,nfm;'matiop derived from spe'ci-al 

intelligenee may be di'sseminat,eCl. to n.a:tionalsof Third Farties in &':CLtlN'l"'s 

Command on a at,riot need.,.t,o ... knoV7 basis if itca:n be ·embodied in .gene,rill 

intelligence BU.1llI!1ari.e.s . or Qperat ion plans, and orders in such a manner frS, 

te): ehs'l!lI'e that "the inf'OnJat'ion cannot be traced back or attributed to 

COMIN'J? ih general ,Ga::. tq a;ny specific item of COMINT. 

('> 
-.-

i''-., I , .., 
~ .... j" ! 

, I 
I 
I 

I 

I , I 
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SL.c/E/R/:7 

In exceptional instances inc10ctrinated Canac1lan/U.K./U.S. 

commanders may pas~s :releasable Special Int-elligence in operational orQ.ers 

or other ,?Ol~'llunicati9ns to ~ira. Party nationals ~fho urgently require it 
. ..' . 

for purpa:ses of vital operational importance. Such owders or communications 

will be ,so wo~ded that it' they pe cora:p;romis'ec1 the source coule. not be 

identified as Special Intelligence., Only essential specit:ic items 'will 
, -

be transmitte'd, and names, time:s, posit~<>ns, Mil other dat.a from the 

o.riginal' texts vall. be paraphrase~ .as fa;~: as pos~{bl'~~"'--':---':';'" - ' ... : .-~.-.":":: .~ ':::"-'- .. 

',7,. . Spe.cial Intelligence vv"1:11 be passed t .o SACLANT COmm'Ulds :i,n 

' ". ~ .-
.accord.a:nce .. ~.~th s'eparate arraIlGements :eor exohangeancl di s 'seminat ion . • nthin . ", . . 

Sil.OL.LWT" s' C0)1lmalld 'of' COMINT beyond tho scope of Third PaJ?'ty collabo;rat·ion. 

8. Wonnation from Special Intelligence eSSeFltial to the S;i~CIJ1NT 

Y effort may be dis'seminated by Ci'.NlillIllNju:.K./U.S., national authoritie,s 

in either of two ways: 

a. if it can plausibly be represented as -the result ef further 

prooessing of Y material at national centres, or if it can be repre'sented 

as arisinb from 'captured docu..rnents, and if there is no reason why it should 

not COlile to the lmowledbe of nationals of' Third Parties, it .. r:i,ll be :made 

available on a need-to-lalm\' basis and apJ?ropriately classified to Third 

( '\ V Party as well as Canadian, U~K., and U.S. participants in the SACLllNT Y 

effort; 

b. if' it cannot be represented as in a, above, it 'iall be 

passeC'. by TOP SECRET OOMlNT channels to an authorised Special Intelligence 

Recipient addressed by name at Canadian, U.K., and U.S. Y Wlits with a 
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nee( .... "7'tcr:~O'il;, the recipient i7ill exercis,e the Utr:lOSt cliscretion when 

appiying .... if he cO'l'1sic1ers it necess'ttry to apply-the Special Intelligence 

ihfoir'1~tat~on to the Y effort of his unit. Under no circumstances, 'hl';1.11 

material in thi s !3ecend cate..:;ory be made available to Third l'altty 

na.tionals. 

OGA 
EO 1.4,(c) 
EO 1.4,(d) 
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CHANGES ,IN PHRASEOLOOY m APPENDIX Q 

BPC53/QjFinal 
048 

19 March 1953 

1. The Qonfer.ence recommends the following changes in 

phraseology to clarify references to British Commonwealth Countries in 

paragraphs 11 - 16 of Appendix Q. The changes, wbich are ill fact 

·insertions in all cases, are underlined below: 

a. The title of para. 11 to read: 

e "};'RlNCIP.LES OF. COLLABORATION AMONG COMINT CENTRES OF THE 

tl~S t , '·.:ANI): TBE' ·U. K. AND OTHER BRITISH COMMONWEALTH COUNTRIEStl • . 

NSA'Fo~m 181-<:-135' 1 -Jul 52 

b.The first sentence of para.. 11 to begirt: " 

"OtberBritish Commonwealth etc." 

c. The second sentellce of para. .11 to read in part: 

"traffic and technical material with other Camnonwealth 

centres etc." 
,1,\ 

d. The subheading within para. 11 to read: 

"PRINCIPLES OF COLLABORATION AMONG TEE U ~ 8. I AND THE H.,K. 

AND OTHER BRITISH COMMOm-lEALTH OVERSEAS NATIONAL CCHlNT CENTRES." . " 

e. The title of para. 13 to read in part: 

"PRINCIPLEs OF COLLABORATION AMONG TEE .0.8'1 AND THE U.K. 

",AND 0l'HER BRITISH COMMONWEALTH etc." 

f. The first sentellce of para. 13 to read in part.: 

"involving both U.S. and British COmmonwealth forces etc." 

g. The first sentence of para. 14 to read in 'part: 

"co-operation among the U.S., and the U.K. and. other 

Commonwealth etc .-" 

1 

T :OPSECREI C.AN:OE 

-.... _---. ... 
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"1,~ : .. 

the Appendic~·s ~her.etQ, and.' tbe :QP~rat.lng aF;Q.tW.@f4m.e:r;llts·. ba.s'~d the:;treQ~ ;w.j:ll 

,con'tinue to 'be the'lIiairi ba:si-s' '0f r'e'laticms between. the two Fartie,s' m 
war. 

~ . ... . 
'thereto, the' general pr:i:h6iple~ and Considerations' staibe.d, below prs,V±d:e 

'for 'particular "sphereso'f wn.rt:L1IJ,e ':coiia:bora~ion bet#eep. }th~' 'iti~Q'F.g~t.;ile$\. 

3. 

theatres ·of 'operation involved; . 'by ,irrte~mat;ionOi agreemeFlt$' in'''~l?ehif:'ic 

case,s cind: by' enemY cotnm.$ic'a:l;;ions 'and' 'cryptio'graphic :p.lt'a!ctic;e!s. :, 'The,a'e' 

f~tctors"'will ai'fect such iIrlportMt ~aitic:~~ ~~s~~6,g;r'ljtpliical"~oc'at±ens, 

the responsibilities of the GOMJNT units iIi~()'I'Ve'~,an;d ·,the de~6 ~a 

scope of exch."Ul:ge and OOMINT distri'bution. •. 

4. 

contribution consistent· with ""c,.,,;.ty ·i. mad.e by their c.,.;;med .~l ,effQr~ 
to the pro,secutiori of a war~' 

.5. Normally, collaboration'w ill be e,ffected through ,co;;;.ordiE;~:t')l;;(:l)n of' 

the app'ropriate OOMINl' organ.iz~tions. ' Howe,ver, :whe~~ neoeasar,y'and f,e:as'ible, 

COlv'iINT orgonizations may be integrated on. ft U.,s. -Brit.ish b3.s:La •. 

6. Arrangements in national territori?:$ :or in theatres in.Jhi.ch. the f.oro.es' 

of only 'one oI' the nationsc':.re engaged 'ure not subject to '1:ihe spe.Oia;i ~r:in¢i:£>l.e!s 

stated jn this Appendix. 
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o ... -.' .. .... . . ,'.. . ..... ... ~ ' " , .. . 

~t.h. pa;rt.)Les wil.l .remain f're.e, to rec:J:"Iltire. tbeli;r I}.liI.tional COMINT 
.. :. :;'. -.. :,., ... : ... :~.. . ... .. ..'. .: ', ':' 

CeI'ltr-es. both fr't ~tne, ~d .. ~~~s~.as t~' ~d,e~al<;~' :~y. task reiewnt to· their 
. ~.'" . .- . . ... , ... -, .. _ .. , . .. ...... ..... --:- .... ............ .. _. . . 

pa.;ia.otLaJ. W:Oli'lGl:'i'l;i.de ~te:rests, ond to set up sl:lch aGidi tiop,al cent:re.s as 

may be necess~., $~bjeGit t .o tf,lis. ovettiding prill!ciple, the~ ··"Wil.l ·);le· a 

'. ·~~:b:d.·ai":J.i~iQti Qf titsk;s b~tw.e·en the :ri~t:ion~ deil;t~~·~ Which· :.,all Undertake 

::' ·~<the· ·g;'eat:e~.t PQls·s:ibi~ nWnb~T" of· fii.~e4 comtn:iltmenlt:s,:' in ~cco;&nce' with the .) 

-8.. In view of· the gee.graphical location of GCHQ wi th re~;peet:. to the 

: .. :.:: .. ~QP:e~ ~~atre,; IIDd in co~si"deTo:tion ,oill' the tI. S:. F0tcef?' ~~0lved, the u. s.,. , ' 

'. 

.. '" " .,... i ~.' . . . ': ':; . ~ .' . ~ . ,.:: ,:' .. .', '. '" ... . i · . 

Yf.eJ:ltem PQwe·rsORd tJ,:l:e Russian B:;"oc.~ will .inunediat~ly ~O!ertD.ke to'- aUgment 

. t~:t part~f G C rH~": ]>~duc~g OO~ reJ!evant to the war :in these areas 

·by the- proVisi{on ·of a subrs·tantial·nwnber of 'COMINT ]>r.oce'~·$i.I:J,g personnel 

as reqUired, and 0f such eqUipm~nt . as· .my then be detennmed to be b.oth 
L'i t . ":,, :' : 
fea .. ~'ible and ~.;r.of·;i. tai~le. .T~ U~ ~'~ v.L11 po,rtic:i.pa. te with ~. 'e.qUEJi vo·i€e .J 
in the ·detemi.rre.t·ion of..'" priof'iti!es ~4 a;lJ.oc;ati'"on $:r re,sources 'ilith respect 

tGl the coma,me([ CO~! effort at GCHQr.. . The intercept reS!o:w;"~es of' the 

lJ.;S' •. mlld U. K. which are e;ssential fQ~ .eov~ri;l;ge. of EtJROFE and con:tiguou.s 

areaS w.;j.ll ''p·ee0lJ!.e availal;ll-e to tn.e combined. COMINT et'fon at GCHQ, except 

f.o~ t hosereql:lire:d ap.d! :reserve.d fair direct ··~l!ippo~t of the' 1'ield fO:r'ces of 

ei ther nation or res~rted. t'G,F o.t-h.er p:ur.porses by e:±ther p.arty... Tha,t part 

the combined effort P.t GcEQ'. Traffic· f'Fom all s01.lTces, will be made .. . - ;-

.a:-vailable to both llBSA and G·C H 'Q 

2 ... 
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:immea~iprt:ly '~vailable 'to the ;1P;talligeE:ce organizaJtiatiSot' :e.6fh~"tiop;s. 

'~:.. In the event 'o'f' (GCFIQ ''bem-g d:iLs'abled 'fol[" any EeaS:OD! ,dUrmg. t'he-

war, the c~bin:e:deffo!f:'t~ wUJ= be 'tr.ensI'erred te 'Sli!.e.h ot~iIi' {~entwe a:~. 

may 'bemutua1ly agr-ee'd. 
,I, .' 

,-,,;.,.-~& •. , ._:.,~. ,",~f~~~6n' to ~de!lftak~g task;s.oh ,~ wo",J.<a.Wid.e l?>?>ail;f", J\.~SJ\. :vv;ill 

"i:t%--p:ali-ticular be the' :princ'-il?ltl'~el'ltre foOl' V •. ;$!. ~d ;ailri'P~l:ih '6A'fl.LOi it;a:$.ion of 

011_ ~~~~;,;- @~reie~_$~~~"'··-· ----------.1 :e'rit~:3h p:~.it:$CQ~el 
may 'be m:l5'egrate'~ ;iIi .it '1m aSls'ist inthi~ iVlGr.1{;,. 

duplicat:e much of' the work undertaken 'at GGHQ, • 

. PRINCIFLES OF' ,COLLAJBORATr:ON bMONG COMINT ·CENTRES Olli'!J1HE; u: S ' u.{{. 
'.. ••••• '.. ., •• ,.' '.', - .n "" - :- --- ••• -:. ••• , ., •• ~:_~:.-••• _-_._" _:.~'--~!'.J ... _.,._._ 

l\ND WTI$H COMMONWEAL~rl. COUNTBIES. 

li. British Commonwealth countries may be, included in the coll1e~bo;Ea:tion 

of' U. S. and. U. K. Natiotl41 QOM:(N~ Cep,tres ~$ ag~eeiil by tlile .National. COMINT 

":' 
, . 

of end-product" traffic:, and technipal material wifJh c~nweal.t!b. <ilea-ti:~'S' Witl 

be as complete as re'q;u..ired and mu-t~ly' agreed. I:rit &g.<iit;L~" wor~ pa:r~ie'8 

qf one n,atienmay, be ass:i.,gned to national CCMINT centres· of ano·th.el[' nation :as 

mutually agreed. 

PRJNCIPLES OF COLLABORATION AMONG U. S.. U. K. JIND~ BRITISH C()~iJEALTH 

OVEHSEI1S NATrONAL CCTh-UNTCEN'1'EES 
. . . 

(Note: "Overseas National COMlNT Centre'" as 'used in thi.s section is, intende.Ei to 
~ 

mean any centre of ,one nation not p:rov~ded solely fCj)w the, direct support, o,f a 

single serVice, regardless of the authority or agencyresponsi,ble for.' lQlcal 

management ·of such a centre.) 

- 3 -
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- ~' ~' . 

:1 . . 

. ·· tt· may ;iie "'Fk~ce's'sariY .to .e.~ta\)li~. Q~e~~~;a.s ~ati~~aI ,COM1CNi' 
.." .': ~.: ~. " ; 

,c:eI!);i8,res <tl:c6 ~tis~e, i\t:iiline~Y;"1>ro~,~~'s~;i4g qr Cil~rt~~,.'.~~~~, '~~~~ ,QOMINT' 

. : ;;I~t'e~:c:ePib:e'd t.heilie;., ~m..:s mc'l1il;die:s :e;slta;'b)Jd •. ~nt '~Y' e,~t!he:rp~:r;'tw . of' 
. .' ~ .' . 

. " ~44i ti6n~1 o~nitte'!~ ,!~<:)f: iSu~peii1t~ the .;p~~:,~e.Ci,i,utj;PFi '::~~ ~h.:e war lin %~ 

·iEh~i.roiI!re'e:n artd iMid:cll.e E'a'st .areas·. \'iloJ.e:Fe :ne.(te:;;;:sBrY pr .ti.e.:$i:r:al!>le,: 

.. ~~.~k~ri.gp~~~·i~·s · ,~r' .~e, : · ijat~~l'lI ~Y::;Q.¢:· ;~:~~$~~l~' ~~:'·.'~~~~~11Y: 'agir~e:d, to' 
. . . '... . . .. 

; Q\"$;:~;se~as·, ' Q:~ntt~~$ '<c;;r" 'a\E:d1nl"(~:F:~; ' , ExchaN'g~,': '9~ eRGii-piti'Gya;1ili€:$., . t~af£ici;, and 
. : .. : ' -: 

o 

". ,,:~ : .:. : . ' i 
.',," {~'¢~ical '~t:e;~ai :'w'1,11 'be ·a'S c.om:p'~,e~'b€ .. Ek,g .reqlAire.cit. 

. . .• ::~ :: j' . i 

:~L~O.~S: . 'QP.;.,~q:~~~~·]~~·~I~k~: u. '~; •. : )J.~R. ~:' '~ft'T'i$a ;G'OMMQ~~_ S~~~, 
-0 .. n.) n.· ", C ' '11.1T;11 ·T""'T'Il''ll.:e . ~~~'r;:; .. ~~~. D·'>r;'T'>~I,1.·~':' 'eT~ .. ';'m .. : J: ~.-~ ""~''''''I<'''' "" " . "",';';:rnt>. E. _do ' :b oT.1\1i.'. C,.;r. ·r:1ir.'\.'I'1I.T",.. . ~'C"Dtr~"'E-:.· 

\t!~aJl!·~· ~1·~~~,~ . ~~~·v:~~_.£'4'!n .. . ~~.J:~~ . ;~,s!~K)V~~ .y:s: _VVJ..~l ~·~RV. ~ ~..LI['~ '. _~~1-I;I'~'$z.1 .~Y· !I;:~· 

OR 'T~~ aEm~si ' ~ .. --.... ;'. ,- " .:.: - .. . --: . -- - . _ .. u - - -
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20. AlthoUgh arrangements .. :in national territeries or :i:n.tPle·~t~~;s ~ 

which the forces of cm1y OIl;e of the na:tions' ~e engaged. are no.t slllb,Je·O!t. 
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21. The parties conc_erned Will from time to t;i.n)e review the p1.an:s 

made for COMINT war mob;il.isation; insofar as the :m:.S. and U. K. 8,ir¢ 

concerned, this has special reference to the 8'cale CDf the ant ieipa. te,d 

u.S. CQMtN'T effort in the U. K.and vice vers·a,. 
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C,OLLABORATION :BETWEEN U .. $o AND U.K. NATIONAL COMINTCENTERS 
\ 

:nrmODUCTION 

: ~. 

... : 

1.· '!'his Annexure sets forth agreed arrangements for the implementation: 

of the principles of collaboration contained in paragraphs 1 .. 10. of 

Appen · 'x Qto the BRUSA Agreement. Although these principles· apply in 
. , 

part· cular to a wartime situationj at least two s'tages are involved iIi the 

e·fIctive implementation of the provisions of this Appendix. These are: 

a. Peacetime Augmentation Program - to be effective up tp 

the day of full mobilization. 

b. Wartime combined effort at full scale. 

2. During peacetime I combined NSA-OCHQ efforts will be established 

\on specific problems, as agreed between uscm and LSIB. ' Arrangements 

t"orcombined ef:forts will be made:for thos.e problems which Under existing 

d:ondltiens can be most e:ffectively processed at one center. The.se 

arrangements will be kept under continuing review and are sub ject to 
. . 

change by either party. Any additional increases in the peacetime aug .. , 
i 

mentation program will be as agreed upon between USCIB and ISIB. 

WARWIME COMBINED EFFORT AT GCHQ 

\ 3. . That part of GCHQ producing POMINT relevant to a war in 

~ and contiguous areas will be augmented with U.S. COMll'lT reB~e. 
and Will ·form a combined operation to be named the Combined Center I 

Europe (CCE). 

ORGANI~TION 

4. The or anization of the 

1 
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b. Director, GCHQ, will be assisted by two Deputy Directors I 

one appointed by the Director, NSA, and the other by the, 

U.K. The U.S. Deputy will be primarily concerned with 

the Groups assigned to the CCE, the U.K. Deputy primarily 

with those GCHQ elements which will remain outside the CCE. 

c,. Director, GCHQ, will be further assisted by a number of 

Assistant Directors, of whom one, appointed by the 

Director, NsA, will have major responsibilities for 

Production within the CCE. 

d. 'Below Directorate level, the CCE will be organized into 

a series of groups, each responsible for a specific sphere 

of operations. 

CONTRI::BUTION OF RESOURCES TO THE CCE 

* i.e. Investigation of transmissions with unknown technical 

characteristics. 

2 
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b • Small portions of GCHQ may be retained outside the CCE 

c. 

for such purposes as special exploitation or dissemination 

tasks required by UoK. intelligence consumers, particularly 

wi th reference to sub ..,ects outside Europe and contiguous. areas. ~ , 

The U~S. will contribute substantial COMINT resources to 

the CCE, details of which ar~ given 1n Exhibit 1 to this 

Annexure. 

TAsKSO:F"THE ceE 
6
·... 1 . 

.• The main tasks of the iCCE will be: 

Be Technical COMINTsupport of U.S., U.K., and other British' 

Commonwealth field resources in· EurOpe .and contiguous areas. 

b.' Technical COMINi' support! of the Y units of Third Party Nations 
! 

partiCipating in the Y structure of Al.lied Commands in 
: it· . 

, I I 
Europe andcont~Sfous areas, in accordance with the provisions 

of Appendix P. ! I: 
. , I 

c. Operational control of U.S 0, U oK., and other British 
:j 

, 
Commonwealth field resources essential to the coverage of 

. Europe and COriti~ous areas, except those required and 

reserved for close support of the field forces of the 

contributing nation or otherwise reserved by the 

contributing nation. 

d. Processing and exploitation of COMINT . material relevant 

to Europe and contiguous areas. 

e. Research in support of such processing and exploitation. 

f. . Production of COMINT information and the distribl:1tion 

of such information directly to appropriate national or 

combined CmaNT centers. ,- . 

3 
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b . The CCE will endeavor to produce end. products in the f.'orm 

or forms acceptable to the US and the UK for dissemination to all authorized 

. intelligence recipients and this will be the form in which the 'information 

nil nol"1MJ.ly be dissemine.ted • 

c. The US intelligence liaison officers will be responsible for 

dissemination to US Commands and other US rec).pients abroad and for the 

dfssemination ·of selected items to their parent US intelligence organi-

z a.t ions ; GCHQ will continue to be responsible for dissemina.tion to UK 

Commands and UK Intelligence Organizations. 

d. The US service intelligence liaison officers and GCHQ will 

collaborate in dissemination to Allied Commands, and combined cryptographic 

channels will normally be used. In exceptional cases where there is 

disagreement between GCHQ and US service intelligence liaison officers on 

addressees or on the substance of the information to be disseminated 

to Allied Commands, e1 ther may disseminate · provided that~ t "iS ~' made clear 
~,::;;!($ . 

that the other is not committed and that the rel~t'1onship to any other 
.. " , ... ,~;t~:' 

disseminated version is stated. Every effort will be made to avoid or to 

resolve such disagreements. Copies of CCE end products disseminated by 

electrical means to Allied Commands will be innnediately disseminated to 

the appropriate intelligence organizations of both nations, as required. 

e. The US intelligence liaison officers will have access 

to those points in the CCE activities ' where the CCE end product be-

comes available ~or dissemination. 

f. 'The U.S. Intelligence Organizations do not intend to 

establish intelligence production groups at the CCE. No exact estimate 

of the number of inte::uigence liaison personnel necessary can be made 

at this time; however, it 1s expected that they will be in such numbers 

as to operate a watch in connection ,vith each point of dissemination. 

' . 5 ' 
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INTEGRATION OF PERSONNEL EXCHANGED BETWEEiN CENTRES 

10. Personnel exchanged between NSA and GCHQ will be integrated 

organizationally within each center, will remain assigned to their 

home agency, and will be otherwise responsible to a resident head 

from this home agency. In the case of a problem which is to be 

worked as a primary commitment at one center by a combined NSA-GCHQ 

6 
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gpoup, the exchanged personnel will be integrated in both technical 

and operational ·management positions within the group. In the ease :of 

a prob1emwbrked jointly at both centers I exchanged persormel will b~ 
\ 

integrated technicaJJ.y into the groups at each center. An equal. 

voice in tecbnicSJ. and ~eratiortai management will be exercised (;>nJ.y ! 

\. on these problems bei1.iig worked 8,sa pr:l..ina.ryccanmitment at one center 

by a cODib;i.ned group. 

EsTIMATE OF PERSONNEL AND EQUIPMENT REQU:rmm FOR WMrIMEAOOME)NTA,TION \ 
. . 

PROORAMME 

ll.. . Exhibit 1 to this Annexure contains the estimate of 

personnel and equipment required for the wartime augmentation 

program. Its detailS will be reviewed from t:1Jne to time by both 

parties and revised as necessary. 

STANDBY ARRANGEMENTS FOR CONTINUATION OF ~OMBINED OPERATIONS IN THE 

EVENT o:t DISRUPrION THROWH ENEMY ACTION 

.' .. :. 

7 
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APPENDIX Q 
Annexure Ql 
EXHIBIT 1 

OPERATIoAAL AND LOGISTICAL REQtJI.Rn.1ENTS FOR THE WMTIME AUGMENTATION 

OF GCHQ 

1. It is estimated that a total operational strength of 9000 will be 

needed for the ~CE in war to de¥ with th~ ..... _____________ 1 problems 

assigned to it. The UK intends to contribute about 6000 of this total. 

In view of the importance of the CCE to the US intelligence effort it 

is felt that the US should endeavor to supply the additional 3000 persons 

who would be required. 
. . 

2. Existing UK mobilization manpower plans allow for an increase of 
. . 

5500 to GCHQ,' s peacetime establisbment of 4000 in the first twelve months 
. . 

of war. Of this 5500, 3200 will be prov~ded during the first three 

months of war. 

3. The bulk of the increase is intende~ for the reinforcement of the CCE 
. , 

and supporting groups, which may be expected to give these groups a. total 

strength of about 4000 by M ;. 3 months ,and of the final 6000 by M t 12 months 

4. A small proportion (at present estimated at 300) of the GCHQ staff I 

may be sent overseas and would thus not ,be available to the CCE. 

5 . During the period M t 12 months, the U.S. targC't should be to reinforce 

the CCE by 2000 persons. It is recommended that this increase be phased 

\ 
as follows; - - \ 

(a) . By M t 6. The provision of at least 500 persons, of whom\the 
I 

maJority should have had training and terience in C(IUNT Productiin and 

reporting activities. • It .... J.,.s 

(b) By M t 12. The provision ofa further 1500 persons. .li 

! 

realised that for practical reasons the majority of these will not have 

had extensive training or experience in CCMINT activities. Nevertheless, 

every effort should be made to ensure that as many as possible have at 

TOP 
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least had. basic COMINT training and that a cadre of trained COMINT personel 

be included in this gro~p to ensure the effective integration of the group 

with the CCE. 

6. It is recognized that the U.S. contribution to the CCE ~ be 

reduced in accordance with any allocation of personnel to other national 

or combined centers i1 lworking on CCKINT 

problems pertaining to Europe and contiguous areas. 

7. Equipment requirement a for the Centre should be considered in detail 

BO far as possible in advance of war by N.S.A. and G.C.H.Q. In this 

connection it iG intended that G.C.H.Q. should make the maximum possible 

contribution i .B the development and use of analytical machinery for 

research and /exploi tation. The U. S. contribution of standard IBM 

equipment should be commensurate with the U.S. contributiol'l of personnel 

to the CCE" based upon existing proportions of such equipment to 

processing personnel within NSA. 

OGA 
EO 1.4.(c) 
EO 1.4.(d) 
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PRINe IPLE:S OF WAHTlME COLLABORATION AMONG COMINT C$N'l'ERS OF THE: 

U.S .• ",. U.K •. ,AW OTHER Bl\!TISH COMMONWEALTH COUNTRIES. 

1. In the event of hostilities involving the U.S., U.K., Canada, 

AUstralia, and New Zealand, hereinafter referred to as c?llaborating nation 

the COMINT collaboration among these nations will" be such as to ensure the 

greatest possible contribution to the prosecution of the war consistent wit 

security. 

2. Normally, collaboration will be effected through direct co-

ordination between the appropriate COMINT organizations. Where: necessary 

and feasible, hewever, COMINT o:a:gani zatione may be integrated as mutually 

agreed. 

3. Field COMIN'!' resources of one or more of the collaborating 

nations operating in a theatre supported by a national or combined center 

will be provided by that center with such technical assistance as 

may be required and mutually agreed. In order to facilitate such 

arrangements the national authorities may assign liaison and working 

groups to these centers as necessary. 

4. Arrangements in theaters in which the forces of only one of 

the nations are engaged are not subject to the special principles 

stated in this annexure. 

5. The COMINT authorities of the collaborating nations will remain 

free to require their National COMINT Centers both at home and overseas 

to undertake any task relevant to their national worldwide interests, 

and to set up such additional Centers as may be necessary. Subject to 

this over-riding prinCiple, there will be a broad division of tasks 

between the National COMINT Centers in order to insure the maximum 

ti·Iilely i ·nterception and production of COMINT information. 

TOPSECREttCANOE 
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oil, I !' ' 

are ;~Je::::cordance with theab0Ve the following arrangeJret~~ 

a. In view of the geographic proximity of the canaUan 
\ 

/ 

b. 

\ 
and the U.S. National C~MINT Centers, and ,of the \ 

close relationships whibh will exist between the \ 
\ 

military forces 0'C the two nations in time of 

an integrated effort on specific problems JDaY be 

required. Such coll~oration may involve an exchange 
, \ 

of technical personnel between the two centers: and \ the 

provision by NSA of technical support to tb,e i i tegr'ated: 

effort to the extent desirable and feasible. \ 
\ 

\ 
In the Pacific Area collaboration is required o minimize 

the need of duplicate interception and process' 
\ 
\ 

facili ties. The U.S. rather than establishing \ 

National COMINT Center in the .southwest Pacific~ will 
, 'I 

! 
coordinate its COMINT operations in this theater with the 

center in Australia as required. 

c. The U.S. National COMINT Center(s) concerned with the 

Pacific area will have direct communication with the 

COMINT authorities of the coll~orating nations in order 

to effect rapid exchange of COMINT material 'as required 

and as mutually agreed. 

d. The U.S. envisages the assignment of a U.S. working party 

to the center in Australia immediately upon the outbreak 

of hostilities involving both parties. This working 

party will take part in the operations of the Center in 

Australia and will , serve as the cadre for any further 

augmentation of the center in Aust~ia which may become 

desirable as the war progresses. 

II 
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/ / 
!e. The U .K~ w111 increase its contribu.tion of personnel to the 

.' / 

/ center in Australia on the outpreak. of host!l! ties-. 

"ESTABLISHMENT OF Ov,ERSEAS N'AT:rONAL CQMINT CENTERS 

7. "Current planscons!der the possible establ1sl1ment of COMINT " 

Centers as set forth in Exhibit 1 to this Annexure. Its details will be 

t'eifiewed from time to time by the parties concerned and. revised as 

necessary. 

ESTABLISlNNT OF OV$RSEAS COMBINED " C:mm'ERS 

8. With reference to U.S. and U.K. plans to establish Na.tional 

COMINT Centers in~I ________________________ ~=-________ ~)circum-
. ---- ------- -_ ........ . 

" stances may require the establ:f"sbment6fa combined UK-US center in this 
...•....... '. 

area. OGA 
EO 1.4.(c) 
EO 1.4.(d) 
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t. . T:p:e u~,s. ~:elt~t i~Wl GGmi;U:up.:ieat·ion ~1ie]Jj;~ence Agre~nt: of 1946, 

the :~]l~n~~~ t:l<le.~¢:to,· ~t'he" 'o;per~t.~:: ·~~;~'£~~~is:' b~ed ifmreon· 

will ,eont:inue to be the ma~ 'b~.sis of relat:1LQIl$'betwe~Ii~"the t.w~ p~ies 
. "--~""''''' ;,' 

in 'war, .. ,.:, 

2. In l;rtter-preta:tion o:f th,is AgJ:'eerq.ent '.~ 'as ~. a.d:dition:al 

Appendix ~heret'0" the general ;r>r:i;nciple:s and' c.oIilSider.a-tionastat.ed 

:below provide" ror par'<ldcular ,spheres of w8.l7t:Wie ,collaboration ooib",7een 

the two parties. 

3. The :imple~ntat'j:.op. of' these ,prine'iplGB ''Yill 1i>e conditioned. by 

cases ;md by enemy cOllll1lunications a.ndcry-ptographic p:r.a..ct.ices., ~.lr1es,e 

factors ,viII afi'ecft such mport;,B.:l.1t J?~icuiars ~' ge.~graphic:~J l~¢atj.@;r::lS". 

the respon,sj,bilities of' the CQ!;:J1{T unit,s inV'olve€l., a:p.d. the deg~e al'ld, 

'scope of exchar.lge and. C()Jri]}pt distr;i.but:j.on. 
.. 

4. The ai.L"tl of the two part.ies is to ensure that the gTe:at,e.st 

possible contribution coru;;istent vlith security is made by th:e;Lr 

:combined C~ effort to the prosecution of' a war. 

5. N<;?rmally, collaboration'idll be ef'feetect thrOugJ,l co~o~;inat:~on 

of the appropriate COMlli1' org~ations. However, where necessary 

and feasible , COMINT organizationS may "be ' int~g;t'o.te~ on a U. ,~,~ -Brict~l=fh 

basis. 

6. .I.trral1.gen:!ents in national territories or ill theatres in which. 

the forces of o~ one of th~ patiens are eng~ged are ngt subJeGt to' 

RE·T 



... -.~~--

m BE HANOI ED IN ACCORDANCE WITH 'a·s'G 

2·-

'e,he' speoial princi;ples $t·ated in tl1is Ii.ppend:ix. 

PRlNbtpLES, OF'Cm:~i~ORAXillON, BR1'Wh":EN U'.~S • . ,;No U;K. NliTXOI'f;,\L CClfJ':NT 
~. .:. . " 

"!'~ ••.• Jl'" '.~ .-

7. Both parties w.ill rem:il.:L.'"l. f'ree to re'quire their :natio~ e'(l\a:NT 

lli\;tio.nal worldwide int,erest,s, ruiCi. t·o set .up such addit.ional eent~es as 

may be necessary., Su;pj~ct to this oiVerriding principle, there, will ~e. a . 

the greatest pos·sible nilllllber of f'ixed commitments, irtaccordanee 'With 

the principle,s set ~brt.h in the IntrcQuot;.iGn· t 'o th@se Appendices. 
. . 

8, In view of the geogaphical location of' OOHQ 'With re~pect to 

t .hG European theatre, apd in consideration of' too U.S. ForcE;s invol.ve~, 

tl:l.e. U. $ .• , i..Tl the e:v;ent of ". general 1ftar in ElUTO:pe or the Mioitle Ea:st 
~ . . .. 

llletween t.he W-estern. ;E!Qwers ancl t 'pe R~siaR Bloc, will j;f!lIDL-7diate.ly ~ept.a;ke' 

.' .. 1": .. _ 
t :Q ,augment that part ·of GOlfQ producing C01iINT releva:nt t,o the WaJ1'in t'h.ese' 

QX~a:~, lily the provision of'a · s,ubst·~ntial numiber o:.f OOMINT proces'SJmg 

pers'ozmel as reqt!tired'1 anil of' su~h equipment as roay then be aet.enn.j::l1.etil.· 

t,o b.e both feasi'ble and proi'i:t able. Tile 11. S. 'iv,ill participate with ap. 

E)-qual. voice in the deJliellmnaticm of prioTit:ies and alloc'.?.t:ion. of' .r.$'s~ources 

\v:itth~sJ?ect t .o· the eorJibined C.ol/iDTl' effort atGmlQ.The intercept 

Fesouroe~ of' tM u .. S. and U.K. which nre essential f,i,l>r coverage or': 

COl4JNI" effort at.GCNQ., except for thos'e re:quir~cland reserved for 

aire:ct support of' the ;f.ie,ld £orees of e:i:tn.er nat·i0h er reserved fo~ 

a:ndGCHQ to the extent :;re'quired f.l.nd pPs,s'il'rle. The complete e~"'l?roa:uct, 
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1'0 IS! "ANDLED IN ACCORDANCE WIIH IRSIG 

-3 

olf the 'combiood effQrt at· GCHQw.ilJ;, be made :i.LEedi&t.eJ;y available to 

t1'l.e int-clligenQe o:rgo.nizat ions o.t po-t,h 1111t.iOiRS •. 

9. 

as may beEIUtually agreecl • 

"'rill :tn. pa-rtic~l!~ DQ the prinGipal centre for US and tr!LC exploita.tion of 

~ll grades ·o;f' C01:i:INT' relevant to tfu;; ... I _____ ---'I,ll~e'~. UK persom::l,el rnt:):y 

UK. V;l(:,'WS inthe¢\.etel?'Jllinationof· priO'rit.li.es anCL alloeation ofre.souroe.s 

,'lith. .respeot t:o th9 .. ___ ...,...._----IFffort. relevant to a general. Vl'a;E n: 
that area.··_ .. ·;tt i$ / ~cogp.~~e,9: .tlw,t ~'f~.i~ is gpC3$.t,e!l;' invulnerability to 

,/ ,/ ~. ~ .>C . _ .' _ . ...... ':.;, : :. .. , _, '-: y ~ •• y, _ ... . ... .. 

enomy-:'action,w:ill malw:..~t .. D5ce~·:;Iary fo';f it to <luplie~;te muoh o£ the ' :r'fOrk: 
,/ . /,- . ....... .. ... - .. :.... . :: ~ ... . - ...... . ~. 

... -- . .... . -. 
undertaken .. ~;:t GCIfQ .... :~ .// .-. :.: .... :. ', ::, ,~ _, .. "; .... , "~ ' _ ._ .: ~ .:.:.:. ... : .. _: :. , '.. ' .... '._ .. . _.: 

. ~ " p. .. 
PRINOIPIES./:OF C®LLllBOR.I~d'ION ... :: .. M:OHG C01£Off .CEl'n'EES OF W'BE U. S. , .. u, k~ "- ... -... 

I ' 7 . .. ., 
J;ND OTUER .~t$:a CO}!it~!ONWE4LTH COu;NT:alES. 

.. .. ..••.. . ... _.; ...... 

11. .6ther British .Car'[nonwealth. countries .may ~ ipcluctea in the 
,' . . . .. '. 

collabo;ationof: U,;S:.and U,K. National COliJ,iNT Centres as agreed by tm 
.:' :' . ...... " . 

Nfl-tional CQMINT authorities of all parties oOll.Oerned. WitlUnthe lim;it:s ... 

I .so,-g:teed, exchanges o£ em-product, trai'i"iq, and technical LlaterjAl 

r I .1.1 .' . , 
I . i y';ith other COT!l1!'loPW0alth centree will b~ .as can:plete as re~ire(l_ and 

1/ /// mutually 'ligree4. In' ad<li t ion, ,working part ies ot: """ nat ion fi1BJT 'be 
I . .. 
, .I / ~:ssigne(i to national COMINT centres of another ndtion as lllUtUa.JJ;;y 
r r7~" , { .. O:: ~gre~d. '.' .: . 

{~~ 
EO ~.4 c) :01\4. d) 
I • 

i 
I: · 

. , 

\ 

\ 
\ 

PRINCIPIES OF OOLIJlBORATION .:'1dOl'TG Tu.E..Q. S., "lJ.0 THE P. K • . J;N[) OTHER 

BRITISH C015!;iO:t-KofEi~LTH OVERSE.,S N.~TION.<~L C'Gtill\1T CEN'l'RSS . . . . " . ~ - ..... ----.-.. - . . _. .. . - .. 
ENote: "Overseas National C0l4IN'T Centre''' .. aB used·::i,n this section is 

! 

L 

) ,.' 
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EIDER 

;i,:at,ended to I1~m1. any 'centre of one nl.'l.t ion nbt provided soleJy i'ert,he 

dir.eet su:pp@ri Qf' as.tngle 's,ervice,. regar.dles·s oi' the authority or Q:g~;racy' 

12. !t. I!k~Y be ~ees'saJi'"lJ to establish o:v:e.rscas natien:a1. CO~ 

centre.s t;o' ensure' t:Li'lely . process:ing of certe,in high le.vel .. 00M:q~~ . 

~t·eroepted. there:.. Whl;s i,ncludes est::.";.blisllL1cnt by e:itller pe.rty Glf 

ad!d:itional centres '13,0 support; the pros'eQutien of the war in . . the: 

part ies of one Nation Ejay be o.ssign(;(l D,S i;lU'"t;ually agree<J1 t9. overs,~aS-

cerr'~res of' qnother. Exeh~'.nge of enc;.-vrbc1uid, traffic, and technical 
. . 

mat,e;r;'ial' will be as: c@li\!?let,e as re quire€i.; 

BRITISH e~!IQN)!VE";j:.TH~ SRlRVJ;CE OQ:MDn' .lJNIt;L'~5 .. ~V-lJ?ED .. FOR p~T. 'SU(P,POlRT 

'QF Q~~l' _ FOI'{CES (:morooING, SERVIOE ;QR Tffi;;,ki$RE C~'l£BES) 

'illhe degree ,of int,egration of COMINT activ:i.ties within ~ 

the~at;re 'inv:olv:ing both W. ,8. s:m.Britisl~ C<;J).11Iii€lmre'a1.th fO'roes ' wi1l:, ~e~ep.d 

O~ tne d~grl:DQ off :tntegra:~ien ·of' operations ~1d:---c6i;ililiana: ,oll1. that,: th~~t~~. 

Upon this basis 10Gal co..;.ordinatio~ a.~ co ... ope;rat,ien wi,ll be effect:e:d in 
, , 

~c,o.rean¢e with t;}le: polieies of the ":national CCJMINT autheriti_es ec:m,~erP¢a... 

1:4. 
" , ~ . 

NOrFJally, later~~ .. ef~~'lenge, and 0-(;1101" d;ipect lat eralq:o.-.,operatJ..o'n 
~ "' .. 

-', 

am.ong U.S., U.K. -atl.<1l. oth.:;:r C'omm.€>ltWea1th ServiGe' CO MINT wtit:s proV':tdeQ., 

,i'Qrr;' ad.r.¢,ctsu:pport; of Combat Forces wi.ll be carried op at tbehigh.e~t 

leVie, Is; that will m.eet eS'l;!ent'ia:l operat:i::t,g; reqUireroents. 

N at io~l Cen.tres 'V{ill provide appropriate te·efunical s'l!fpPQrt 

fQT, am" o'bt.ain necess'aI'Y l'tl.ateria:l 1"1"e:o.., Semc~ u:nit ~ Gf ot:heT 
. ' ... 

... : ... . . .. . 

1'6 .• 

........ : .... 

. ~ €~l$;i,.;tat:i:en uPits' working for their national COMnfl' Genirres, 
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TO BE HANDLED IN' ACCORDANCE WITH IRSIG 

- 5 ... 

11. In 'EmY caimlEl.nd. inVolving U.3.a.nd. ·U.K. .r0!t"ce~, leve,ls O.f 

'd::is's~tion for both fbijoes will be identical as agreed "by the U.S; • 

.and: U.K. national COlJ11NT ·authbrities. Such d~ss'elllination 0.:£ er.ld; ... p!'oduct 

will, normally be Vianat:iO.Ml chemel$; .fJftqother ~~ ofdis'seminat:icn 

will 'be wtua:lly agteedL tip'C:)n 'by the ~t,io:n:a.I 'l):uthC'rit iee. For pUlrpeS'0S 

18. lli.lpleme:tltati'On of' the ·provisioES. of t .his ~e~ will ~%uire 

c'xtensive communications, plans for wmcb. ~ho'tildbe 'Grawn up at the 

e$'1ies% f~3$ib10 t~. 

;for anv theatre involviTlc;both U S and U Ie foroes the 1:'Iarties "V ---0. -,. • - •. • .. , . :J:' 

concerned will proceed forthwith to draw up plans for the COOD/'T 

stract:ure f'or the th.eatre in quest ion. 

20.. .:\ltholigh a.:r:ronge:ments in ~t.io~l territo;r-ies orin theatres 

in Which. the f'orcesof' o.nly one O.f' the nat'ions ~e 'ellgaged are not 

'subject to' the special principles ate-ted in this i~p£>endix, each p~y 

will inform t'lle O.~hers O.f' plans L12ile anq. O.rganizatiO.ns .set Up. in 

these areas •. 

21. The parties eO.ncerned will f'rOr:l t:iJne to' titJe reView the· 

plans Im?.d.e f,br COMDi'T 'War L'lObilisatiO.l1; insefa.r as the U. S. and U.K. 

are cO.ncerned., this . h~s special reference to the scale of' th.C 

ant~cipat.ed U. S. COMINT effort in the U.K. and vice vers'a. 
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1"9 M:a:roh19:~3 

COLLiU30RitT.IONBETWEE:Nj:J'. $" ~iND U.K. NJiT,IONlJ;, ,omrur:r .P~ERS 
!NTRODUOTION.: ' 

1.. T·bi:s Jume~set,s :f'9:rth ,agreed arr.a;n:~~~~ts for the 

implement,at,ion 0;£ 'tl"le p~:ip1e"s ofeollBtboratioll contained in FElirag:r:a1l1~ 

7 ,- , ~ 'O ,of ll'ppendixQ' tot:he ERUSA ,8greement,. AlUlOugh t'hese 1?r;tncJ,.p~'s~ 

.1.nvGlved in the e ,ffective 1r,aplement'l:l;t::i.:on of the provisio~ af' tms' 

Appendix. 'These are: 

ef.:&ecl:ive ~ t ,o· the :day of full ~bili,.zat:iop. 
, . 

'b. Wart':i:roo ·oombined. ,effort at full scale. 
, ~ 

2. During peacetime, combined NSA-GCHQ efforts ,vill lI)e 

established on specific . problems , as agreed "bet"l7~~n uscnf wWlB., 

Arrangerrents for comb-ined efforls will be made for those p:t'Oblems 

-
wr.ich under existingcondit'ionS can be most efiectively processed 

at one center, These 'arrangements -vdll 'be kept under continuing 

review and are subject to change by either party. !:-.ny additional 

increases in t~ pe.,acetime Bl..lgu1ent-at ionpFograra will be as agreed, 

upon between usom and ISIB • 

, W.AR'J.'DiE OOMBlNED EFFORT llrGOHQ 

3. That part; of GOHQ producing OOMINT re1ev8.P't to a war :j.n 

Europe and contiguous areas will be ai.lgm.enteQ. with: U.S. 00lIilNT. re:SO'l~:eI!_ 

.... 
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TO Be !'bIlNDLEB' IN AeEeRSA'4EiE '~JI'H IlilG 

Euro?e (CGE). 

Ol5.G.l1UZ.Al'JON 

-j. 

4. Tho organization of tIle CCE will :1:le as follow·s.: 

.5. 

Di.rectors, one appointed by the Director., NSA, 

a.nd. thc other b:y the U.K. The U.S .• Deputy will be 

primarily concerned with the Groups assigned 

to the CCE; the U.K. Deputy p~mlBrily with those .. ' 

GCHQ elelilent.s "y""fhi.ch will rer.lain out.side tJr.Le CCE~ 

c. ~irect.or, GCHQ, vii.11 lje ;f'urtl'lG.;r ·assist·cd by a 

number· of ~:~ssist.ant Directors, of -,;vhOl.'l. one, 

appo.inted by tIle Director, NSli.., vdllhave major 

res~?Qns;i.bi.lities for- Production within the CCE. 
. . 

d.. Below Directorate level, the CCE will·bEi organize~ 

int0 a s·eries· of' groups, each responsible ·for a 

spc.c;i,fic sphDre of operations. 

III. 
l.. e. "Investigat±on of trl!lnsmissi.ons with urik:J.1.ovm technical 

ch~~Tact eristics .• 
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b. 

c., 

to 'E HAND' ED IN ACCORDANCE WITH IISIG 

81:1all por.-tions of' GCfIC2 tlay lJC retained outside the 

C~ for ·suchp1lrpOses ~'.s. sp~cin.l eXJ?loit ,'.tionor 
. . " . .-- ; ': .. _ .. ... , .. .. _- .... " . ... .... -.... . -- .... ... ..... . - . ' .. , .. 

Q.isser;:J,L~ntion t8.'Sks recrl..'.ireCt by U.K. intelligence 

COllSUi:l6rs., pa.l~ticularly vdthref\:me~1.C0 to subjects 

o;ats.icl.e E>urol,)e ~nc1. contiguous areas. 

The' U. S. vlill contribu~e substantial COl'iw\iT resources 

to t .hc CCE, details of Which are g~ven in Exhibit 1 to 

this .Anru::::k'Urc. 

T ,..13K;$ O~' THE. CCE 

~. 
\\ 
\ \ 

.'. 

6 • .': .The :''l1ain 'Gas!(S of t:i:J.G CC"Ji: '''fill be: 

,~. l'ecil-u:lical GQi'l;.i:II'fT SUJ?:?Ol""t. of U. ;~. , U.K. ,~mcl other 

:British Commonwealth fiuld rCSO:U1:~et?S in Europe and 

contiguous "rcru;;. 

b. Tech .. llical COtffi1T support· of the Y 11 ... ""li t s of 'l'hirc1. 

Party Nations ·part'ieipe.ting in the Y structUl'e of' 

Allied Cor..1i",r.-.ncI.s in Europe anL1 contiguous areas, in 

accorctan.ce with the provisions of llPpendi:?( p. 

c.. .Operational control of ;U:,S!, U.K., ~- other British 

Commol'lWvo.lth :('ielo. resources essential to the 

coverage of ~~ope ru1d contiguous arep$, except 

those require'::' and reservec" for clos0 support 

0:::' thtl f'iel,~. forces of the contributing nation 

or otherwise reserved by tho contributing nation. 

d. Processi.L"'lg a:..'ld exploitation of C<l.ITNT Da.tcrial 

re;!.evf!.l1t t.o Europe anc..contiguous area.s. 



EO 1.4.(c) 
EO 1.4.(d) 

TO BE HANDLED iN AccokOANq WI I A .IRSIG 

c·.' ReSEH:\I'ch in sU:'J]}ort of such p;['ocess~in,g nnd 

G;J\:".;?lGlit at ion. 

di:;rtributioi'1 of such imOF1::tl-tion c;l.irectly to 

appro'?ric.te nationa.l or combined COI~In!T 

centers. 

.Appendix I. 
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m BE HANQLli9 IN AeeOItDANCE WITR ilslG 

COLTp.1ete end product ·of' th.e GeE 'will be n~c'-e ~'1!J.ecbiat\€::ly available to the 

intellig~nce organiz~tipns of Doth nations. To this .encL, the US 

iptel1igence liaison officers at the CCE will reeeive the ent1-pro.duct 

of the CCE. 
. ... - .. .......... . 

b. Th,0 Cc:m; will endeavourt 0 prodl,.lce ep.Gl .;f>r.oclucts in 

the fom, 'or forms a.cceptable to the US .a:nGl. the me ;for clisseI:.lir..:ation t ,o 

all authorized :Lntellie:ence recilJicnts ana. this wil.l be the i'Ol"i:a. in 
'-' "" 

which t.OO infOrt.Ult ion 'will norru:...uly be c.lisselniI:Jat'ed. 

c. The us illtl:;llige:ace liaison officers ",rill be 

res1lor . .siblc for disserllination to US· Cori1l:~!.2.n(..s fu"1.d other US recipients 

abroad 311.(.1 for the clisser.1:Uw .. tiol1. of se,lected Hems to the,ir pc,r.ent TJS 

intelligence orgp.niz~.tions; GCHQ ... ril1 contiini~ to be rcs~?onsibl(:; for 

dissenination to Ui'\: CO,Jrilanc-;'s and. UK Intelligence Organizations. 

d. The US sc::;rvicQ 111.t.elligenoe liaison oi"ficer.s an;~. 

GCHQ will collaborate j,Jl ll.iss'emmation to l1.11ied COli!l:!ZlIl·~i>, aI' .. O, conhined 

cryptogra:.f>hic chBnnels ,fill nOTll1.."l.lly be used. In exceptional c'o.se.s w~1ere 

there is Clisagreeue11t bctwecn GCIiQ and US ·service :L'I1.telligence liaison 

officers on addressees or on the substance of the inforr,1ation to be 

O~ _ dissej~i.J.J.ated to ":illit:;cl Cor,mlllncls, ~ith~l~ L1E\y disse:.:ri.ns.te provided th~tt 

it is made olear that the o'eller is not eOlilI:.ut.tect onCL tna'>G th.,~ 

relationship ·to DIly ot~r dissemiL1i.~tec:. vers,ion :i,.s statecl.. Every effort 

will be m.."Ule to avoid or to resolve s:uch t·.isagreeuents. Copies ot' 

CCE end products clis3CEillirted by electrical Deans to -,Ulied CQ1J1iiUmds 



EO 1.4.(c) 
EO 1.4.(d) 

B\l' 

lOBE HANDLED IN ACCORDANCE WI1H IRSIG 
I 

@. 'The US into.lligencc liais'on off;Lcers will h.?vc 

ac·cess. to thO:i:3e j.Jo:ints in the COE activities where the CCE, one1 prOC!fuet 

becor.aes ;}.vnil.:"'..b.:Le i'o:r;' u:issel:1iwt ion. 
. _.',.. .......... _. 

f. The U.g. Illt·olligence Organizations do not inten~1 tQ 

est::'.blish intelligeIlCt:: p~o.c~uctiO;'l f,~rou:!?s ~t 'i;he OCE·. No eXD;®t ~st:il:l.3.te. 
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: EO l.4.(e) 
: EO l.4.(d) 

III 

TO IF HANDl-KD IN AeeeADMC! WII" IOId 

t,-:- • 

. itlt cgrt;lt.e.c.1. . 01~gallizat iO:J.1.a-l.iy ·;I:.>i thin. o.2.Gh .. c¢ritfer.,- 'V1ill r:Pl~l~:y.?: .. ~:~s igne(], 
". ·r ,. --. 

heail from tl1..is 'home :1gency.. In the c'ase of' a prGblem which is ·b.o · be: 

wo~ked as a prll.u:o..,.ry C01,lf,li tment at one cent cr by a cOilbined NS~l-~ 
. "£ . ' 

g'VbUp, the exch;~ngecl persormel will be intcgratec:. in both technical 

and ·operatioTh"tl. J:i.£I.:n.8.g(~mJ.\:mt positions within the group. In the CW;;e 

i or ci l?I"ol)leLl worked j,?intly at -bOth centers, exchanged personnel will 

be inte8rt~.tc:;(,_ teeh11ic(~lly into. t::.1.E.: groups at eac~;' center. J.ll1. equal 
: ' 

voice in t-ecP_11.ic?1 and 02ero.tion,;1 l!l -;n ;-·geaent will be exerc.iseCl. only 

on these :~r01}leEls being Yiorko(;;' as ':. J:ll~:i:raary C01;Ii~litment a.t one cente;r-

by a. COTJ.i:d. ... "l0cl group. 

1 f. ELUbit I to this . }.ill:J.eXUI'e contai.."I1.s the ol3tjme·te of' 

personnel :'.11d eq~pLleat required for the wartL'1lBs-ugr£J(;ntation 

progrl':IL1. Its details "rill DE.: review-eel froTil t~1e to tii:l0 by both 

p.arties·ru~l revis~d pS necessary. 
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B1;'C . .53/ Qa/F:Lna1 
OiJi4 . 

19 March 1953 

~aIQN ~'.L ;,;~ tDGJSTJ~l!J,J· REQlwIEFJiiE.\TTS. .]DR :THE W":::RT.l}[B} ;"U~.lEif.r~';.TlON 

.QF . GQ~~ 

t. . It is estimated. that a total Q~'er~tional st"rength of 90.00 will be 

neede.d for t'~eCCE 'in war t,CD deal with ~l~eLI __________ ---IprO'blems 

a,ssignedto it.Whe UK 38,1.tenda to cOlttribut·e about €)o.OO of t·his t:ortal\t 

. I 

In view of' the imp.ort,ance of' the CaE to the US int;el1igence effort· it 

isf'eli: that -the US should endeaVoOtlr .to supply' the additional 3000 pers.ons 

5:500 to GeH!) I S peacetime establisbment 0:1:' ·4000 in the i'irst twelve montha 

of -V'TaI'. o.f this 550.0, 320.0. ,rill be provided during the first three' 

months or war. 

3. The bulk of the increa,se is intended for 'G~' reinforcement 01' t ,he CCE 

and supgorli'-'1.g groups, which iJJ8.y be' e~~ected to give '~hese groups a total 

strength of.' about 400.0. ·by M j. 3 n'lonths ~ and of tha i'ina160o.O by lJ.( I- 12 

mOi1.ths. 

4.. .A small pro;port.ion (at present est,ima.ted' at 30.0.) of -Ghe' GCHQ sta:i:Y 

may be sent overseas a.nci Hould t~lUS not be available to the CCE, 

5. During the period lolL f 12 months, the U.S. target should be to 
., - "'\ 

U reinforce tr.!.0 CCE by 20.0.0. perSOll.:!. It is recommended that this increase 

be phased as follows: --

(a) By14 f 6. The provision or: at least 500. persons) 01~ whom the 

majority should have had training ,and. experience in COMn1T prooUQtion 

and reporting activities. 
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(b) "By Ivi ,4 12~. Tn0 provision of' f. :t'urt:hc:;r 1500 versons • . n is, 

realise.a i;hl,~t :t'G.J:i PFact:i:c~l reasons tho inf!.jority of th0se y;ill not lIDyc 

had extensive training or eXi?erj..~n~:~._irl COjViTh~ .adivHiGs~ NevcT'G,helc:s.s ,. 

every ei'f'orl shollJr.l be made to C:l"lS"UrG" ·~.h"Ht as lIW.ny as pos:;;ib1e have I;l:t· 
.. : .- .. .. .. 

least ha~ basic COMINT ·traihi,."1g ·8.T).a :that a ce.clr0 of. tra.ined COt-UNT person!;!l 
....... : .. M 

be ip..cluded in 'this grotip'-'"l:;'o 'eru:fut'6 '%he E;':fiJec'lrive -int-egrat:ion ... o.f .. ttw~.g:to:l~1P 

with 1H'lc CC!i!;. . ........ " .. . 

~ .. It is recogni~ed that the tr. S. contribution to the GeE. tr1ay be 

reaiueod in accordance yfith any allocation 01' pcrs'onncl to other .nat,;Lona.l ' 

or cOUlbilll..e.d centers' inJ ... ________________ --11 YvQrking 011 CmITNT' 

}?TobleIDS pertnining t9 Europe and contiguous areas. 

7. Equipm.ent t0q1(Iir~ll1cnts :for the Cel1trc should he considered in 

det; ,dl as :far ~ts j? o:;3,sib Ie' in advnnce of' wax 'by N.;5 ... ~.. an.(t G~ C.H •. q. 'In 

t:hi.s C01IDC:ctiol1. it is ipt~n9.oct that G. O. rI.i1. shoulet make the maxuIfuun , 

possible cOll.tiibution in th~ clovelo]~n}crit 8.l1d USti: of' analytioal Tna:9hinery 

eql:ripment should be COrrD-!"c.l1;surate "lith the U. S. contributic::l of 

pC'rsmmel t.o t1ie GCE, bE;,.:socl upon existitlg proFortions o:fsuch equ;ipme.nt 
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Australia, a..11.0. New Zealand., herei:n8:f'tcr-refe~re'Cl.t~b a.s oQlh.bo:rating 

e~ure tht:} grca·~e.st possi1?le. contr.ibution to the pr.osedut-ion . ot' the 'iiliax' 

consist·ent with seCl,lI'ity. 

2. Nm;"TJlalJ,.y, c0l~ab~r:ation "i'lill be eff'.ecte.G. through d:Lre<;}t cp-

ordinat.ion betwe.e:ll the a:ppropriat eGq~lT o!l"g~.n±z~t::i:Q~l$. !N1"~er€) ~edess8..!y 
'" . 

and feasible, howqver, G~1T ~rga4¥.z·at.idl1:S riuq be il1.tegr.at·~a as ntutually 

. agreed. 

Fie ldCOMJ:l'.l:r . reSlClltirce.S . ;;"f OJl.e -O!i~mor0. of, the collaborating 

•• i 

will be provided by that center ."with stich tech."'1ical .assist al1.ceas rl12;y be 

required and mut~lly agreed.. I.n '9rde:r: to faciiHate such arrangerf.ents 

the national £:.uthOJ:'ities may assigp.:liais·on a.'1.Cl workink(groups t ,·o these 

cent ers as neces·sary. 

4. ilI'rru1.gi:;inents in tl~at.ers· il"J. .. wi~ich thEi forces of ol.'):iyone of 
( ... c. 

stated in this annexure. 

5. The COl/ilHT authorities .of' t~ collc:,.bQrat~g ne.tions ~w:ill 

remain fret; to roquire their Nat~ona:i CQ1Ul~ Oenters :t>oth 8.t ~ome and 

ihterest.s, arul to f'16t up such add:;ltiohal Cent.ers E~s'may be 

'; 
I 

! 
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:Subjoct to this over.,;,ri<i1::Lng principle" t,ncl'(; 'iv.ill bt:.: Q. broaa~ 

divi-sioll of! t ,asks betwc;gn the Na,tional COi:!iJ,£;'T C0l1.tcrs: in orde::.~ to 

6,. In ~ccordanc(; 'w-i1i;h the;: abov0 the f'ol101dng arrangement,s 8:C'lc 

a~ In view~ 'ol t~lLJg(;ographic. l?F.oxiwity of the Canad;i;a.n 
. : ...... :~ .. -.. ... _ ..... " 

~cl the U. S. NatiorJ:p.1COMtN'11 Centers, ar:tC:. of t ,he 

close relat ionshivs i'v,hich will exist bctw-:.:cl1. the 

Llilit,~..xy forces of tlw two m: ... t .iol1;s in t'illte Qr w.-:-,:r, 

an integratc,';Q. .3f':fori on specific problems may be 

ruquirc·a. 5'Ip,Chcollaboration may involve an exeb.ange 

of te,chnical ?crs'oIL.""1el between the tyro Centers ant"' .. t ,he 

provis'ion by. 1'£ . ..1 of technical support to the int@grat@cL 

effort t,o the extent · d~sir8.b10 a:pct i'eusible. 

b. In the Pacific .:;r~a collaboration is 1~0Cluirea. to 

. ... . t' ~ f' . l' +. ., . t· • .:> :r.unJ:.m:L:Z·C ' . .11e neeLe 0 d1XJ? 'l-ca.,,(3 :;Ll1."GE:rcep ~on all'lu 

process,ing faeilitic.s. The U. d. rather than esta"~lis'hing 

a Na,tional Gm~:iTf\iT Center in th0 Southwest Pacific, will 

cOQ;r'diinat€ itsCOMlNT oj?crations in this thei.'ter w;Lth th~ 

-ceniteril1 :t\ustralia as required. 

c. Th~ U.S. Nat:ioYl..al. CQMIN'£ GOllter(s): conc0rncc;l w'ith t :l1e 

Pe.cif'ic are£'. vdll have direct cOll1nn.micat ion vdth the 

CQM:INT 8:u,thb:r:-iti0S of the collaiJora.ting n~.:biQn$ :in 
!It, 

order to effo,ct rapid exchange of C01UNT material as 

req1:.lirec1. ruJ.d as mutual~y agreed. 

d .• , Th~ U.S. envisages the assignment' of' .~. U.S. working party 

of hostilities involving 0o:t,h p8.rli,eS. Ti~is working 

" 
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TO BE HANDLED IN ACCORDANCE WITH '8 SIG 

e. The U.K. will i:..1.CreaS0 its oolJ.tributiol1. of 

p0r~0nn.c,1 to thaceni:;,er in ~~ustralia on the out;break 

of hostilit h;;s .• 

7. Ourrent p.lal1.S cons.i,.=:Lea.~ tho possible; est :!'.b:1ishtaent .ot:COlvirDfT 

:Centers as set forth in E;x:l1.ibit '1 t ,€) tll:i$ ;:..;pr).o;:rorc. n .s details will be 

'rev:i.ewod fram till:i.0 to tiL"1.e by t):le par'iiit-s eone.ernoee and reviset:'l as 

8. With re:fer0IiCG to '0.. S • . and U.K.pla,,"1.;3 to est';E1bli::Jh N~a.ct'ional 

CCWNT cronters:i,nl I(see Exhibit ~. paras. 1 """ 6) 

,eircUi:lStD.nc:6~ lil2.y re:qu.ir@ the establishment of ,1 eOID.1Jinecl U"£.-US center 

i.nti~s 
OGA 
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EO 1.4.(d) 
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QOLLA:aOAATION. BETWEEN U·.$o MID U.K. NATIONAL COMINT CENTERS 
\ 

' INTRODUCTIQN 

. ~ . 

" 

1. This . Annexure sets forth agreed arrangements for the implementation 

. 'of the , principles of col18borationcontained in paragraphs 7 - 10 , of 

Appen 'xQ to the BRUSA Agreement. AlthOl.1gh these principles apply in 

partcUl~to a wartime Situation,; at least two stages are involved i~ the 

e·ffctive tPliPlementat10n of the provisions of this Appendix. These are : 

a. Peacetime Augmentation Program - to be effect1.ve up tp 

the day of fUll mobilization. 

b. Wartime combined effort at full scale. 

hACETJ;Ml!:AUQMENTATION PROGRAM 

2. During peacetime 1 combiDed N~-GCHQ efforts will be established 

on specific problems I as agreed between USCIB and LSIB. ' Arrangements 

for combined effortu will be made for those problems which Under existing , . 

. \ condi tiona can be most effectively processed at one center. These 

arrangements will be kept under continuing review and are subject to 

~bange by either party. Any add! tiona! increases in the peacetime aug-
: I 

mentation program will be as agreed upon between USCIB and LSIB. 

WARTIME COMBINED EFFORT ATGCHQ 

. . 3. . That part of GCHQ producing COMINT relevant to a war in . 

Eurf 8l!d contiguous areas will be augment~d with U.S. COMINT resou{ces 

and will 'form a combined operation to be named the Combined Center 1 

EUrope (CCE). 

ORGANIZATION 
, . 

4~. The organization of the CCE will be as follows: 

1 

. . -. " ,', ., .. _-;. ....... - '; .:. ' f .. " , . . . 

;. 
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.b. Director, OCHQ, will be assisted by two Deputy Directors, 

one appointed by the Director, NSA, and the other by the 

U.K. The U.S. Deputy will be primarily concerned with 

the Groups assigned .to the CCE, the U.K. Deputy primarily 

", with those GCHQ elements which will remain outside the CCE. 

c.. Director, GCHQ, will be further assisted by a number of 

Assistant Directors, of whOm one, appointed by the 

. Director, NsA, will have major responsibilities for 

Production within theCCE. 

d. . Below Directorate level, the CCE will be organized into 

a series of groups, each responsible for a specific sphere 

of operations. 

CON';L'RIBt)TION O;F RESOURCES TO ',I'HE CCE 

* i.e. Investigation of transmissions with unknown technical 

characteristics. 

:2 
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b. Small portions OfGCHQ may be retained outside the CCE' 

for such purposes asspecieJ. exploitation or dissemination 

tasks required by U .. K. intelligence consumers.. particularly 

with reference tos~bjects outside Europe and contiguous areas. 
! . 

I 

c. The U ~s. will contr:Lbutesubst~tieJ. COMINT resources to 

the CCE, details of which are given in Exhibit 1 to this 

Annexure. 

TASKS OF'I'BE.CCE 

6. The main tasks of the iCCE Will be: 

a. Technical COMINTsupport of UoS., U.K.,. and ot.her British 

Commonwealth field resources in Europe .and contiguous areas .. 
i I 

b. Technical COMINt support: of the Y units of Third Party Nations 
!! . 

participating i~ the Y structure of Allied Commands in 
;; I I' 

Europe and con~'~~ous areas, in accordance with the provisions 
I ,: 

of Appendix P. . ! ' i' 
J 

c. Operational control of UoSo, U.Ko, and other British 
. :! 

'\ 

Commonwealth field resources essential. to the coverage of 

~ ____________ ~ __________ ~lexcePt those required and 

reserved for close support of the field forces of the 

contributing nation or otherwise reserved by the 

contributing nation. 

d. Processing and exploitation of COMINT' material relevant 

y9"----________ ---' 
e. Research in support of such processing and exploitation. 

f. . Production of COMIET information and. the distribution 

of such information directly to appropria.te national or 

combined COMINT centers. 

3 
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DISSEMINATION ARRANGEMENTS 
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8.. . a. . ParMraph 8 of Appendix Q prov:l.d~s that the complete end. 

prodv.ct of the CCE will be made inDnediately available to the intelligenc'e 

'(J organizations of both nations. To this end, the U~ intelligence liaison 

," . 

, 
[ ~I 
I . 

\ 

. Form '7U':C,13S. 

officers at the CCE will receive the end-product of the CCE. 
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b,' The CCEl will endeavor to produce end products in the fiorm 

or forms acceptable to the US an~ the UK for dissemination to all authorized 

int'e11igence recipients end this will be the form in which the in:rormat1on 

Wiil norma.1J . .y be diss'eminated. 

c. The US intelligence liaison off.icers will'be responsible for 

di(?semination to US Connnands and other US rec}.pients abroad and for the 

d:l'ssem1nation of selected items to their parent US intelligence organi-

zations; GCHQ will continue to be responsible for dissemination to UK 

Commands and UK Intelligence Organizations. 

d. The US service intelligence liaison officers and GCHQ will 

collaborate in dissemination t ·o Allied Commands, and combined cryptographic 

channels will normally be used. In exceptional cases where there is 

disagreement between GCHQ and US service intelligence liaison officers on 

addressees or on the substance of the information to be disseminated 

to Allied Commands, either may disseminate . provided. that :It r-i(ma4e clear 
,#,.'J;.;Jr r

-:,. • 

that the other is not committed and that the re~t-;Lotf~hip to any other 
~\O .... ~~ .. -. 

disseminated version is stated. Every effort will be made to avoid or to 

resolve such disagreements. Copies of CeE end products dis'seminated by 

electrical me:ans ,to Allied Commands will be lrmnediately disseminated to 

the appropriate intelligence organizations of both nations, as required. 

e. The US intelligence liaison officers will have access 

to those points in the CCE activities where the CCE end product be

comes available for'dissemination. 

f. The U.S. Intelligence Organizations do not intend to 

establish intelligence production ,groups at the CCE. No exact estimate 

of the number of inte~igence liaison personnel necessary can be made 

at this time; however, it is expected that they will be in such numbers 

as to operate a watch in connection ,dth each point of dissemination. 

5 
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10. Personnel exchanged between NSA and GCHQ will be integrated 

organizationa.l.ly wi thin each center, will remain assigned to their 

hane agency, and will be otherwise responsible to a resident head 

fran this home agency. In the case of a problem which is to be 

worked as a primary commitment at one center by a combined NSA~CHQ 
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group, . the exchanged personnel will be int~gra~d in both technical. , 

andoperatioI)8l.~ement posit:tonswith:1nthe group. Ii:l the case iot 
i 

a pr:oblem ,workedjointly at both centews 1 exchanged personnel .will bF , 
, ." 

inte'grated techriic9lly into the groups at each center. An. equal 
. . ~ , 

voice :tit technical and operational: mana:gement will be exercised only \ 

\ on' these .problems be~ worked ~s a pr~ .carmnitment .. at . one center 

by a ,can,bined group. 
' . . , .. ' . . '" . '. I ... . . . 
ESTIMATEOFPEBSOmm ANDEQUIPME!Nl' .IWQUIREI) FQRWAro-lMEAW:MF;NTATION I. 

. :PROORAMME 

li . . Exhibit 1 to this Annexure contains the estimate of 

personnel and equipment required, for the wartime augmentation 

. progr~. . Its details will be revieWed ti'om time to time by both 

parties and revised as necessary. 

, STANDBY . ARRANGEME;NTs FOR CONTINUATION OF JOMBINED OPERATIQNS ,m THE 

EVENT OF DISRUPl'ION THROroH ENEMY ACTION 

'7 

v ' 
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OPERATIO$L AND LOGISTICAL REQUIREMENTS FOR THE WARTIME AUGMENTATION 

OF GCIIQ 

1. It is estimated that a total operational strength of 9000 will be 

needed for the CCE in war to deal with th,lproblems 

assigned to it. The UK intends to contribute about 6000 of th:l.stotal. 

In view of the importance of the CeE to the US intelligence effort it 
. , 

is felt that the US should endeavor to supply the additional 3000 persons 

who would be reCluired. 

2. Existing UK mobilization manpower plans allow for an inc~ease of 
. . 

5500 to GCHQ's peacetime establishment of 4000 in the first twelve months 

of war. Of this 5500, 3200 will be provided during the first three 
·f 

months of war. 

3. The bulk of the increase is intended for the reinforcement of the CeE 

and supporting groups, which may be expected to give these . groups a total 
. . 

strength of about 4000 by M f 3 monthS, · and of the final 6000 by M f 12 months 
. . 

4. A small proportion (at present estimated at 300) of the GCHQ staff 

may be sent overseas and. would thus not be available to the CCE. 

5. During the period M f 12 months, the U.S. target should be to reinforce 

the CCE by 2000 persons. It is recommended that this increase be phased 

as follows: --

(a) . By'M f 6. The provision of at least 500 peisons, of whomlthe 
. i 
; I 
, I 

majority should have had training and experience in COMINT productiqn and 

reporting activities. 
. . I 

(b) By M f 12. The provision of a further 1500 persons. It. Js 

realised that for practical reasons the majority of these will not have 

had extensive training or experience in COMINT activities. Nevertheless, 

every effort should be made to ensure that as many' as possible have at 
OGA 
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least had basic COMINT training and that a cadre of trained COMINT personel 

be included in this gro~p to ensure the effective integration of the group 

with the CCE. 

6. It is recognized that the U.S. contribution to the CCE may be 

reduced in accordance with any allocation of personnel to other national 

or combined centers i1)working on COMINT 

problems pertaining to Europe and contiguous areas. 

7. Equipment requirements for the Centre should fe considered in detail 

so far as possible in advance of war by N.S.A. and G.C.H.Q. In this 

connection it is intended that G.C.H.Q. should"make the maximum possible 

contribution iri the development and use of ~alytical machinery for 

research and exploitation. The U. S. contribution of standard IBM 

equipment should be . cOIIDllensurate with the u.s. contribution of personnel 

to the CCE, based upon existing proportions of such equipment to 

proceSSing personnel Within NSA. 

OGA 
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~NDIX Q 

ANNE~ . Q? 

,. : . . .. ) . 

PRINC;~LE.S , QFW~WJME COI..LABORATION At1ONOCOMWr CEm'ERS OF TJW 

1:1,.$,.; .. ". liJ .K., AND ~. B:Bm'J;SHGQMMJ~TH COUNTRlES. , 
!' 

1. In the event of hostilities invOiJ,;ving the U.S., U.K., Canada, 

,Austraiia., and New, Zealand, hereinafter referred to as collaborating natioli : . . 

theCOMINT cellaborationamong, these nations will be such as to ensure the 

gr,eatest possible contribution to the prosecution of t.hewar consistent wit 

security. 

2 • Normally, collaboration Will be effected through direct co-

ordination between the appropriate COMINT organizations. Where necessary 

and feas±ble ,however, COMINT o~:ganizatlons may be integrated as mutua:lly 

agreed. 
\ 

3. 'Field COMINT resources of one or more of the collaborating 

nations operating in a theatre supported by ' a national or combined center 

will be provided by that center with such technical assistance as 

. may be required and mutually agreed.; In order to facili tate such 

arrangements the national authorities maY"assign liaison and working 

groups to these centers as necessary. 

4 ~ Arrangements in theaters in which the forces ofon].y one of 

the nations are engaged are not subject to the special principles 

. stated in this annexure. 

5. The COMIN'!' authorities of the collaborating nations will remaiil 

, free to require their National COMINT Centers both at home and overseas 

to undertake any task relevant to their national worldwide interests, 

and to setup such additiOnal Centers as may be necessary. Stlbject to 

this ov~r-riding principle, there will be a broad division of tasks , 

between the National COMLNT, Centers in order to insure the maximum 

ti,mely i:nterception and production of COMINT ini'ormation • 

, - . - ..... . - ' - , ; ~ -.. ., '. - " .- -. 
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6. In accordance with the .abovethe following arrangemetrts 

are proJected: \ ! 

a. In view of the geographfc prox:f:mity of the canaUan 

/ 

b. 

and the U.S'. Nat!.Qilal COMINT Centers, and of the\\\ 
. close relationships which will exist between the. . 

I, 

military forces of the two nations in time of 

an integrated effort on specific problems may be 

required. Such collaboration may involve an exchal;nge 
, . \ . 

of technical personnel between the two Centers I and\the 

provision by NSA of technica.l. support to the integrated 

effort to the extentdeslrable and feasible. 

In the Pacific Area collaboration is required 

the need of duplicate interception and process 

\ 
\ 

o min1mize 
\ 
\ 

facilities. The U.S. r.ather than establishing 

'National COMINT Center in the Southwest Pacific~ will 
i 
! 

coordinate its COMINT operations in this theater with the 

center in Australia as required. 

. c. The U.S. National COMINTCenter(s) concerned with the 

Pacific area will have direct communication with the 

COMINT authorities of the collaborating nations in order 

to effect rapid exchange of COMINT material 'as required 

and as mutually agreed. 

do The U.S. envisages ·the assignment of a U.S. working party 

to the center in Australia immediately upon the outbreak 

of hostilities involving both parties. This working 

party will take part in the operations of the Center in 

Australia epd will serve as the cadre for any further . 

augmentation of the center in Aust~ia which may become 

desirable as the war progresses. 

IiI. 
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. fe .' The U .K~ will increase its contribution of personn.el to the 
f / 
i center in Au.stralia on the outpreak ·of hostilities • 

. 'El$TJ\BLISHMEN'l' OF OVERSEAS NATIONAL . COMINT CENTERS 

7. CUrrent plans consider the possible establishment of COMINT 

Centers asset forth in EXhibit 1 to this Annexure. Its details will be 

i:'e"V:1ew~d from time to time by the parties concerned aD.d revised as 

necessary. 

: '8. •. 'With reference to U.S. and Y.K. plans toastablish National 

COMlNT Centers lnlL.. _____ ~18ee Exhibit 1; paras. 1 and 6) circum-

" stances may require the estab).ishlnent of a combinedUK-tJS center in this 

area. 
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