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"~ Directorate Minute Sheet,

Reference No. : D/3629.

26th June, 1951,

Subject -

Copy of a revised edition of the Referred to -

- Appendices (Third Edition dated 1st June,
¢ 1951) 1is enclosea, ~together with oopy of

a memorandum detailing the dA¥fferences in ' Eb‘-‘l 4.(c)
lay~out between this and the present eziitj.gn. EO 1 4‘ (d)
24 You will r;ote: thét pages 125, 126, :

127, 132 and“133 are missing., The documents
entitled Appendix M, Annexure A(5), Exhibit. -
1(125), Exhibit 2 pages t and 2 (426/127),
Bxhibit 4 (132) and Exhdbit 5 (133) in the
cresent edition should be transferred to the -
revised edition and numbered eccordinglys

After Acti'on

Vi dpp R st s “_ "' | “,2/{ |

Aiso of 5L (ives. ‘;">,,.. : 1
‘ T T 4 L....W-m-w l .-



e
Thn.z!d par 'bm S

Thc Domm:.ons-. o S ";

-T. i?art'ie:s to the Agreemcnt R

_Scope of the Agreement o .' S

Extent Of the l;greomnn-b o ‘Produc-ts S . Y

« - b . -
Extent of the Agreumunt ~Mobhods -afna Technidues - -

o) the_.,l\,__gpqe?gmi_ﬁ ‘ . -

' Dissemmation and Securi}ty =

'Disscm:mation and Security - C@rmnerc:.al

10, Prevmus Agrecmen‘t(s '
1 mnendmcnt ané Termlnat 1on of Agreement , R {
12+ Activation and m};)lementabion of 1gmonent

N P o .
W , B
. . - .
e . . T
A N . B
k s . R
R
- .o B Y
1 »
;
v
..
'
, -
L)

v .
[N .
[
R
'»Sh
*
.
~ . "
[y
O
[P . -
N : -
- v .
3 'y K A
. . v
¢ v
.
“
2



TOY SBORET ULTRL -

1.

24

1 November 1945

DT FRITISH-U, 5. COMMUNIC TTON' INTELLIGENCE ;,GREEMENE -

Partics to the .greemeht

The following agrecment is made between thc Arn@-Na.vy
Oomtmm&tion Intelligence Board (ANCLE) (-reprcsen’cmg the
U. S. State, Navy and War D.,p&rtmonts and all other U.S.
Communication I: ;tolligcnoc Agthorit:.as which mgy funotion)

and ho Lonéon Signal Tntclligenoe (SIG‘.EN;T) Board (re’gm‘esont—

-ing the Foreign 0f7lce, :-.dmra_']-.ty, War Of‘floe,, Asir Ministtry,

and all othep British Jt-n:_re Commu.n:,ofxtion In’celligcnoe

authoritios which may function).

Scope of the Agreewent

The agrcement governs the relatiorg of the above-mentioned
parties in Comunicrtion Intelligence untters onlys. . However,
the exchange of' swin collatersl wmaterial as is applicable for

toohnioal purp-ses »u¢ is not projudicial to national interests

. will bo efPcoted between the Communication Intclligenese agencies

in both countriecs,

1.~ Throughout this agrcemcnt Communication Intcll? :cnee
is understood to comprise oll processes invelwed in
the collection, production and dissominofion of inform~
ation derived frow the communications of other natlons.

2 - For the purposcs of this .agreement British Empire is
understood to mean all British territory other than
the Dominions,

N i



3 Extent of the Agreement —'gre&u@ts

{a).Ihe parties agree to the exchonge ef thé products of

. _ 3
the following operations relating to foreign communications:

(1)
& (2

(3)
(&)
(5)
(6)

colleotion of traffioc

noguigition of communieation doouménts and
equipment ’

troffic amslysis
ory‘pt&nnlys’i-a'
deeryption ond translation

acquisition of information regirding communicotion
orgonisations, practices, procedures and couipment |

. (b) Such exchange will be unrestricted on all work under-

taken exoopt vhen specifically excluded frow tho agreement at

the request of cither prrty and with the agreement with the othor.

It is the intentivn of occh party to limit such cxceptions to

the abasolute minimum and to exercise no restrictions other t,‘tmri

those reported and :mtunlly apreed upon.

3 Toroughout this agreement Forcign Communications
are understood to mean all communications of the
Govornment, or of any Military, Air or Noval force,
‘ faction, party, department, agency or burcou of a -
foreign eountry, or of any person or persons acting

or purporting to act.therefore, and shrll include

OGA |

[oormaunicetions of a foreign country whioh

EOQ 1.4.(c)™Y contain information of Military, Peiitical or
EO 1.4.(d loonomic voluc. Fgr‘uign ceuntry ns uscd horein is
" understood to includic auy -country, whether or not its
govarnment is rocopnised by the U.S, or the British
Bmpirc, excluding only thc U.S., the British Cormon—

wealth of Nations and the British Eupircs

- 5.
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Extont of the igreemont ~ Mothods and Techniques

" (&) ‘The. parties agree to the oxchange of information
x.'egarding t.nethods and fccbniques involved in the operations ,
outlinéd in paragraph 3(a). '

(b) Such exchange will be unrostrioted on all work under- -
baken exoopk that, wpen nctifisstion of thé' abher-party informition
moy be withheld by oi..tfélér pﬁ.rty when ltg spocinl interests so
require. Suoh notific-tion will include a desoription Iof the
informtion boing withhole . sufficient, in the opinion of tho
withholding party, to ecorvey its signifiqanoo. It is the in-
teni;iqn of ocach party to limit such exceptions to the absolute

minimum,

Thipd Parties t¢ the Lgrccmont

Both parties 7ill regard this.agrecment 08 ’preolurling
4 .
action with third parties om any supject cppertaining to

Communication Inbelligence oxocept subject to the following

4

undersd\:and ing;.e

(a.)It w1ll be contrary to this Agreoment to roveal its
existnnco t» any third porty whatever. |

(b) Each party will scek the agrocment of the other to
any acth:ﬁwﬂh third porties, énd will toke no such
action «til itn adviscbility is cpréed upon,

(e) The a,@‘ocmon‘.c o the other lla\fing been obtained, 1t
will bt loft to thir parby ovwncerncd to oexry out tho
:\g.rccd nction in the most appropriote way, v-'ith'out
obligation to disclose preciscly the chomnels through

whioh action is takcne.

4 = Throughout thic rpgreoixcnt third parties arc understood
10 mean oIl irlividusls or cuthorities other than those
of the United States, the British Empire and the Britisk
Dominionse -




—TOP SEURET ULINA

(d) Each party will ensure that the results of any such

action are nade avoilable to the other.

The DOm,:Ln:‘!,Qns

(a) While the Daxinions are not parties to thip Agreement
they will not be i-egarded as third parties, _

(b) The London SIGINT Board will, however, keep the U.S.
informed of any arrangenents or propeosed arrangements with
any Dominion agencies.

(e) ANCIB will ks no errangements with any Daninion
agency other than Ganadian except through, or with the prior
appﬁ:ml of, thc Loudc/m‘ SIGINT Board.

(d) As regards Canada, A-NCZ‘EB‘will corplete no arrangements
with any agency thercin w:r_thou'b first obtaining the views of
the London SIGINT Board. ‘

(e) It will be conditional on amy Dominion agencies with
whom ocollaboration takes dluce “hat they abide by the terms
of paragraphs 5, 8 and 9 or thig agreetent and to the arrange-

pents laid down in goxagrapa 7.

Channels Between U.S. and British Eupire Agencics

(2) ANCIB will make no arrangements in th. sphere of
Camunication Intelligence with aony British Empire agency
except through, or with the prior approval of, the London
S-IGINT Board, ;

~(b) T™hes Tondon SIGINT Board will make no arrangenents
in the sphere of Carmnication Intelligence with any U.S.

agency except through, or with the prior approval of, ANCIB,

-5 -
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+ 10,  Previous Agreements \

8, Disseminmation and Security

Gcm:'-nanicértgilon Intelligence end Secret or above technical
matters connected thorewith will be dissemimnted in accordance
with identical seourity rerulations te be drown up and kept
under review by ANCIB and tho London SIGINT Board in collaboration.
Within the terry of these regulations dissemination by either
party will be md‘e o U.S. recipjents only as approved by ANCIB;
to British Empire recipients and to Doialen recipients other
than Camsdian only c¢3 approved l‘Dy the London SIGINT Board; to '
Canadian reeipients unly as approved by either ANCTB or the
London SIGI_NT Board; and tc third parxty r?c:_i.pient.s only as.

jointly approved by ANCIB and the Londen SIGINT Board.

., Disseminatiiu and Sccurity -~ Comwercial

W

ANCIB and tie Lenion SIGINT Board will en&&u’e that)
without prior novificaion aal conaent of the ofher party in
_éa.ch instance, no dicsednntion of :‘Lnfo.rmation dexived from
Commurication Intelligence sources is nade to anylindiviédonal
or agency, govermaental or otherwise, that will exploit it

 for gormercial purposes,

This agreencnt supersedes oll previcus agreements between
British and U,S. authorities in the .Corm. ication Intelligence

field.



‘,.‘B

1,

12,

Apendment and Terminaticon of Ag;reenenft.

This ngreenent nay be arended or terminated completely
or in part at any time by mutual agreeuent. It may be
terminated completely at any tize on notice by edther party,
sheuld either consider ifs interests best served by such
action.

Activﬁt.ion, and Implenentetion of Aprcement

This agreement Lecancs effective by sigpature of duly

" authoriZed representatives of the Londorn SIGINT Board and

ANCIB. Thereafter, ios implemcntation will bo arranged

o

©

between the Commmnication Intelligenge axbhorities .comerned, N

subjest to the approval of the London SIGINT Boord and ANCIB.






INTRODUCTION - sheet 1

INTRODUCHION TO THE

LPPENDICES T0 THE
U.S. = BRITTSH COMINT AGREEMENT

(Introduction agreed at Technical Conference
34st October = 15th November, 1950, amending
Introductions agreed at Techniocal Conferences
11th)- 27th Maxrch, 1946 and 15th - 26th July,
194'8 .

te The following arrangements governing the collaboretion
between the U,S, and British Comint igencies have been agreed
between USCIB and LSIB in implementation of and as Lppendices

to the U,S. = British Comint Agreement of 5th March, 1946,

24 None of these arrangements shall be construed as cpn—
travening any clauses of that agreement but shall take effect
within the scope and limitations established thereby,. )

3 The object of these arrangements is to ensure that
maximum advantage is obtained from the combined available
personnel and facilities of both parties.

s In accordance with these arrangements, each party will
continue to make available to the other, continuously, currently,

and without request, all raw traffic, Comint items and technlcal
matter acquired or produced, and all pertinent information con-
cerning its activities, priorities and facilities, both present
and planned, subject only to the proviso contained in paragraphs
3(b) and k(b) of the Agreement.

5 "In addition, each party will continue to maintain

liaison personnel at the agenoy or agencies of the other party.

6. The two parties will continue to effect such standardi-
sation - e.g, of technical terminology, layout, procedure and orr
ganisation - as may be possible,

7 By the close collaboration thus established, and by
suggestion, agreement and arrangement, the two parties will
contimue to eliminate unnecessary duplication in all fields in
order to ensure maximum exploitation of foreign communications.
However, the activities undertaken by each party must be basioall;
Buited to its own needs and in many cases therefore neither is in
a position to accept any formal and fixed commitments for the
allocation of specific tasks to their respective agenoies, Such
an allocation would often prevent the shifting of emphasis to
tasks which those agencies may themselves wish to undertake or

t

-3—

18t June, 1951




O)

i€

" NEVER TO BE REMOVED FROM-FHE-OFKICE—

INTRODUCTION ~ sheet 2

which they may be required to underteke by the comsumers of

their product. It is agreed, however, that an informal and
flexible allocation of tasks, subject to alteration by either
party at need and sometimes without prior notification, is often
possible and desirable; that where one party accepts the informal
alloecation of the specific task it will make aveileble by radio
when desired by the receiving party the end~products of that
task; that, if the party which accepts an informal allocation

is compelled to relinguish it, it will inform the other party

as soon as possible; and that, in the event of either party
giving up a task to the other, every endeavour will be made by
the surrendering party to maintain such portions of its intercept
coverage on the task surrendered as were producing unique material.

8. In the field of interception, the two parties agree
that this informal allocation can be extended by a firm division
of "main responsibility" for coverage of certain specific tasks.
The same conditions as above apply, except that where such agree-
ment has been reached the party assuming "main responsibility"
will not, except in emergency, make major changes in cover or ¢
exchange arrangements without prior consultetion with the other

party. \

9. Each party may call upon the other for assistance when

_necessary and such requests will be met whenever practicabile,

10, Although progress has been made in the provision of
adequate Comint telecommunication facilities, 1t is agreed that
each party will continue to keep under review this, and the
associated problem of safe hand routes for the passage of Cemint
material of all kinds, and will teke all reasonable steps towards
further improvement.

1. Since the two parties have foreseen the need for combined
emergency plans, they have gone into consideratle detail in planning
for the re—location and tasking of threatened intercept stations.

12, Each party will provide the other with copies as re-
quested of all reports mentioned in the following Appendices and
of such~like documents. '

13, All arrangements are subject to review and to
modification by agreement,

14. The agreements concluded at the 1950 Conference will
become effective on approval by USCIB and LSIB, in accordance
EF‘E*Para%rEPh 12 of the U.S. = British Comint Agreement,

15. The Annex to this Introduction shows the origins and
modifications of the various Appendices (with Annexures thereto)
to the U.S. - British Comint Agreement which have been produced
as the result of the Conferences of 1946, 1948 and 1950, and of
other arrangements.

-l -

1st June, 1951
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INTRQDUCTION - sheet 3
16, In addition to comtinuing liaison, the two parties
O agree thet these Appendices (and the Annexures and Exhibits
' thereto) should be comprehensively reviewed annuelly, Each

party therefore undertakes to make such a review and to

notify the other party during Jenuary 1952 of those contents
which in its view require revision. By an exchange through
liaison channels, the parties will then decide whether the
necessary revision can be made through those channels or whether
another conference is necessary.

M"On lst May 1955 USCIB and LSIB agreed that a general
revision of the Appendices was required. They further
: agreed that as a first step toward such revision USCIB
» would furnish LSIB, for comment, detailed proposals wiich
are being prepared by USCIB. Pending agreement by both
parties on a general revision of the Appendices, the
Directors, NSA and GCHQ will:

' (a) determine jointly any changes which may be
required in Appendices C, D, E, F, K, L, and
M and

(v) implement any such changes 'WhiC';h they agree to be -
: necessary.

Although this interim authorization enables the
Directors, NSA and GCHQ, to change or interpret specified
Appendices by mutual agreement, it does not require USCIB
or ISIB to approve suchi changes or interpretations
provided these are within the spirit and intent of current

UKUSA policy."

1st June, 1951
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INTRODUCTION

Annex -~

INTRODUCTION

ANNEX

(Showing the origins and modifications of the various Appendices {with
Annexuares thereto) which have been produced as a result of working
arrangements reached at the 1946, 1948 and 1950 Technical Conference, etc.)

APPEIDIX

1946 1948 1950 Other
Conference Conference Conference Arrangementa
A {(Terms to be used) Produced Unchanged Unchanged
B (Frinciples of Security Prodiuced Revised., Aonexure (1) (later Annexure Unchanged
and Dissemination) B1: added.
¢ (Collection and exchange Produced Paragrephs 1 - 3 (Exchange of information on Unchanged

of Raw Material)

{8t June, 1951

intercept facilities) superseded by
Appendix L.

Paragraphs 4 ~ 13 (Division of interception
tasks and seareh programs, exchange of
reports et cetera) revised and transferred
to 1948 Appendix D,

Paragraphs 14 - 19 (Designation of intercept
targets) revised in 1948 appendix C.
Paragraphs 20 - 33 (Exchange of raw traffic
and standardization of raw material format)
guperseded by 1948 Appendix M,

-6 -
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INTRODUCTION

| OGA
o EO 1.4.(c) INTRODUCTION
o |
5 EE)1 4.(d ANNEX
. APPENDIX 196 1948 1950 Other
Conference Conference Conference Arrangementa
D (Co~ordination of and} Produced Kevised. Amended, Annexure
. Exchange of I ation D1 added.
on /A, D/F,
E (Co-ordination of and Produced Revised. Annexure A(2) (later Annexure E1)
Exchange of Information added, Unchanged.,
on Cryptanalysis and
Associated Techniques)
F (Exchange of COMINT and Produced Revised Unchanged.
Co~ordination in
Trenslation)
G . (Exchange of Collateral Produced Unchanged Unchanged.
Material)
H (Communications) Produced Revised, Annexure A(3) added. Revised., Annexure

Tat June, 1951

- 7 -

A(3) replaced by
Annexure H1

O
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gl S INTRODUCT
Sk EO 1.4.(c) ANTRODUCTTON
E g EO 1.4.(d) ANNEX
AVPENDIX 1946 1948 1950 Other
Conference C:nmference Ccnference srrangements
I (Liaison and Methods Produc=d Revised, Unchenged
of Frchange)
J (Interpretation of (Produced UncMngcd. Unchanged.
Certain Provisions in interim)
of Agreement) ’
X (Collaboration in Produced (with Annexure A(L) —~ later Annexure Unchanged.
| K1). (Subject matter not covered in 1946.)
Plain Text Field)
L (Exchange of Information Produced from paragraphs 1 - 3 of 1946 Unchanged.
on Intercept Equipment, Appendix C.
Facilities, Et cetera.)
M (Exohang’e of Raw Material Produced from paragraphs 20 -~ 33 of 1946 Amended,

and Standardization of
Raw Material Format)

18t June, 1951

&

Appendix C (with Annexure A(5) - later
Annexure M1).

<18
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o
S ENTRODUCTICON
203
2l
APPENDIX 1946 ' 1948 1950 Other
Conference Conference Conference Arrangements

N (Interim Emergeney Plan - © Produced. (Subject matter not covered in 1946, Revised, Annexure

later (1950), Emergency Revised in interim,) N1 added.

"Planning for Mcbilization)

"0 (Supplementary Arrangements . Produced {with
for Co-operation between ' . Ammexure 0%)
3pecified U,3, and U.K, K subssquent to 1950
Comint Units) . : - " Conference,

18t June, 1951
-9 -
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ACTENDICES TO U.S. - DRITISH COMMUNICATION INTELLIGENCE

AGREFMENT

5TH MLRCH, 1946,

[THIRD EDITION - issued 1st June, 195L)

Intrecduction to Appendices
n 1"

Appendix A
Appendix D

Lppendix C

Lppendix D

Appendix T

Appendix G

Appendix H
1]

Avpendix T

Appendix J (Interpretation of Certain rFrovisions

CONTENTS

" fAnnex

(Terns to be used, )

(frinciples of Security and
Disserination. )
Lonexure D1

(Uesignation of Intercept
Targets, )

(Co~ordination of Traffic Analysis
anc FExchange of Treffic Analysis
Meterial, )
innexure D1

" Exhibit

H n

1
2
3
1] n L
5
6

(Co-ordination of and Exchange .
of Information on Cryptanalysis
and Assocciated Techaniques.
Lrmexure El

" Exhibit 1

1" ] 2

1 " 3

" 1w l‘.

(Exchange of Communication
Intelligence and Co-crdinetion
in Translation, )

(Exchange of Collaternl Material,)

(Communications. )
hmmexure Hl

(Liaison and Methods of Exchange. )

of the Agreementm)

12-20
2-23

24~26

27-28
29-31
32-38
39«41
L2=lidy

L6=47

49-50
51-54
55-61
62-66
67=-70
=73

4=175
76

77-78
79-84

85-86

87-88

[cont'd, overleaf ]




OGA
EO 1:4.(c)
EO 1.4.(d) .

[cont'a. ]

Appendix X (Collaboration in th
| Text field.

Annexure Kl
“ n Exhlbit

1
2
: , 3
1] | @ 33_
4
5
6
7

[e e}

Appendlx L (E.:cobange of Information on
Intercept Equipment, Facilities,
Production, Research and
Development, )

Appendix M (Exchanpe of itaw Material and
Standardisation of Raw Material
Format, )
n Lnnexure M1
" " Exhibit

1
2
H " n 3
A
5

Appendix N (Emergency Flanning for
Mobilization (fomerly Interin
Energency lan ), )
" Annexure N1
" " Exhibit 1
i " n 2
1l 1t " 3

Appendix O (Supplentary Arrangenents
for Co-operation between
Specified U.S, and U.K. Comint
Units, )
" hnnexuyre Ol

l1st June, 1951,

LIST OF CONTENTS ~ sheet 2

rage

8991
92
93«94
95
96
97=99
100
101102
103=111
112-117
118

119-121

122
123=124
125
126=128
129131
132
133

134
135-139
140~145

146

147

149=150
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TO BE KEPT : :

1e The terms Annexure A (1948 Conference results) and Armexure G
{1950 Gonference results) have been d&roppet, and the verious parts of the
conference results Yave been incorporated as hhnexures te the indtvidusl
Appendipes eonserned, &.g. vhe "1948 working Adrrangements" for Appendix B,
formerly Anpexure k(1) (i.e, Pirst pert of a oamposite Anmexure 4), are

- row found directly bekind Appéndix B ag Annexure BT ( je0s Pipst Annexire

to Appendix B).

Ze Annexire B (:Ltems not resolved at the 4948 CMference) has been
omitted, being regaraed a5 no lohger nOeeSSATY.

Se Appemhx O has beern introduced, with Annexure 0% based on UC 000F13
of 24,12,50 end 8B/815 (paras 1(b) & 2) of 12.2.54, Other similar "Supplementary
Arrangements" may be added later as further Annexures %o this Appendix.

h.. The previcus "List of Appendiced and Teble 2 of the Annex to %he
Introduction have been aembined to form a "List of Contents" at the begmn*ﬁg
of the new wvolume.

5 ' The heading and para, 15 of the In'&i*oanctloa have been, reworded, omd
the Anmex to the Introduction has beep modified teo eonform to alterations
mentioned sbove.

6, (a) The docupent is page-—nmb‘ered. econsecutively throuwghout at the foa'b )
of the pages. In a.d.datlon, each Appendix, innexure emd Exkiibit is aheetu '
rumbered individually in the top right-hand cormer. New pages widch may be
inserted later will, if necessary, be mumbered (e.g.) 35(a), 35(b) ete,
——

(b) Each page bears the ‘date of this edition (18t June, 1951) in
the bottom left~hand corner. Amended end mew peges which may be Lssued later . °
will bear the new date of issne. It is sgggestea that future camcelled pages E
should be placed behind the Register of Amendments for reference pu.xrpos'es. .

4
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DICES TO ‘THE U,S.-BRITISH

| commlcwmvs VIZILIGENGE ACRERMEN
” [THIRD EDE: Tow}

).

Please add as foofnote to pér-wg:p&ph' t4 of Introduction

—

s :(-f,é-h@&ﬁ ,,2‘)"

s

A ' Ori 4.2th Pebruary 1951 v, S C,I.B., was :mformed

o . that I.8.I.B. ratified the reoonmenda.twns of -

~ thes 4950 conference, subject to the omisgich of
- . the word "direct" im papagraph 4(d) of Afinexure

L ’ _ H of Appandix H. '

-

‘ . . _ @n 16th July, L.S. 1.B. was informed that U.S.C.I,B.
approved the recommendations., ooncurring with the
L, S I.B. amendment

ACohN g So -

T8
27th July, 95, SUED & - 1S -
L-1-§2

, For Freedom of Information questions in GCHQ
B Contact the CK Information Legislation Team

B infoleg@gchq R x30306
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. ATPENDIX & - sheet 1

CHLINEL:r 4 unit or syb-divisiom of a cirewit will be
kznxmn as a c,bann ;

.CIR_CQ-;T: & telecmumica.t;ons systen between two points will
be known &8s a circuit,

' COMINT AGENGY -(AGEN@ES) or LGENCY (4GENCIES) where used

in this document will be undeFstood to mean an authorised
goverrrient agency engaged direckly and exclusively in

the collection and processing of foreign communications
for intelligence purposes,

CINT TTEM: Lny dtem of Special Imtelligence or of

Trarfic Intelligence wich is distributed or released
by a CQMINT agency will be knuwii as a GOMET Iten.

CORINTSUM: A summary or commentary produced by a Comint
A{_;cnc;y‘ 'based on related CGIINT items, which may interpret
those items in the light on one another or of information
fran other sources; will be known as g COMINTSUM.

COMMENT: Information appended to COMINT items eithber
in emendation or elueidation, or in expansion of the
infornabion eccnteined therein, will be known as & comment.

DECRY¥T: A foreign cormnicaticn which has passed through
the steges of cryptanalysis and deecryption and is in

its original langunge prior to translation will be

known as a_deerypt.

DIGRAEH: AL two character group will be known as p digrap

EXTRLCT: A translation in part only of a decrypt or
plain text will be kncwn as an_extract,

GIST: 4 statenent of the essential substance of a
decrypt or plain text or an abridged version of a
translated text or extract will be known a8 & gist.

HEAUING: Cconmunication instructions for the delivery of
a foreign comnunication, such as call-signs, serial
nuribers, external addresses, delivery instructions,
indications of priority, group counts, date/time Qf‘
cripin, ebcetera, will be known as & head_:l.g_g

LL;_N_‘GUAGE EUIVATENT: . word or phrase and its propcsed
or agreed repdering in English as found in a Supplemental
Glcsspry will be known as g léanguage Equivalent.

- 1'0 .
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ELA;N TEXT: An unencrypted foreign cormmunicaticn will
be known as a plain text,

PG?ITIOH: T?e tetal assemblage of equipment used as a
unit for an interception or transcription purpose will
be known as a position,

SCLNNING: The process of examining decrypts or plain

texts tc determine if they shall be issued and, if so,
in what form and with what priority, will be known as
scanning, :

SUEFLEMENT.L GLOSS4RY: 4 list prepared by a COMINT
agency containing the prcposed or agreed renderings in
Enzlish of words or phrases which, though appearing in
Standard Dictioneries, have additional meanings not
#iven in those dictionaries, and of words or phrases

of which the meenings are not tc be found in a Standard
Dictionary, will be known as a Supplemental Glossary,

TRANSLLTED TEXT: 4 translation of a decrypt or plain
text will be known as a translated text,

TRANSLATCR'S NUTE: 4 remark or remarks added to a
translated text, extract or gist by the translator, in
expansion, clarification or ann¢tation of his rendering
of the text, will be known as a translator's ncte.

(It differs from a "Comment" in that it should not bear
upon the Intelligence implications of the text).

-1 -
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1, These pringiples #hall be the basis of all regulatlons

f'or the security and dissemination of Commmnication Intelligence

issued by or under the authority of ¥,.5.6.I.B. or L.S.I.B.
and other appropriate officigls of the Governments of the two
parties. The scope and phrasing of such regmlations may vary in

accordance with the requirements of the Parties, Agencies,

Departments and Ministries to whom they are designed to apply,
but a1l shall be in aceord with these batsie principles in every
respect, To ensure wniform interpretation of what constitutes
suoh accord, each party shall feiward all such wegulations to the
other for information,

2. It is recognised that, while the follewing primeiples are
in general of wuniversal appllcatlon‘ certain of ¥those primarily
applicable to peacetime mist be modified in time of war or emergency,
to emsure that the maximum operational benefit consisbent with
securilty is derived from the seurce, Provision is made hereunder
for the necessary modifications, In time of war or emergency, or
exceptionally as agreed by U,$.C.I,B. and L.8.I1.B., Emergency
Regulations embodying the emergency principles contained herein
shall be brought into forece by the respective parties,

DEFINITIONS AND CATBGORTES (Purther details in Annesure B1)

3. Communication Intelligence (COMINT) is the name given to
products derived from the work of agencies, the operations of which
are co-ordinated by U.8.C.I.B, and L,S,I.B. and which study redio
transm1551eﬂs and other cemmunleatlons not originated by United
States ‘or British authorities, The terms Communicetion Intelligence
(COMINT) and Signal Intelligence (STGINT) are synomymous,
Commumnication Intelligence is diwvided into two categories, as
follows: -

(a) Special Intelligence,
(b) fTraffio Intelligence,

b4, Special Intelligence is

(2) that Commnication Intelligence which results from:-

(1) the decryptien of texts in whole or in party
(except as provided in para. 5(b) below);
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(iv) +the interception of certain types of transmission
as may be specified by V,.S.C.I.B., and L,S.I,B.}

(v) plaein texts as provided in paragraph 6 below:
{b) that Traffic Intelligence which:-

(i) indicates success in the production of Special
Thtelligence as deflned in paragraph 4 § above;

(i1) 1s, in the case of individual items, specificelly
upgraded to Special Intelligence by either party if
it is considered that ifts content is such as to
werrent this aetion,

" Traffic Intelligence shall be designated by a separate codeword

5. Traffic Intelllgence is that Commmunication Intelligence which
results from;-

(a) the study of procedure signals, callsigns,message headings,
D/F bearings end other externals of commmnicatioens (except
as provided in paragraph 4(a)(iii) above);

(b) the decryption of the whole or parts of commmications
in codes or cyphers of such low security greding that
they are specifically classed as Trafflc Intelligencs
by U.S.C,I.B. and L,S.I.B.; or

agreed on from tile to time by U,S,C.I,B. and L,S,I1.B.

6. Communication Intelligence derived from plaln texts
(1n~1ud1ng R/T) may be classed by U.S.C.I.B. and L.S,I.B..as either
Special Intelligence or Traeffic Intelligence according to the

needs of either and preferably after agreement between them, except
that, in time of emergency, plain texts derived from tactical

Armed Porces circuits shall be treated as Traffic Intelligence,

- 43 -
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7. In time of war or emergency, or exceptlonally as agreed
by ¥.8.C.I.B. and L.S,I.B., thé Traffic Intelligence category as
defined in paragraph 5 above shall be extended to include the
products of certain field and medium-grade cyphers which shall

be dewngraded from Speeial Intelligence: and, if required,

Traffic Tntelligehce may then be subdivided 1nto separate categories
in order to permit tactical Commumication Intelligence (the
compromise of which would not endanger the more important sources)
to be disseminated to spécial agencies and lower echelons of the
Armed Forces. In order to prepare for this contingency, mutually
ggreed lists shall be prepared and mzintained in current statbus

by U,S.C.I,B, and L.S,I,B, to indi ¢ which field and medium=~

grade cyphers fall within the provisions of this paragraph, In the
event that it is found necessary to subdivide Traffic Intelligenee
as contemplated above, it may be necessery to institute an
additional Traffic Intelligence codeword to permit differentiation
in the dissemination of the products of medium-and low—~grade cyphers,

8. The value of Commmication Intelligence in war and in peace
cannot be over-estimated: conservation of the seurce is of supreme
importance, It is essential, therefore, that the dissemination
acecorded to all related or resultant information be strictly controlled
and limited, The physical security of releted documents is not

alone sufficient; 4% is essential that all reference to its existence
either direct or indirect be avoided excgept among those whom the
knowledge is necessary for the proper péerformance of their duties,

The time limit for the safe=guarding of Commumi¢ation Intelllgence
never expires.

9. Every effort shall be made to ensure that, unless special
authority is given:~-

(a) in time of peace, no person who is a current recipient
of Special or Traffic Intelligence or who is engaged
in its production shall be assigned to or be engaged
in activities which might reasonably be expected to
place him in a position where he might be forced
to submit to questioning by a third party;

(b) ‘in time of war or in a state of emergency, no person
who 1s a current recipient of Special Intelligence or
. who is engaged in its production shall be committed
to a hazardous undertaking which might subject him
to capture by the enemy or a third party,

It is considered, on the basis of present communications
techniques, that a person who has ceased to be a recipient or
producer of Gommunication Intelligence should not be so assigned
or committed before the lapse of a2 period of one year in the case
of Special Intelligence, or of three months in the case of
Traffic Intelligence,
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10, It is of the utmost 1mportance that complete and absolute
silence en all Communication Intelligence matters be maintained by
those who have ever been connected with the Communicatiom Intelligemece
organisation, and By all individual recipients of Communication
Intelligence, whether past or present, unless ‘they are freed from

this obligetion by unmistakeable and categorical order of proper
authority as shall be designeted by the respective parties, If at any.
time indiscreet matter referring to Communication Intelligence is
broadcast or published, even by prominent people, this does not

free those other persons who are, or have ever been producers

or recipients of commnication Intelligence from maintaining

absolute silence, and special precautiens may have to be taken,

1., In time of war, the full value of Communication Intelligence
cannot be realised unless operational use is made of it, However,
before the decision is made to take action based on Communication
Intelligence, studied effort shall be made to ensure that such

action cannot be attributed to this source alone, In every case,

unless completely impracticable, action against a specific target

revealed by Communication Intelligence shall be preceded by approp-
riate reconnaisgance or other suitable cover to which the enemy

cen reasonably be expected to attribute the action, Any action
taken in the absence of such safeguards must be considered in the
light of the possibility of cempromising the source, The extent

of military adventage to be gained must be weighed carefully
against the risk of losing the particular source and related
Communication Intelligence sources and against the effect of 8uch a
loss on other Commands and on future operations, Only after it has
been decided that the overall military advantage to be gained
clearly outweighs the irretrievable loss which would probebly result
from a compromise of the source should action be taken in the
absence of suitable cover,

12, When action as contemplated in para, 11 abowe is finally
ordered, particular care shall be taken on all oceasions to ensure
that personnel who may become engaged with the enemy in the course
of such action are given only the minimum information, with no
unnecessary detail,

13, In time of peace the primnciple that the conservation of
Communication Intelligence sources is a paramount consideration
affecting any action tzken in the light of Commnication Intelligence
shall be rigidly upheld. '

14, The principle of disseminetion is based on "the need to
know", Each item of Commnication Intelligence shall therefore be
made known only to those individuals who require it in the performance
of their duties and who have been appropriately indoectrinated.

Every effort shall be made to restrict the number of indoctrinsted
persons to an absolute minimum,

- 15 =
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15, Any In%telligence inocluding in whole -or in part itema which
can be traeced solely to Communication Intelligence sources is to be
handled in accordence with these regulatiens, If, hewever, it should

16, No national of one party shall be permitted access to
the other party's Comint agencies or to the products, or knowledgs
of the existence thereof, unless he be approved by his parent
agency or Board and be properly indoctrinated,

17. It is recognised that both parties will produce Special
Tntelligence which by virtue of its source or comtent will require
exceptional sefeguards and which should therefore be limited strictly
in dissemination, Such special Intelligence will fall into two
categories:

() Individual items which must be restricted in disseminatiom
to the highest level only, The procedure in such cases
will be as presoribed in para, 22 below,

(b) Particulsr classes of Comint which it is necessary to
restrict to limited categories of persomnel, Such a class
may, with the consent of U,S.C.I.B. or L,S,I.B, as :
appropriate, be indicated by an agreed subsidiary codeword,:

It is for the originating party to request that the other party should’
afford similarly restricted distribution to such individual items or
classes of Commmnication Intelligence,

18. Except in categories and individual cases agreed upon from
time to time by U,.S.C.I.B, and L.S.I.B., personnel to be indoctrinated
as recipients of Communication Intelligence or assigned to Communicatioq
Intelligence duties shall be the subject of special security enquiries.
However, in time of war or emergency, exceptional occasions may arise
when it is considered essential for an individual to take up his duties
before the special security enquiries can be completed,, In such casesy
the person concerned may be suitably indoctrinated on the authority

of such senior officcrs or officials as are designated by the respective
perties, In all =uch cases, steps shall be taken to ensure that special
security enquiries are completed as soon as possible after indeotrination.

19. U,8.C,I,B, and L,S,I.B, shall maintein complete lists of

persons currently indoctrinated for Special Intelligence under their
respective Governments,

18t Jume, 1951,
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20, U.8.C.I,B, and 1,8,I.B, shall keep each other fully informed of
the uepartments, Mlnlstr1cs,.Auencies, (ffices, Headquarters ard Cormmnds

'.Ireoe1v1ng Special Tntelligence and of %he approximate number of indoe-

trlnated persons in each,

23. . Commnication Intelligence shall never under any eircumstances
or in any form be disseminated to eny Ministry, Department, Agency,
Organlsatlen, Office, or individual from which or from whom it might
reasonably be expected to find i%s way, offiedially or exbra~ocffioially,
into the peossessien of any persen or group who could use it for
commereial competitiion or commercial gain or sdvantage.

OLASSIFICATIONS AND PROCEDURES

iﬁi derived from Special Intelligence. |

22, Special Intelligence, Speécial Intelligence is classified
TOp SECRET, The words TOP-SECRET and. the appropriate codeword shall
appear on every. sheet of paper which contains, or discloses the
exis{ence of, this class of Communication In&elllgence This rule
applies to meps and charts on whith are plotted data and information

In

' '$ECRET,  The word SEORET. and]

order to indicate that the specially limited dissemination referred
to in para, 17(a) abeve has been applied, either party will prefix
the Special Intelligence codeword with the word "Special",

23. Traffic Intelligence, Traffic Intelligence is classified

2. Codewords, The Special Intelligence and Traffic Intelligence

codewords used as such bear the TOP SECRET and SECRET classification
respectively, These codewords and their implications shall not be
made ¥mown to non-indoctrinated persons, nor shell these codewords
be used in their codeword sense in the presence of non-indoetrinated
persons.. _
25, Technical Matter, Technical matter appertaining to the pro-
duction of Special Intelligence is normally classified TOP SECRET and
designated by the appropriate codeword, Technical matter appertaining
to the production of Traffic Intelligence is normally classified
SECRET and designated by the Traffic Intelligence codeword, The
appropriate classification and codeword shall appear on every sheet

- 147 =
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26, Raw Tra2ffic. ‘Raw traffie (i.e, intercepted traffic showing
no evidence of processing for Commanication Intelligence purpeses) is
normelly ¢lagsified CONFIDENTIAL, exeept where a higher classification
is matually agreed upon, The inclusiocn of a case mumber in an item of
raw traffic shall not be seemed to shew evidence of processing for
Communication Intelligence purposes,

27, Technical Suecess, Communications smong cognizant officials

of the British and U.,S, Governments which reveal actual success, progress
or processes in the production of Speeial Intelligence or Trafflc Intell-
igence in specifio instances or fieclds shall bear the appropriate code-
word designations even though they 8¢ nob themselves reveal Commanication
Intelliigence as such,

28, Documerts, Except as implieitly involved in the operation of
paragraphs 15 above and 29(a) below, documents containing Communication
Intelligence and teckmical matter shall memain exclusively in the custody
of persomns whe have been appropriately indoctrinated, secure

from examination by non-indoctrinated persons.

29, Special Intelligence amd TGP SECRET technical matter shall
not be trensmitted in plain language (unéncrypted) except as follows:-

(2) sealed, be safe-hand channels over routes specifically
approved by U.8.C.I.B; or L.S8,I.B, Such approval will be
the exception where such routes involve a2ir or land
transport over the territery of a third party:

(b) via completely protected local cemmunication systems
exclusively internal to igencies cr Offices producing
or utilising Communication Tntelligence of.the appropriate
categories;

(¢) via completely protected external landlines only as
specifically epproved by U.S,C.I,B. or L,3,I,B, in each
instance,

30. Traffic Intelligence and SECRET tecknical matter shall not
be transmitted in plain language (unencrypted) execept as follows:-

(a) as provided in paragraph 29 above;

(b) by protected postal channels over routes approved by
U.8.C.I.B. or L,S.1.B.

31, Rew Traffic classified CON*IDENTIAL and CONFIDENTIAL
technical matter shall not be transmitted unencrypted except as
follows; -

() as provided in peragraphs 29 and 30 above;

(b) via external landlines only as specifically approved
by U.S.G.I.B. or L.S,I.B, in each instence;
- 18 =
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in the case of raw traffic classified CONFIDENTIAL

only, the restrictions on the conveyance of CONFIDENITAL
material sver the terriicry of a third party may be

© velaxed at the discretion of U,§.C.I.B., or L.S.I.B.

to permit such transport by air or land, Such
relaxation will be the exception in the case of raw
traffic originated by nationals of the third party in
question,

Except in circumstances eontemplated in paragreph 15 abowve:

(a)

()

EXCEPT TONS

33.

shall be rigidly upheld in all ecirecumstances,

Special InteIligence and TOP SECRET technical mabter
transmitted in enerypted form shall be emcrypted in

speciat cryptegrephic chamnels or cyphers expressly

provided for these subjects,

Treffic Intelllgence #nd SECRET technical matter
transmitted in eherypted form shall be enerypted in
spe¢ial eryptographic channels ¢or cyphers expressly
provided for these subaects, those listed in para.
32(a) above, or in the hlghest grade cypher available,

Howevier, “n-the case of br similarly secure
cyphers, the transmission of Communication Intelligence,

TOP SECRE™ end SEGRET technlcel matters and raw traffic
over the same channel is auwthorised, provided that

. sueh channels are reserved for these subjects
exclusively,

The guiding principle of tks expression "the need to khow"

However, certain

limited exceptions from other provisioms of these principles
shall be recogniged:

Tst June,

(2)

()

With the approvel of U.S.C.I.B.
need not be confined to indoctrinated persens, and the
applicable codeword need not be employed in connection
with the exchange,use and disseminstion centemplated
in the following instancszs,-

(i) Certain D/F fixes and bearings graded CONFIDENTIAL.

(11)

[Phich must be graded at

least CONFIDENTTIAL,

An Agency engaged in the production of Communication
Intelligence may, without encrypting the appropriate
codeword in the encrypted text, transmit TOP SECRET
and SECRET technical matter over cryptographic channels

or cyphers expressly an? pxclus1ve1y provided for such
technical matters,

- 19 -
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(e) In hgeney engaged in the produetion of Cemmmication
Intelligence mey, at the discretion of the Senior
Officer concetned, after Pull consideration of the
risks invoived ko the source, omis the classifieation
and the appropriate codewords from its worksheets
and similar documents wsed within the -Agency or
within intereept o D/P stetions im techmical
operations, The clagsification may be omitted
from raw traffic passed beiween Agencies or from
intepcept and D/F stations to Agencies,

(a)

OGA
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(1) Hemdling of Commnicatien Intelligence disseminated
to intercept stations.. (Referemce psragraph 4(a) (iii)
) and paragreph 5), .

(11) Classification of plain texts. (Reférence paragraph 6).

(1ii)  Indication in| [of those field
and medium grade eyphers to be aowngraded from
Specisl to Troffic Intelligenee im time of war or
. EMETEeTVY. (Befcrenoe varagraph 7).

(.'}=’_.%.Z‘.
ED 1.4.(c)
ED 1.4.(d)
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(1) HANDLING OF COMMUNIGATION INTELLIGENCE
DISTED TO INTERCEPT STATY

1. Interoept stations require detailed techmical and T/A
information, reiating to the metheds of operatdon of the circuits
allotted to them, in order to be able ko recognise and esrry out
their tasks efficiently.

2, It is agreed that nome of the cellsign end procedure
systewms, messege headings ete,, at present known fs of sufficiemt

complexity to Jjustify the upgrading of informetion resunlting

from its solution to the Special In‘ta]_ligenoe category &3 provided

under paregraph h{e) (iii) of Appendfix B, Such informgtion is

therefore classed as Traffioc Intelligence and is subject to the

Provisisons of paragraph 5 of Appendix B.

Se All such items of Traffic Imtelligemce disseminated to
Intercept stations will bear the appropriate cedeword and will be
pesaed, in this form, only to indiwiduals bppropriately indootrinated.

L. Within the stations, however, sunch items may be further
diseminated, with the co@eword omitted, to imtercept persommel not

so imdoctrinated. This is subject to ths ‘urmderstanding that the
provisicns of paragreph 18 of Appendix B regerding speciel security
enquiries apply equa.lly to intercept operetors a&s te other members

of the Communication Intelligefice femily, and that 811 unindoctrinmated
operators shall be suitably briefed as to the security aspect of

their *vork.

"5 . All other Communiecation Intelllgenco items disseminnted to

Intercept stations shall bear the appropriate classification and
codeword and shall be hendled in the manmer prescribed for normal
Intelligence recipients,

(ii)  CLASSIFICATION OF FLAIN TEXT

6. With reference to paragraph 6 of Appendix B to the U.S. =~
British Communiocation Intelligence Agreement as revised at the

1948 Technical Conference it is mutually agreed that the present
peacetime practice with regard to the grading of plaimw text,
including R/T, in dissemination to Intelligence recipients is as
follows:

(o) =21 | are treated as
Special Intelligence by both parties.

(b) all other plain texts are normslly treated as Traffic
Intelligence by L.S.I.B. ond as Special Intelligence
_ by U.S.C.I.B.. On exchange, it is open to elther
’ perty to alter ‘the grading to conform with its own
practice,

- 20 o
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{131) BT,DIQATION

FROM SPEQIAL, TO TM@FIC' TRTRLL T
T R DUERGRGY

7. With r-ef'ere,nce. 0 paragraph / of Appendix B, it is
agreed fo include in’the | pf the two
parties an indication of Those Iield end medium grade eyphers
the produpts of w?mmh ‘should, in time of war or emsrgency, or
exceptionsmlly as’ ﬁraed by U.8,C.I,B. and L.2,1.B., bé down~
graded freom S_pe‘ca to Traffiec Intelligence in order to permit
the dissemipstion of tectical Comint (the.oompremise ef which
would mot endanger the more imporbant sourees) to apascial
a.gencies and lower cchaleons of the Armed F@rca*m

EC 1.4.(c)
EOC 1.4.(d}
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CO~ORDINATION OF

(For details see Annmexure D ).

e . It will be the joint objeective of the parties to ensure
that the required field of traffic andlysis problems is covered as
thoroughly as possible but general rules cennct be laid down for

the division of T/A respomsibility between the two parties.

2. With this objective in view, unproductive duplication
of detailed work will be eliminated and it is recognised that the
best method of furthering this process of elimination is %o
oxchange inflormation wherever possible in the form of partly or
fully processed material. .,

3. : Tublished reports on Traffic snalysis will always be
made available to the other party.

L. " Where the exchange of published reports is inadequate the

reqy’ ements for a more detailed exchange will be stated. These
requ. .ements will be satisfied as far as pesgible from the material
being currently produced - e.g. work sheets, log digests, daily
diagrams and other predigested material - but both parties will
endeavour to meet any additional requirements by modifying the form
or content of these partly-processed reports.

5 Where in any speeific case the exchange of material. provi-

ded for in paras. > and 4 ebove is inadequate either party mey

request copies of the unprocegsed logs or chatter sheets., Such requests
will be satisfied within the limits of the resources available.

6. The method of exchange in all cases will be by radio or
by bag according to the nature and urgency of the materisal.

Te - In order to facilitate the exchange of material a degree
of standardisation will be aimed at in the use of names or
abbreviations to describe T/i features, €.g., transmission-systems,
call-sign systems, procedure codes, traffic types etc.

8. The methods used to indicate validity should be extended
from their present limited application to all suitable IZA mateérial,
80 that the weight of evidence attached to the component elements of
any T/4 conclusion may be assessed on a common basis.

CO-ORDINATION OF INIERCEET CONTROL

9. The objective of both partics will be to ensure that the
total intercept resources available are used so as to give as

efficient cover as is possible to the whole fiecld of intercept tasks
required by them both, There will be co-ordination between the parties
to eliminate any avoidable duplication by comtinuous suggestion as to
changes and by mutual agreement, -Some duplication of cover may

remain necessary to secure complete and accurate interception, or
for training purposes, or where the arrangement for.the exchange

of T/A information and rew material cemnot meet both parties’
requirements. _ / ~
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10, The basis for the continuous co-ordination involved will

be an exchange of reports comsisting of:-

(1) reports on intercept results as requested by
either party.

{ii) 1lists of tasks allotted to stations (on & monthly
or weekly basis as is required).

(iii) inforwation on major changes in the cover situation
: (exchanged by signal).

CO-ORDINATION OF EFFORT ON D/F

14 In general the division of work mmst fall naturmlly
aceording to the locations of D/F and intercept stations, and the .
intercopt tasks and search programmes undertaken by eaeh party.

12, Collaboration between the parties in the fleld of D/F
shall be in the form of:- /

1) requests from any agency direct to any other feor
bea:m.ngs and fixes on speclflcd targets and

(i1i) the cxchange of results.

13, Collaboratlon in the fleld|:|werk will automatic-
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(for details see Annexure Kl )

ALLOGATION OF TASKS

1. Allccation of major tasks, conferring a
one-sided respensibility, is undesirable and impracticable,
ks a nain principle, however, in order that the

widest possible cover of foreign cypher cammunications
be achieved, the two parties shall exchenge propogals
for the elitrination of Auplication in cases where
ceftain portions of a task or related tasks are not
being worked, In additicn collaboration between the
rarties will take the fom of suggestion and mutual
arrangement as to the undertaking of new tasks ana
changes in status of cld tasks,
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EXCHANGE OF COMMUNICATIUN INTELLIGENCE AND
CO-ORDINATION IN TRANSLATHON '

1e Decrypts of foreign communications will net be exchanged
between the two parties, except as provided im parsgraph 6 of Appendi:
E or as may be arranged for cryptanalytic or other technical reasons,
but any decrypt or series of decrypts will be made available on
specific request by one party to the other, if not prohibitively
inconvenient.

2. capning, translating and exchanging material in the

field is covered in Appendix K. In other fields, :

the &Lgencies will probably be unable to translate all decrypts, plain
texts or R/T intercepts in full or even in extract, each will carry
out a process of scanning such as to meet its own requirements. The
liaiscn officers will therefore be free to scan this material %o
ensure that any particular interests of their own party are being
served,

3e . Translation will be assumed to be in full unless labelled
"gigt" or "extraot".

Lo If either party considers that decrypts or plain texts serw
its intelligence needs without translation, such decrypts or plain

texts will be regarded by the other as if they wore translated texts

and their exchange betwgen the figencies will be precisely the some as
that of translated texts and extracts (see paragraph € below), I% is
the intention of each party to limit such cases to the minimum.

5 .Comments will be clearly distinguishable as such and will
be prefaced by the word "comment".

6e Unless excepted in Appendix K, all translated texts, extrac
gists (unless excepted by paragraph 7 below), items of Traffic Intell
gence, and commengs appended thereto, will be exchanged continuously,
curreéntly and without request unless otherwise arranged in specific
instances. Such exchange, complete or partial, will be effected by
radio when specifically requested by the parties and in addition a
complete exchange will be effected with the least possible delay
through the regular liaison channels,

7o Gists which are made by an agency for its own use but not
issued will not be exchanged but will be at the disposal of the
liaison officers who may ask for such decrypts or plain texts as may
be required. ‘

8. 411 Comintsums will be exchanged whenswver they are issued
and without request.

-7 -
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9. L3IC will be the channel #hrough which all Communication
Intelligence items produced by the other British Commonwealth
Agencies (except Ottawa) will be forwarded to the U.S, Agencies and
through which the same materials produced by the U.S. Agencies will
be Pforwarded, whemever appropriate, to other British Commonwealth
recipients (except Canadian).

10, The U.S. Agencies will be the channel throwgh which all
Commnication Intelligence items produeed by British Commonwealth
Agencies will be forwarded, whenever appropriate, to U,S. recipients.

DIVISION OF LABOUR IN TRANSLATION

1. Each Agenoy will undertake such scannming and tramslation
tasks as are suited to its own requirements and those of its
recipients. Any exception will be by prior agreement. .

12, The continuous exchange of tramslated material will allow
either party to eliminate unwanted duplication in translation.

STANDARDISATION OF TRANSLATION FORM

13. To avoid ambiguity and to promote ease of reading, refergno:
and recording, it will be the aim of the U,.S. and British Agencies

to adopt a stendard style and layout for headings, translated texts,
gists, extracts, comments and translators' notes.

ST/NDLRDISLTION OF TRANSLLTION CONTENT

14a Each Agency will furnish to the other, continuously,
currently and without request, copies of all Supplemental Glossaries
and other comyilations which it prepares as a result of and for usc i
its translation processes. The materials thus exchanged will be

the basis for continuous discussion between the Agenoies with a view
to increasing standardisation.

15. In order to develop a common standerd of validity-grading
in language equivalents, each igency will inform the other of the
significance of such gradings as it currently uses in its Supple-
mental Glossaries.
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/T ML TERTLT, AND COMTINT

1. Paragraph 2 of the Brifish - U.S. Commmnication
Intelligence Agreenent specifies that the Agreement governs the
relations of the contracting parties "in Cemmniocation Intelligence
matters only". ' ‘

2e . In that pesragraph it is agreed that the exchange of
such collateral material as is applicable for technicel purpeses.
and is not prejudicial to hnational interests will; however, be
effcoted between the Comint Agencies in both countries,

3. In accordance =ith that paragraph, collateral matewrial

is defined as that material from any source other than Comint

which, though of assistance to the Comint Agencies (i.e. "applicable
for %echnical purpeses"), is hot directly & Communicstion .
Intelligence natter. \

5¢ Products of arrangements with Third Psrty (}overmnents
or Comint authorities negotiating on sn official bas:Ls are
excluded from the provisions of paragraph k4 aboves (See Lppendix P)

6. Information concerning Comint methods and techniques,
vhich are developed by the Comint Lgencies under U.S. or British
patent, is not collateral material, and its exchange is

governed by varagraph 4 of the AgreementéGA

EO 1.4.(c)
EO 1.4.(d)
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(For deteils See Anmesure H)

QNS REGUTRED -

Exclusive end readily extemsible tele-

- communications between Agencies, and between Ageroies

and their outlying stations, wiltl ke maintained in
order to make possible the rvpid flow of all types.

of raw traffic from the points of intervoeptich to the
severnl Agencies; the rapid exchange of ell types

of raw traffic, tcohnical matter and Communication
Intelligence between the Lgenciess and the efficient
control of intercgption coverage. In addition lateral
communications betweon stations of one party ard
hgencies or stations of the other may be provided for
the same purposes as necessary and tutually agreed.

2, ND CPERATION CF

The terminala of cireuits or chamnels inbended
exclusively to carry Comint treffic between the Dritish
Ccomonwealth and the United States will be instoiled,
maintained and operated as arrengsed by the appropriste
Camint iuthorities of the countries ¢omcerned end,
although normelly such terminald will be inmstalled,
meintained and operated by ‘the appropriate V.S. or
Tritish Commonwealth esuthority om whose terxitory the
terminals arce situated, this will not be obligatory.

3. PROVISION OF FUTEMENT

The provision of equipment of all types will
be by mutual assistence where necegsary and practiceble
and as agreed in each specific case,

b CRYFTCGRACHIC A4TDS

(2) Gormon cryptographic aids will be used
for cambined Comint caummicatiornse
The matter of cryptographie aids will
be kept continuously under review with
the object of maintaining and increasing

security and of facilitating cormmications.
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() In order tc reduce the mumber of perscnnel
required for communication and crypto-
graphic operations ard thereby to
augrrent the forces gvalledble for direet
intercept operations, and also to
improve dpeed and acouracy, the ultimpnte
goal should be the transmimsion of 231l
Cazint mateiiad in eheline cxrypto-
gystens, Every sffort should be made
towerds this end, consistent with the
policies of the services of both
oountries,

5¢  Lhe TOUTES
Tag routes will be kept under review with

the objeet of teking full advantage of sea and 2ir
se¥vices,

All agencies wil)l be equipped to hamdle
cicrofilm so that it may be available for use when
it is not practicable to send the orizinal material,

Ta COMMUNICATTONS L:LAESON

A representative of the Director, GCH{,
and a representative of the USCID Ce-ordizeter will be
glven the specific duty of keéping under review
Comint comnunications problems and of reising epd
advising on such problems as they ocecur.
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LIATSON AND
VETHODS OF EXGHANGE

1. Each party shall maintain, in the country of the other, a
senior liaison offiicer aceredited to the other. Such officers shall
be respomnsible each in the country to which he is accredited for all
liaison matters.

2. Upon agreement between USCIB and LSIB, additional liaison
personnel may be accredited, and worling groups mey be assigned, to
agencies of either party by the other. AIl such additional liaison
personnel shall be under the comtrol and direction of the senior
liaison officer.

3. Suitable office faecilities will be made awvailgble as
neccssary by the party to whom the liaison officers are acercdited.

ko Iiaison officers of one party shall normelly have unre-
stricted access to those parts of the cther's agencies which are
engaged directly in the production of Comint, except such parts
thereof which contain unexchangeable ir.formation. The points of
contact of liaison officers within agencies for requests and
inquiries shall be as determined, established and delimited by tie
party %o which they are accredited.

5e In addition to the above regularly assigned personnel,
visits by selsuted personnel for shor* periods of time to deal with
special problems will be encouraged.

METHODS OF EXCHANGE

6o Requests by one party for information or material shall be
made by that party via its senior liaison officer who shall aet
through prescribed liaison channels. The senior liaiseon officer of
the requesting party shall forward whatever information or material
is made available to him, normally by means of facilities under the
control of his own country, Normally the senior liaison officer of
the providing party shall be kept informed.

7o When the request by one party is for informetion or material
to be supplied as a matter of routine procedure, the supply, after

the initial request, may be direct between the parties by means of
facilities aveilable to the senior liaison officer of the requesiing
party, The senior liaison officers of both parties shall be kevt fully
informed of all such routine exchanges and shall be given access to

the information or material as may be agreed locally.,
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8. Exceptionally, techﬁaal-éxchanges between the parties

may be effected directly over "on demand" gquick exchange communication
channels jointly and exolusively maintained for ‘that purpose. But

the use of these direct channels will be kept to the minimem and in
each ease the menior liaison officers of the two parties will be

kept informed.

D No provision of paragraphs 6 and 7 ebove shall be construed
as preventing either party from accommodeting the other by transporting
or communicating meterial for the other party,

10. Bach party shall normally assist the other's senior liaison
officer by meking available to him fasilitles for packeging and
preparing material for transportation. Each paerty. shall, to the
extent of facilities operated by or avdilable to 1t, essist the
other's senior liaison officer with safe-hand and other trensportatien
within its own country. '
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INTERPRETLTION OF

cmmm movtsxo’ns _ﬁE__'faE |

Conseduent on meetings held in December 1947 between USCIB
and the D:r:rector L8IC representing the London Sigmal Intelligence Board,
the following interpretations %o certain paragraphs of the Bm_tlsh- -
U.S. Comtminication Intelligence hgreement, dnted March, 1946 &nd of the
Appendices thereto are hereby agreed to by USCIB and L3FB and wﬂ.l
become Lppendix J o the aforementioned Lgreement.

Te It is understobpd that the ISTB will not initiate or pursue
any oontact with any nation of the British Cammorwealth on Comint
matters other than with the Dominions of Camada, susfrelis end New
Zealand {with each of which agreements already exist) without first
obtaining the views of USCIB. (It is noted that ot the present time
LSIB does not envisage any collaboration with Commomwealth Netions
other than the aboveg._.

2. Tt is noted that the Melbeurne Sigint Cenmtre (MSIC) is,

in eontrast to the Communicaticns Bramch at Ottawn, not a purely
nptional Centre. It is and will oont:;me to be a Joinb W, K. -
bustralian - New Zealamd orgenisation, msmned by an integrated staff,

3. It is noted that a pre-requisite for ecollaboration by

Canada, Australia and New Zewland with U.K. wes en unequivocal acceptance
of the provisions of the "Explanatory Instructions and Regulations
conoerning the Handling of Sigpel Intelligence (IRSIG)" which has already
been glven by the Comint Gova.'ming Bodies of the Nabions o roerned and
that contimued odlleboration is dependent upon their adherense to these
regulations.

L. It is the intentiom of ISIB to obtaim from the Sigint
authorities of the oollaborating Dominions formsal assuranee that they
will abide by the terms of paragraphs 5, 8 and 9 of the British - T,S.
Commnicetion Intelligence hgreement and of paragraph 5 of Appemdix E
of that agreement. Such assurence will be tranamitted to USCIB from
IB].-B*'

5 I8IB will notify USCIB of the present assigment of
oryptanalytic tasks for MSIC and will netify USCIB in advance before
anthorising any new or altered oryptanalytie tasks for that Centre.

% Chairmean ISTB transmitted this assurance to chﬁ.irman
USCIB in SB/LO9 of 17th February 1948.
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(2)

'Nort ‘Pa}S‘S to eny of the collaborating Dominioms' Agenecies
COMINT items originated by agencies of the other party
mthout the consent of that party, except as laid down
in paragraphs 7(c) and (&) below or as may be from

time to time mutually agreed.

{b) Pass to the coliabo-ré;ting Dominions via the agreed
. . ~ channels only suech technical matter and portioms of the
' Status Reports as are deeémed by the originating agéncy
to be relevant to the agreed tasks upon which each
Dominion is engaged.
T USCIB tekes note that, ag regards LSIB's policy towerds the
integrated Centre at Melbourne, LSIB intends in future:
(2) ive every encouragement. and assistance to pursue
es the main eryptenalytic task of the Centre
together with minor tasks of local interest.
(b) To employ Melbourne-controlled interception stations

(c)

(@

(seme of which are U, K. ma.nned) on tasks to which

they are be - , of their location, ‘whick
1nev1tab1y

To pass to MSIC (in order that MSIC may carry out (a)
sbove), the technical and background matter relevant
to these tasks, whether it be obtained from U,S. or

-~ British sources, except matter of U,S, origin designated

by U.S. authorities as for U.K. use only,

To pass to MSIC for. its internel use only (and to
enable that Centre to carry out (b) sbove) the
necessary technical matter required for suech inter-
ception control, whether obtained from British or
U.S, traffic a.na.ly81s or crypta.nalytlc sources,
except matter of U.S. origin designated by U.S.
authorities as for U,K, use only.
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S EXCHANGE OF INFORMATION ON INTERCEP] EQUTEMENT,
F4CILITIES, PRODUCTION, RESKARCH AND DEVELOEMENT

1, INPSRCEFT BQUIZMENT FACILIZFIES 4ND FRODUCTION

A canprehensive repert (to be kmown as the innual
Techfiical Report) comcerming

(2) all interception facilities instelled and
available .for use at intercept and D/F
stations, whetler or not such facitities are

‘ . in use,

(b) details of the numbers, types and descriptions
of intercept equipment under eontrach and/or
in production,’ togetheéer with probable delivery
dates.

will be exchanged én:nually. Reports. are to show the position
as at 1lst July in each year, and should noimally be exchanged
by lst August.

2, . Section I of the Report will be arrenged to provide

infornation to cover the items set out in paragraph 3,

for each Intercept end D/F station. Types, Makes and

nunbers (and where appliceble, nornal apd paxinun speeds)

of equipments should be included. No attenpt has been nade

to 1oy down en cxact format for the Report, as such a feormmt
, night soon becone out of date, and might prevent flexibility;

{ 3. L. HAND SPEED MORSE EQUIEMENTS

i) Single Positions E/F;

ii) Single Positions (L/F

iii) Single Positions (Lll-wave)

iv) Dopble Fositions (H/F or 4ll-wave)

v) Which of the above (i) to (iv) are capable
of double or triple diversity working

(vi)  Which of the above (i) to (iv) are fitted
with wire, tape or wax recorders

N B. HIGH SFEED MORSE EQUIWENTS

i) Single Fositions (E/F)

ii) Single Positions (L/F)
(iii) Single tFgsitions (All-wave)

iv) Doubls Positions (H/F or All-wave)

v) Which of the above (i) to (iv) are cepeble
of double or trifle diversit:*{ vorking
o (vi)  Types of recording (i.e. undnletor

apparetus fitted
{¥ii) Types of recording bridge fitted, and
whether capable of accepting frequency
shift transmissions
(viii) Any other High Speed egnipment

1st June,1951, - il9 -
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EO 1.4.(d)
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D.

El
r.

Ge

Single Channel Radio Telepri ter %In‘termtional)
Single Channel Rndio Teleprinter (National)
Multi-channel or Multiplex T/P (International)
3-channel T/P (Netional)

2-channel Bauwdot

6 and 9-channel Bemdot

(i) to {vi) ebove refer to 5 unit systens,
Bguipments fitted for eny eother systens

(6, 7-unit etc.) '

V.B/F LND U, H/F EQUIRENTS

FACSTMILE OR TICTURE BQUIRMENTS

HELISCHREIBER EQUIIMENTS

DIRECTION FINDING EQUIFMENTS

Whether fixed or mebile,

TRENSMITTER TDENTIFICATION EQUIEMENTS

FREQUENCY MRLSURTNG EQUIFMENTS

AFRTALLS

. Informetion to include number, types, whether
used in diversity, frequency to which cut,
directivity, associated amplification equipment.

CONTROL EQUIFBMENT

Details and use of equipnent fitted for
control of interception within a station.

SPECTLLISED TEST EQUISMENT
Not to include standsrd naintenance egquipment
for general use.

4AUDIO FREQUENCY RECORDING EQUIIMENT

LNY OTHER SFECILL BQUIEMENT

SHORTCCHINGS EX-ERTENCED ON OFERATIONAL EQUIRMENT

- 120 =
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HLFFENDIX L - sheet 3

SPECTLL MATNTENANCE FROBLEMS, IF LNY

Notes:

(1)

(1)

4 Single Position nmay consist of 2 or more
receivers, used in diversity, or in order to
increase the frequency range.

4 Double Yosition is ome at which a single
operator can cover two ends of a duplex
circuit, where this is possible.

L, INTE"RCE:.‘I’ ”UT.:ILNT RESELRCH AND _)EVELO;m\IT

Uik 1} ;
Chsnmagn o 4t

(lomass 1818 Jirb)56

72! wu..az;)

(v)

1nolude dctulls of all proaects on which
develcpment is being conducted together .
with a statement of the object to be attuined.

(11) Research and Development trends. This
to include a statement of all outstanding
problems togethsr with an indication of
trends in research and development ained
at their solution. In the event that
no work is conterplated on certain specific
problems, these problems should nevertheless

be listed amongst those current.

Technicel Neotes will be exchanged as and when
necessary on specific subjects. These notes

to be designed prinarily for the information

of personnel actually engnged on engineering

and research and developnent work on interception
cquipment. These notes also to include data

on signal analysis, frequency lists, and other
material associated with intercept problens,

- 121 -
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TO BE HANDLED IN ACCORDANTE WITH-IRSIS
COPY : :
' . BRC/¥/4
14th February 1952
AFPFENDIX P

COMINT RELATIONS WITH PARTTHES,

AFFRCTING BRUSA RELATFONSHIPS

-- GOVERNING ANY COMINT ARRANGEMENTS WHICH MAY BE MADE
VITE mmm PARTIES OUISIIR THE FRANSWORK OF ALLIED COMMANDS

1e For pmrpoaes of this Appendix, ma.nganents with Third Parties

. are defmed as’ enly those wirich arp negotiated with Third Party

@ovemments o:n COMDJT authorities negotiating on an official basis.,
The products of-..\ll\'thes'q“ arrangements should be completely eaaahn;ngea.bleo
2. TRBither pesr‘ty may “‘ﬁegotizxte independently with Third Parties, subjeot
to the provigions of ‘l;h:ns Itppend:lx The negotiating Pexrty should os
far .as possible, keep the otheas rorty currently informed of the pmgress
of the negotiations, I I
3. - Wherever and whenever secm'l'\:y considerations permit, the U.S, and
U.K. notionnl authorities m...y enter 1,n‘to relationships with Third Party
Gove;mments or COMINT o.uthor:.t:.es -m.th the object of obtoining:
( ) " réw fraffio (mclud:mg- of type or quality not
readily avniloble through BRUSA ﬂ.nt_gmept frcilities;
(b). emd-produst and technicel moterial wm.ch connot readily be
cbtoined through ERUSA facilities; '
(e) mteccﬁéi)‘blon sites.,

4., Normally, either party my, without prior consen"c“"-gf the other

and subjec‘b‘only- to proopt notification, arrange with a:r:w

for. the purposes stated in paragraph 3 above, In this conneotiom

e .-

/thc deo
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BRC/F/1 (continued)

the pogsible security compromise involved.in-mercly presenting require-
ments should be considered.® - .

5. Eithor perty may conclude an ogrcement which .invo_l};'es the supply

to a Third Perty of o

(a) row traffic sclected in accordance with identification criteria
establishéd by the Third Party (such selectien not boing’
rc'trospeotive), or tak:én on cireuits using f:l_xed callsigns
end/or fixed froquencies, iee. circuits from which the
provision of traffic does not diseclose the solution of.
complex eallsign end frequency systens 3

(b) D/F results on the transmissions involved in (a) above;

(e) . T/A data (i.c. eallsigns, frequencies, schedules .and
procodures) in respect to the tronsmissions involved in (a)
above;

(a) ir;-tgrce'ption stecrage or guidance upon transmissior’l;s of the
type involved in (a) above; |

(e) genera.l edvice not rovealing knowledge of speeific techniques
or current problems; A

provided .o_r‘lly- that beflore impléaenting such an agreenent, thcA othor
porty ‘is.rconsul’c-.cxi on the technical problems involved, such as the
sterilization of raw troffic.

* 'Releaso.blc’ equiment is definecd as tht equipment vhich is

_ releasable under the nationnal policics of the country making the
del:.very. In genera.l relecsoble equipnent is considered 'bo bc ’;:ha’c
which e:-u"cher can be purchased comnereially or is available through o

governmental sources and clossified mot highor thon CONFIDENTTAL,

B
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BYC/F/1 (continued)

6+ Before entering into exchange arrangements involving tho firnishing
of end~-product, or of raw traffic, D/F results, technical materinl, or

guidance beyond those speeified in paregraph 5 above, cach p&rtymmt

‘obtain the consent of the other, The deccision to relonse such data

will be b‘é,sed on & consideration of the risk factors involved and the
benefit likely to accrue in the technieal or intclligence fields, Due

weight must be given fto the technical competence of, and knowledge glready

available to,-the Third Porty.

ry T

8., In negotiations with Third Poxrtics all possible assurances should be
obteined that the Thiwvd Party will safeguard nll metorinls received,
will not make them availsble to any other Power, ond will conceal the
cxistence of its.a.éremaent with the U.S. or U.K. The precise terms
of these a.ssuranc‘:es mist be left within the discretion of the U.S. or
UK. rlegotieting authority according to the circumstances of each case,
9. .Both parties to 't-:he‘ BRUSL agreement will pool their knowledge of

f oreién COMINT orgmizat;i.ons- up to the agrecd limits of exechangc of

coilaoteral,

. i !

10, In negotiations with Third Porties every cffort should be mrde to .

'avoid disclosure of U.8./U.K. colloboration in the COMINT field., If

end when the question is raised by a Third Party, adunission of the

extent apd nﬁture of such collaboration must be kept to a minirum and

/in 4.
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- k- BEC//1 (continued)
in no case reveal collaboration exceeding the scope of the arrengement
. Y
_eatisking or wdcr nepotiation with the Thind lerty concormeds | LA

. IT
BASIC PRINCILES GOVERNING LNY COMINT .RRANGTRMENTS WHICH MY BE MLDE WITH

THIRD PARTTES WITHIN THE FR.METORK-OF ALLITD COMMLNDS

~2511,-  The following principles will govern any arrangenent which may be

. rmpdé with Third Parties within the framcwork of allied cormands,

12, .. Prior to cntering into any COMINT co-operation with Third Parties
within an allied commond, which nay nccessitate disclosurc of informetion
regarding or resulting fron U.Se and U.K. COMINT activitics and collaboration,

specific arramgenments for such ce-operation will be agreed by the U.S./U.Ke

©. [.COMTIT suthorities in advances Spocific arrangenients for any allied command

"-.which have & bearing on U.S:/U.K. collaboration arrsngcments under the
BRUSA4 agreement will be made dnncxurcs to this appendix, e
13, Porticiwation in am Jllied COMINT structure should be limited to
. nations
('1) contributing substontial forees to that allied command and
adequote COMINT support to those forces or,
(2) capable of making o significant contribution to the U.5. and
U.K, COMINT effort within the command, .
l,, - (o-operation with Third farties within the allied cormand structure
should be confined within the limits necesscry to meet the essential needs
of the command. The release of U,3, and UK, COMINT eﬁa—pro'duct to Third .
Party nationals in allied cermends should be avoided if possibleand in any
.event ‘should only be made after cgreenent b-éﬁwécn U.S. and U.K. COMINT
authorities. *~ If such matorial must be relecsed to Third Parties, the need-
.. to-kmow principle rmst be applied strictly and the material limited as

follgws:

—— e ———————————
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TO BE HANDLED IN ACCORDANCE WITH IRSIG

BPC/F/ 1 (continued)

(a) Peacetime
(1) ‘raffic Intelligence necded for planning purposes provided
it is effectively disguiscd.

(ii) Specind Intelligonoc only when cmbodied in general
intelligence surmeries frof which no infermation can
be traced back to COMINT.

(o) Wortime
(1) Traffic Intelligence in categories mutually agreed as
releasable in wndisguised form by the U.S. and UK.
COMINT authorities, and other Treffic Inteldligence
when effectively disguised.,.

(ii) Special Intelligence effectively disguised, in
categories mutunlly ogreed as releasable by the UdS.
and U X, authoritioes,

15 As a condition of participation, there should be prior acceptance
of agreed security principles based on 4ppendix B and similar to those
given ot Exhibit 2 to Annexure 1 to this 4ppeondix end agreed by the
U.S. and UK, COMINT authoritiecs,

16, In any allied COMINT axrangemcnts there must be no revelation
thot U,Se/UsKe COMINT collaboration exigts outside the particular
concerned, or that within the commond U,.8,./U.K, COMINT collaboretion is
more extensive than that to which Third Inrty nations ore admitied.

17. COMINT units of participating nations would be at liberty to pass
COMINT availeble to them to their national COMINT orgonizations and to
units of other participating nations butbt not to units or natiopals of

non=partioipeting mations..
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049

19 March 1953

AVPENDIX P

_ANNEXURE Pt

COMINT ARRANGEMENTS FGR

I. GENERAL

1, The Pollowing principles affecting the COMINT arrengements for

SACEUR apply to plamning for wartime execept insofar as provision is mede
in paraegraphs 26 - 29 below for additional peacetine co-operatione They
will be: the basis on which the U.S. and UeK, COMINT authorities will
negotiate with SACEUR and on which subsequent ncgotiations with Third

Porty nations should be conducteds 4Any alberations of principle which

oy become necessary as the result of these negotiations will be ‘agreed

between the U.S. end U.Ke COMINT authorities and appropriate .amendment
mede horein,

2¢ - In order that the arrangements contained herein may be effective
on the. outbreak of war, it will be necessary to initiate planning in
peace-time with the Third Party nations concerned. This planning |
aotivity should begin as soon as -pos.sible'.

3 In order to promcte the greatest possible readiness for war,
it may be necessary to extend this peace time co-operation beyond the
stage of pla.nhing-. The decision when to ‘enter upoh this second stage
will be taken by the U.S. and U,K, COMINT authorities at some later
date in the light of the then prevailing international situation and
of the experience gained in the course of co~operation with Third
Party nations on COMINT planning,

NOTE: Pertinent definitions for the purposes of this paper are

given at Exhibit 1 hereto,
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II, DETATLED FROPOSALS

SACEUR Y _STRUCTURE

Le The SBACEIR Y Structure should have the follovwing elements:

(=) & scnior Y officer ot SHAPFE (SiCEUR Y officer)
assisted by a Y gtaff, .
(b) Y staffs, wvhere required, ot headquarters of major

- subordinate Force Commanders under SACEUR.

(c) National armed forces Y units. provided specifically
for direct support of their owm notional forces
operating under SACEUR.

5« The responsibility for formulating and inplementing
- SACEUR's ‘Y policy should lie with 4.C. of Se (I), SHiFE.

DARTICTRATION IN SACEUR ¥ STRUCTURE

6o Prrticipation in the SACEUR ¥ Structure, including Y staffs,
should be open to all nations contributing to SACEUR command,:

as o normael minirm, cembat foreeés equivalent to a U.8, or '

British Corps, toget’:nernv:j-.‘bh Y units adequate for their direct

support, provided thot these nations undertake to enforee appro-

priate security measurés os set forth in Bxhibit 2 hereto,

and also wndertake. '-’6»5 apply the principles set forth therein,

as o minimm, to all other COMINT.activities under their

control, : ' "?
Te Toch participoting notion should provide and naintain the i
Y units needed for the direct support of its forces under

SUCEUR and should ensure their operational cefficiencye.
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2

FUHCTIONS OF THE SHAPE Y STAFF

8, The functions of the SHAPE Y Staff under A,C, of s.(I) should

J_nolude~

(a)

(»)

()

(a)

(e)

COMINT authorities as x

effecting cny necessery genertl co-ordindtion of the

SACEUR Y effort;

establishing os for as national differences pormit

- wniform -operatiomnl procedmfé's between-¥ units of

different nations;

giving technical advice as required to the. SHAPE Intelligeﬁene
Staff on''the interpretation of Y iﬁfomation recoived by
SEAPE, and arronging for the the SHAPE Intelllgence Sta.ff )
to receive all the.Y infomnmt:_on-;m:r_l&hle in the
Command which mpy be of value to it;

formilating ond supervising compliance with security
regulations and polieies gov g the pr@duetlon, han&lmg

and dissemination of Y matorn.al within the SuCEUE‘. Gomm.nd

.in asccordance vn-.bh the agreed momty principles in :Ebda.._ibn-.t‘

-

2 hereto;
a.rrung:l.ng far ¥ wnits to receive such technlcal mtecm.al
and’ end~product, whether produced in the SACER cbmo.nd‘ '
or rescived from netional sources, ‘as my be neeessa:r:y
for. efficient ‘conduct of their oPeratJ.orts _
co-ardinating arrangements for tho exchenge of traff:.c;
between Y units within tho SACHUR ¥ Structire and for -’;ha

flow of traffic fron Y units in that structure to nationa
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ANNEXURE P! (continued)

(g)- arranging for naterial of techriical COMINT interest ,
includ:m,g prigoner of war interrogations, prisoner .6f war
reports, and captured documents and equipment to be made
irmediately available as appropriate to the elements of the
SUCEUR ¥ Structure and to national COMINT authorities;

(h) establishing.and stating to the appropriate authorities
requirements for such special commmications énd crypto=
channels as may be necessary to meet the opefe.;bionai and
security requirements of the ¥ effort within the SACEUR

cormand &

FUNCTIONS OF Y STAFFS AT SUBORDINATE COMMEANDS
9e Y staffs at sﬁborgli:nate commpnds should perform functiens

corresponding to those of the Y staff at SHAPE,

FUNCTTONS OF Y UNITS

10; The m.ln tesk of a Y unit should be to serve its orn command or
fc’_mf;tﬁ;f?n m.tn informition of iimedinte value about forces dircctly
Opposxng that comaand. or formations

11. When necessary a Y unit mny support a coriand or forirtion of a

different partieipating nrticn,  dny arrengements for such’ support It
- - - ‘,)

or any corbination of Y units of one. notionality with those of another
notionality will be subject to agreement of the military cormanders of
the forces for whose Supi:bort the units were provided, or of the éognizmt.

national COMINT authority if required,

. ——— e ————

e e e —— i - e ————— e ——— ..
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COMINT UNITS IN THE SACEUR AREL NOT ENGAGED IN DIRECT SUPPCRT OF FORCES
UNDER:SACEUR o

124.7 ~ Bach nation with forces serving undor SACEUR mey individually
arrange with the authorities concerned to operajc, in the theatre
notional COMINT units not provided s-p,ecifieally' or exclusively. for
direot support of the forees under SACHUR, - Thesc units will not
operate as part of the SACEUR Y Structure ond will not be subjest to -
the arrangements for iﬁter-a_llied c-o-o;éera.tion. .

13, The U,S, and the U.Ke will padintain an operational separation
md;,j,nsofar as practicable ,e. physicol separation betweon the ¥
units anc}th@‘lr _natiqn;j_. COIstIENT units. | .

The It is recognized that cortain COMINT umits at the higher
levels (eeg. drmy Group) would be direetly supporting both SAGEUR and
their national COMINT orgonizationses  EBach participating nation would

heve .discretion ebout such matters as the right of access of othoer

nationnls to these units,

--CO-OPERATION WITH THIRD RaRTICS WITIIiN SiCEUR Y STRUCTURT

“45e - . Co~operation with Third Z:rtics within the SICEUR Y Structure '

- should be confined within the limits neéessary to neet the essential Y

needs of the drmed Forces contributed by them to SACTUR and must not
reveal that there is COMINT collaborotion between the U.S. ond U.K.
outside the sphere of Y, Within the limits agreed for the relcase of
COMINE aiberial prodused by U.S. and U.K. orgonizations (see paragraphs

20 and 21 below), co-operation with Third Parties should be whoLeheorted.

- N

EIDER
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16. The channels for- the provision.of bewhnical assistance to Third

Parties from Ug S./U..-K. notional O'Om.'soure-e'é shotld be via the bigh:est
leveld of U.S. and U.K. Theatre COMINT orgo;nizati-ons or via tho SHAFE Y
staff whichever is moro amcﬁate in individual eases;

17 In so far as consistent mth’ehle agreed limits for the release of
UeSe &nd.U.K. COMINT, oand in oxpder £o sccurc the nccessary degroe of

" uniformity, Third Parties should be persuadod to ndopt certain common
opero..tic;ﬁal ‘proe.ed.u.r'c;s (eege 'IzhoseAp@r'I:s‘:ofr tho BRUSL notation system

used by the U,S. and U.E, Y units supporting forecs under SACER).

NATIONAYL OBGANIZAEIONS
18, 'Ifhe Y units and ¥ staffs of the participating notions would be

at liberty %o pass to *bhxelr ownt na.'thcml COMINT orgmuzat.lon—_s and to
othor pirticipating nations, but 6 those nations only, the boohnicel
meterial and traffic produccd or receivod by themsolvess The nationel
COMINT organizations of the partioipating mations should in burn provide
such technicnl support both to their own Y units anmd through the SH‘APE

Y staff to tho Y units of other participating notions as they may oor;sié.er
would be appropriate and of assistencc to the Y cffort undexr SuCEUR.

Such maerial shall be handled in accordence with the rogulations in

Exhibit 2 hexroto.

EXCHANGE OF INTTRNALLY PRODUCED COMINT END-PRODUCT BETWEEN SGCEUR
ME ALLITD COMMANDERS

19, Exchange with other major Oommondez‘s of NATO of internnlly

O
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ANNEXIRE P! (continued)

the Supreme Allied G@dws concerired and should be confined 1o

the highest levels mrecticables Such exchonge should take place in
B secure arypfgogra.phic channel provided e_xsc?l}_;siv-aly fortho.t purpose.
ds a cenditien of su,ah. exchange, the s@curity_:pripc:@.p;gs‘skc‘t:fqrﬂa‘ in
Bxhibit 2 hereto 5132.11 be applied As o minimm for ‘the hmdling of the

materinal in the Commands o-enc-efq;ned;.

RELFASE OF TRAFFIC. INTELLIGENGE PRODUCED BY U,S. ND UeK, ORGANTZATIONS
20, The releasc to Third Parties in the SACEUR Command. of -Traffic
Intolligense produced by U.S. and UK., orgamizetions will, within the

limitotions of the need-to-know and the provisions of Exhibits 2 and 3

" hereto,.be subjest to the Pollowing conditions:

(a) First (releaseblp) Cotegory

Class T

T Voean aem e -

This consigts of Y mrtorial, both end-product and teelmiocal
materinl, produced by U,S, and U.Ke Y units, and maberisl
of the same lind and supplementory to it produced by U.S.
and U.K. COMINT organizations,  This cla_sgwill normaJ;L’V
-~ be released automnticelly in wartine but the dceision to |
commence automntic rcleasc of this class vill be suhé‘e_ct
to mitual agroement betwcen the ocognizant U.8. and U.K.
Will be withheld at any time by both parties if either

party dcclares that releose would be hasardous to its

-

natidnal intcrests,
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Class IT
.I‘bis consists of COMINT mtem;ial, both end-product and
‘teohniccl material which, although produced by o U.S., or

UK, COMINT organization other than a Y unit, would be

ecapable of production by .Y units, and which, if pa.'é;sed..
e e Zigghe Y imit S Would eribblé that wpit fo adhieve a. ="

signifioantly higher degree of oxploitation of its nérmal

“tasks.  Both U.S. and U.K, hational COMINT awthorities mist

be in agrcement before moterial in this class moy be released.

They will centinuously review the oclass and mointain ngreed |
lists of the moterial included in it. -« - - »
(v) Second (Non-relessable) Category '
' " Tils consists of the remainder of Traffic Imbelligence not »
.!i_nzluded abovs Tk oy not be released to Third Pnrties
v except as a.nd.a_cated. in Ixhibit 3 hereto. . !
REIEASL OF. SPECIAL DITEILIG-ENCE S
21, Speci&l Intelligenco will only be released to Third Porties in i
the SACEUR Commemd in accordance with the provisions of Exhibit 3
hereto, E CT r
o

E.?J]\TCIPLJ;S FOR DEALING WITH COMINT M—PRODWT J;NTRODUUED llT. O ALLIED

S BY THIRD PARTIES

22,  COMINT end—pm"cimt introduced by Third Rarties into Allied
Intelligence channels will be handled in adcerdence with paragraphs
20 ond 21 of Bxhibit 2 hereto.

. TOP
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CO-OFFRATION IN PLANNING OF WiRTIME Y STRUCTURE

23, . It is agreed that co-operation with Third Parties in planning
the wortime strueture should begin in peacetime and as soon as possible,
and that there should be step-by-step implementation of the SACEUR Y
progromme in consononce with sa-tis-fcgc'bory testing of each'-succ-essive \
stepe It is cons:.d.ered. advantegeous to establish relatlons W:L't"l one

Third Party nation at a time until all those cons:.d.ered eligible are

included, . Before mnking any proposals to 1nd.1v1dual Th.lrd Party nations

P

which may necessitoate the disclosure of information rega.rd:.ng U S. or U.XKe
plans for Y, SaCEUR should seek the concurrence of the U,S. or.U..K. COMINT
authorities, _
2y - . In any approach to Third Parties within the SACEKUR Cormand with
regard vo the planning of a wertine Y structure the following principles
shoruld a.pply .
(2) There rmst be no disclosure' to Third Parties of' any
UsSe/UeK. COMINT collaboration outside the SICEUR
Cormaond, ond co-operation in planning should be
conducted without revealing present U,S, and U.K.
COMINT successes or the scale and nature of their
present and planned COMINT effort.
(b) ds a condition of co~operation in planning the
SACEUR Y Structure Third Party nations must accept and adhere
 to mimimmr security regulations governing the production

and handling of Y mnterial,

-9 -

TO
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(&) Enowledge of the d;ata.:i'..ls of the planm.ng 6f the SACEUR Y
Structure must be restricted o nationals of those nations
taking part in "(s';hﬂ-‘t planning.

. 25, The plénping and negotiations in any approach should be déne by

the SACHUR Y officer, assisted by émh oi‘f‘icers; of the‘ ,U.S.L and U..K;

services concermed as it may prove necessary to appoﬁt.. He ond his

staff Qhoua.& éstablish, within the framework of the ngrced wartime
arrangcements, a skeleton uérg&nization and commlméati.ons network designed

" to ensure the ~‘o.w:-elr:zril_y expansion and effective operation of the Y structure

" on the outbreck of war, They should alse develop such common or similar

procedures as mty be desirable and practicable, "

2. In order to c&rry' out hl.s Planning ’éask., and in erder o advise

Third Party nations, the SACEUR Y of flcer should be provided with pertineat

infoymation on the sobjcets listed below, The nations corneeyrned should

each desigﬁa.te the t.-mt}.writy with whom he may commmicate on these apd
other ¥ n-;a.tters. “

| Types of Y units

Nunmbexr of units pl»,«:umed-
Administration |
Basic operatiomal o;:ga,niéation
Monpower complements (by function)
| Number 'o'f'intercejpt positions
(in broad categorics, eceg. H/F Voice, D/F)

Freguency renges of interecpt equipment

Communications equipment of Y units

@

2~
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LIMTTS OF PEACETIME CO-OPERATION BEYOND PLANNING THE WARTTME STRUCTURE

27. 4s planning of the wartime structure procceds, it may become
necesscry to und@rtt\).ke further peacetime co-~operantion with Third Poxrty
nations con'tri‘-butfl'ng forces to SACEIR in erder to ensure the groatest

possible ‘readiness for war. ..

. 28, The Pirst phase of this further co-operztion will eonsist of o

limited eichafge with Third Pacty nations of traffic and bechmical
moterinle. The m;bcria.l provmded by U.8. and Britiskh COMINT Aaut.hori"t;i‘eé
w1l consist oftselecbed traffic cnd techmicsl dnte designed to assist
Third Party nations ‘to “tréin Y:and Tntelligence persomnel for eventual
‘service with forces under ‘SACEUR. The commensement _‘of» this phase will
be subject to the agreement of the U.S. -and U-.I(i. COMINT authorities
and the provision of the matericl may be progressively expanded, mﬁha_n
the following limdtations, as specifically agreed by U.S. and U.K, COMINT
authorities in each case and in the fallowing ordex:
(2) Raw tr&f‘fio selected in occordance with identification
criteria known to be svailable to the Third Perty.
(b) Raw traffic selested in accordance with identification
criteric not known to be available to the Third Party,
and not involving rovelation of more than low grcde technical
£ . success,
(o) Results of troffic annlysis and plain text not involwing
solution of complex callsign or procedurs systems,
29. a8 & second phase and depending upon developments in the inter—

national situetion, co-operation may lnter be extended by agreement of

the U,S, and U,Ks COMINT authoritics within the limits agreed for wartj
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co-operctions. This second phase will be dosigned to cover acttinl noeds -

which will by then have begome apporent, It will be eonditiopned by

the greéater kmowledge of Third Porty activities amd of the seourity

_risks involved which will have been acguired during the onrlier stages

ler

of pcacetime co-operation, . “ .-

30, COMINE dissemination to Third Parties in peasctime, beyond that

rrovided for-above, will be governed by the primciplces and regulations - -

contained in fxhibit 3 herete, and will comncnee on o date o be egreed

by the U,S., and U.K, COMINT authorities and SACEUR.

-
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APPENDIX, P

DEFINITIONS
Intelligence information and technioal mnterial
resulting from the interception and stﬁds; of”

telecomminications,. . (COMINT includes Y, GeVe)

Intelligence information produced by COMINT

_ activitiess

Nations contwibuting Y activities to the SACEUR

Y structure and entitled to receive the.results |

. of the COMINT arrangements for SICEUR in

accordance with ogreed conditions. .. .. .

The action required to.produce COMINT from

traffice

‘Traffic showing no evidence of processing for

COMINT purposcsSe.

That COMINT- which results from: el et

(a) The decryption of texts in whole or in part

except as.provided in parcgraph 11(b) below;

(¢) The deeryption of callsigns or message
headings encrypted in codes or eiphers of
high security gradings as may be spoecified

by USCIB and LSIB; or

- (d): The intercoption of certain types of

transmission as mey be specified by USCIB

and LSTB; -
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9. TIRAFFIC:

-2 - BFC/¥/4 (contimed).

(e) Certain categories of plnin toxts,
as ngreed by USCIB and LSIB.

Data cencerning eryptographic systens, commmi- °

cotions procedures and methods of target countiics

end related informntiona
211 indiviunls or autheritics othér. thon those
of the United States, the British Empire, and

the British Dominions,

Interception icleoormmmicotions activity

" (including messages, chatter, proscdure, cteo)s

10. TRAFEIC ANﬂLYSIS."

Study of commmications networks, procedure
signals, cellsigns,. I/F bearings and-other
technicenl aids to produce information by all
means short of actual decoding or decrypting of
the text of intercepted commnicotions,
Thot COMINEZ which results fromi
(a) The study of proeedure s-igniils , ¢all-
signs, messzago hendings, D/F bearings
and other externals of oocmmminieations,
except the deeryption of callsigns or ‘
message headings enerypted in oodes or
ciphers of high security groding ~s may
be specified by USCIB and LSIB;
(b) The decryption of the whole or parts of
_corjmmic:atioﬁs in cedés or ciphers of
such low security grading that they

are specifieclly classed as Traffic

Intelligence by USCIB and L3I

»

—_——— —— o
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OGA. .
EO 1.4.06) "~ |
EO 1.4.(d)

=

12, WiR

® .

I<

the Y DNITS

(d) Certain categories of plain texts, as ogreed
by USCIB and LSiB.

A period of actual hostilities involving SACEUR's
command,
COMINT which mobile ficld units can derive friom the
timely processing of traffic preecured by them by
listening to enemy corrmmications for the purposs of
providing intelligence for tihe commanders of the forces
which they are direectly supporting.
Mobile military field units exclusively engaged in

Y activity,

® Definitions marked with an asterisk will require nodification or omissica

before being used by the Y Staff Officer in discussing exrangements with

non-U,S./UsK. parties,
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PRINCIPLES FOR THE BANDLING OF Y

Te. .. These pa:‘lnc:l.ples shall be the basis in peace amd wer of a.ll
seaurity regulations s pol:.c::_es governing the proéuction, handling and

disgemination of Y,

.DEF

24 . 'Y is Commmnication Intelli-g_ence whieh mobile field units can

‘derive from the timely processing of traffic procured by them by

listening to enemy ocmmunications for the s-_'e_ of providing intelligence
for the eommanders of the forses which they are directly supporting.

It includes raw traffjec, end—prpda,wt, teohnical material, working ‘é.oowpegta
and captured material used in its production, It also includes intel-
ligence reports, appreciations and s@ies besed en Y unless the informa~
tion is so generalized thet it cannot be traced back to a particular. item

of Y or to Y in general, : ,

GENERAL PRINCIPLES OF SFCURITY AND DISSEMINATION _
Je . Nations participating in the SACEUR Y effort must, as o conditilon

of participation, agree to acoepi: and adhere to these regulations. -

ba Each country perticipating in the SACEUR Y effort will designate

a na.tio_n.a.l authority todee.l with all questions of Y seocurity and enforce
these regula'tlons. ‘

Se . Each natiomal authority. will des:.gno.te & Y Security Officer %o.
whom Y materials and commnications relating therete shall be oddressed.-
6o " SACEIR will formulate and supervise complionce with security

*

regulations and policies for Y within the SACEUR command, N

— SECRET — —
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- -Fxhibit 2 (continued)
7. Before on individual in any capacity has access to the knowledge ()
or results of the &CEUR Y effort "he must be sereened and cleared as being

of unquestmned loyalty by h.1s notionnl atthority. The screening must be

o] t—hor-ough as pos-sible and at least as thorough as thot glv&n 6 J.JldJ.Vld.un»lS

having access to COSMIC :.nformo.tlon. In addition to such cleatrance, eaoh

-1nd1v::.du;_.l serv:l.ng under SACEUR conmna.nd mist be specifically nominated to .

rec.eive Y ei:‘bhe-’r by SaCEUR or by the concermed national a.uft'hOz'ity.' In ‘bhee .
latter case the nomination must be approved by SHCEUR, In emeptlona.l cﬁ.rcum—
stances under operat:«.on-al conditions the abové requirements for sereening,

clea.ra-no-e and nominetion may be woived for thdé-e‘" individuals appoi'ntea

to cert&:l.n kcy posts, o ILlst of wh:x.ch should be “Grawn up by SACEUR., Such

personnel m._y be g:.ven a.cceSs to Y upon the authorlty of" the a.ppropm.u.te

e e e
e

commbnd.er,

8. Prior to being given access to Y, each individudl will be Y

indoctrinated by o specisl werning on the sensitivity of ‘¥ sourdes to

compromise and be rcqu:.re& to sign a document drawing dttention to his

special resporisibility for safeguo.rdmg Y and o’ the 'conseéuences

, wh:wh the law or o.dm:mn.sm'e.ﬁlve or exéo“uﬁn.vc ordey of “his- cfﬂ-y, oy order

of SA.CEU.‘R prorv:l.des ’ 1f en.thcr 'by :Lntent or negl'l.gesnce he allows Y to oome

to the notn.cc of un'\.uthor:,zed. persons. It must be stressed’ that “there

is no time ll;zn-.’ﬁ in that the m.vf’or-mo.tlon st .-1.)e saf'egudxﬂéd indefinitelyes

(:;.

9 Distribution of ¥ mist be on the need~to-know principle, i.c, each
item of Y shall be made known only to those Y imdoctrinated individunls who
reguire it in the performance of their duties. SACEIR will maintodim
control Iists of J.ndootr:,m.tcd Y reeipients in forces under his commond

other than those enga.g in the production of Commmication Intelligence,



i<

- 3 ‘-
© BRO53%/B/Final
049
19 Maxeh 1953
AFPPENDIX P

Annexure Pf
Exhibit 2 (continued)

He will ensurc that the number is kept to the minimm consistent with

" essential intelligeonoe and operationnl needs, Notiomal authorities will

maintain similar lists of their own netionals and apply similar
restrictions,

104 Y indoctrinees mist not bé allowed to run a greater risk of
capturc or interrogation by enemies or potential enemios then is absolutely
n_ee,‘.es.s.&'t.‘y' f'oif' the efficient performance of théir duties, This must olso
apply to o period of six months after they have ceased o receive Y -
material except during active operations in cases of  impelling necegsitys
11, The greatest care must be token not to. betrsy Y success by actions

based on it. Efforts should be made, if at all possible; to devise suitable

cover, such as reconnaissance, The source should ‘on no account be.

needlessly risked,

12, SACEUR wi:ll determine the level to which Y will be disseminateds
Normelly, in ground forces this will not be below & Corpss* In
exceptional insteances, where it is essential for immediate-operational pur-
poses, informntion based on Y may, as specifically authorized by a ¥
indoctrinated cormander, be disseminated below the normal levol %o

unindoctrinated individuals provided the source is not disclosed, Where

-possible, nemes, timG, positions and other data identical with that Ffrom

the original text must be omitted, or, if the retention of such asirifem or

items is essential, ‘must be carefully paraphrased., Such information-

+Notes Through.cut this papor where leveél of cormend is expressod in army
tarms, it shall be undorstood to include commnds in other services with

equivalent requirements.
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Amenare Pl
Fxhibvit 2 (continued)

O
must be passed by a seoure despatch service, by a segu_-re_]:ime or in a

eipher system approved by SACEUR, It must not be passed in clear

by radio (including radio telephone). ]

13,  Knowledge of the methods and scope of, and the teohpical mterial
resulting from, the SACEUR ¥ effort.will be restricted to the mations |

of the nations which partielpate in the SACEUR Y effort, Access to the

Y end-product should, as far cos possible, be similmrly restricted.

CLASSIPICATION AND PROCEDURES:

e ALY resultn.ng from the SACEUR Y effort will be clasaified
designnted by a codeword (exeept as provided in peragraph 19
below)s The ¢lassification and the codeword shall appetr on every _Igheet

of paper which contains or disecloses the existence of Y except that, at

-the dm.scret:.on of -the unit commender, this provision need no‘b be appl:l.e&

to purely working documents within a YT units The codeword indientes

.. that the material rmst be handled in accordsnce with

these principles, and used in its mean:mg, the codeword for Y .
will also heat the classification SOCRYT. The ocodeword. and

its implication sha.ll aot be nmade kmown to persons not mdoctrnmted _

~dn ¥ nor shall it be.used.in -its codeword semnse in the presence

. of suoh porsons,

ewthorized by SLCEUR having regexd to the adeguacy of the security

15. ° In peacetime, if ¥ documents ore. to be twansmitted by bog

£

within SACEUR's Cemaand, the reute and procedure rmst be .s.p.eciali,y

of tho route and m‘oegdgr__‘aﬂ. .. Documents should be double-wrapped and

cddressed to & Y indoctrinated officer (by name, not function); the
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Exhibit 2 (eontlmmd)

inner envelope should bepr the appropriate security classification but

. not the codeword. In wartime, discretion will be left to the local

commonder to maks the mas‘t secure tu'rangementa posa:.ble. As & mintmm,

-documents mst be gent ‘by htmd of offloem or by a ~secure despatch servide,

- . . -

16, IL Y in 4roromitded within RACTUR -y oortwpd by.slsctricsl

'meap.ns 0r by any vhysiecal means not ompléte.'-!y secure, & secure orypto-—

graphie chemnel reserved exclusively for this requirement _i:us"e be used,

- Participating nations must additionnlly emsure thet when Y is similorly

transmi thed into, out of, or externally to the SACEUR command the
cryptographic syatem or gystems specinlly. provided are used exclu,sively;
1:7, The highest standard of phy's:l.oa.l semztity myst be appzlied to the
custody of Y by national au‘ehorltles and w:l.'bb:l.n SACEUR!s commmad. Nm,
exoept wherp in ‘tma.ns:.t under cona:xta.ons ?prescrn.'bed here:m, Y mterlzﬂ.s D.nd
comminications relating thereto mist a.t all times 'be.
(o) under the direot surveillance of o Y :.ndmh'.‘:.l}a*bed éerson
.,,respons:.ble far their safe-~keeping, or )
(b) locked in a tbree-oomb:mntion safe a.cceSs:Lble only to
Y. :md.ooimlmted persormel or .
(e) stored in a looked eompertment which is under conatant
mea.ljmoe by on amed sentry a.nd which is asccessible
on]y to Y :Lndootm_nated personnel. »
18. Y d.ocuments must be destroyed as soon as they bave aea.sed. to be of
uses Tb;l.s is particularly mporta.nt in f:,eld condltiona whm'e

destruotion must be by f:_re.
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194 In order that nccessery operational use can be made of cerfain
types of low-~level toetical Y (such os D/F bearings ond plein text

messages) on which immediate action must obviously be token in combat
opem'tlons SACTUR moy preseribe less stringent sccurity regulations

wha.ch will permit the dissemination of such ¥, without & codeword and
at o classificetion not below Confidential, to unindoctrinated
recipients who need to know, L )
20,  COMINT end~product or imtelligence bosed on COMINT introduced

into Aliied in’l:'elligénce charmels by Third Parties participeting in

© the Y-strueture .of the cormand should be handled in Y=channels ond

gubjected to the seeurity measures prescribed Por handling Y, Wher_é
sueh Third Pa.rty COMINT iy furnished by o porticipating National COMINT

authority or organization and is of o higher gradc thom Y naterial preduced

" within the Y—-sﬁﬁc_‘-tmre or thom the COMINT supplied to the Y-organization

by U.S./0.K. COMINT authoritics, it will be passed through Y-channels

. and its dlS“tI‘lbu'thB will be kept to a minirmm,

21, COMINT end~produst or intelligence baacd on COMINT introduced
into Allied intelligence channels by Third Portics not perticipeting in

the Y-structure of the comtnd should, whenever possible, be tronsferred

~to Y~channels at the first voint: at which such end+product or intelligence

come to the dttenticm of ¥ pérsoq!mnel, and from thot point tronsidtted djreotlyQ

%o the Supfeme Allied Corrender's Y Officer, Cere should be token not
to compce-omse the enc;).:stenoe of Y-ghanrels as such. The Supreme Allied
Commsnderts Y Off:.oer should bring any such materisl to the attention

of the AC of S (I) for decision as to Purther action or disseminctiona.

-

O
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Bxhidit 2 (continued)

In deciding om such further action or dissemination the 4C of 8 (I)
will give full comsideration to the need to protect GOMINT,

224 ‘ Notienal sutheorities and SACEUR must expand thess prineiples
into a set of reguilstions adapted to local comditions. Copies of the
Y secvirity regulations of ench mational authority will be forwarded.

to SACEUR through Y chnomels.,
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Annexure 21

RELEASE OF U.S. 4ND UK. COMINT END-FRODUCT TO THIRD

A0 TR

TRdFFIC DITH[LIGENCE

Te (a.) Traffie Intell‘:.gence (as curremtly defined by USCIB
and LSIB) Ley 'be passed in peacet:uae to Third Party
nationals in SHAFE on a need--to-elmcw besis for
'pla.nnlng purposes under the conda.tlons set forth
below.

(b) When passed to Third Party natlorﬁls , Traff:uc
Intelligence xrgust be d:.sgu:n.sed effectively, in such
e w-ay as not to be o.*!:_*t-;ributa'ble in whole or in part
to COMINT, and must be aseribed in precise and
positive terms to another séur'ce chosen fojr its
'  plausibility. The digguise will inelude as a
minimm:
(i) re;nov:_ng lnessentmls,.

(:L:L) _peraphrasing any rema.:r.n:.ng text, mumbers and

times being rounded off and, whenever possible,
a.pproximtions being substituted for precise

statements,

(¢)  Indoctrinnted U,S. or British recipients or undisguised
Traffic Intelligence in each Stoff Division in SHAPD

Intelligence should_ be gi.;i.ssemina“bed for plans :'Iing

purposcs to Third Porty nationals. 4.C. of S, (I)
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ﬁll refer each cose to the ecognizant U,S. or U.Ke notional

_ authority which originated the Troffic Intelligence (or ,}
whoge COMINT umits did so-),‘asl‘c:i-.ng for clearance to pass L
‘thls particﬁlar ‘Traffic Tntolligonce to Third Perty
naticnals and forwarding a copy of the disguised form in
which it is proposed todlssemlnnte the information together
with the proposed distribution, er requés’eﬁ.ri-g“ that it be

ﬁmnished“.':bo h:n_m in disguised form,

(a) Disguised Traffic Intelligence will not carry the Troffic
Intelligence codeword, When it has been disguised, and
when the source to which it is to be attributed has been
-chosen, it will caxry the scourity gra.d:n.ng oppropriate to
that source and will normally be -dis-ser:ﬁ;n:a%;ed and haadled
in the mormer customary for thot source. Where it is
cons'idered that disguise rny not be fully effective and
that the intelligence should not be withheld, it shall
be given special handling through S.'S.O.,/ G.CsU, channels

in accordence with the following provisions:-

the disguised Twaffic Intelllgcnce must be shown to
des:.i.gnatcd Third Party nationals by the G2 or Chief
Intelllgenoe Officer or by- o.n iﬁdoctrinat-ed UeS, or
British offieccr on the Staff, in order not to draw
attention to the function of the S.‘S.O./G.C-.U.,‘
copies ghould not bé pas-sed., to Third Party nationals
for retention. b-y-_' th;m. | '

24 = Special Intelligence items as such will not be disseminoted to




TO BE HANDLED IN ACCORDANCE WITH TR3IG

SHAPE :\.f it cenr be efbodied-im:general intelligense summgries im such

& meiner as to ensure that the ‘dnf armation ¢#Het he treced back to
COMINT in genéral or any specific item of COMINT. A,Ci of S. (I) should
Snfernm the cognizant UiS. and U,K. national authorities-of any Special
In?&ellig;ené;a he considers should '.b:a md@availablg, ;and they will malke

every effort to make it #wailable in this forms™ -

3. . The U.S. and UK. mational suthorities will ensure that each is
informed of any action taken by-the other under the above provisions,
and meterial mey be excluded from these srrangements ot the request of
either authority. - The U.S. and U Keonntional anthoriticés will keep

these arrangements under review,

IT. WARTIME L )
mRATRIC mrmmom \ o o
b (=) Traffic In‘belllganoe, vy sucﬁ whet-';lia;aﬁ'éd.uz‘.M“”'

SAGEUR’B Command or reoe:LVed from U.S. or U.K. national

author:.t:.es will only be dlssmnnteé. to Thixrd Parties

if it falls into the first (releasable) oategory as

dafined in paxagraph 20 of "COMINT ABRANGEMENTS FOR SACKR™,
.'('b) Dn.ssemz_natlon of such Traﬁ‘lc Intell:.genoe to Third Porties

shall be by wlu.chevm' of the following clmmels is

_ o.pproprm.ate.
(1) via 8. 8.0 0./G.C. U. ohanne:l.s ‘
(:Li) the cese 01: comnan&s which conta:.n no integrated
U.S./British persmmel, Prom the appropriate
inter=allied SACM camend g

(iu)fromo.US. or’ UK..Yu.n:Lt orcmunitajreotto
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_TOP SECRET_

e, ,‘g.'”)..__;

(a)

- L = BEY/B/4 (om).

‘Second Category Traffic Intelligence (see pavegraph 20

of COMINT ARRANGEMENT'S POR SACEMR) shaell not be disseminated
a.s’l‘raffia“lwtelb.gence to Third Perty ratiomals In inter- O
a.l.'L‘l.ea SACFUR oommands bpt may be d_ssenn.nated. whaen

neoessary, An aocordance with the regula.t:.tms set foxrth

below for the dissemination of Spéocial Inteujgeme,

56

(=)

()

CONDITIONALLY RELEASARLE

NS RETTRE Tl .-

For purposes of wartime dissemination to Third Party
- . 1S 4

mationals in imterwellied SACEUR Commends, Speoial Tmtelligence .

will be divided into two categories:

() conditiomally r¢leaseable (d.wgtu.seq), N

" (41) umreleasable,’

The U.,8. and U.K, COMINT authorities will curremtly
maintain-an agreed list of the material in both ocategories.

6

Note:
. cumyi:ems it sballbe unﬂ.ars‘bood to ino]::daoomnds in other

(2)

Bervices with equivalent r

Disguised Speoial Intelligense will be passed initially

.only ‘!-':;-3 sommands which comtain an iﬁ%egm."ced U.Se ar

British element, but the U,S. and T.Ke natiopal COMINT

suthorities will review the s:.tua.tion in the light of .

latexr c:.mumsto.nces. th&er-the condition¥ set forth

below disguised Special Intelligense will be passed in

wartime in inter-allied § commis which inslude

U.S8. and Bri'l:lsh elements dmm to A:mw level for ground

forves™ om a striet needp‘bo-lcnow basis through the O
8.8,0./G.C.U. system, “

Thmughout this paper whea‘e lervel of oennw.nd is empressed in
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(b) Exoept as provided for in paregraph 8(a) below, disguised
Spe¢ial Intelligence moy only be disseminated to Third

Party nationols in such a wey as not to be attributable

in whole or in part to COMINT, Disguis-ing:. shall include
as & minimum: -
(1). removing inessentials;

(ii) paraphrosing the remaining text, numbers and times
heing round.ed off and, whenever possible, approXima-
tions being stbotituted for precise siatements;

- (4ii) . ascribing the item in preqisé~:é.hd positive terms o
.anoth:er source which is chegsen for its plausibility

- : and which, by the special security handling arrange-

ments norma]-_.’l.y preseribed for it, will permit retention

.only by U.S.. or British naticnals,

(c) Disguising of conditionally releasable Special Intelligence
will be the responsibility of the qognizant UsS. and UK.
national authorities who will make suitahle arrangements
to prevent the circulation of more than one disguised

: ve:g'sion o_f the same Aitem,

(a) ‘Disguiscd Special :rntfélligence w1l be disseminated with

a secur:.ty grading appropriate to its ascribed source and
hondled in a mdmer con;si;;;;:_'eri't wi‘th. Qpat s-ourc'.o_, Copies

- »o'f,d.isguis.ed.__ _Sppcial Intelligence will not be passed to
Third Partics for their retention,

(el - -Pisguiséq Special Intelligence will not ca:cTy the Sp;clal

. Intelligence codeword and will be the only version used
for infer-allied purposes in all inter-allied SACEUR
comands, The disguised version will also be made

available to U,S, and U,K. national Intelligence agencig,
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—TO BT TRNDLEOIN-ACCORDANCE-WATH-IREIG—— :
-6~ ' pre/A/ (con*l‘zim-red).l
(£) Phe vndisguised versions of these items will also be
"’ passed to he S.8.0./G.C,U. ° They will carry the Specisl
(@)
" need=to-know basis tos
(i.) officers of Third Partiés h@ld:mg the posts of
A dommnda'; Députy Oemmander, Chief of Staff, G2, O
§§?;3;gg; ' ' G3, G5 and Signels Officer (or their equivalents);
' (11) additional Third Party officers, nominated b
JACFUR on the recommendation of an appropriate high-
ronking British or U.S, Officer, Such Third Party
' officers must be approved by n.a.-ine by UCIB and '
1SIB, or im exceptional circumstences by one of these
- only.
(h) A list of Third Perty officers entitled to see disguised
Special Intelligence will be mintoined by the $.8.0./.6.C.T. o
and reported back periodically te USCIB and LSTB,
| (1) Exoept as provided for in the above paragraphs
relevent to Third Perty mationals, disguised
Bpecial ﬁte&ﬁggﬁwe must be given the same treat-
Memt as any other form of Spesial ntelligences
FMERGENCY, PROCFDURE | o @
7s In exoeptional instances indootrinated U.8, or British eemmanders

at the level of Army or higheir+ may pass releasable Specml Intelligence
in operntiomal éxders or other commmications o Third Party nationals

A *Sﬁ@ note on page '4.
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who urgently require it for purposes of vitel operational importance.
Such orders or commnlj;c‘:m-ti-ons will be so worded that if they be

captured the _source could not be identified as Special Iptejlligenc‘-‘,‘g_.__’__
Only essentlal sl‘:{ecﬁ;fic ivens m.&l be tronsmitied, e.nd _nomes, tlmes
posf'blons n.nd othc;r data from the originol texts will be po.mphrased o
as far as possa_..hle. B

FERCBL, DUFLLICENCE NSTRITAL 10 THE S4f iy

e ye

LA
e TN

8 . Informotion from Speclo.l Intelllo'enoe essont;i.z\l to the SnCEUR

Y effort may be disseminated by U,S__./_,_U.K. nqtg?gggtl n.ud}or:_.:_ljles in cither

| (a) if it can pL..us:L'bly be rcptrcsented as the result of furthar
processing of Y moterial at nationtl centres, or if 11:
can be represented os ~rising from captured documents,
and if there is mo reason why it should not ceme to the
knowledge of Third Porties, it will be pade availcble,
on & need-to-Xnow boasis, to Third Porty as well as U.S.
end British participants in the SACEIR Y efforty

(®) if the cbove is not cpplicoble, it will be passed by
TOP SRECRET COMINT channels +0 an authorized Special
Intelligence Recipient cddressed Ly nane ot U,S, and
Brit:';_sh Y units with a need to know; the recipient will
excrcise the utmost discretion when applying = if he
considers it necessary to apply - the ASpecial Int.elligeﬁce
informaotion to the Y effort of his unit, Under no
circunstances will moterial in this second category
be made available to Third Party nationals,

SPECIAL WEATHER INTTLLIGENCE




- BPC/F/1 (continued.)

REVISION - .
10. Tt is realized that the crrangenents for the wertime é:l.ssem:ma

tion of Special Intelhgence 2.8 def:n.nea a‘oorve m’)y need I‘GVlSlOI‘l in ‘Ehe
"light of experiemce and future conditipns, even to the extent of
ind.oomnaﬁ_ng fully o Timiteq nyuber of speoz.fled foreign nationals

in nighly responsible positions within the S&C"UR d. )

oGA
EO 1.4.(c)
EC 1.4.(d)

R T}

ST,
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1« The folioﬁ_ng princlples affectmg the COMINT arrengements
for SABIANT a.p:ply to pla.nm.ng for wartime except ‘ingofar &8s provision
is mde in pe.ragraphs 26 - 28 below for additional pe&ce‘b:l.me cooperation,
. They will be the basis on wh:\.oh Gb.naﬂi&n/U K./U.S. COMINT authorities
will negot:.ate vd.th SE.OIMT and on which subseq_uenh negotiations with
Third Party nationg should be cnductéd';' “I’E!Iytrl:temtaﬁons in. principle::
which moy beoome necessm.ry as tbe result “of these negotintions will
he agreed among Cand.mn/u.x/u.s. com authorities and appropriate .
amendment mde h@rem. _

2™ In order tha.t the mtmg@nents cmtm.nod herein may be effective
on the outbreak of war, it will be neocssa.ry to initiato ] in
pe&cetime w‘i‘bh tho Ths.rd Porty no.t:.on.s conceaznod. This planning activity
. should begn_n ag soon as poss:.ble. » s T aai

3¢ Im o::der to promote thc greatost posziblo readiness £or: mry- it
may be neoess&ry to extend this peaoetimo coopem‘blon beyord the s‘t;age
of pl&n.ni.ng ) The decision whan to enter upon this second stagé '
will be taken by Canad:l.ﬂ.n/U.K./U.S. OOMD'IT authomhos at same later

date in the hgh’c of the then prevaill.ng :_ntecmata.ono.l s tuntion mﬁ

O

of the experience gained in the course of cobi)erution with Third Poxty
nations an COMINT planm_ng
NOTE Pert:i.nent definitions for the purpose of thig phpor are

given in Exhib:.t 1 hcreto.

*
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. IT, DETAILED FROPOSALS

ke The SAOLANT Y Structure should have the following elements: C—
a. 4 senior ¥ officer at Su.GLA.NT Hea.dquarters (SACTANT Y

' Officer) assisted b¥ A Y s‘ta:f‘f.

bv Y Officers a.nd s S'I:a.ffs, where requ:.red at hea&q_uarters

of ma:)or subord:x.n'mte Conpmnders under &xCIA’NT . -
Ce Natlono.l Y um.ts prev:.ded for Support of SM}IANT fomes.

5. It lS recoended that t‘he rosponmblhty for forxmlat:l.ng and .

n_mplemen'bing SaCIANT b4 pol:.e;;f l:l.e *71th A C. of S. (I), SACLu.NT

S

PARTIOIPATION IN SACLM '

6. Pa.rtlclpc.tlon in the &mnmm ¥ Structure, :.nclua.mg Y staffs,'
should be open to all mtlons contrlbuting comba.t forces to. SACIALNT
command, together with Y uwnits adequate for their direct support, or )
contributing Y units for general suppogz?-t of the SACUM cosmawnd, It
shall be & cond:.tlon of pﬁl‘tlclp‘ltlon thnt these notions undcrtake to

enforce a.ppropzmc.te securrby meosurcs as set fortn in Exh:.b:.t 2 nereto,

and also und.ertake to o.pply tho pr1n01ples sct forth thorc:m, as a.

in the activ:.t:.es of the S.GHM Y Struchzro should. be l:uu.ted to those
n'mtlons whose geosrfaphlca.l 1oc'1t10n & nc'l Y un:Lts c'o.n, in &GMT 's
oplmon s c@ntmbute to the ovcrall‘ effectlveness of the struc'bure
P&rtlcn.tlon only in the shore-based dlrectlon finder operat:.ons w:Lll
not necessa:c'lly entltle o no.tlon or 1ts n«:xt:.ono.ls to recelve other . g
types of ¥ 1nforma.t10n, B
7. Each pertiecipating nation should prov:.de and reintain 1ts‘ow'n

Y units eontribut@d for the suppor’c of SACLANT, or of forces undér hsl-.s

commend, and should ensure their opera:tional efficiencye

SECRET
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FUNCTTONS OF THE SACLANT- IMQMTBRS Y STAFF

8e . Wlthln the llm:x.ts of D.greed cooperation, the functions of the

SACTANT Hea.dqum:'ters Y Off:l.cer a.nd Staff should mclude-

Tad e y

Be Effect:.ng a.ny neeess*\.ry general coordination of the

SA.CIANT Y .eff‘ort s

b-. . Ikstabhsh:t_ng as far as n,..tlonal differences permit
um_f'orm operat:.onal pcr-@cedures between Y units of different na.t:.ons-

Ce Giving technlce.l advice as requ:.red to the SAGLANT -

Hea.dq_u.rters Intelllgence Sta:f'f on the :Lnterpretu tion of ¥ J_nft:l.en

-'T-, IR

rece:l.ved by SACLANT Headquarters, and arranging for the SACLANT

Headquarters Intelllgence Stoff to receive all the Y information amlbble in

the SA.CIANT Comn,.nd which my bc, of va.luo to it;

. d.- ' Formula.t:l.ng o.nd superv:l.s:l.ng compl:l.a.nce w1th seourlty
regulo.tlons ond policies governing t"le productlon, handling, and da.ssean:m&-
tion of Y material within the SiCLuNT Comwmd in accozd:mcc with the agreed
.seourlty pr1nc1ples in Exhibit 2 herctoe o

Se arra.nglng for ¥ units to receive such -teehnieal

u.terlal and end-products, whether produced in the SuCL.M Commc‘.nd or

- -

received from nationnl sources, as 1oy be necesse.ry for efficient conduct
of thelr operations,

fo Establishing and sta.tlng to the approprlate ﬁ.uthor:.tles
requ:x.rements for speclal comnmm.c‘_tlons a.nd crypto=chonnels os necessary

to meet operational and sccurity requirements of the Y effort Wlth:Ln

SACIANT 's Commond,

g- Subject to security regul'ttlons x:m.nta.a.ru:g effective

linison with other activities, such as radio warf".re, which rlc‘y rela.te to

(wrd1g eme

\EIDER

or affect the discharge of his COMINT responsibilities,
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he Arrenging, within the procedures S'ti.pulaﬁed by NATO,
for material of technical COMINT interest, mclud:mg ‘pfis-one'i' G"f wor
interrogations, prisoner of wer reports, and co.ptured documents and equip-
ment to be made immediately available as appropriate to the elements of

the SACILANT Y Structure and to national COMINT authoritiese.

FUNCTIONS OF Y STAFFS 4T SUBCRDINATE COMMANDS ®
9. Y Officers and Y St'hffs at subordinate commonds should perform
funotions corresponding to those of the T staff at SACTANT Headquarters.

FUNCTIONS OF Y UNITS

10 Y units should interccpt s;nd- pfbcess matcrial";nd pgrovide O/F
information to meet the 'req;uirements. prescribed by SACTANT., Any combination
of ¥ units of one nationality with those of another will be subject
. to agreement of cogniant national COMINT authorities if required. ”

‘CONGEPT OF O

DR

TIONS

11, Internationsl cooporntion in Y within SACLANT's Cormand is

expec*t—ed.to consist of: .
e Coordinated shore~bosed &i‘rection f:Lndiei' operations by

national nets and stations organized and controlled as rutually a.greed.

among the pazjsic-iipating nations, ‘ |

be Direction finder and interccpt operations in allied

vessels ° ' (}
) ) |

Ce Interception and processing by notional Y units of enemy
commmnications of tactical interest to SLCL.NT,
de Certain exchonge and coordination vith SACEUR'S Y

structure,
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COMINT UNITS IN THE SACIANT AREA NO'I.' ENGAGED IN SUPPORT OF FORCES

may individually

1-2.-. Fach ﬁatioﬁ with forces serving und.er SACTANT
sxrenge to operate in SAGLANT!s area national COMINT units not provided
specifically or emlus:.v‘ely for suppért'-'of the f*oices undex SACLANT,
These um.ts will hot operate as part of the SACLNI.‘ Y structure, and
w:Lll not be subject to the arra.ngemen“ts for 1nter~allled coopemtlon
unless a,greed by the nations providing them. - -

13, ‘Ca.na.da. U.XKe, and U.S. will maintain an operata.ono.l separation
and, :r.nsofa.r os pcr-a.ctlcable, a phys:_ca.l separa.t:.on betiween the Y un:.'bs
and the:l_r natlonal COMINT un:_ts.

11;., Tt is r-ecognl-z-ed fhat certain COMINT units at the higher levels

would be directly supporting both SACLANT and their national COMINT

orga.niz-ations. Each participating n_ainn' would have discretion about such
matters as the right of access of other ndtionals to these units,

COOPERATION ‘TTTH THIRD PARTTIES ‘FII'I'HDT SACLANT Y STRUCTURE

15. Goopero.t:.on with Third Porties within the SACLANT Y structure
should. be oonflned mth:!.n the limits necessa.ry to rreet the essemtidl ¥
needs of SACLANT and the forces under his ‘co:sm-m.né and must not reveal
that there is COM'ENT colla'boratlon among Canada, U.X., “and - U.S, outside
the sphere of Y, W:Lthin the 1:|_m1t., agreed for the rclease of COMINT
m_ateﬁai produced by 'Caxmd.ianfU.K./ U.S. orgonizations (see paragraphs 20
snd 21 below), coopere’tion with Third Parties should be wholchesrteds

- 6. The channe‘is for thc prevision of technical material to Third
Pa.:r'tles f’rom Canad:r.a.‘n/U K./U.S. na.“blonai COIEI:NT sources should be via -

the SICL:LNT ¥ ste.ff.

PR
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17« . .- Insofer as consistent with the agreed limits for the
release of Canadien/U.K./U,S. OOMINT, and in order to secure the
necessary degree of uniformity, Third Parties should be persuaded
to a.é.opt certain common operational proceduress

MOVEMENT OF ¥ MAT:
NATTONAL CRGANTZATTONS

18¢ - The Y units and ¥ stoffs of the participating nations
worulda.b:e at liberty to pass to their own national COMINT orgnizations
and to ‘other porticipating motions, but to those nations only, the
technicel material and traffic produced or rescived by themselvese .
The notional COMINT organizations of the pprticipating nations
should in turn provide such techniocal support-both to their owm Y
wits and through the SACLANT Y staff. to the Y units of other partisipa-
ting nations as they may consider would be appropriate and of é.ssisﬁm'-_xce .
to the ¥ -effort under SACTANT,
Such material shall be handled. in accordance with the regulations in
Exhibit 2 hereto,

re

EXCHANGE OF INTERNALLY PRODUGED COMINT END-PRODUCTS BETWEEN SACTANT

re WD N

AND OTHFR SUPRTME ALLIED COMMANDIRS

19, Exchange 'with other major Commanders of NATO of internally
produced COMINT 'e_n&-pmdugts and intelligence 'smies hg.-sed thereon
sﬁoul.d‘ be as agreed between the Supreme Allied Commanders econcerned. and
sheuld Be -':con.f‘ined to the highest levels procticable, Such exchange
should take place in a secure cryptographic channel provided exolusively
for such meterial, E 4s a condition of such exchange, the security

ibit 2 hereto shall be applied as a m:m_nnJ.m |

principles set forth in Exh

for the handling of the material in the Commands concecrmed,

G
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.20¢  The relense to Third Parties im the SAGLANT of
Treffic Intella.genee produced by Cmm&lan/ﬂ.!&/ﬂas. orgenizatiens will,
withia the h.ma.tatlons of the need~to-lmow a and ‘the provisions of Elﬂilbl‘b 2

._vw.,.

and 3 hereto, be subjeot to the foll@m:ng cend;t:;ons

as Pirgt (réleasable) Cgt.eég_gz_

_C:La-s_s I -

This comsists of Y materidl, dboth end—pro&mts '
and technical material, produced. by Canadl&m/U.K./U 8. ¥ wnits, and material of
‘the same dnd and supplemen:ta.ry 0 it produced by natmml Cemndian/V,K./U,S.
“COMINT organisations, This class will norially be releasod autcmatically in
wertisie but the ssision to cormence qptgm&‘cic rcleage of this class will be
subject to mtunl agreenent smong the \c::_-.og_,r‘lifza-ni“t Canadian/¥.K./U,S, COMINE
outhorities, .11 or any part of wuis.ueturinl will be withheld at any time by
these parties if ome party declares that release would be haserdous to 1ts
Llogs IT R |
This consists of COMINT mter:le;l, both mdipfeduo’ss
and ‘toclnical material which, although produced by a Cemdmn/U.K./U.s. COMINT

érgo.nlsa.dblcn other than o 14 unJ.t would be oa,pa'ble of produo’t:l.on by ¥

‘:-Vunits', and which, if paased to a-Y unit, would enable thnt'n.mlt to achieve

a significontly higher degree .of cxploitation of its nozmal ’casks.
Canndien/U.K./U.S. notional SOMINT authorities -mst be in agreement before
materinl in this class moey be releaseds  They w;u.ll cont:muously review

the olo.ss end maintain agreed.lists of the mo._f,er:.al :_ncluded in ite

5 3 bs . Second (Nen-releasable) Gategozy

This consists of the remainder of Treffic Tmbelligomoc

not included cboves = It mny not bé released to Third Parties exoept.

$ndicoted in Exhibit 3 hercto.
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RELEASE: OF SPRCTAL mmmmm\m

VR o

-2-_,‘1 ° Dlpeclul Intcll:.gence will only be released to Thli‘d Parties: -

L Cod in ...ccorda.nce w:Lth the provigions of . Erh:.b:.t 3

ES, FOR DBALING VIITH GOMINT END-PRODUCT INTRODUSED INTO AELTHD'

90, COMINT ond-preduct iritrodmeed by Third Parties into Allied
Tatelligence chonnels will be handled in accerdance with paragraphs 20

sad 24 of 'bchlbl't 2 here’co.

.uOOP'E»‘.R.lTTON T‘ FI ING OF WARTZEME Y STRUCTURE

» 23, 4 is agreed that cooperatlon with Third Parties in plomning
the war'tme stivcture shonld begin in pencetime and os soen as possible,
and thnt thers should be step-by-step implementation of the SAGLANT Y -
progrm in -e'cm'_“s'ona-nc'.e with satisfoc tory test:_ng of each. successive -

';s;'f-'t'-;ep, It 1s considered ‘advantag-eous to esteblish relntions with one
Third Party poation ot & tlr:e uwntil all -those considered oligible #re
included., Before making any proposals to individusl Thlrd Party nations
Canadian/U.K,

which mdy necessitate the diselosure of mf@nnatlon regat
or U.S. plems for ¥, E“n‘a.CIm..W should seek theé concurretice of Gana.d:,a.n o
‘U.K. or UsS. COMINT authorities,

2Ly In any @ "pproach to Th:mi Paxrties within ’che SAGL.’).NT Comménd

X

mth regard to the plonning o;f' a mrtn.me Y structure the follm.ng

L)

principles shouid apply:
Qe Therc mast be no dlsclosure to Third P&rtles of any
Canad.u n/U.K./U.s, COT collo.bomtlon ou’csule the' ' SACLANT _'

.:

Coppend, and c.o.opemo.m@_z._z in plogni: H

shbu.ld be conducted m.’chout
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Q revealing present Cemodinn/U,K,/U,S, COMINT successes or the sotle
and nefure of their prescnt and planned COMINT effort,
be As a conditien of cooperation in playming the
SACLANT Y strueture Third Party naotions must aceept and adhere to
minimm security regulations goverming the production and handling of
Y mtericl. _
. Ce Rnowledge of the details of the planning of the
SACLANT ¥ siructure must be restricted to notionals of ?c;hose nations
" toking part in that plenning,
é5;. The planning and ncegotictions in any -E.ppro&ch should beé done
by the SACLANT Y officer, assisted by such oa.?fiocrs of the Conadiwn/U.K./
U.S. Services concerned as it may prove necessary to appoint. He and
‘his staff should cstablish, within the fromework of the agresd wartime
arrangements, a skeleton orgonization design-edA to ensure the orderly
expansion and ceffective operantion of the Y gtrusture on the outbreak of

o

my be desirable and practicable,

They should olsc develop such cotmon or similar proccegures 28

26, In order to carry out his planning tesk, and in order to

advige Third Peorty notions, the SACLANT Y officer should be provided
with pertinent il;formation on the subjects Zl_isf;éd belows The_ nations
concarned should each designnte the authority with whom he may commumicate
on these¢ and othor Y motters.

Types of Y units

Number of units plenned

Administrotion

e Basic operationtl organization

Manpower oomplements (by function
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Number of intercept positions

9

{in broad categories, e.g., H/P Voice, D/F
Prequency ranges of intercept equipment
Compunications equipment of Y umits

PEACETTME COMINT ARRANGEMENTS FOR SACLANT

27, It is 'r'e;;ogn'-ized that in addition %o the necess:.ty to
plan for wertime COMINT' cooperation within SACLLNT, peacetime COMINT .

rengerents for SACTANT should be developed in order to promote

readiness for wartime operations. The progressiwve of phased mplemnta-
tion of sueh arrvangements should be accomplished, within fhe limits
-?f ;a.gre‘ed wartime cooperation, in accordance with the pr@c.edure;
éesqﬁbue& beloirs.
284  The Y activities included in the SACLANT Y structure, ‘

should be organized and conducted in petcetime as follows:

Qe Phase I -

A SACLANT Y Officer should be appointed te begin
laying the groundwork for agreed wartime srrangements, for SACLANT ' .
to obtain the results of natiomal shore-baged direetion findex ‘
operationss SACLANT should keep COMINT authorities of partlolpatmg
nations advised of the progress of o.,ﬁy plamning cr axrongements with
other NATO members that ffects thems, Nations concerned should

cach designate an authority with whom the SACLANT Y Officer can

O.,

commmicate on direction finder matters,
b. Phase IT -
When the above arrangements for shorebased direction

finder operations arc mde, the SACLANT ¥ Officer should arrange for
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operational drills during NATO exercises or maneuvers,

+ The use of information based on D/F and shipborne intervept
operations will be in ascordance with the following provisions:
1a Shorebased D/F Operations. Fixes aund the fully

evalunted results of shorebased D/F operations, during NATO
exercises or maneuvers, may be passed to nationals of those nations
participating in the /P operations. During the exercises, infoymntion
resulting rom D/B‘ fixes my Bé possed to nrtionals of nations
perticipating in the exeroises, even though these nations do mot
participete in the D/F operations, when the following condi tons -
sre fulfilled: o
S (1) When specifi@ly authorizes. by SACLANT,
(ii) When o real advantage to the exercise then
g in progress would accrue, and
(1ii) © ““When the intelligence oan be attributed to
another source, or, if this is not pos;sible,
the true source is nect stated,

During post-exercise conference, shorebased D/F infor._'mtion
or results may be disclosed to ncotionals of nations not parficipoting
in the D/F operctiens only as alrendy disclosed in the course of the
exercise, {This is not to prohibit the use, during posteexercise
conferences, of intelligence or situation summaries issued to all
perticipeting units in the exercise)s

2, Shipborne D/F ond Interception., During exercises,

results of shipborme D/F operctions and the shipborne interception
of plain text or self-evident code messcges may be passed to nationals
of those notions participating in the exervise. The analyzed results

of shipbarne D/F and interception operations mey be made available in

post-axercise conference without restriction,
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C Ce Phase ITT ;-:" T

Depending on d.evelopments in the n.ntematlon,..l
sltua.t:.on, cooperation may later be extended within the eea
1imits of wartime cooperation by Canadion/U,K./U,S. agreemen‘l‘. as

a@‘bual needs develop nnd as incroased knowledge of Tbix\i Paxrty

B.Cx‘thltles &cqu;u:'ed during orgenization and plenning, provides
a better basis for assessing the se@urity risks involvea.. |
Coozﬁ::,n’\tlcm betweon SACEDR and &LCMT %e ensure CONsSONANGE of
praotlces will be required, ) '

29,  The dissemination of COMINT to Third Parkies.in

SACTLNT '8 Command in péﬂo.etin;e will be as indicated in Exhibit 3,




' Annexure P2

DEFINPTIONS

1. COMMONICATION Information and technical meterial

(CGAINT ) resulting frem the interception and study of
. telecommunications for intelligence purposes,
(GOM]NT includes Y, q.v.)
2, COMINT END- Intelligence information produced by COMINT

activities,

3. PARTICTPATING Nations contributing Y activities t6 the SACLANT

NATIONS:®
Y structure and entitled to receive the results of
the COMINT arrangements for SACLANT in aocecordance )
with agreed conditions,
4. PROCESSING: The action required to produce COMINT from
O | watiio. |
5. RAW TRAFFIC: Praffic showing no evidence of protessing for
comé purposes.
6.‘ SPECTAL . That COMINT which results From:
- INIELLIGENCE s

(a) The decryption of texts in whole or in

part except as provided in paragraph 11(b)

£§ 1.4y below;

1.4 (d)




(¢) The decryptior of callsigns or message

hea_Ldings dnbrypted in eodes or ciphers of
high-Becurity gradings as may be specified
by CRC, LSIB, and USCIB; or

() The interception of certain types of
tranmission as may de specified by CRO,
LSIB, end USCTB;

(e) ' Certain categories of plain texts, as
agreed by CRC, LSIB, and USCIB. T

Data concerning éryptographic systems,

commanications procedures and methods of” target

eountries, and related information,

A1l individuals or awthorities other than those

of Canada, the Uhited Kingdom, and the United

States, ' Foe

N3

Intercepted telecommunications activity (including .

messages, chaﬂ:tér, procedure, ete.),
Study of communications networks, procédure

signals, callsigns, D/F bearings, and other

technical aids to produce information by all

‘means short of actual decoding or deerypting of

the text of intke'rcepted comminications,

That COMINT whieh results from:

() The study of procedure signals, callsigns,
méssagé headings, D/F bearings, ond other

/ externals

G
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Q externals of communications, sxcept the
decryption of cellsigns or message headings
encrypted in codes or eiphers of high
security grading as may be specified by CRE,
LSIB, and USCIB;

OGA (b) The decryption of.the whole or parts of
. E(‘\51:3~1;:.:4.(C) communications in codes or ciphers of sueh low
EO 1.4.(qd)
security grading that they are specifically
clagsed as Traffic Intelligence by CRC, ISIB,
(o) | ]
hat they
are gpecifically classed as Traffic Imtelligence
by CRC, LSIB, and USCIB;
- (8) Certain catugories of plain texts, as agreed -
by CRC, LSIB, and USCIB. |
. 12. WARTIME: L period of actual hostilities inwolving
S4CLANT s command, ‘

13. X: COMINT derived from the timely processing of
traffic procured by listening to enemy
cormunications for the purpose of providing

Q : ) tactical intelligunce for the commanders of
the combat forces., |

14, Y UNITS: COMINT units engaged in the production of

Y.

¥ Definitions marked with an asterisk will require modification or
omission before being used by the Y Staff Officer in discussing

arrangenents with non-Cansdien/U.K./U.S. parties,
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J LPPENDIX P
| . Q T . dnnexure P2
| FXEIBIT 2 :
INTRODUCTION
1. Thesc principles shall be the basis in peace and war of
i all security regnlations ond polio‘ies. goverming the p:c‘o‘d.ucﬁion,
hnhdling, ~nd diss-emimltﬁ.on of ¥, |
. DEE‘INITION
2, Y is Cormmmication Intelligemce derived from the t;m,el;y
processing 'of traffic proeured by list‘an:i_ng 0 ene:my communiea bions
! for the.pnrpose of providing tactical intelligense far 'lshe‘éez‘s
of combat forces, It insludes raw troffic, end=-preducts, teehm.cal]. .
saterial, working documents, and capbured material used im its
" production, It also vincludes intelligence reports and surmiries
i based on Y unless the informmtion is so generalized that it canpod
i be traced Back to a particular item of Y or to ¥ in génaral_. )
| P GENIRL, PRINCIPLES OF SEOURITY AND DISSRMINATION |
3e Nx‘lt:i.onsA poi-ticipatdng in the SACLANT ¥ effort sk, o.;s a
eondition of perticipotion agree teo accept and adhere to these |
principles,
i lx-; Jach country participating in the SACTLLNT Y effort )
I -y will designate a notional authority to deal with 41l questions ;‘;f Y
V security and enforce these principles., | |
I 5. " Boch national authority will designate a.-Y Security
:_ Officer to whom Y materials and commmnications relating thereto
! shall-be addressed. . i
|
l
l
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6, - SACEANT will formmlate and supervise compliance with
security regulaﬁfibnsf&ﬁa 'po]j;oic-;;s for Y within the SACEANT emmnd.\
7s Before an individual in any ¢epacity has access o the
knowledge or rosulbs of the SICLANT ¥ effort, he must be screened opd
cleared as being of unglestioned loyalty by 1‘1:5;3‘ mational &u’ghor?.@.
‘The sereening muat be as ‘t‘sl}oroug-'h as possible and at least ag thorough
as that given to individunls having accesg to COSMIT informetions In
eddition to such cleszanco, these. individuels serving wnder SACLANT!s
Command mist be specifically nominnted bo receive ¥ either 'bysm{%liT
or by the conocramed notional authority. Tn the latter case the
netdnation rpst be approved by S&BIENT. In excepiional cireumstances -
under o_pez!a.*bionp,lleqndif&ibns» the above requirements for screeming, A
elearance and nominatioh may be- wa:r.ved for those individuals appeinted to
certdin key posts, & list of which should be drawn up by SAGTANT,  Sich
pexsonmel may be given ascess to Y upon the a.uthx.ﬂ'ii;y of the apprcmate
8 .. .Prior to being given access to Y, edch individual will be
Y indoctrinatod by & speeisl wrning on the sepsitivity of Y sources, to
congro@ige and be required to siga a document drawing attention to his
s\mcm_ responsipility for sefeguarding Y and to theb copsequences. which
the law or administrative or executive order of hia cozm'&r;&r, or order of
| SACLANT, grovides, if cither by inmtent oz megligence he allows ¥ fo come
to the nokicc of umaunthorized persons., It must be stressed that there
s no bime Timit in thod the informbion wmust be safeguarded indefinitely,
e Distribution of Y musb be on the necd~to-know minciple,
ilees, cach item of ¥ shall be mado kmown only to these Y indeotrinated
indiviguals who reguire it in the performance of thefy duties, SACTLANT

will madntein oontrol lists cf indoctrimated T recipients in forces umder

o

K
A
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his conrend other thaa- those engaged in the production of Commurication

Intelligence, = He will ensiwe that the mumber is kep to the mimimm

oomsistent with-essentinl intelligence and operatiopal meeds, National

authorities will maintain similar lists of their own natio.mlsl and apply
similor restriections, _

1& Y indootrinees must mot be allowed to run 8. greater risk
of capture or interrogation by enet‘.n:‘.aes.or po’sm?éial enemies ‘fskm-is
a.b-s—olui-;,,.ely neoegsery for the efficient éérfemc;a of their auﬁ-.es. This
Jmst also epply to a 'peri-od of six months after bhey bhave ceased. -1;0 receive
Y mﬂterml eamep’s during act:we opera.twns in ca.ses of mpella.pg necess:n.t—y.

1. - e greatest care nn.ist Bo taken mot to betray Y success by

actions bascd on ite Efforts should be made, if at aly posgible, to devise

P
L
B .r

sujjta’Ble cover, such as reconnaissances The source should on no accoumt be
needlessly risked, | _ o

12, SACLANT will determine the level to which ¥ v}il; be dis-
geminated, In exceptional instances, wh@'re itlis essential for :"mmeéia.'be

operational purposcs, informtion based on ¥ Ry, as speecifically putherized

byay i ndoctrinated cammander, be disseminated below the normal level to

mindojctr:inated :|.nda.vidua.13 provided the Bo@e is not disclosed., VWhere
possible, nomes, times, P;Jsiﬁ.OI—IB, and cther data idenbieal with that from
the original text must be omitted, or, if the retemtionbf such an item

or items is essential, mist be carefully paraphrased, Such information
mst be passed by a secure courier s;ervﬁ.oe, by & secure line, or in a

cipher system approved by SACIANT, It must not be passed in clear by

radio (including radio telephone}.
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13 Knowledge of the methods. and scope of, end the

technical merterial resulting from the SACLANT Y effort will bc_e reéstricted

| 6 the nationals of the nations which participate in the S:lCLaNT Y

effort, Access to ;l;he. Y end~products should, as far as QQS'§ible.’,
be similarly restricted. o o
™ ALL Y resulting from the SICLINT ¥ effert will be
classified SOCRET and designated by a codeword (except as provided
in p_ér&gr@ph 19 below), .The classification and the codeword shall
appear on every sheet of paper which contains or discloses the existence
of ¥, except that, at the discretion of the unit commender, this mro-
vision need not be applied to purely working documents within a Y unite
The codeword indicates thot the material must be handled in a-_cc.ordan@re
with regulp;”ciOIljs based on these principlcs and when used in its
codeword sense w:Lll also bear the classification SECRET, The code-

word and its implieation shall not be made kmowm to persons not

vineted in Y nor shall it be used in its codeword sence in
the presence. of sugh pérsons..

45 In peacetime, if Y documents are %o be tromsmitted.

by bag Within SACTAN

0!8 Commend, the route and procedure must be

specially autncrized bjr SACLaNT, having regard to the adequacy of

‘the security of the route and procedure, Documents should be double-

wrapped and addressed fo a Y indoetrinated officer (by name, not
function); the imner envelope should beaxr the appropriate security
eiiaésfificati@n but not the codeword, In ,wamtig‘xe , diseretion will be
left te the local commander to make the most secure arrangements
possible, As a minimum, documents must be sent by hand of officer
or by a secure courier scrvice.

- k-

SECRET

- kv
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16, Except in the exceptioncl inslances desepibed in

Paxagraph 12, if ¥ is trensmitted within SACIANT's comsthd by

electrical means or By n.ny physical zeons not completely secure, it

mist be encrypted in a decure cryptographic channcl reserved exclusively

© for thisg reqvirememt. P&rmlpath@ nations rmist ndditienally

ensure that when Y is transmitted into, out of, or extermally to the
SACTANT command it is enc‘:rrypiiﬁd in & eryptographic channel specially
approved by SACLANT for this PUXPOSE s - A

17 The highest standard of physicsl security must be

applied to the custody of Y-by national authorities and within SACLANT's
. .,-... 1d,  Normelly, except when in trangit under _oon@itims-preseri‘b.e&'

* herein, Y materials and cozmunications reloting thereto mist at &Ll

times be

(a) under the direot surveillance of & Y
indoctrinsted person :t‘(_a'gpom;tibls for their safe-keeping, or

(b)  locked in a fhree-combinition safe coqesuble

orly to Y indoatrinated persenmel; or

L . (c) stored in & loeked compartment which 5s umder

constant survelllance by ap armed sentry and which is necessible only
to Y indootrinoted persomnel,

18, Y documents rmst be destroyed s soon as they have
ceased to be of use, This is particulorly important wmder hazardous
conditions, |

19, - In order that necessary operationsl use can be

mde of certain types of low-level tactical Y (such as Dizection

finder results and plain text messages) on which irmedinte actiopn must -

obvicusly be taken in combat operations, SACLANT may permit the

- b -

SECRET-
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19 Maxreoh 15953
&'Lss’éion. of much ¥, without a’codeword and at & classification
not below Confi&%’t—iai},’ %o unindoetrinaeted reoipients who.need %o .
know. )

20, COMINT cmd-product or intelligemce based on.GO.in“trddﬂcéd

into A1lied intellipémee channels by Third Pertics participating in
the Y=g 'mcmo of the camand showld be hondled in Y-channels end Ssub~
jected to the security measures prescribed for harndling ¥, Where such
Third Party COMINT is furmished by o perticipating Notiomal GOMINE

oathority or orgomization and is of a higher grade than Y materdial

.ﬁro.duced within the Y~structure or than the COMINT supplied to the

Y-orgonization by GS/UK/Cantdian COMINT authorities, it will be passed
through ¥ chamels o.nc'L its distribution will be kept to a minidfmim,

21, COMINT end-product or intelligence based on.COMINT introduced
inko Allied intelligense cha:nnels by Third Parties not participating ‘
in the Yestructure of the copmnand should, whenever possible, B¢
tramdiferrod o Y~channels at the first point at which such end-product
or inte]ligmce comp to tho attentiom of Y persomnel, and from thxt
point tronsmitted directly to the Supreme Allied Commandex's Y (fficer.,
Gé&:re should be taken "nb-t to sompromiase t}xe exlistence ‘of Y channels as

such, The Supreme Allied Commander'!s Y Officer should bring any such

~mterlel to tho atbention of the AC: of S(I) for decision as to further

action or dissemdnation, In deciding on such further astion or
dssemination, the AC of S(I) will give full considevation to the need
to protect COMINT,

22, Nadionsl authorities and SASTANT mist expand thede prineiples
into a set of reguletions odapted to local conditions. 'G'opie's of the
Y seourdty regt_ila‘bions of each mationnl outhority will be forwnrded %o -

SACLANT through Y chonnels,

-G -




Anp_exu_re P2

“ BYHIBIT 3
RELBASE OF GANADIAN/U.K./U 8. COMINT END-
PRODUO;DS 0 THIR;D :PARE NATIONAIsm SAGLAN’P COMMANDS

N PEAG“ ”fN'.D VAR

+.L, __PEACRTIME

TRAFFIC INTRLLIGENCE

la, Traffic Intell:;.gence {as currently d&f‘.r.ned by CRC, LSIB, end
[TSCIB) maey be passed in peacetime to Third Party na.tlonals in SACLANT's
Headqlm“l?ers on a ne:e&—to-—kn_ow basis for planning purposes under the
conditions set forth below:

b, YVWhen passed to Thir& Party nationals, Traffie In‘edlligénee mist
be da_sgtused effeotlvely, in such a way as not to be attrlbuta'ble in whole
or in part to COMINT, and must be asoribed in precise and pos:.tlve terms
to enother source chosen for its pla.usa.b:.llty. The disguise will molude
as a minimum: |

(.l) removing inessentials: , _

(2) paraphrasing any remaining text; rounding off pﬁmber:‘s |
and times; and, \Ahenever possible, substituting |
approximations fer precise statements.

o, Indootrinated Ganadian/U,K,/U,S. recipients of undisgui;ed
Traffic Intelligence in each Staff Division in SACLANT Eeadg,uar-ters will
recommend to A.C. of‘S (1), Whioh Traffic Intelligence should be
disseminated for planning purposes to Third P&J:'ty nationals, A C. of

S.(I) will refer each case to the cogn:r.za.nt Cenadian/U,X, /U, S. nat:l.onal

SECRET
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authom"i‘ty which originafﬁed the Traffic Intelligence (or whose COMINT units o
———
_d:Ld 50),. asklng for. oleza.ra.nce to pass this particular Traffic Intell:Lgence A
'-to Th:er Party nat:Lonals and e:Lther for'wardlng a copy of the d:Lsgulsed form
*hich it is proposed o éllws:s"émlna’ce the";;formatlon, together with the
' proposei d:l.stributlon, or requestlng that it be furrished to him in ¢
"'d:z.sgulsed ;f‘orm.‘ . .
. d._ ' Dlsgulsed Traffic In’ce]_'l.lgence will not carry the Traff:Lc ' ‘

| Intelllgence codeword When it has been d:LsguJ-.sed, and when th.e. s-.ource--—’;.o
.'Wthh it is 'bo be at’crlbuted has been chosen, it will carry the security
grad:mg &ppropr:.ate ‘to that gource and will norma_'Lly be disseminated and
C handled in the manner customary for that source, Where it is comsidered
.' that d;i-s}guiso may not be -fully effective but that the intelligence should
.not be vuthheld :Lt may be’ ShO'w‘n to designated Thlrd Party nationals by the
.'_-A.C of S (I) or. Ch:l.ef Intelllﬁenoe Offloer, or by an indoctrinated Ca.nad:l.an/

: .-JU.K /0.8, offlcer ‘on the Staff provided that the natg.om.l COMINT authority

; .concerned has approved |coples may not be passed to Third Party nationals .

' _fo.n re‘ten-tlon- by them.

.:SPECIAL E\JT“LLIGEH\TGE | | |

| 2,. . Special Intelln.gence items as such will not be disseminated to

| Thlrd Party natlonals in, peacetlme in any fom, however, information derived
: fr@m such intelllgence mey be disseminated to nationals of Third Partles in f\"
) .SACL.ANT‘S Headqua.rters on a neeo—to—-lmcm ba31s for planning purposes if it -
- «can be embocl'led in general intelligence summaries in such a manner as to
- -.ens-u'-x:'e': that the information cannot be traced back §o COMINT 1n general or any

' ':speoyificlitem of GOMIZNT. A, C, of 8,(I) should inform the cognizant

\



P e e — - — ——— — — —

;‘v\

TO BE HANDLED IN ACCORDANCE WIEM-IRSIG—

SAC/B/R/T.

Canadian/U.K. /U.S. mational authorities of eny Speciel Intelligence he
considers ‘ghould be made available, and th‘ey'will make every effort to make

it aveileble in this form,

GOORDINATTON

3. Cognizent Canadian/U,K./B.S. natimal authorities will ensure
that e&cﬁ is infommed of any action taken by the others under the above
provisions, and material may be excluded from these ﬁrra.ngementé at the
request of one of the suthorities. Canadian/Ul.K./U.S. notional euthoritics

will keep t-heée arrangements under review.

II.  WARTIME

TRAPFIC INTELLIGENGE

La, Direction finder results may be-transmitted without a COMINT
codeword, but suitably classified, to allied commanders and units who need
to know, Intelligence based on or incorporating D/R results but containing
no material reguiring the COMINT codeword, suitably 'czlassifijetql_ may .also be
so transmitted.

b, Traffic Intelligence, as auch, received from Canedien/U,K.AJ.S.
netional authorities, will only be disséminated to nationals of Third
Parties if it falls into the first (releasable) category as defimed in -
peragraph 20 of "COMINT ARRANGEMENTS FOR SACLANT,"

c. Dissemination of such Traffic Intelligence to Third Parties:
ghall be by whichever of the follcsvﬁ.ng charmmels is a,pprdpria’cé: ‘

(1) via special COMINT charnels (i.e, U.S,-S50 Systenm,

U.K.-GCU System, etc)




SAC/B/R/7,

(2) In the case of commands vhich contain no integrated

- Canadian/U,K./U, 8. personnel, from the &ppmpriat.e
inter-allied S.iCLANT commanc; |

(3) frem a Canadian/1,K./AJ.S. Y unit or COMINT unit direct
to the integrated SACLANT command or fomatlon mrhlch it
supports, ) :

d.. Second Category Traffic Intelligence (see paragraph 20 of .
COMINT ARRz‘;I\IGEMEI\T'TS FOR SACLANT) shall not be disseminated a:e Traffic '
Ivn'te.llige‘ncé to Third Party nationals in inter-allied SACLAN? Cormands; l
however information derived from such traffic iﬁrl:ellig-ence may be
disseminated on a striet need-to-know basis to nationals of Third Parties
in SACTLANT's Command if it can be embodied in general intelligence surmaries
or operation plans and orders in such a menner as teo ensure that the
infeormation cannot be traced back to COMINT in"‘gene-r.al or to any specific
‘item of COMINT, | .

5. Special intelligence as such may not be disseminated to any

national of Third Parties in SACLANT's Commend in any form except as

i
provided in paragraph 8 below; however, information derived from special
intelligence may be disseminated to nationals of Third Parties in SAGLANT's
Commend on a strict need-to-know basis if it ean be .embodied in general Lf 4

intelligence summaries or operation plans. and orders in such a manmner as

to ensure that the information cannot be traced back or attributed to

COMINT in general or to any specific item of TOMINT,
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EMERGENCY PROCEDURE
6. In exceptional instances indoctrinated Canadien/U.K./U,S.

comnanders may pass releasable Special Intelligence in operationsl orders

or other _com;nunicatipns to Th:erParty nationals tho urgently requlrc; :Lt

for purposes of vital operatioﬁal importence, Such orders or commﬁniédtiéns
will be so worded that if they fbe'comp;romised the source could mot be
identified as Special Intelligence, Only essential spg-cif;ic items will a

be transmitted, and names, times, positi@ns s énd other d'afa from the

e T T . A e L I

orlglnal texts w:Lll be paraphrased as far as possfble

DISSEMINATION BEYOND THE SCOPE OF THIRD PARTY 1‘.RRuNGEEHENTS

. Special Intelllgence will be passed to SACLANT Commands in

,accordance with separate a.rra:ngements for exchange a.ncl da.ssem:x_natlon Wi‘bhln

SACLANT? s Cormand of COMINT beyond the scope of Thlrd Party collaboratlon.

SEECIAL INTELLIGENCE ESSENTIAL TO THE SACLANT ¥ RESORT

8. Information from Special Intelligence essential to the S.CLANT

Y effort may be disseminated by CANADLAN/U.K./U.S. national authorities
in either of two ways: |

a, 1if it can plausibly iae represented as the result of further
préoe‘ssing of Y material at national centres, or if it can be represented
as arising from captured documents, and if there is no reason why it should
not come to the knowledge of nationals of Third Parties, it will be made
available on a need-to-know basis and appropriately classified to Third
Party as well as Cenadien, U,K., and U,S, participants in the SACLANT Y
effort;

b, if it cannot be represented as in a, sbove, it will be
passed by TOP SECRET COMINT channels to an authorised Special Intelligence

Recipient addressed by name at Canadién, U.K., and U,S, Y units with a
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!
neel~to-know; the recipient will exercise the utnost discretion when i
- . i
qppiying—if he considers it necessary to apply-the Speoial Intelligence {

informetion to the Y effort of his unit. Under no eircumstances will
material in this second datejory be made amailable to Third Party |
!
: {

netionals,

OGA

EC 1.4 (c)
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CHANGES JIN PHRASEOLOGY TN APPENDIX Q

1. Tﬁe Gonference recommends the following changes in

phraseology to clarify references to British Commonwealth Countries in

paragraphs 11 - 16 of Appendix Q. The changes, which are in fact
‘insertions in'all-cases, are underlineﬁ below:
a. The title of para. 1l to read:
(D B ~ "PRINCIPLES OF COLLABORATION AMONG COMINT CENTRES OF THE
| | UsS,, " AND THE U.K. AND OTHER BRITISH COMMONWEALTH COUNTRIES". . -
b. The first sentence of para. 11 to begin:- o
"nggg;BritiSh Commonwealth ete."
v_c. The second'sentence of para. 11 to reed in part:
"traffic and technical material with other Commonwealth
centres etc.," |
d. The subheeding within pars. 11 to read:
"PRINCIPLES OF COLLABORATION AMONG THE UQS. » AND THE U.K. B
o ' AND OTFER BRTTISH COMMONWEALTH OVERSEAS NATTONAL COMINT CENTRES"
e. The title of para. 13 to read in part: |
"PRINCIPLES OF COLLABORATION AMONG THE U.S., AND THE U.K.
AND OTHER BRITISH COMMONWEALTH etc."
- £. The first sentence of para. 13 to read in part:

"involving both U.S. and British Commonwealth forces etc.”

'{iZ) o g. The first sentence‘of para. 14 to read in part:

"co-operation smong the U.S., and the U.K. and other |

.CommonWealth ete.”

. A re—

e -
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" stated in this Appendix.

BEG/F/2
12¢h Pebrunry, 1952,
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OR&_‘JEON @F U. s. -‘BRITISH cé)mmmmim
INTEILIGEH\IQE COLLABORAIION IN WAR.

INTRODGCEION SR T

1, - The U.S,-British Commmication In‘tel’ulq.gencle ﬁggax\eememt of 19L6,

the Appenchces thereto and the @perat:i'ng arm;gements basad thereon will

continue to be the main basis of relabions betwsea the two parties in

| war,

2. : In interpretation of “this igreement and as an addgtd onal Appendix

: ‘thereto, the ‘genexral prinéiﬁleg snd considerations atated below provide

for ‘parbicular spheres of wartime'bél:i_.a‘-hora?siqﬁ bétwéen “the two ‘“I:jg:i_:t;i’-_ggu

3. "“The implementation of these primciplés will be' donditicmed by
theatres -of 'operatim j_ﬁvolve&, by .a'.nté.:matiombl agreements im“‘épéoiﬁic
cases tnd by enemy commmications and 'c:t;ypbo'graph-‘ic ‘practices, These

fectors-will affect such imbort{mt par‘blcula:z:g é—_é gbéngr&pﬁical'lo.'eatima 5

the responsibilities of the COMINT wnits involved, and ‘the degres and

scope of exchange and COMINT distribution. °

L. The aim of the two par'tie;s is to ensure that the g reatest possible

contribution consistent with security is made by their combined COMING effort
to the prosecution of & war,’ |
5 Normally, collaboration will be effected through co~ordimatior of’
the app'ro‘priate COMINT orga.nizé.t—iona. ‘ Howeimr, where necessery end feasible,
COMINT organizations may be integrated on o U.S.~British basis.

6. Arrangements in national territories or in theatres in which the forses

of only ane of the nations are engaged sre not Subject to the special prineiples




-2 - ' BPC/F/2 (contimied)

PRINCIPLES OF. COLLA].LL__'IEON BETWEEN U..S. 4ND U, K, NATIONAT, COMINT

)

-

7o Both part-:ues mil remain free to requ:l_re thelr national COMINT .
Centres. both at home and -overseas t@ mder'talce any task releva.nt to their
national worldwide mterests, and to set up Such additicnal centres as

may be necessary., Sl,zb,]ect to this. overriding prm01ple, there w:n.ll be a

: ‘broad dsLV151en of tasks between the natlonal Centres whlch w111 undertake
"the greatest poss:nble nuiber of’ fixed cemm:Ltmenuts,: i accordance w1th the ‘-h)
pr:.nc1ples set forth'in the Introduct:.on to these ,Appendlces. i

8. In view of the geographical location of GCHQ with respeet-' to the
'Eﬁrepean theatre and in conmderatlon of the U. S Ferces mvolved the U.S. ’
in th.e event of a general wvar in Europe or the M:dele East between the
'.Westem POWGI‘S and the Russlan B_..oc will :.rnmedlately underta.ke to augment
‘that part of GCHQ preduc:.ng GOMD\iT relevant to the war in these areas

'by the pmv:.sl:.on of a subvstantla.l number of‘ COMINT process:.ng personnel

as requ:.red a.nd of Such equ_'l.pment as may then be determmed to be both

' feasi'ble and prof:.table. The U Se mJ.l pa,rtlclpate with an equal voice .n)

in the detemu.m.tlon of* prlorlt:Les and allocation of resourcés wn.th respect

to the combined COMINT effort at GCmv . . The 'in-tercept resources of' the

- '.U.S and U K 'Whlch are essentlal fo-r eovergge of EUROPE and contlguous
areas Wlll become available to the eomb:.ned COMINT effort at GCHQ, except
for those requ:l.red and reserved for d.:.rect support of uhe field forces of

. e:Lther natlon or reserved for other purpo'ses by either Darty. Thet part {\\"—j
rensez'ved for the latter Durpose will be co-—ord:maeted w:Lth these support:u.ng
the combined effort at GCHIQ Traffic from all sources w1ll be made

| ava:t.lable o both AES./ and GCHQ to the extent required and possible,

...2&-'.



OGA

fig . TOP SECRET

TO.BE KEPT U DER LOCK AND KEY :

_ ' <

e oampila%e. emmauct-of the combined cffort ab GCRQ will be m&d;a

9. In the evé__:_nt' of (GCHQ ‘be:iafy_g disabled for any meason Suring the
war, the combme& -ef‘fort- will be tr&nsf;erred. to sueh other cenfie =g
may be mu‘twally agreed. | _

' ‘\ie, .In addlticm to mwder‘hg tasks o & worldwide bedis, AESA will

A=, __~

“:u:&—partlaul,ar be the pra.noﬁ:pal een‘bre for U.S. and British 6@10’1‘&&11}»101& of

. , aJ_'L grades of COMNT relevan*& Ao ‘thE British persennel

ma-y‘ be inbdegrated in it to assist in this woz-:k;, It is reeo_gr;izeﬂ' ﬁhat its
greater invulnerability to eneny action will make it neeessary for it to

duplicate much of the work mdertaken at GCHQ.

 ERINGIPIES OF COLTABORATTON AMCNG COMINT CENTRES O THE U8, , UK.

H. COUNTRIES. :

ANDBRI‘I‘ISH oM

BN 11, = British Commonwealth cmmtmes may be mcluda& in the collesboratien
of U.8. and U.K, National COMINT Centres as agreed by the National COMINT
' B
authorities of all parties concemmed. Within the limits so agreed, exchanges
C). of end-produet, traffic, andv‘te'omipal material with Commonwealth eemtres Wwill
be as complete as re'q_-uiz_'.e‘d and mubuslly agreed., In gddition, workimg parties
of one nation may be assigned to national COMINT centres of esmother nation as

mutunlly agreed,

PRINCIPLES OF COLIABORATION AMONG U.S., U.K, AND BRTTISH COMMONN:

. OVERSFAS NATIQNAL, COMINT CENTRES

O (Note: "Overseas National COMZIZ\IT Centre" as used in this section is intended to
' é
mean any cémtre of one nation not provided solely for the direct supporé of a

single service, regardless of the authority or agency responsible for lecal

management of such a centre,)




.
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12 T iy may ‘be’ necessary to establish overseas natlonal C@

o _"Eres £6 ensure timely:-proéessing of certaln hn.gh level \CO : O

-t

intercepted there, This iheludes 'e'.st-ab:ll.shment b‘-y-' e.n;t!he-r ‘p.arty -of"
'addltlona.l centre‘s to Guppoert. the prosecutlom @f the wer in the
European and Middle East areas, Where nece‘ssa—ry or des:.rable,

) werklng } 15185 of omie-Hation may-be. ass:Lgned as mutua.lly agreed to

JQVer*seas cen’cres o an@the‘r. Exchange of end—product traff'lc‘, end

tAechnlcal maberial w111 be -5 complete. .as requ,u'ed. .\‘)

mV@lvmg both U, S, and Bri;ﬁi,sh.-sﬁ@iice:s~ 1 l depend on, | he degree of J.ntegratlon

HE
¥

uF' opr tions an? c‘ornnani in thet theatre, ngon thls bas:l.s l@cal co~-ordination

..zznd co-o:peratlon i1l bé& -éffected in: acci@rdance mth the policles of . the

nat:.@nal Eolfing a-uia-h@r-lt.l-e §- concerneds, -

g -
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.N©mally,- lateral: e¥change-and. other direct Lateral eo--@peraf-'mlzon
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as ruqun.red Jemd . as mutually agreed, ' R
C A6y . Subject to. the agreement o}f' the ﬂié?f‘dﬁri&té"-'e;-ﬁthoriti.efs the
- pakties eoncernsd me:y operate in a.ny the'atre of' Wal‘ J.n‘serceptl@n! ahd

GJC_‘,_DlOlu fion unlts workiag for thelr natn.@na]i COMEINT ! Centres,

o - . by
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. DISSEMINATION OF AND-PRODUCE

17. In any eommand involving U,S, and British forces, levels of
dissemination for both forces will be identieal as agréed by the V.S,
and W.X, pational COMINT amthorities, Sych diesemimation of end-product

Y

will nermally be via matichal chennels; any other heans of dissemns

will be mutually agreed upon by the nationdl autheritieg. For purpeges

of such dissemination, & eommen s¢ciure erypto~chohnel iLs essential.

4

18, Tmplementatien of the provisiens of this Appendix will require

extensive commmications, plans for which showld be drewn up at the

earliest feasible tIme,

PLANS POR COMINT WAR MOBITLISATION

19. Fo].'l.owlng upon the determinatien ¢f the command struchbure for asy
theatre :j::wolvi'ng both ¥U.S. and British fortes, the parties ac@ryc'eme& Va3
proceed forthwith to draw up plans for the COMINT strusture foir The theakzre
in question,

20. Although arrangements in mationel tervitories or m theatres in
which the forces of only oné of the natians are mga:ged; are not subjeet
to the special prin‘c;i.ples stated in this Appendix, eath parby will

inform the others of plans made and orgenizations set Up in thege areas.,
21, The parties concerned will from time to time review the plana
made for COMINT war mobilisation; insofar as the U.S. end U.K, are
cancerned, this has- special reference te the scale of the antieipated

U.S. COMINT effort in the U.K. and viee versa.

K
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APPENDIX Q
ANNEXURE QL

COLLABORATION BETWEEN U.S. AND U.K. NATIONAL COMINT CENTERS
A\ .

~ INTRODUCTION

1. This Annexure sets forth agreed arrangements for the implementation

" of the principles of collaboration contained in parsgraphs 7 - 10 of

_Appen,,i'Q to the BRUSA Agreement. Althouéh these principles apply in

partfcular to a wartime situation, at least two stages are involved in the

éff'ctive'implementation of the provisions of this Appendix. These are:

a. Peacetime Augmentation Program - to be effective'up to
-the day of full mobilization.

b:. Wartime combined effort at full scale.

. PEACETIME AUGMENTATION PROGRAM

2, During peécetime, combined NSA-~GCHQ efforts will be established

Eon specific problems, as agreed between USCIB and LSIB.- Arrangements

for»combihed efforts will be made for those problems which under existing

ébnditibns can be most effectively processed at one.center. These

»

'éﬁrangements will be kept under continuing review and are subject to

cﬁgnge by elither party. Any additional increases in the peacetime aug-

meétation program will be as agreed upon between USCIB and ISIB.

' WARTIME COMBINED EFFORT AT GCHQ

. 3. . That part of GCHQ producing COMINT relevent to a war in

.. Euro?e and contiguous areas will be augmented with U.S. COMINT resources

anduﬁill form & combined operation to be named the Combined Center,

Burope (CCE).

ORGANIZATION
4. The organization of the CCE will be as followa:
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C.

COMIRIBUTION OF RESOURCES TO THE CCE

BPC 53/Qq/ Final -
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Director, GCHQ, will be assisted by two Deputy Directors,
one appointed by the Director, NSA, and the other by the .
UK. The U.3. Deputy will be primar;ly concerned with

the Groups assigned to the CCE, the U.X. Deputy primarily
with those GCHQ elements which will remain cutside the CCE.
Direétor, GCHQ,‘wiil be further assisted by a number of
Agsistant Direetéta, of whom one; eppointeéd by the

Director, NSA, will have maj)or responsibilities for

Production within the CCE.

'Below Directorate level, the CCE will be organized into

a series of groups, each responsible for a épecific sphere

of operations.

o

¥ 1.e. Investigation of transmissions with unknown technical

characteristics.

2
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b. Small portions of GCHQ may be retained outside the CCE

Form 781-C13$

Ce

for such purposes as special exploitatiorn or dissemination

tasks required by V.K. intelligence consumers, particulerly

with reference to subjects outside Europe and contiguocus areas. .

The U.S. will contfibute substapﬁial COMINT resources to

the CCE, details of which are given ip Exhibilt 1 to this

Apnexure.

TASKS OF THE CCE

. , 1.
6.. The main tasks of the CCE will be:

b.

£,

Technical COMINT support of U.S., U.K., and other British -
Commonwealth fiéld resourceé in‘Eurdpe,and contiguous areas.
Technieal COMINT support. of the Y units of Third Party Nations

participating in the Y structure of Allied Commends in
Cod t -

" Europe and conﬁigﬁous aréae, in accordance with the provisions

of Appendix P. - f
Operational coétr?l of U,S., UK., and other British

Commonwealth fielﬁ resources essential to the coverage of

- Burope and coﬂtiéuous areas, except those required and

reserved for close support of the fileld forces of the
contributing netion or otherwise reserved by the

contributing nation.

Processing and exploitation of COMINT materisl relevant

to Burope and contiguous areas.

Research in support of such processing and exploitation.

- Production of COMINT information and the distribution

of such information directly to appropriate national or

combined COMINT centers.

s
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- - DISSEMINATION ARRANGEMENTS
| 8 8. faregr.a.ph 8 of Appendix Q provides that the complete end ,
product;. of the CCE will be made immediately ava.illable to the 'in-telligend;a
(_/ orga.niia.tio_ne of both nations. To _thﬁ end, the US intelligence liamison
o.;‘.’:f‘icerslat the CCE will receive the end-product of the CCE.
0GA

EO 1.4.(c)
EO 1 4.(d)
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b. The CCE will endeavor to produce end products in the fiorm

or forms acceptable to the US and the UK for dissemination to all suthorized .

‘intelligence recipients end this will be the form in which the “information

will normally be disseminated.

¢. The US intelligence lialeon officers will be responsible for

dissemination to US Commands and other US recipients gbroed and for the

di'ssemination of selected items to their parent U3 intelligence organi-~

zations; GCHQ will continue to be responsible for dissemination to UK
Commands and UK Intelligence Orgenizations.

d. The US service intelligence llaison officers and GCHQ will
collaborate in dissemination to Allied Commands, and combined cryptogfaphic‘
channels will normally be used. In exceptional cases where there is
disagreement between GCHQ and US service intelligence liaison officers on
addressees or on the substance of the information to be dilsseminated.
to Allied Commends, either mey disseminate. provided that‘&tuiS?made clear

2 Z
P

that the other 1s not committed and that the re%g;ioﬂéhip to any other
disseminated version is steted. Every effort will be made to avoid or to
resolve -such disagreements. Coples of CCE end products disseminated by

electrical means to Allled Commands will be immedietely disseminated to

the appropriate intelligence organizations of both natlons, as required. -

e. The US intelligence liemlson officers will have access

to those points in the CCE activities where the CCE end product be-

O

' Form 781-C13S

camesg avallable For disseminatlon.

. £f. ‘The U.S. Inﬁelligence Organizations do not intend to
establish intelligence production groups at the CCE. No exact estimate
of the number of intelligence liaison personnel necessary can be made
at this time; however, it is-expected that they will be in such numbers

as to operate a watch in connection with each point of disseminetion.

)
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INTEGRATION OF PERSONNEL EXCHANGED BETWEEN CENTRES

10. Personnel exchanged between NSA and GCHQ will be integrated
organizationally within each center, will remain assigned to their
home agené}, and will be otherwise responsible to a resident head

- from this home agency. In the case of a problem which ié_to be

worked as a primary commitment at one center by a combined NSA-GCHQ

6

 SEGRET GCANOE_
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group, the exchanged personnel ’will be Integrated in both technical

and operatioral management positions within the_ group. In the ecase %of
& problem -wofkea Jointly at both centers, exchanged personnel will be
lntegrated technically into %:he groups at each center. An equal

voice in technical and Ibpera.tiona.l management will be exerclsed only'

on these problems beilng worked &as a primary camitment at one center

A by a cambined group.

ESTIMATE OF PERSONNEL AND EQUTPMENT REQUIRED FOR WARTIME AUGMENTATION
PROGRAMME ‘

11. Exhibit 1 to this Annexure conteins the estimate of

~ personnel and equipment required for the wartime augmentation

progrem. .Itg details wi_'Ll be reviewed from time to time by both

parties and revised as necessary.

STANDBY ARRANGEMENTS FOR CONTINUATION OF COMBINED OPERATIONS IN THE

EVENT OF DISRUPTTON THROUGH ENEMY ACTION
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APPENDIX @
Annexure Ql

EXHIBIT 1

OPERATIONAL AND LOGISTICAL REQUIREMENTS FOR THE WARTIME AUGMENTATION

OF GClQ

1. It is estimated that e total operational strength of 9000 will be‘

needed for the CCE in war to deal with the problems

assigned to it.. The UK intends to contribute about 6QOO of this total.

In view of the importance of the CCE to tée US intelligence effort it

is felt that the US éhould endesvor to suéply the additional 3000 persons .
who would be required. ‘

2. Existing UK mobilization manpower pl%ns allow for an increase of

5500 to GCHQ's peacetime establishment of 4000 in the first twelve months
of war. Of this 5500, 3200 will be provided during the fir5£ three |
months of war. ﬁ | |

3. The bulk of the increase is intendeé for the reinforcement of the CCE
and supporting groups, which may be expe;ted to give these groups a totel
strength of about 4000 by M /£ 3 months,. a.nd of the final 6000 by M f 12 months

L. A small proportion (at present estimated at 300) of the GCHQ staff |

may be sent overseas and would thus not be available to the CCE.

5. During the period M / 12 months, tﬁe U.8. target should be to reinforce

the CCE by 2000 persons. It is recommeﬁded that this increase be phased

as follows: -- ; H

() By M /6. The provision of at least 500 persons, of whom|the

majority should have had training and experience in COMINT producti‘n and.

reporting activities.

(b) By M £ 12. The provision ofga further 1500 persons. It,%s
realised that for practicel reasons thé majority of these will not ﬂave .
had extensive training or experience in COMINT activities. Nevertheless,

every effort should be made to ensure ?hat as many &s possible have st

OGA
EO 1.4.(c)
EO 1.4.(d)
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least had basic COMINT training end that a cadre of trained COMINT personel
be included in this group to‘ensure the effective integration of the group
with the CCE.
6. Tt is recognized that the U.8. contribution to the CCE may be

reduced in accordaence with any allocation of personnel to other national

or combined centers 1 working on COMINT

problems pertaining po Europe and contiguous areas.

7. Eqpibment rquirements for the Centre should be considered in detall
8o far as possible 1n advance of war by N.B.A. and G.C.H.Q. In this
connection 1t i; intended that G.C.H.Q. should mseke the maximm possidble
contribution ;ﬂlthe development and use of analytical machinery for
research and;gxploitation. The U.S. contribution of standerd IBM
equipment should be commensurate with the U.5. comtribution of personnel
4o the CCE; based upon existing proportions of such equipment to

processiﬁg personnel within NSA.

0GA
EOQ 1.4.(c)
EO 1.4.(d)
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APPENDIX §

ANNEXURE G2 | . Ly
o ! gy
(J PRINCIPLES OF WARTIME COLLABORATION AMONG COMINT CENTERS OF THE

UeSe, U.K., AND OTHER BRITISH COMMONWEALTH COUNTRIES.

1. In the event of hostilities involving the U.S., U.K;, Cansada,
Australis, and New Zealand, hereinafter referred to as collaborating nation
the COMINT collaborstion among these nations will be such as to ensure the
gréatest possible contribution to the prosecution of the war consistent wit
security. |

2. Normally, collaboration will be effected through direct co-
ordination between the sppropriate COMINT orgemizations. Where:neceséary .
and feasible, however, COMINT organiiations may be_integrated as mutually

- agreed. | B
| 3. Field COMINT resources of one or more of the collsborating
pations operating in a theatre supported by a national or combined center
will be provided by that center with such technical assistance as
. mey be requi-red'and mutually agreed. In order to facilitate such
arrangements the national authorities may assign liaison end working
groups to these centers as necessary.
4, Arrangements in theaters in which the forces of only one of
the nations are engaged are not subject to the special principles
stated in this annexure.
\;> 5 -The COMINT suthorities of the collaborating nations will remsin
free to require their National COMINT Centers both at home and overseas
to undertake any task relevant to thelr national worldwide interests,
and to set up such additionsl Centers as may be necessary. SubJect to
this over-riding principle, there will be & broad division of tasks
between the National COMINT Centers in order to insure the maximum

timely interception and production of COMINT information.

Form 781-C13S.




— OP-GRERFE—EANIT— LU Y R ORMAREON— BPC $3/Q,/ Fipal
Olud¢
}

19! March 1953
LN |

6.  In accordance with the above the following arrangemehts

are projlected:

a. In view of the geogrephic proximity of the
N and the U.S. National CQMINT Centers, and of the
close relationshipe vhith will exist between the
military forces of the two natioms inm time of
an integrated effort o6n specific problems may be
rquired. Such collaboration may involv§ an exchafée "
of technical personnel between the tonCenterB and | the |
:. . provision by NSA of technical support to the 1iztegr'g.ted=

effort to the extent desirable and feasgible. X

b. In the Paeific Area collabaration 18 required to min&mize

the need of duplicate interception and processing \

facilities. The U.S. rather than establishing %
National COMINT Center in the Southwest Pacific; will
) : 1
I
coordinate its COMINT operations in this theater with the

center in Australia as required. i
¢. The U.S. National COMINT Center(s) concerned with the
. .- Pacific aree will have direct comminicetion with the
’ | COMINT suthorities of the collaborating nations in order
. to effect rapid exchange of COMINT material as required
| and as mtually egreed.
d. The U.S. envisages the assignment of a U.S. working perty
to the center in Australia 1mmediéfely upon the oﬁtbreak |
N ' of hostilities involving both parties. This working |
party will take part in the operations of the Center in
Austrelia and will serve as the cadre for any further

augmentation of the center in Austrialia which may become

desirable as the war progresses.

1)
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‘e . The U.K: will incresse its contribution of personnel to the

/ center 1n Australia on the outbreak of hostilities-

- ESTABLISHMENT OF OVERSEAS NATIONAL COMINT CENTERS

7. Current plens consider the possibie esteblishment of COMINT
Centers as set forth in Exhibit 1 to this Annexure. .Its details will be
reviewéd from time to time by the parties comcerned and revised as

necessary.

~ ESTABLISHMENT OF OVERSEAS COMBINED CENTERS

8. With reference to U.S. and U.K. plans to esteblish National

COMINT Centers in o |eireum-

- stences may require the esteblishment of a con;biqed UK-US center in this

area. OGA
EO 1.4.(¢c)
EO 1.4.(d)

12
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CRGANIZATION OF 1, S, -BRITISH COBMMNIGATION . 285"

INTELLIGENE CQLLABORATECN IN WiR.
INTRODUCTION , . Coe “?/

51;. The U 2, -British Conmunication Intelhgence Agreement of 19J+6

the Append;oes thereto,’ a;-ld the- Qpera_.’.b.lz’xg:: man&gma_nts ‘based thereon -

will continue to be the main basis of relations between the two parties

in war,

2, In interpretation of this Agreement and as an additional

Appendix thereto,;, the general principles and comsiderations stated

below provide for particular spheres of wartime .collaboration between

the two parties,

3. The implementation of these principles will be conditiomed by

———

theatres of operation involved, by interrational agreements :Ln spec:f:.e

cases and by enemy conmmumnicetions and cryptographic pﬁ:g:‘_a;ct,ices.; T.hes,e

factors will affect such importamnt particulars as geographical l@@aftj..géns._,,_.

catis e e L e A ———————— e P D e & et e 2 ) -

the responsibilities of the COLINT units involved, and the &e'gxrge'am_d;.

scope of exchange and COMINT distribution, _ .
L. The aim of the two parties is to ensure thet the greatest —

possible contribution consistent with security is made by their

combined COMINT effort to the proseéution of a war,

—

———— e .
e et sl

b, Normally, collaboration will be ef'fected through co—-ordination

of the appropriate COMINT orgenizations., However, wherc necessary

i s
Al

. ‘

bl

) .| and feasible, COMINT orgenizations may be ‘integrated on a U,S, -British

basis, .

o -
X -

?.J ~ et
R 7

6. Arrangements in national territories or in theatres in which

the forces of only one of the nations are engaged are ngt subjeet to'
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the speeial principles stated in th:n.s Apsendlx. .'
PRJJ\TCII'.S oF COEB@RJI@M BE'I'WE;EN U S. nND UK, NATTONAL COMINT ;

CENTRES IN WiRTLAE, - ,

P

7. Both parties will remain free to require their national GGMINT o

Centres both at home and overseas to undertake any task relevant to thedr . r"‘}

national worldwide interests, and to set up such additional centres as : }
. . ‘l

may be necessary, Subject to this overriding primciple, there will be a. [
broad division of tasks between the national Centres which will undertaske E
f

b

the greatest possible number of fixed commitments, in accordance with ’

———e

the prineiples set Forth in the Introduction to these Ai)penﬂice_s;

8. In view of the geographical locetion of GCHQ with res_rpeé’c to

the Europea.n theatre, apnd in consideration of the U,3. Porces ':'i.nvo-lv‘ea,

the U,S., in the event of o general war in Burope or the Middle¢ East
be-twee-n ﬁhe.Weste-I:'n Powers and the Russism Bloe, will irmcdiately uﬂ@zéx‘-‘l:-ake‘-
t@ augment that part of GCHQ produc:l.ng COMZENT relevant to the war in these

arees by the provision of a substantial mumber of COMINT processing

A T et —t——
———.

personnel as required, and of sueh e.qﬁ:i-_pment as may then be determined:
to be both feasible and profitable, The U.S, will participate with an : g
o

equal voice in the depermination of priorities and allocation. of resources

with respect to the combined COMINT effort at GCHQ., The intercept

resources of the U,S, and U,K, which are essential for coverage of
EUROPE and contiguous. areas will become avallcblo to the combimed
d:.rect support of the fisld forces of either natich er reserved for
other purposes by either party. That part reserved for the labter @?—J
purpose will be co~ordimated m.th those supporting the combined-effort g
st GOHQ, Traffic from ell sowrces will be made -available o bobh NS

- and GCHQ to fhe extent requ:.red and pbss’ibrle._ The complete end—procllicét--
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of the combinud effort at- GCHG will be made immediotely ava:.lablc to

thc 1ntell:|.éenco orgzm:n.za’cmn.o of both natioms,

9% “In the event of GOHQ being disebled for any reasom during

the W_'a'.'"["., the cembined effort will be transferred to such other centre
as may be mutually agreed,
10, In addition to undertaking tasks on a worldwide basis, Nsi

will in particular be the prineipal centre for US and UK exploitation of

all grades of COMINT relevant to thg areca, UK pers.ormel may

be integrated in it to sssist in _tlhis work, The US will take accoumt of

UR views in the deterralnatlon of- PI‘lOI‘ltILt.,S an@ alloestion of resources

with respeet to the v sfrort . relevant to a general war in

that ared;-- It :Ls recogn;.sea that I\TS"s ‘greater :anlnerablllty to

e W% I

enemy-action.: W:Lll ma_\o 1t necessary .EOI‘ 1t to dupl:.cat\, muc"x of the work

undert aken ht L:C'{Q

AW oL g
o aien e i
—

PPINCIPLE.S OF C@LL.:BO‘ETION 2MONG COMINT C:H\IT’?EQ Ol' THE U ULK.

£AND OTHER BRITISJ:I COM_IONWEALTH COUNTBES

11, Other British Commomvealth countries may be 1nclu6ed in the

collaboratlon of U,S. and U.X, Netional COI'ILE“T Centres as agreea by t*he

'Natlonal COMINT uuthorrtles of all _gartles concernec. W:Lth:Ln the llL]ltS
so//,-agreecl, exchanges of end-product, trafiic, and tec‘mlcal mater:.al
mth other Commornwealth centres will be as complete as required and

| mu{:uall,y ‘agreed. In addition, working parties of one nation may be

.e}ssigned to national COMINT centres of another nation as mmtually

ﬁgreé:d. -

FRINGIPIES OF COLLABORATTON ‘MONG THE U,S,, .0 THE U, X, SND OTHER -
BRITISH CO.MONWEALTH OVERSE..S NATTON:T, COMINT CENTRES y

(Note: ."Overs-eas. National COMINT Centre" as used-in this section is ]
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A
mtendcd to mem any centre of one nation not provided solely for the
direet support of a single service, regardless of the auv’sho-r'ity or agency
responsible for local management of steh a centre, )

12, It may be necéssary to establish overscas natienal COxINT
centres to ensure timé]iy.processing of eertain high level COMINT
interecepted tiﬁ.ere--. This includes establishuent by either party @f -
add.a.tlona.l centres to support the prosecution of the war in the
Euro;gean and Middle East areas, Whﬁre neeessary or éeQS'irab.le., working
parties of one mation may be assigned os mutually :;gre,ecl to ove‘rsq*azs?“
centres of anothet, - Exch;nge of enc-product, traffic, and technicel

terial will be as comic,ftc a8 required.

PRINCIPIES OF COLMBOREION SMONG -THE U. Ses oD TI-IE: h. ~ND OTHER

BRITIfSﬂ CORMONWE.ALFH SERVICE COMINT UNITS FROVIDED FOR DIRECT SUPPORT

OF_COMBAT FORCES (INCIUDING SERVICE R THEATRE CENIRES)

13. T e degree of integra.-‘c‘:‘i.on of COMINT activities within sny

theatre 1nvolv1.ng both V.S, and Brlulsn Com@mvealth forees “will, clenend

Upon this basis loeal co=ordination am co~operation will be e-ffec’c:e;d in
sccordance with the policies of the natdonal COMINT authoribies coneerncd.
T, Normally, EI-.ateral exc-h-ange and. ot’ber Girect lateral -e.o-:aépé'ratiO‘n
among U,S,, U,K, and other Commvealth Serv:.ce COMII\iT units nrov:l.ded

for d:L.rect support of Combat Forces w:Lll be carried on at the ‘highest
lev.e,ls: that will meet essential operating reqii-ir-ements.

15, National Centres will pnrovide appropriate techm.cal support
Por , and’ ob’cam necessary rmt-er':ii..g;.-l frem, Service units of otler

nations as reqﬁ:Lr‘*ed .and_as maue 1y ‘agreed."" R

16, , S«ubguct to the agreemsnt of t‘le aimroprlejce authoxit ule.

the partles concerned nay operate in any theatre of‘ war mterceptlon

and e;{pl‘@;..tat ieon upits workinyg for their national COMINT Centres,
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DISSEMINATION OF END-PRODUCT
17. In any comeand invelving U,8, end T.K, Feroces, levels of

disscnination for both Porces will be identicel as agreed Ly the T,S,
and U,X, national CCMINT aubhorities, Such disseminstion of emd-produet
will normally be via mational chentiols; eny other means of dissemination

will be matually agreed upen by the netienal authorities, For purposes

. of such dissenipation, a comumon secure erypto~-channel is essenbial,

18, Implementation of the 'prMSioms. of this Appendix willl require
extensive commmunications, plens for which should be drawn up at the

earlicst feasible time,

PLiNS FOR OOMINT W.R M

19, Following upen the determination of the cammiand structure
for any thestre involving' both I_I;S, and UK. orces , the parties
oonocerned will proceed forthwith to drew up plans for the COMINT
structure for the thestre in question,

20, Although arrangemewts in pational territories or in theatres
in which the forces of. only one of the nations are engaged are not
subject to the special principles stated in this jppendix, each pai;t-y
will inform the others of plsns mede and organizations sét up. in
these areas, .

21, The parties concerned will from time to tiwme review the
plans mede for COMINT war I:lobilisa.'ﬁioh; insofar as the U,S., emd U.K,
are concermed, this has special refercnce to the seale of the

anticipated U,S, CGMINT effort in the UK, and viee versa,
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ANNEXURE Q1

INTRODUCTION -

1. This Annexure sets forth agreed arrangements for the
implementation of the principles of colleboration contained in paragraphs
7 = 10 ‘of Appendix @ to the BRUSA Agreement, Although these pmc:.ples

apply in particular to a wartime situation, at least two stages are -

invelved in the effective implementation of the provisions of this

Appendix, ‘These are:
a, Peacetine. Augmert ation Program - to be
effective up to the day of full mebilization,
b, Wartime combined effort at full scale,

PEACETIME AUGHMENT ATTON PROGRAM

2, During peacetime, cauibined NSA~GCHQ efforts will be
established on specific problems, as agreed.between USCIB and ISTB,
Arrangenents for combiged efforts will be made for those problems
which under existing conditions can be most effectively proecessed

at one center, These 'arrangemc-:rrts will be kept under continuwing

' review and are subject to change by either party, Any additional

increases in the peacetime augmentation program will be as agreed

upon between USCIB and ISIB,

' WARTIME COMBINED EFFORT AT 'GCHQ

3. That parb of GCHQ produclng COMINT relevant to a war in

Europe and econtiguous areas W:Lll be augmented with U,S, CO]VEENT resouroes



1

and will forr.ﬁ a'e:of;b.ined operation to be named tle Combined Center,-...-

Burove (CGE),

—

4, The organization of the CCE Vill™ve as follows.:

b,
0GA
EO 1.4.(¢)
ED 1.4.(d)
04
d.

Director, GCHQ, will be assisted by two Deputy

' Directors, one appointed by the Director, NSi,

and the other by the U.X. The U,S. Deputy will be
primarily concerned with the Groups assigned

to the CCE, the U,K, Deputy primerily with those -
GOH elements which will renain outside the CCE,
Director, GOHY, will be further assisted by a
mmber of [ ssistant Directors, of whoa one,
anpeinted 'by the Director, NS4, will have major
resvensibilities for Production within the COE,
Below Directorate level, the CCE will b orgenized
inte a series of groups, each rcsponsible -for a

s;iocifio sphere of operations,

CONTRIBUFION (G RESOURGHS T0 FHE GCR

5 .

*'i.e. Trivegtigation of transmigsiom with unknown technical
cheracteristics,

O e e L
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T.3K3 OF THE CCE

6-‘ L

The

2,

- relevant to Furope and contiguous arcas,

Snall portions of GCHN may Be retained outside the

CCE for -such purposes rs8 special exploit.$ion or

dissemination taslcs' rqui:t'eé. byU.K mteih}gencc
consuners, particularly with reference to s;,zbject.s
outside Furope and contigusus aréas.

The U.8, will contribute sui)stamtial COM‘_D\&‘T resourcesl
to the CCE, details of which are given in ﬁxhibit 1 to

this Annexure,

main tesks of the OCE will be:
Technicel CCMINT suprort. of U,s., U.K., »nd other

British Commnonwcalth ficld resouregs in Eurcpe and

' contiguous sreas.

Technicel CCMINT support of the Y umits of Third
Party Nations participeting in the Y structure of
411ied Couwrwcnds in Europe and contiguous arcas, in

accordance with the provisions of uppendix P,

,Operati.onal control of U.S, , UK., and other British

Commorwealth ield resources essenbial to the
coverage of Burope and contiguous areas, exoept
those requirel and reserved for close support

pf the field ‘foroes of the oont:ihuting nation
or -otherw*'j.se reserved by the comtributing nation,

Processing =i exploitation of CAMINT material
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¢. Resesrch in support of such processging and
expleitatios,

P, Production >of COWINT inforization and the
&gtribation of such information directly to
approvriste national or combined COMINT
centcrs,

Appendix I,

Y e e mr iy . ——— —
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‘will be immedictely dissemdnated to the appropriate imtelligence

DISSENIN.TTION . RRANGEMENTS

8. a, 1Paragrgph>8.of ﬁppendix-Q_provides that the
intelligence organizatiens of both mations, To this end, the US
intelligence liaison offiéers at thefCCE will receive the end-product
of the CCE, -

| b: The CCE will endeavour-to-proau;;ﬂe@d ?io&ué%s”iﬂ“

the formfdf forms accepteble to the U3 and the UK for dissenination to
all authorized intelligence recipients and this will be the form in
which the information will normnlly be disseminated,

¢, The US intelligence liaison officexs will be
respor.sible for disse@ination to US Cowmencés and other US recipients
abroad and for ﬁhe disseivination of selected items to their parent US
intelligence orgenizations; GCHAY will contiﬁue to be responsible for
dissemination to UK Cormancs and'UK Intelligence Organizetions.

d, The US service intelligence liaison officers and
GCHQ will collaborate in dissemination to allied Coumiandis, and coribined

cryptographic channels will normally bhe used, In exceptional coses where

there is Gisagreeient between GCHY and US serviee intelligence liaison

officers on addressecs or on the substance of the¢ Information to be
disseminated to Allicd Commands, cither may dissewinate provided theb
it is made clear that tﬁs other is not coumitied ond that the
relationship to any other disseminsted vérsion is stated. 'Every effort
will be made to avoid or to resolve such (isagreeients, Copies of

CCE end products dissaminated by clectrical means to illied Commends




OGA
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organizations of both lt-lastions, as roquired,

e¢. The US in'-ﬁ:;lliéonoc lisison officers will have
access to those po.inv‘lzs' in the CCE activities where the CCE cnd produect
becopes ovailsble for &is.seﬁimtion. ‘ ‘

£f. The T. é. Intelligence Orgwanua’;n.on.sclo not intend %e
establish intelligencc; profuetion groups at the CCE. Mo exaet watinake
of thc”a.:-mr-;ffer. of intbeliligez;see_liaison personnel necessary cen e ppceé

at this timc; hewever, it is expceoved that they will be in such numbers

a8 to operate e watch in connection with eneh point of dissemdinetiesn,

0
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10, Personr&el exohangecl Detween NS4 and €CHQ will be

[

.mtc,_z,ratec. orga)u.z.atlonally u:'.th:l.n eo,oh cerw(ar w:LII_'L reflain ass:Lgncd

to- thoit‘ Heme agenc , and W:Lll be otherwise res%ms1blc to a resn.clent

hean)?-' f‘rom this home agency. In the case of a problem which is 'b.o bc‘:

- worked as a prinary coumitment at one center by a combined N3.\-GEHQ

group, the exchanged persomnel will be integrated in both technical

and operational menagéuent positions within the aroup. In the ocase

of a };_;ro'bleu worked jointly at both centers, exchanged persomnnel will

be infeg}r‘izt-e(i te¢hnically into the groups at eaoifxl center, An egual
voice in technical and operational iw-nsgeuent will be exercised only
on these probiems be:mg worked, as » primery comultment at one center ’
by & comvincé group,

ESTIM 'TE OF PMRSOIMEL <ND EQUIPMENT REQUIRED FOR W RIIWE AUGMENT, PION

PROGR sMME

11, .Exhibi'b 1 to ‘tbl.is‘émaxsxure contains the estimste of
personnel and e'q\uip‘men’c required for the wartime augpentation
progrem, Its details will be revie"wecl from time to tisac by both

parties -and revissc as necessary,
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CPERATTON.L <ND LOGISTICAT: REQUIREMENTS FOR THE W.RTTME sUCMENT:TION

" OF_gomy

1. Tt is estimated that a total caitéér\z_a‘:tional strength of 9000 will be

needed for the CCE in war to deal with the problems

assigned to it, The UK intends to econtribute about 6000 of this total,

. ) ) t ; .

In view of the importance of the CCE to the US intelligence effort it

is felt that the US should endeavour .to supply the additional 3000 wersons

who Wbp'ﬂ;&"":be required,

. 2, Existing UK mobilization manpower plens allow for an inerease of

5500 to GCHAQ's peacetime esteblishment of 4000 in the first twelve months
of war, Of this 5500, 3200 will be provided during the first three
months of war, ‘

3, The‘ bulk of the increasse is intended for the reinforcewent of the CQE
and supporting gi‘oups , which may be ex—‘._pecteci té give these groups a total

strength of sbout 4000 by M £ 3 months, and of the final 6000 by M ;‘ 12

months,

4, A small proportion (at present estimated at 300) of the GCHR staff
may be sent overseas and would tihws not be available to the CCE,

5. During the period M £ 12 months, the U,S, target should be to

. reinforce the CCE by 2000 persons, It is recommended that this increase

be phased as follows: =~
(a) By M £ 6, The provision of at least 500 persons, of whom the

ma jority should have had training and expericnce in COMINT p:r:ocl-uc_tion




s ————— e —— - —— e~ —— .

(b} By M A 12, Thoe provision of « further 1500 persons. I is

o

rcalised thet for practical reasons the majority of those will not have

had extensive training or experience in COMINT activities, Nevertneless,,

every effort should be made to cnsure thwt as meny as possible have at

e e e v o — e ———

least had basic COMINT training end that a cedre of trained COMINT personel O
be included in this grows to GEULC the efféctive dmtegration of, the group
with the COZ, EETIREE

6. It is reeognized that the U, S. con{;ribution to the CCE may be - :

reduecd in accordence with any allocation of persoancl to othner national -

or combined centers in| working on COMINT

problems pertaining to EBurope and contiguous areas,

7s Equipment requiremcnts for the Centre should be considered in

detail as far as possible in advanee of war by N.&, .., and G, C,H,Q, In

this comncction it _;"i.s intended that G,C,4,7Q. shoulé make the maxinmm
possible contribution in the developmerit and use of analytical macliinery
for research and.:_.-"ex-_p.lo-if-;ﬂa‘l; ion, The U,3, contribution of standard TBM

equipment should be comsensurate with the U,S, contributicn of

personnel to the CCE, based upon existing proportioans of such equipment

e e e e —

to processing nersonnel within NSA,
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> ll\E\EEXURE_ - 2.

PRINCIES Ob W'\RTIM_. COLL(‘BORLLION AI"lOl\lG_‘ COMIL\I'T __CENTEP\b OF THE

U, 3 i 2 UK, ::ND OTHE;R BPITISI—T C@TMONW'L WE SLTH GOUNTRIE}

1. In the evcnt of hostlllt:_es 1nvolv:|_ng uhe ¥,8., UK., Canada,
fustralia, and I\Te-\v Zeala:nd l}ereynmfc'clj' referred to a3 collér.?oorating
nations the CCOMINT e@llaberaﬁiéaﬁ_‘_among these n@:tfié‘f_ms will be :::xuc'h as to
ensurce the greatest poss:.blo cohtr:ibui‘)—'i;,_c-)n. to the prosecution of the war
consistent with security, - | | |

2, Normally, célla’mqrjat ion 'W:Lll 'bc effected %hrough direct co-
ordination between the a_pprop;iat;é COu.I‘_I‘\:"I‘ Orémﬁz-at;iqns-. Where necessary

and feasible, however, GOMINT organizations may be integrated as mutually

.agreed,

3. Field COMINT. resources ofone -0;1.* more. of" the co.lia:bora-tiﬂg
nations operating in a 'th_eatI;é supportcd . by a natlonal or 'combined center
will be providc:arl by that centeriwj'.‘l;'h'. 'such té-chrﬁ_'.cal essistence as may be
required and mutuvally agi‘ec—;-é. I_z;"@__.ra_.-e'f”i;_o facilitate éu-o’h arrangeiEents

the national suthorities may as-sig,n.:_lj-'.ais'.on and working groups to these

centers as necessary,

L, Arrang@—mo:'nts in thn,atcrs 111W1110h the forces of only one of
oo E ) . .
the notions ame engaged .e}:r_e ot s?.uﬁj.ect to thé- special j_arin'ciplevs
stated in this snnexure, _ | .

5.  The COMINT aut;hor':i-:ties of the c.:.o_llc-.b.o,rat-j.:ng netions will
remain free to require their NatlonalCOMINT Centers :both at home and

overseas .to undertake any task relgvent to their national worldwide

interests, and to sct up such additional Centers as may be necessarx




Bubjcct to this o‘ver-'-riailing; principle, there will be a broad -
division of tasks between the National COMIET centers in orde;* %o
insurc the meximzz timely interccption and produection of CQMINT
inforication,

6. In azccordance with the above the following arrangem.nts awe
projeeted:

ca, In v1ev of tIL gc,ograbhlc proxzu,_lty of tln, Ca.nadla.n

- - ¢ emele e

ana thc U.3, National COMB\»I‘ Centers ani. of t"lc

close relationships which will exist between the
military forces of the two mastions in time of war,

an integrated offort on specific prob-iems nay he
required, Such collaboration may invblee an exchange
of techmnical Dersomnel between the two Conbers and the
provision by N3i of technical sul:‘)porl_'; to the integrated
effort 1_':-.-0 the extent desirable and feasible.

b. In the Pacific freca collabora.tion'is- required to
minimize the need of duplicate interception amd
processing facilitics, The U,.3, rather then ostabllsh-ng
a National COMINT Center in the Sous! ‘IWGS‘b Pacific, will
coordinate its COMINT operations in this thester with the
center in Australia as required,

e. The U,S, National COMTHT Cexnter(s) coﬁqernc-cfl' with the’
Pacific aree will have direct communication with the
COMINT awthorities of the collaborating il:e:l‘;i@m in
order to e'ffc‘c-t rapid exchange of COMINT material as

reguired and as mutually agreed,

&, The U,8. envisages the assigmment’ of a U8, working party
to the centei‘ :Ln Australia drmediately upon the outbresk
of hostilities involving both partl | Th,ls work 1nb

" " party V‘lll talm part in the ovcraulons of the Cen’cer

e o i mte e - e e s

- e e
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N in iustrelis end will serve as the cadre for any

further ,&ugfrwrft;»ation of tl.w.,c denter in Australia
¥hich Aoy become (weirable as the war progresses,

e, The UK, will inerecese its contiribution of
persornel to the eenter in _ustralis on the outbreak
of hostilities,

BST sBLISHKENT OF OVEBSESS NAFIONAE CGMINT CENTERS

7. Current plans censider tho possible estazbliskient of COMINT
Centers as set forth in Exhibit'l te this smexure, The details will be
reviewcd frem time to tioe by the partics concerncé and revised as
necessary.

ESP.BLISHMEN] OF OVERSE.S COMBTWED CRNTERS

8. .Wi%.:h reference to U,3, and UK, plens to establish National

COMINT Centors in (ses Exhibvit 1, paras. 1 anu 6)

eircm:st_;mcios: wmay require the estsblishment of o combined UK-US ecenter

in this area,
OGA .
EO 1.4.(c)
EO 1.4.(d)
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APPENDIX Q -

COLLABORATION BETWEEN U.S. AND U.K. NATIONAL COMINT CENTERS

INTRODUCTION

1. This Annexure sets forth agreed arrangements for the implementa.tion

of the—princibles of colla,bore.tién contained in paragrephs 7 - 10 of

Appendix Q to the BRUSA Agreement. A.lthough these principles apply in

particular to a wartime situstion, at least two stages are involved in the -

'e-ff‘ ctive implementation of the provisions of thie Appendix. These are:

8. Peacetime Augmentation Progrem - to be effecti-'ve'up t‘p'
-the day of full mobilization.

b. Wartime combined effort at full scale.

BEACETIME AUGMENTATION PROGRAM

2. During pea;cetime , combined NSA-GCHQ efforts will be established .

.on specific problems, as agreed between USCIB and LSIB.- Arrangements

for combined efforts will be made for those problems which under existing

~

‘arrangements will be kept under continuing review and are subject to

' cha.nge by either party. Any additional increases in the peacetime aug-

mentation program will be as agreed upon between USCIB and LSIB.

' WARTIME COMBINED EFFORT AT GCHQ

3. . That part of GCHQ producing COMINT relevant to a war in

Europe and contiguous areas will be augnentéd with U.S. COMINT reso\n%_ces

and %yill form a combined operation to be named the Combined Center,

Europe (CCE).

ORGANIZATION

L. The organization of the CCE will be as follows:




b.

0GA
EO 1.4.(c)
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Coe

d.
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Director, GCHQ, wlll be assisted by two Deputy Directors,
one appointed by the Director; NSA, and the other by £he
U.K. The U.S. Deputy will be primarily concerned with
the Groups assigned to the CCE, the U.K. Deputy primarily
with those GCHQ elements which will remsin outside the CCE.
Direétor, GCHQ, w1il be further assisted by a pumber of

Assistant Directors; of whom one; eppolnted by the

Director, NSA, will have major responsibilities for

Production within the CCE.

" Below Directorate level, the CCE will be organized into

8 serieé of groups, each responsible for a specific sphere

of operations.

BPC 53/Qq/ Fipal

CONTRIBUTION OF RESOURCES TO THE CCE

ﬂf;.

—

* {.e. Investigation of transmissions with unknown technical

characteristics.

Form 781-C13$
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Small portions of GCHQ msy be retained outside the CCE:

for such purposes as special expl&itation or dissemination
tasks reqpire& by U.K. intelligence consumers, particulariy
with reference to ngjects outside Europe and contiguous\argsa.
The U.8. will contribute substantial COMINT resources o

the CCE, details of which ere

)

glven ip Exhibit 1 to this

»

Anmmexure.

CCE

. i
6. The main tasks of the CCE will be:

: sﬁg

8
b.
: C .
d‘
. I f .
Sea
EO 1.4.(c)

EO 1.4.(d)"

@

. Form781-C13s.

Technical COMINT support of U.8., U.K., and other British -

Commonwealth field resources in Europe and contiguous areas.
i .
Technicgl COMINT support. of the Y units of Third Party Nations

participating 1h ?he Y structure of Allied Commandsliﬁ

Europe and conﬁi Jous areas, in accordance with the provisions

[ S

of Apperdix P. . "
Operetional control of U.S,, U.K., and other British -

O\ :
Commonwealth field resources esgsential to the coverage of

except those reguired and

- Production of COMINT information and the distribution

reserved for close support of the field forces of the
contrivuting nation or otherwiese reserved by the
contributing_nation.

Processing and exploitation of COMINT material relevant

Research in support of such processing and exploitation.

of such infermation directly to appropriate national or

combined COMINT centers.

4
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oo mssm:zmmon ARRANGEME!N’I’S

8.‘ e Pa.re.gra.ph 8 of Appenﬂix Q provides that the complete end

' product of the CCE will be made imnedis.tely available to the 1ntelligence

or.ga.niza.tions of both na.tions. To this end the US intelligence liaison

officera at the CCE will recelve the end-product of the CCE.
' OGA

EO 1.4.(¢)

EO 1.4.(d)

t T iU

- \ i .
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b. The CCE will endeavor to produce end products in the fiorm

or forms acceptable to the US and the UK for dissemination to all authorized
" intelligence recipients and this will be the form in which the information

_— will normally be disseminated.

c. The US intelligence liaison officers will be responsible for
dissemination to US Commands and other US recipients gbroed end. for the

dfgsemination of selected items to their parent US intelligence organi-

A zations; GCHQ will continue to be responsible for dissemination to UK

. Commends and UK Intelligence Organizations.

d. The US service intelligence lialson officers and GCHQ will

colleborate in dissemination to Allied Commands, and combined cryptographic

channels will normally be used. In exceptional cases where there is
disagreement between GCHQ and US service intelligence liaison officers on
addressees or on the substance of the informetion to be disseminated

to Allied Commands, either may disseminate:. provided that itrlB made clear

3—
11/

that the other is not committed and that the.rsﬂgtionship to any other
disseminated version is stated. Every effort will be made to &void or to
resolve such dissgreements. Coples of CCE end products disseminated by
electrical means to Allied Commsnds will be irmediately disseminated to

the gppropriate intelligence organizations of both nations, as requifed.

e. The US intelligence liaison officers will have access

to those points in the CCE activities where the CCE end product be-

. comes évailable for dissemination.

Form.781-C13S

f. ‘The U.S. Intelligence Orgenizations do not intend to

establish intelligence production groups at the CCE. No exact estimste

of the number of intelligence liaison personnel necessary can be made

at this time; however, it is‘expected that they will be in such numbers

as to operate a watch in connection with each point of dissemination.
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EO 1.4.(c),

‘

EQ 1.4.(d)

INTEGRATION OF PERSONNEL EXCHANGED BETWEEN CENTRES

10. Personnel exchanged between NSA and GCHEQ will be integrated

\{l ¥
N

organizationally within each center, will remain assigned to their
hare agency, and will be otherwise responsible to a resident head
from this home agency. In the case of a problem which is to be

-

worked as a primery coomitment at one center by & combined NSA-GCHQ

Form 781.C135
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o

group, the exchanged personnel w:Lll be integrated in both technica.l

. and operational management. positions within the group. In the case .of

x
a pro‘blem ‘worked Jointly at both centers, exchanged personnel will be

:Lntegrated technicelly into the .groups at each center. An equal
voice in technical and operational management will be exercised onJy

on these pro‘blems ‘be:mg worked a.s a primery cormnitment at one center

by a cemb:lned group. -

' ESTIMATE OF PERSONNEL AND EQUIPMEN‘I‘ REQUIRED FOR WAKI.‘IME AUGBENTATION

- PROGRAMME

ll. "Exhibit 1 to this Annexure contains the estime.te of

'personnel and equipment required for the wa.rtn.me augnentation
- program Its details will be review_ed from time to time by both

" parties and revised es necessary.

STANDBYARRANGENENTS FOR_CONTINUATION OF COMBINED OPERATIONS IN THE .

EVENT OF_DISRUPTION THROUGH ENEMY ACTION
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APPENDIX Q.
Annexure Q1
EXHIBIT 1

OPERATIONAL AND 1OGISTICAL REQUIREMENTS FOR THE WARTIME AUGMENTATION

OF GCUQ

1. It 18 estimated that a total operstionsl strength of 9000 will be

needed for the CCE i war to desl with the problems

esslgned to it. The UK infends to contripute about 6QOO of thi;ﬁtotal.

In view of the lnmportance of the CCE to the US intelligence effért it

1s felt that the US should endeavor to supply the additional 3960 persons
who would be required. f

2‘. Existing UK mobillzation manpower plans allow for an incgease of

5500 to GCHQ's peacetime establishment of 4000 in the first twelve months
of war. Of this 5500, 3200 will be provi@ed durlng the firsp three |
months -of war. | :

3. The bulk of the increase is intended for the reinforcqient of the CCE
and supporting groups, which may be expected to give these;groups a total
strength of about 4000 by M / 3 months,»and of the final 6bOO by M £ 12 monfhs

4. A smal) proportion (at present estimated at 300) of the GCHQ staff |

may be sent overseas and would thus not be available to ﬁhe CCE.

5. During the period M / 12 monthe, the U.S. target should be to reinforce

the CCE by 2000 persons. It is recommended that this iﬁcrease be phased

as follows: -- . f %

(2) By M /£ 6. The provision of at least 500 persons, of whom|the

majority should have had training and experience in COMINT productién and

reporting activities.,

(b) By M £ 12. The provision of a further 1506 persons. It is
realised that for practicel reasons the majority offthese will not h;ve .
had extensive training or experience in COMINT actfvities. Nevertheless,
every effort should be msde to ensure that as meny es possible have at

EO 1.4.(c)
EO 1.4.(0)
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least had basic COMINT trailning and that e cedre of trained COMINT personel
be inecluded in this group to ensure the effective integration of the group
with the CCE.
6. It is reéognized that the U.S. contribution to the CCE may be

reduced in accordance with any allocation of persomnel to other national

or combined centers working on COMINT

problems pertaining to Europe and contiguous ereas.

7. Equipment requirements for the Centre ahomld_bé considered in detail
so far as possible in advence of war by N.5.A. and G.C.H.Q. In this
coﬁnection it is intended that G.C.EK.Q. Bhouqumake the maximm possible
contribution in the development and use of gﬁalytical mechinery for
research and exploitation. The U.S. contribution of standerd IBM
equipment should be commensurate with phé U.5. contribution of personnel
to the CCE, based upon existing propp££ions'of such equipment to

processing personnel within NSA.

OGA
£0 1.4.(0)
EO 1.4.(d)
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APPENDIX Q

ANNEXURE Q2

Y

o
- PRINCIPLES OF WARTIME COLLABORATION AMONG COMINT CENTERS OF THE

" UsBa, U.K., AND OTHER BRETISH COMMONWEALTH COUNTRIES.

1. In the event of hostilities involving the U.S., U.K., Cansda,

.Anstréiia, and New Zealand, heréinafter referred to as collaborating nation

the COMINT collsboration among these nations will be such as to ensure the
greatest possible contribution to the prosecution of the war consistent wit
security. s

2. Normally, collsboration will be effected through direct co-

ordination between the appropriste COMINT organizations. Where necessary

and feasible, however, COMINT organiz&tions may be integrated as mutually

" agreed.

3. Tield COMINT resources of one or more of the collsborating
nations operating in a theatre supported by a national or combined center

will be profided by that center with such technical assistance as

»mAy be required and mutually agreed. In order to facilitate such

arrangements the national authorities may-assign liaison and working
groups to these centers as necessary.
k. Arrangements in theaters in which the forces of only one of

the nations are engaged are not subJect to the speciesl prineciples

~gtated in this annexure.

5. 'The COMINT authorities of the collsborating nations will remain

, free to require their National COMINT Centers both at home and overseas

to undertake any task relevant to their national worldwide interests,
and to set up such additional Centers as may be necessary. SubJject to
this over-riding principle, there will be & broad division of tasks.

between'the'National COMINT Centers ir order to insure the maximum -

. timely interception and production of COMINT information.
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. i
6. - In accordance with the above the following arrangemeL%a
are projected: ' : ! |

'a. In view of the geographitc proximity of the C an’

and the U.S. National COMINT Centers, and of the

. military forces of the two nations in time of
an integrated effort on specific probiems may be
- required. Such collaboration may involve am exchange

of technical personnel between the two Centers and;the

- . N ‘
. : provision by KSA of techniesal support to the ihtegrated

effort to the extent deairsble and_fe&sible;

b. In the Pacific Area colleboration is required §o minimize
‘ \
the need of duplicate interceptlion and processing |

facilities. The U.S. rather than establishing
National COMINT Center in the Southwest Pacific) will

coordinate its COMINT opérations in-this theaﬁei with the
center in Australia as required. : ' }

c. The U.3. National COMINT Center(s) concerned with the

® _ Pacific area will have direct commmication with the

COMINT suthorities of the collaborating nations in order

to effect rapid exchange of COMINT materisl as required
and a8 mutually agreed.

d. The U.S. envisages the assignment of a U,S. working party
to the center in Australia immediéﬁely upon the oﬁtbreak |

of hostilities involving both parties. This working

\»J}

s o © . party will teke part inm the operations of the Center in

Australis and will serve as the cadre for any further

auvgmentation of the center in Austrialia which may become

desirable as the war progresses.
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.@./ The U.K: will increase 1ts contribution of personnel to the

/ center in Australia on the outbreak of hoastilities.

!

-ESTABLISHMENT OF OVERSEAS NATIONAL COMINT CENTERS

7. Current plans copsider the possible establishment of COMINT

Centers as set forth in Exhibit 1 to this Annexure. Its detalls will be

Yeviewed from time to time by the partles concerned and revised as

necessary.

'" ESTABLISHMENT OF OVERSFAS COMBINED CENTERS

: 81 ‘With reference to U.S. and U.K. plans to establish Nationsl

COMINT Centers in see Exhibit 1, paras. 1 and 6) circum-

-stances'may-reqpire the establishment of a combined UK-US center in this

area.
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