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[ PPENDIX TO BRITISH-U.S. C.I. AGREELENT

British - U.S. Commnication Intelligence
Security and Dissemination Regplntions

General
1, These regulations shall be the basis of all regulations for the
security and dissemination of Communication Intelligence information
i1ss8ued by or under the mithority of ST.NCIB or the London SIGINT Board,
The scope and phrasing of such regulations may vary in accordance with
varying requirements of the parties, agenc¢les, departments, and minis-
trieas to whom they 1re designed to apply, but all shall be in accord
with these basic regulations in every respect. To insure uniform inter-
‘pretation of what constitutes such accord, each party shall refer all

such regulations to the other for approval prior to issue,

2, 111 regulations for tae security and dissemination of Communication
Intellipence information shall, upon due 1pproval of both parties and

subsequent issue, become additions to this appendix.

Basic Principles of Security

3. The value of Communication Intelligence, both in war and in peace,
cannot be overgstimated: conservation of the source of this intelligence
is of supreme importance. It is essential, therefore, that the dissemi-
nation accorded all related or resultont information be strictly controlled
and limited. The physical security of related documents 1s not alone

sufficlent; it is easential.thnt. a1l references to the information involvéd,
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and. all revelations thereof, even indirect, be avoided except among those
to whaom this information is necessary for tho proper performance of official
dﬁties.‘ The time limit for the safeguarding of Communication Intelligence
information never expires. Although from time to time alleged Communica-
tion Intellipence information may be published, it is of the utmost im-
portance that persons cognizant of' Communication Intelligence matters

and recipients of Communication Inteolligence information refrain from
regarding tng fact of suca publication as releasin: them frém the necéssity
of maintaininy completec an.’ absolute silence on all subjects involvéd
wntil they arc freed from this obligation by unmistakeable, categorical,
official notice.

L. (Alternate I) In time of irar, the full effectivenéss of Communication
Intelligenee -cannot’ be realized unless operational use is made of 1t.
However, when action is contamplated in the light of Communication
Intelligence, the possibility of compromising the source must alwoys be .
borne in mind and thié‘danger must alwxys be wei hed agecinst the military
advantage to be galned. In general, momentary tactical advantaze is not
sufficient grouad for riskin: the compromise of a Communication
Intelligence source. vhen thc dacision is made to take action based on
Communication Inteclligence, studied efiort must be hade to ensurc that
such action cannot be¢ attributed to Communication Intelligence alone.

In every cass, where at all.practicable, actlon against 2 specific target
revaaled by Communication Intclligence shell be preceded by appropriate

reconnaissance or other siitabls deceptive mcasures to which the cnemy
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can reaaonabiy bu axpected to attribute the action.

L. (Alturnate 2) d¢hen it 18 necessary to t ke action based on Commmica-
tion Intelligencc, the greavest poasible carc must be taken to ensure that
the action cannot lcad any ropresentativo of a foruign power to the
conclusion that such action was inspired by Commmication Intclligence,

In war-time the gaining of a temporary tactical advantage is an entirely
ihsufficient'reason for risking the compromisc of a sourcc of Spucial
Intulliganco, and any action based on Special Intelligunco mist be capable
.of buing fully accounted for by othcr muans such as reconnnlssance,
prisonur-of-war reports, agents! roports, cte., a suitable lapsc of time
beins allowod beforc promilgation or action, if naccssary;

5. In tims of peaco th: principla that the conscrvaotion of Communication
Intelligenge sources is a pat&mnﬁﬂ;consideratian,.affecting any action

taken in the light of Comminicotion Intclligence, must be rigidly uphuld.

Dofinitions and Cgtgggries

6. Coammication Intelligxnce (COMINT) is the nam: given to intulligonce

durivaed from the work of those agcnecics, oporating undor thec coordination
and control of STANCIB or th. London SIURIT Board, which study radio
tronamissions, and othor communicatlohq’ not oripzinated by Unitod States or

British afficials. The terms Communication Intslligencc (COIINT) and

Signal IntQ%iiggggg (SIGIIIT) ~r. synonymous. Commmication Intclligence
is dividod into two catugorics, s follows:

(a) Special Intelligence

(v) Traffic Intolligonee



7. Spceial 4ntolligence is that Communication Intul;igunco thich results

from tac deeryption of eneryptod communications. It is dosignated by the
codc word CRiEAM, Communication 4ntclligencu obtained from plain longuage
mcssages may on occasion be included in the category of tpecial Intelligence.

8. Traffic Intclligence is that Cormmmunication +intulligence which results

from thu stidy of communication n.tworks and ﬁhu procudpro si<n~lg and
call siins sppcaring thercon, traffic lo~ds and tundencics, D/F baarinés,
and other mcesurcments, ﬁnélysds, aﬁd inturprut:tions of tho external
phenomens of communications; in short, it is Communicatien +ntulligunce
obtrined by all mecsns short of thc decryption of cncryptud communications,
Cormmunication Intullizence obtained from the translction of plein laﬁguage
 messagcs is normally classed as Traffic Intolligence but may on occasion
b classed 2s Spoeial Intellience. Traffic Intilligenco is designabed
by the code word IVORY,

9, It is.of the utmost importwmcc that all cancerncd fully eppreciate

the distinctions Qntniled in the definitions of paragraphs 7 and 8,

abovu. Tho operations and tuchniguos which produce Traffic Intelligence
do not nccessarily prodice only Traffic Intollizunce; o.ile, traffic‘
analysis an:: D/F Scarings vroduce Special Intulligunce when they arc used
in connection vdts collateral information oﬁtainod-from Special Intclligence,
. ns is thce casu when the cnll-sisn identifications and qrganizationnl
_pulationships invol&ud have boen d_tormined in wholu or in ﬁart from

deerypted toxts,
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10. In war-time it may be found nccessary to sub-divide both Speeial
Intulligonce and Traffic Intolligence into sm-ller catcggrics in order
to permit disscmination of certain classcs of Communication Intclligence
(compromise of which would not vndanger the more important éommunication
Intclligenee sources). to be distributed to special aguncies and 1oﬁcr
cchelons of the militgry Ibrccs.which, for sccurity rcasons, would not

normally reccive other Communication intclligence materinl.

Dissemination

11. The guiding principle of dissemination is thot each item of Commu-
nication Intcliigence, as such, will be made known only to those individuals
who rcquire it in thu performance of their duties and vho have been
"indoctrinnted" and made awarc of the source. _

12. Every cffort shall be madc to reducc tho number of "indoctrinated"
pcrsons to an absolute minimum, Poersonnel to be indoctrinated for awssign-
ment to Communication ;ntelligence dutius shall bo thu subjocts of special
security cnquirics. EBxcept in categories and individual cases ~greed

upon from timc to time by STANCIB and thu London SIGINT Board, pcrsonnél

to be indoctrinated as rucipients of Communication *ntclligence informa-
tion shall b the subjocts of spccial sccurity enquirics. |

13. STANCIB and tﬁa London SISINT Board shall maintain compliute lists of ;
persons currently "indoqtrin"tcd" for Commnnication Intelligence in their
reqpéctivu goverﬁmuntﬂ;

1. STANCIB and the London SIGINT Board shall Koup cach other fully

informed of the departments, ministries, ageﬁcius, officos and broad

-5~
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categories of pcrsohs receiving Communication Intclligence and of the
.approximnto number of "indoctriﬁated"_persons in cach. l

15, Should it betome.essential for operational reasons (as may occur in
war) to disseminate a spucific item of Communication intclligence to an
officisl who is not an wthorizod ;‘ccipient (i.e., not "indoctrinated")

. it must be cmbodicd in a communication so worded that the subject matter
cxnot be traced back to Cormunication Intclligénce sources (tith n:mmos,
times and positions, and othor spoucific data from orgginal decryptoed
tuxts carofully omitted) and, if to be transmitted by a means uxposod

to intcrcuption, cnerypted in the available cryptographic system of greatost
sccurity and most limitced distribution. The code viords CREAM and IVORY ‘
arc not to bu used in connoction with such communications.

16. Communication “ntulligence shall nover under any circumstences

and in any form be dissceminotod to any ministry, department, agency,
office, or individunl from vhich or from whom 1t might ?eascnnbly be
oxpectéd to find its way; officially or extra-officially, into-the

posscssion of -any pcrsen or group who could usu it for commercial

computition or commercial gain or advantage.

Scecurity Classification =nd Transmission of Communication Intelligsnee

17. "Raw traffie" (i.c., intcrcepted traffic showing no cvidenco of
proccssing for Communication Int;lliguncc purposcs) is classificd
CONFIDENTIAL.

18. CREAM information is cl&ssifio@ TOP SECRET., The words TOP SECRLT

and the codo vord CREAL must appuar on every sh.ut of paper vhich conteins

-




this intelligence. This rule npplics to maps ~nd charts on which are
plotted datae znd information derived from Spueinl intclligeonee. The code
word CREAM shall be included in the text of cvery despetch (signnl)
conveyin: such intelligence, oxcept as provided in poragraph 23, helov.
19. TIJORY infonmatioﬁ is classified SECRET. Thu word SECRET =nd the
codc word IvoRyY mus£ agppuar on cvery shoot of peper which contains this
intclligence, unless TOP SECRET CREAM information apears on the same
shcet, This rule opplics to mcps and charts on which are plotted data
ad information derived from Traffic Intclligence. The codu word IVORY
sball bu ineluded in the text of cvery duspateh (si_nal) conveyinsg such
intelligence (unluss the despatch clso conveys CREAL intelligonco),
oxcupt 28 provided in paragreph 23, below.

20. TOP SECRET Communication ‘ntclligence material may not be trans-
mitted in plain leongunge (wnoncrypted) excupt as follows:

(a) Sealed, via officer couricr and other safe-ﬁand channcls, and
over roufes, approved by STANCIB or the London SIGINT Board,
or both, as appropri-te.

(b) Via eomplctcly protcected locsl conmuni cation systems cxclusively
internnl to ngencics ond officeos producin:y or utiliéing
Communication Inﬁulligencc of th. appropristc categorios.

(¢) Via uxternal landlines only as spoecifically approved by STANCIB®
or th. London SIINT Board, as sppropriate, in cach instonce.,.

21. SECRET and CONFIDETIAL Communication intellisence material may not

bu tronsmitted in plain lmguage (unencrypted) cxcept as provided in

_7_.-
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p.:\.ragra_ph 20, above, and, in addition, by proteccted postal channcls (such
as U.S. Regtstered HAil), and over routes, gpproved by STANCIB or the
"London SI:iINT Board, as appropriate.

22, Excopt in the circinstances contempl~tod in paragraph 15, above,
Comuﬁicat.ion Intclligeneo ﬁx_ﬁ.eﬁal, exccpﬁ “raw traffie", transmitted

in enbryptod fora sh-1l bc opCryptud_in spucial cryptosr-phic chrnncls
oxpressly and uxclusively providod for this purposc, wnd in no othur,

Such channels shsll posscss at luast the sceurity of the CCM and must

be approved by ST:MGIB or the Lopdon SIGINT Board, as ~ppropriatc.
Crypgographid chanﬁuls for thv transmission of "raw traffic" sh2ll be
agreod upon from timc to time by STANCIB and the Lonidon SIGINT Board.

23. In technica) tommuhications which nre strictly limited in circulation
‘to agenci.s cngaged in the varioug procusscs involved in the production
of bommunication ntelligencs, and which arc encfyptea in cryptogr=phic
chnnpols exclusively assigned for such taechnical exchmpes, the uordsA
CREAM and IVORY may be omitted, |

2L4. Othur than as contwmplated by peragraph 23, above, communications
among cognizant officials‘of th. British and U.S. jovernments which roveal
actual success or progress in the production of CREAM and IVORY informa-

tion in spccific instances or fiulds shall bear the appropri-~te codv word

dusignations cvon thoush the; do not theizsclves roeveal Communicotion
Intollisvnce as such,
25. Tuc code word CREAM, and its significonce mmd connotations, bears

the TOP SECRET clossification. The code word IVORY, and its sinificance

8-
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and connotations, bears thc SECRETl clessification. In nddition to the

rustrictions imposed by thesec classifications, thosca connolt.!,‘.‘bions shall

not be m~dc known to “nen-indoctrimated" pursens, nor shall these words be
' . usced in tholr code-~word senses in the pruscnce of "non—indoctrin::te.d“

- pursons. - |

26. Excuopt as implicity involved in the .opcratian of p-razraphs 15 end

20(a), a..bovu, documents cont~iming CREAK and IVORY information must rcmain

cxelusively in the posscssion of findoctrinsted" persons, sccurc from

ox~minition by "non-indoctrinatud® pursons.

Gunural Excuption to Regulatlons for Classification ond Dissumination

27. .ith ta. ‘pproval of STANCIB and th: London SISINT Board in each
broad instance, and despite ony othur provisions of thus: regulations,
certain clomentary Traffic Int-lliguncu, such as D/F boarings =nd fixes, .

and curt in catogorics snd scrics of pl~in lmguagu intorcepts, usuzlly

froa oy bu dissuminated under the elrssificotion

COUFIDENTI\L, The fiuld ofa'u.c.n dlssumination need not be confingd to
tindoctrinatod®" pursons but, with this oxcuption, its uxtunt must be
limited in necordance with thy pz'j;;bi,plu uxpmssoci in paragrph 10,
bova. Thu codo word TVORY shall not Bu cmployed in connuction with the

exchangus, usc, and dissumination contuomplatcd by this prragraph.
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