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TOP BREJ 

i.PPENDIX TO BRITISH-U.S. C.I. j~REEMENT 

British - U.S. Communic~tion Intelligence 

Security and Dissemination Regulations 

General 

TENTATIVE 

1. These regula.tions shall be the basis of all r~gulations for the 

security and dissemination of Communication Intelligence infor.mation 

issued by or under the :mthority of ST:..NCIB or the London SIGINT Board. 

The scope and phrasing of such regulation~ m~ v~y in accordance with . 

varying requirements of the parties J agencies, departments, and minis-

tries to whom they 'It:e desiened to apply, but all shAll be in accord 

wi th these basic regulotions in every respect. To insure uniform. inter

·pretation of What constitutes such accord, each porty shall refer all 

such regulations to the othe~ for approval prior to issue. 

2. 1.11 regulatiQns for tile security nnd dissemination of CODIDunication 

Intelligence .information sh:'.ll, upon due 'l..'Oproval of both parties and 

subsequent issue, become ~dditions to this appendix. 

Basic Principles of Security 

3. The value of Communication Intelligence, both in war and in peace, 

cannot be overestimated: conservation of the source· of this intelligence 

is of supreme importonce. It is essential, therefore, that the dissemi

nation accorded all related or result~t information be strictly controlled 

and limited. The physical security of rel.::Lted documents is not !1l.one 

suffiCient; it is essential that llll references to the information involved, 
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and, all revelations thereof, even indirect, be avoided except amonG those 

to vmom this information is necessary for thu proper performance of official 

duties. ~he time limit for the safeguarding of Communication Intelligence 

information never, expires. Althou&~ from ~ime to time alleged Communica

tion Intelllgence information may be published, it is of the utmost im

portance that persons co&nizant of' Communication I ntelligencem2tters 

and recipients 'of Communication Intolligence information refrain from 

regard1nr:.; t.lle fact of SUC!l publication as releasin;: them from thu necessity 

of maintainin,3 complete:: an': absolute silence on all subjects involved 

until th~y ,~c freed from this obligation by unmistakeable, categorical, 

official notice. 

4. (Altel"na:te I) In time of .tar, the full effectiveness of Communication 

Intelligenee -emmot' b~ reali'Zed unless operational use is ir.ade of it. 

HO'VlCvl;lr, ~ action is con'toupl'ated in tIle light of Communication 

Intelligence, the, possibility of compromising the source must all'i:~:rs be " 

borne in mind and this" danger must aln.'Jj-s be vlei,hed agcinst the military 

advantase to be g,:rl.nGd~ In guneral, momentary tactical advant~e is not 

sufficient gro~ for riskin~ ~~0 compromise of a Carumrnication 

Int.alligonce source. "dhen tho d'3cision is mOOe to t.?k\;) action based on 

Communication Intulligencu, studied .effort must bc; ~lr:.de to ensure: that 

such action cannot be attributed to Communication Intulligencc alone. 

In every case, willlrc at all practicable, action acainst .'1 specific tar~et 

rovealed by Communication IntGlligcnc~ shill b0 preceded by appropriate 

reconnaissance or other s"litable deceptiv~ mU.:lsures to ... mich the enemy 
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can reasonably bu expuctod to attributu the action. 

4. (Alturnate 2) I~un it is n~ccssnr.1 to t 'ke action based on Communica-

tion In~(;lligenco, th\.: grca.to~t possibl~ car ... must be ·tru<:t:n to" ensure that 

the action can~t load ~ r~prus~ntativo of a forui~ power to til~ 

conclusion that such actio~ was inspired b.1 ~ommunic~tion Int ... lligence. 

In war-timu the gaining of a tamporary tactical advantage: is an bntirely 

insuffici~nt reason for riSking th~ c~romisc of a sourco or Special 

Int~llig~co, and any action b~sod on Special Intelli~once must be cDPabl~ 

of boing fully accounted f9r by other mc:ans such as r~conn!dssancc, . 

prison~r-or-~ar ruports, ~ntst ruports, utc., a suit~blw Inps~ or time 

boin~ alloTrod bcfor~ pro~gation or action, if ~cessar,y. 

S. In timo of. p..:ace th...: princ1plQ .. ;tb::tt the cons(;rvn.tion ot COI!Ullunication 

Int~llig~n~~ sources is a p~amoUnt considor~tion,. ~f~cting any action 

taken in thw light of Communication Int~lligonca, must be rigidly uphuld. 

Dofinitions .:md Catugories 
i 

6. Co~:ununication Intullipt:.:ncc (COmUT) is tht: n~ givon to int\Jlligonce 
I 

dt.:rivud trom' thu .. ;orl~ of those OtiODcius, opornting undor tho coordination 

:md control of S'l'Al,(;IB or th"" London SIaIlJ~ Board, which study radio' 

tr:ms.'Ilissions, anu. oth~r communicatlons ... not ori3inated by Unitc.:d Siates or 

British at'ficirus. Th~ terms Communication Int~l11g ... nco (COl.!nrT) and 

5iLrnal IntclliSQACe, tSIGIlTT.) nr~ synonymous. COr.l:nunic~tion Int..;1l1gcnce 
. 4 • 

is divided into tuo cl.I.t.;.go-rics, ~s follovlS: 

(0) Spuci.il Int~lligencc 

(b) Traffic Int...:llig~~c~ 
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7. Spccic:tl .l.ntulligt.:nce is thllt Communicntion Intt.:lligL::ncQ l'nich results 

from tllw'dccI7Ption of encrypted communicn.tions. It is dosi~~tod by the 

codL: Ylord C~. Con."llunication .Lnt(;;lligt.:.:ncl.: obtcinc.d from plnn l.:nguage 

mussag8s may on occasion be included in tho category of ~pucinl Intelligenco. 
, ' 

8. Traffic J;r:tulligi;,ince is that Communic::o,tion .Lnt;.;lligu~ce ,mieh rusults 

fr~m thu st'ldy of conununicution n",tworks and th", procudure s:L',':nds ,:md. 

call si:;ns ,'-,PPl.;aring t.,l-],,,r(;on, traffic lo~ds md t-.;m:kncii.:ls, D/F b.:.larings, 

and othl:r !ilC.~sur\.)mi.:lnts, r:ncl.ysc·s, .:md int..:rpr-.;t~tions of tho externru. 

phcnom ... n1 of communications; in short, it is Co~~unicntion .l.nt~lliz",nco 

obt:'ined b;)7 :111 mc:-ns short of t!1,- decryption of ~ncryptud comllninicntions. 

COl~unication Int~11i0unco obt.3inod from thw tr;~sl~tion of pl~in lanLru~e 

mossag.::s is normally cl.:tss~d .:l.S Traffic" Int.;llig~ncl.: but m.'ly on occ::l.Sion 

b ... classed .:'.5 Spucial Intl.:lli:~"mc<.;. Traffic Int;.;lligoncc is dcsiGlla"b<.::d 

b~r tl1U code.: ~'{ord IVORY. 

9. It is, of tht.: utmost importmc(; th<J.t all concerned fully appri::cinto 

th~ distinctions ~nt~lud in th~ dofinitions of p3ragraphs 7 and 8, 

~bmTu. Thu op ... r.:l.tions nnd techniques which produe~ Tr.:l.ffie int.;IB,gunce 

do not n.:::cussorily prod ICu emly ,Tr.:rl'fic Int~lli';;unce; u.;;., tr.':U'fic 

'lIlnlysis :m:; D/F l~warings lJroduce S~.,e cial Int",lliguncc "Jh~n they nrIJ uso,d 

in connection "n. t!-:. collat<.lrru. imorID:1tion obtninod from Specinl Int..:...llig~ncoJ 

,'15 is th..; ens;.; "bon th;:; e~ll-si::.'Il idcmtificntions '1lld org3l'liz,!!tionnl 

Z:...:l::ttionships involvLid hav.:; bot.::n d_tormined in uholu or in p~t from 

dCCI'1JPtcd ti..x.ts. 
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10. In war-time it mny b~ found n0cussnry to sub-divide both C>peci.!1l 

Int",lligunce and Traffic i nt0lligencQ into sm.:tller c:'..tegorics in order 

to purrnit dissomination of certain cl1.sSCS of Communication Intulligencc 

(compromise of which would not ~ndangcr tht:.; moru importnnt CommunicRtion 

Intelligence sources) to bu distributed to special a~0ncies and lo~er 

echelons of thl:;; milit;ary forces .whiCh, for security rc.:l.sons, would not 

normally rocciv~ other Communication ~ntulligence materiil. 

Dissemination 

11. The guiding principl~ of dissemin.:l.tion is th~t each item of Commu

ni9.:l.tion Intelligence, as such, will b~ made known only to those individuals 

who require it in t~lL: perform.:mce of th",ir dutius nnd WIO have beon 

"indoctrin::!.ted" .:l.nd mad", awnru of th .. source. 

12. Every uffort shall be mack; to roduco thu number of "indoctrinated ll 

pursons to no·absolute minimum. P~rsonnel to b~ indoctrinnted for .a~sign-

m",nt to Communication Intelligence duties shnll be th~ subjects of special 

security enquirius. Exc0pt in c~tugori~s and individual C.:l.SCS ~reed 

upon from time to time by STANCIB and thu London SIGINT Board, personnel 

to be indoctrin~ted ~s r0cipicnts of Communication ~ntclligunco informa-

tion shall b~ thu subj~cts of specinl secU7ity ~nquirios. 

13. STt'INCIB and th ... London SIJINT Board shall maintnin compL..:t~ lists of 

pIJrsons currently "indoctrin .... ted" for C;ommunic 3.tion Intelligence in their 

r~spective governmIJnts, 

14. STANCIB and tht.: London SIGIN'T Board .shflll kClUP each other fully 

informed of tIl\;; depro'tm~nts, mi~istrili:ls, agencius, offices nnd broad 
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cat~gories of pursons roc~ivine Comnunication Int~llig~nc~ and of the 

.n.pproximnt(.; numbt;:r of "indoctrinatcd tl . persons in each. 

15. Should ~t h.;:Come.~cssential for opllrational reasoI?-s (as mr.ty occur in 

war) to dissemin;:tt~ a spucific i tom of Communic:1.tion lnt-.;llig;,;ncG to 911 

offici~.l who is not :ll] • .:ru.thorizod rocipient (i.e., not "indoctrin:ltud") 

it must be embodiod in Cl communication so uordod that the sul?juct mntter 

C':'JlIlot b-.;: traced bClCk to Corn."llunicntion Int~lligcnce sources ('lith n'1Ilus, 

timus .:md positions, 3nd ot~..;r sp0cific datn. from orii;inru. decrypted 

t~~~ts c,qr..;fully omitted) and, if to bu trnnsrllitt~d by .1. ffi(;~S ~xposed 

to int0rc~ption, uncrypted in th~ avnil~bl~ cryptographic system of gro~tost 

s<::curity cmd most limitod distribution. Tho codu Yiords CREAl! and IVORY 

ar~ not to ~ usud in connvction vdth such communic~tions. 

16. Communic·:J.tion ·nt(.;llig",ncu sh.3l1 n .... vur under any circumstnnces 

:md in r:Jny form bl:: diss-.lmin~.tod to MY ministry, dep.:1X'tzm;;nt, nguncy, 

office, or individual from rhich or from ,mom it might r~asonnbly bu 

uxpcctcd to find its wV, offici.:111y or cxtrn-offici;llly~ into the 

possession of'any porson or group N10 could usc it for commercial 

comp;;;tition or cOrDI!lllrcial gl"'in or ndv~tage. 

S~curity Clnssification ~d Transmission of Communication Intelligence 

17. "Rmi traffic ll (i.L.o, intorceptt:}d trarfic showing no evidence or 

processinG for Communication Int011igunc~ purposes) is classified 

CONFID11~TIAL • 

18 ° CREJJ;[ information is clr:>.ssific.:d TOP SECRET. Til"': Hords TOP SEC1U:T 

and tllu codu \ford CRE.i:J.I must .:1.ppuar on evory sh-,~t of p.:pcr lbich contcins 
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this int.:.:lligt..;ncu. This rul ..... 1.pplics to rn.::tps ... nd charts on .ihic."J. arc 

plotted dnt~ ~nd informntion dGriv0d from ~PGci~l ~nt~lligcncc. Tho code 

wiOrd CREM! sh.'1l1 bu included in th.:.: tuxt of ov~ry closp",tch (sign."1I) 

conv~yin~:; such int01ligGnce, oxcopt o.s provided in p~rn.(;r:tph 23, :JJ.:..1olf. 

19. 170RY inforn.ntion is classified SECRET. Th"" "lord SECRET :IDd thu 

cod.;; '"lOrd I'o/ORY. must .:JPP(:·'Jr on ..Jvur'Y Sh'::0t of pl!Pbr 'I'mich cont!lins this 

intul1i",;.:;ncc, UnIL:sS TOP SECRET CREIJ,I infor!!lntion :'l~.Jpuars on th.;; s:une 

sh.:,;ct. This rul..: .:!pplics to rnc.ps .:md ch3.rts on which :lru plotted do-to. 

:md inforrrts.tion durive:d from Traffic Intullig"-lnce. Tho cod~. Hord IVOnY 

sh:l11 b,-, ineluded in the text of (;vury di..:sp:ltch (si;.;nnl.) conv(;;yin~ such 

int011igl>ncQ (unl~ss tll", d""sp ..... tch ~so comr·..;ys CREA!·.: intollit;oncc), 

axcupt ~s provided in pnragr~ph 23, below. 

20. TOP SECRET Conununico.tion J.nte:11igence rn.::!.terial rn.ny not bo trans-

mittod in pl.3in l~nguttg" (unoncrypti..:d) excupt as folloVls: 

(0.) Sealed, vi '1 of~icor couriur nndothl:r s<>l'u-h3Ild channols, and 

ov~r routes, ~provGd by STANCIB or th~ London SIGINT Board, 

or both, 3.S appropri. .. te. 

. . 
(b) Vi~ cornp1otoly protoct<]d loc·~l cOr.'.rnunic.'ltion systums exclusively 

int"rn,1l to .'\~cmcics v.nd officus producin:: or utilizing 

Com:'nunic:l.tion Int...:lligcncG of thJ .'1ppropri:~.t(.: cro.tegorios. 

(c) Via \"xt0rn~ l~dlin~s only as sp\.-cificru.ly npprovud by SV.NLIB· 

or th...:.London SI.iINT BO!lI'd, '::LS ::'Ppropri3tu, in o::l.Ch inst.-:nco •. 

21. SECRET:lIld GONFID~:TIAL Cor.l."Ilunic."ltion .Lntullig~nc(; matQricl m~ no~ 

b...: tr:msrnittud in pl.:'in bngungu (ununcryptud) cxct.:pt ,'lS lJrovidcd in 
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p.'.'.I'ngraph 20, !J.bove, and, in !J.dd:j..tion, by protected post:31 chnnncis (such 

as U.S. Regist.;rl;)c H~l), and ov ... r routes, opprovod by STANClB or tho 

'London 5IJn~T Bo~rd, [LS ::lppropriA.tc. 

22. Exc<.:pt in tht.; cir~1imstMccs contempl ".ted in p'1rngrnph 15, nbovc, 

Comrrnmicntion Intl;.lli~c.'11CU Mntoriru., eXCGpt "rau tr.::-..f:fic l1 , trnnsmittud 

in encryptod forj! sh"111 b •. ; t.mcryptud. in sp<-cici crypto[;r:phic ch"nnLls 

uxprussly ~d ~xclusivoly provided for this purpose, ~.d in no othur. 

Such channuls sh~ll·poss~ss ~t lvnst thu security of th~ CCM ~d must 

b~ .:J.l?provud by ST;JiClB or th ... London SIGU1T Boc.rd.,'J.s .".ppropri.':).tc. 

Cryptographic chann\;ls for th ... t-r~smission of "raw traffic" sh:l1l be 

agrucd upon 'from ti~ to tim0 by 5Ti\NCIB and th0 London SIGINT Bonrd. 

23. In .tochnic:l.l comUnic<'.tions which .'1rl> strictly limited in circul..1.tion 

··to 'J.guncL.s C;nbCl-i;od in th..; variO'..ls procl.oss(;S involved in th~ production 

of Communication J.ntclligancG, ~nd which :JrI:; encrypted in cryptogr~phic 

ch!llln.::lf> ~clusivLly assigned for such t.:;chnic!ll exch"1lGes, thu 110rds 

CRElJl !lIld IVORY mny be omit tod. 

24. Othur th.:m ·'lS contcmpl~ti;d by p~rngr.:1.ph23, nbovl.:, communicntions 

.~ong cogniZ!1llt offici.lls of th-_ B::itish flIld U.S. ;.;ov.:.:rnm0nts ,·m.ich rcvc31 

actual success or progruss. in th~ production of CRE~ti! ~d IVORY informa

tion in spucii'ic instancos or fi",lds shall buo.r thl,:; l.ppropri .... t...: cod.~ '·fOrd. 

dusign:=ttions ~v~n thou..:;h th",; do not th ... ;Jsullus r",vl;.ll Communic:'.tion 

Int~lli~uncu o.s such. 

25. T.;.1U codG: wlOrd CR;ElJI~ -'"'nd i·ts signifj,c.~c(; .:nd connot."!tions, b~3I's 

tho TOP SECRET classification. Thu cod ... 'iOrd. IVORY, :mel its si.;nific:lIlcC 
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. 
3nd connotations,· boars tb~ ·SECRET clcssifipation. In oddition to the 

rustrictions imposud by th~s~ classifications, thoso connot~tions shrill 

not be m . .,du knmID to "non-indoctrinated" pursons, nor shnll thus ... 'IOrds be 

used in th ... ir code-Word sunsos in th .. pr~suncu of "non-indoctrin:~tl:.ld" 

p.;;rsons. 

26. Exc-lpt as implicity imrolvod in th\:; op~r.'ltiQn of p"ra.,"'Taphs 15 Uld 

20(~), abov~, doc~nts cont~ining C~{ ane IVORY information must r~main 

o:l.Gl.usiv~ly" in th..; possussion of "indoctrin!!.ted" p~rsons, sucuro from 

ox "minhtion by "non-indoctrin.'ltod II p.;rsons. 

~n~rdl Exception to Rugul~~ons for Clnssificntion ~d Dissuminntion 

21. ,~ith til"" '!pprov.,l of STltNCIB .mel th..;; .London SI:)INT B01rd in ~llch 

brond inst~cu, ~d duspit~ ~ny oth~r provisions of th~s ... r~gu1ntions, 

curt.nn ~l..unwllt~ Tr::tf1'ic Int ... lliguncu, sucll as n/F bu.~ngs ~nd fixos, . 

and c ... rt .. in c,.t"'goril:s ~nd s\';rius of pI "in 1.':lIlgu,:,~eu L1'lt\.lrcupts, us".lr;lly 

fro"" I Im~y bu diss ... min'ltud undor th ... c1 "..ssiticlltion 

CO!:FIDENTI \1. Th..; fi-... ld ofsuc-'1 dist:;(;JJlin::!.tion nutld not b~ confinqd to 

"indoctrin~tod" p~rsons but, 'l'd-th this oxc"ption, its ... xt.jnt must be 

limit..;d in ~cco~.~ce vdth th~ principlv oxpr~ssed in p~rnsr~ph 10, 

. :].bovo • Thu code '\lord IVORY sh~l not b,:;; (;;Dlployt.ld in conn .... ctiop ,'lith tha 

~xchan~us, usu, and diss~n~tion cont~mplatcd by this p~ragrnph. 

NSA25X6 
EO 1.4. (d) 
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