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(iii) Annexure B2 to Appendix B ~ntitled "Security Principles ,:,:; .. 

,gove.ming the Conduct of 00 MINT. Activities in Exposed '.' .. , 

Areasll.. 
. .... ,,' . 

. (b). (i) . f\pliendix H ·entitll9d "Communic·ations
"
· •.. 

. (ii) ·Annexure Hl 't.o ,Appendix H'enti t1e·d i'Working arrangements .. 

. reached· at .the 1953- Conference ·for: the· Imp1enentation .',,' ! .. 
. . .. ' . . ~ , r 

. of AppendiJ!: H (Communications)" ~ 
, . ... .. , 

" ....... . 

(c) (i)·Appendix N· entitled . "Arrangements for Emergency. 
\ . , . 

. Re-1ocation of .COho.lINT Units"._J . 

. ( ii)Arinexure Nl to Appendix N entitled "Re-location· of 
. 

. US and uK em-mIT Units. Pron si on ·.o£:~u!lpmant" •. 

(ii1) A.nnexure N2 to Appendix· N enti'tiled "N'cite· on US and UK 

COMINTUni ts already located ~n Territory controlled by 

the· other Party or already echedilled to be so located.", 

(iv) Exhibit 1 to Annexure Nl entitled rlDet~ls Q,f'fecting 

, relooation of stations and units". 

( d) (i) The addi tf. 'on to A.ppendix P of a footnote defining· .' 

"releasable equipment". 

(ii) !\nnexure 'Pi to Appendix P enti tIed "cmIDlT A.rrangements 

for SACEURIt. 

(iii) Exhi bi t 2 to, Annexure Pl eriti tled "Principles for the, 

Handling' of yll. 

"( i v) A.nnexure P2 to !\ppendix P (adapted ~rom Si\C/I~/n/7 

" (revised) ). 
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1. 4. (c) 
1. 4. (d) 

,.' 

/. 

(v) .Exhibit;2 to Annexure P2 (adapt'ed from SAC/E/fJ';? 

( rev.!. sad) ) .• 
i . 

(~)r (i) Changes in Phraseology in ~ppendix Q 

'j 
l 

(ii) Ann-e:xure Ql to Apr;endix ~ en:titled· "C?11aboration 

between us and UK National COMINTCenters ll
• 

(-iii) Exh:tbi t 1 to Annexure Ql entitled ~'Oper~tional and 

statistical requirements for the wartiJOO-. augment~ti<?n 

of GCHQ". 

(iv) Annexure Q2-entitled nPrinciples of wVartiJOO 

Collaboration among COIUNT Centers' of the US and the 

UK and other British Commonwealth Countries". 

(v) Exhibit 1 to Anr..exure·Q2 ~ntitled "Establfshment of 

. Overseas COJ..ITNT C-ent~rs't. . .. ' 

2.: Also attached are copies of ·the ~IIinulies of the -Plenary Committee 

meeting held at the <beginning of the C_onference and a record of -all the 

p~oceedings '0 f the Executive -CoIDmittee. _ 
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4. It,em l( d)( ~i:U above is sub~ject t.o tripartite agreement 

between US,. U~, an d Gnn ada. 

5. R~tificat:i.on of Appendix'B and its' annexures b'J LSIB will be 

subject to ;th3' comment of Canadl.:m, A.ustralian, and Nerv Ze~land cmmlT 

authorities' •. 

6. Final adoption of parts of Annexure HI, Annexures ·.Ql and Q2 . 

and BPC53/D Final wi 11 be subject to dis cussi on and agreement with the 

appropriate Canadian and/or ~ustr~lian and New Zealand CQ1;aNT authorities 

at the ea.rliest possible opportunity. 

7. Inforrnaldiscussions took place bet\'Teen US and UK GOMINT 

authorities on the fo11ovling subjects and the records of these 

discussions. are attached. 

(a) . BPCS3/\ Final: "The. Establishment of a US 

Screening Group at QCHQ in Peacetime." 

····L..--I _...,....--) _____ -------11: 
(c) SA.C/E/n/s( revised) : liArrangements for Exchange . and . 

Dissemination within SA.CLANT's command of Intelligence 

beyo~d the Sc.ope of Third Party Collaboration.'1 .. 

j .. 

. /', 
ItArrangements for COMINT Disseminatii:n.· 

to 'md wit.hin SHAPE and its Sub-Cormn,ands." 

8 •.. Item 7( c) above vlill be· the subject of further informal 

discussions. between US, UK and Canada. 

Signed. 

~~~ 
rorues:Deleg.ati on . 

25' M.arch .. 1953 

. ~,. 
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. BPC53iBiF1na.i~-" 
046 
19 March 195) 

PlIDJCIPLES OF SECURITY AND DISSEMINATION 

1. These principles· shall be the basia .of all reguiations ·for the 
~ I.,' 

seC\lrity and dissemination of Conmru.nica~ions Intelligence ~sued by or under. 

the authority of USCIB er LSIB and other appropriate authorities of 
\ 

the Governments of the two parties. . The .scope an.d phrasing of such. 
regulations mt\Y" vary in ,accordance with requirements of t.he part1es., ·agencies., . . 

departlOOnts, md nd.nistJr:tes to vrhom they are designed to · apply, but all shall . . . 
i 

• "~' , . ' • • • • 11,:.. ' : • 

~ in accord with these .basic principles in eve'!"1. respeot and shall observe' 

the standards herein as ,a minimum", . A.s ,an aid to uniform in~erpretation,. 

each party shall forwarq all pertinent Board regulations and direotives to 

the other for informatiqn_ 

2. It. is reoognize.d that, while the follovdng principle.s are in general;· 
I, . 

of universal app1icatioo., changing conditions or emergencies and, in particular, 

the outbreak of general postilitiEls may require · modif1c,~tion to ensure . that 
. . ~. .. 

the maximum operational panefit c?nsistent with security is derived from I 

communications intelligence~\· 
• .; . I :; . . , . 

DEFINITIONS f.ND CA'l'EGbRIES I ,., 

3. Ca:.::ic:t=;eUlge",,: (COI!1lIT) is the name given to ~11 
prooesses involved in, . and intelligence i~formation and technical Jaterial 

resulting from, the inte~cePtion and stuc\i (a.) of foreign 0 ommunicJt:i,ons · .. 
I I 

passed by wi re, radt 0, and othE;r e leetromagnetic means (exe ep'~ ,pre~s, . , .; . 

propaganda, and public broadcasts) · and (b) of selected foreign communieati ons 
. ~ 

sent by non-electromagnetic means. (See NOTE 1.7 -- - ". 

-1-
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4. There are two types of COllINT: Crypt Intelligence and Traffic 

. Intelligence /ftee NO'l'E.?-..7. They a.re defined as follows: 

c . b. Traffic Intelligenc'e is that COMJN.T which results from traffic 

·analys:l.s (e.g. the study of call-signs, IOOssage headings, 

procedure signals, volume of traffic, precedences, D/F bearings, 

L...-___________ ...JI and from.pla:t.n texts, L.e., 

infonnation pro~uced by all means short of ,the actual crypt

analysis of intercepted comnrunications·. 

.... 
5. For purPoses of, seou·rlty handling and control COMnIT is divided 

into Categories and Sub-Categor'ies • 
" ,. 

I' 
I 
I 

I 

., 

a. '. COJ..fINT isd! vided a.t the' present tim;, to three Categories: 

Category III COHINT 

Catego:ty II Cm.nNT 

Category I COMIN'l' 

b. cmml'l' is placed in appropriate Categories as mutually 

agreed' by USCIB and LSm from time to time. 

c. As 'mutWJlly agree'd by USC.IB and LSIB, separate Sub

Categories of OOMINT may be established within Categories 

III and II in order to permit differentiation in the 

processing, dissemination, exchange or use of material. 

6. Category III COMINT is 'that Cm.ITNT for 'Which the protection of __ "J:__ " 

source or c ont ent i'8 the overriding' considerat:l on and which must, th erefore, 
• j~ /' i '. ". . . 

'\1,' be given the highest degre~~~,!~.:e~CUri~y protection. In genera], it will it1,clude 

a •. Crypt Intelli¥~t~dt:t ,except that specifically included in 

other Ca.tegori~~. ':" 

b. Special Weath~r Intelligence. 

c. Traffic Intelligence involving call-signs or message headings 

encrypted in codes, or ciphers of high security gradings as 

. '\ specified .~nd mutually agreed by USerB and LSIB. 

-2-
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d. Other Traff~c Intelligence as specified and niutually agreed 

by USGIB and L31B. 

source or mntent is not alway..; the overriding consideratton and fo!' 
, 

.which a less rigid standard of secUTi ty is considered an acceptable risk. 

In general, it will include: 

a. Traffic Intelligence not specifically included in other 

Categories .. 

b. Crypt Intelligence imrolving solution of codes, ciphers 

and special systems of lower security as specified and 

mutually agreed by USCIB and L3IB .. 

8. Categ~ I Cm:lINT is that COMINT vmich may be subject to the ]8 ast 

stringent security restrictions and which rnC\'{ require more extensive 

dissemination in order to provide for effective utilization. In general, 

~ it will include certain tY}:BS of low level GO MINT as specified and mutually 
~ i agreed by USCIB and LSIB. 
fi , 
~ A.SSIGNMENT OF COMINT TO CATEGORmS k---:; . ..--------
- 9. In assigning COMINT to a Category, the following general 

or! teria will be consiclnred: 

ay l'he intelligonc e .value of its en ntent. 

b. The difficulty of solution or intercept to include: 

(1) Sensitivity of techniques employed in solution and 

exploi ta ti on. 

(2) Sensi'tivity of source of intercept. 

(3) Inter-relationships between cryptographic systems. 

c • Cryptographic s ophistic3.tion of the country originating the 

traffic involved. 

d. Security grading given to contents by the count Iy originating 

the traffic involved. 

e. The advantage to be gained versus the risk of loss by 

utilization under a given Category, including: 

. -J-
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! (1) The vtl1ue of extcmJing the clisDemination of certpJ.n 

COI,UNT to permit esscntJal use of the operationa.l 

" 

'-- :l.ntelligence contained -therein. 

(2) . The capabiHty of certain Third Party COMIWr 

groups to exploit the CO}UN'l' in question with the 

attendant secul~i ty risks beyond the direct control 

of U.S. and U.K. authorities. 

(3) The value of providing technical guidance or 

COMINT information to 'Third Party COMINT actlvities 

to insure receipt from them of unique intercept and 

critical COMINT infol1nation not otherwise available. 

10. In assigning CmlINT to the lower Categories the following 

additional factors will be considered: 

a. A system or class of COMINT, once dmmgraded, may not 

~ effectively be upgraded. 

'--'" J 

b. The distinction between category _I 0n the one-hand 

and the higher Categories on the other is thilt the former 

does not require codevrordprotection, whereas the latter 

"", do. 

L-.t~ USCIB and LSIB shall have prepared and maintained in current 

status mutually agreed lists to indicate COMINT placed in 

the several Categories and in such Sub-categories a,s may be 

established. 

CLASSIFICATION AND CODEHOHDS 

------ -12. category III COttlNT shall be classified TOP SECRET and sh..9.11 

be designated by a distinctive codeword agreed betMeen USCIB and LSIB 

and replaced every t~·ro years. In the event that USCIB and LSIB agree 

that positive secuTi ty advantae;es vlill be obtained by earlier change 

then such chanGe shall be made and a neH per:Lod of tHO years 6118.11 be 

in effect. from that date. 

- }f -
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13· Cntegorl II COMINT shall be classified-SECRET and shall be 
I 

designated by a distinctive codeword agreed between USCIB and LSIB and 
I . 

replaced every two years. In the event that USCIB and LSIB agree that 
i 

positive security advantage will be obtained by earlier change then 
i , 

such change shall be made and a new period of two years shall i'be in 
, ~ \' 

effect from that date. /! 
f 

14. CategoEl ICOMINT shall be'classified not lower than 
I 

CONFIDENTIAL and shall not be designe.ted by a codeword. 
I 

i5. Sub-categories. ,Whenever a Sub~category is established within 

Cate ories III or II C0M.!NT, it shall be des1ignated by a separate or 
• -;:-- i-; , f&' 

aux liary codeword agreed from time to ti~between USCIB and LSIB. 

16. Technical material pertaining io COMINT shall bear the '.' ,"'" 

claSSification and cOd;word app~opriate to the most highly classified and 

Jensitive Category or~ub-cat.egofY of COMINT to 'If~iCh it re;1.ates and shall be 

jmUdJ.ed accordingly.' "- : - -
, 

17. Documents which reveal actual success, progress, or processes 

in the production of COMINT shall bear the classification and codeword 
1'" • 

appropriate to the most highly classified and sensitive Category or 

Sub -Category of COMINT to which they relate and shall b~, handled ~ccordingly, 
, ."- \' ; 

'even though such documents may not reveal COMINT as such.' 

, 18. Raw traffic (i.e., intercepted t~affic showing no evidence of 
, '0 / ' 

processing for COMINT purposes beyo~d sorting by clear address elements, 
./ /. 

elimination of unwanted messages and the inclusion ofa case number and/or 
) ';'; 

an arbitrary traffic d~signator) shall. be cl.assi:f1ed not lower than 

CON,FIDENTIAL and need not be designated by a codeword. 
, \ 

.19 .. ~Codewords. When used assuch, the codewords which desigIlat~ 
. ;! 

Cate€$ories III and IICOMINT, and the Sub-Ca,,'!;.egories which may be established 
. ~,- ~ 

.. . . . a-..tl' .rt~~{T ) 
within these Categories shall bear the TOP SECRET~classification according 

, f ., " . • ' . ·1 
to the Category. These codewords and their implications shall not bel 

\ 

made known to non-indoctrinated. persons, nor shall these codewords be used 

in their codeword sens~ in the presence of non-indoctrinated persons. 

NSA Form '781-(135 1 lui 5=-2 .....;....Tt-t-:OHP~SrlEf;iCh-HR~:E~T~Ch---Al\H ... l'~-t-l-OJ..lE~· -
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20. Conservation of COMINT sources is of supreme importance • 

. It is essential, therefore, that the production, exploitation, and· 

dissemination of COMINT, and of all related or resultant information, , . -

, . 
be strictly 90ntrolled and the dissemination appropriately limited • 

The physical security of related documents is not alone sufficient; 
I ' 

it is essential that all reference'to the existence 'of COMINT, either 

di~ect or indirect, be avoided except among those to whom the knowledge 

is.necessary for the proper performance of their duties. These provisions 

shall apply to any intelligence which, in whole or in part, includes 

information which can be traced sqlely to COMINT sources. 

21. There is no. ~ime limit for the safeguarding of COMINT a.s de-

fined herein. It is of ~he utmost importance that complete and abso

lute silence on all COMINT matters be maintained by those who have ever 

been indoctrinated for COMINT. If, a.t any time, matter referring to 

COMINT is broadcast or published, even though by prominent people or 

those in authority, this does; not in any way free those other persons 

who are, or ever have been indoctrinated for COMINT from their continuous 

obligation to maintain silence. 

'22. Except as agreed by USCIB or LSIB, all persons to be assigned 

to duties involving COMINT shall be the subject of security investi-

gation and clearance. As an aid to the uniformity of investigations and 

clearances, and to promote adequate minimum standards I each party shall inform 

the other of the standards prescribed by it for this purpose. 

23. A1.l .persons to be assigned to duties involving Categories of 

COMINT other than Category I shall be indoctrinated (i.e., instructed as 

to the nature of COMINT and the security regulations and practices which 

govern the handling of CO MINT material and COMINT activities). ReCipients 

of Category I COMINT on.ly will not be indoctrinated. Producers of 

Category I COMI1f:l' only beed not necessarUy be indoctrinated. 

- 6 -
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a. Knowledge o~ specific Categories or Sub-Categories of COMINT 

shall be In,ade av~lable tDj indoctrina.ted persons solely on the basis of their 

II need to know". 

b. EV'ery effort, shall 1be made to restrict the number of per

sons indoctrinated for C~NT to the essential minimum~ 

~ ----
c. It shall be ~ermissible for'persons who have access only to 

I I a less sensitive Category pr Su~-Category of COMINT to work ,within Agencies 
! 

or Centers in which there are lQcated other persons engaged in the pro-
I 

I 

l-
) \ .' " 

j 
, , 

duction or exploitation of a more sensitive 'Category or Sub-Category 
I 

I 

f 
ofCOMINT, only so long as due , precaution shall b.e talcen (by providing 

, l ' 

segregated, secure areas orothe:r:wise)to ensure that the activities and 
I • 

knowledge of such persons are confined to the COMINT material and acti-
; 

I 
i -

vities to which they have access '~ 
, j 

- - I 
24 . Under extraordinary conditions, as determined by USCIB or LSIB, 

I 

it may be essential for an individual to take up duties involving 
I 

j 

COMINT before the requisite inve.stigation can be completed. In such cases, 

the person concerned may be sui~ably indoctrinated on the authority only of 
- -

senior officers or officials as designated. by the respective parties. In 

all such cases, steps shall be taken to ensure that security investigations 
- \ 

arid clearances are completed , as soon as possible after indoctrination. -

25. Each Party shall ensure that complete lists of indoctrinated 

persons are maintained. 

26. USCIB and !BIB Shall keep each other fully informed of the 
, -

! 

approximate number of indoctrinated persons in each of the Departments, 

Ministries, Agencies, ' and Offices receiving COMINT I by Category of Sub

Category-where applicable. -
. ) 

27. No national of one party shall be permitted access to the 
i 

• COMINT agencies or to the Categories III arid II COMINTof the other Party, 

7 
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agency br Board and has been 
I 

unless he has been approved by his parent 

properly indoctrinated. Such access shall be limited to the Categories or 

Sub-Categories of COMINT agreed by his parent agency or Board. 
",- /' 

r 

28 •. !Everyeffort shall be made to ensure that no person who 

has a knowledge of current value about COMINT, such that his capture 

or interrogation could be a substantial risk to the security of COMINT, 
j,' . ' 

shall be assigned to or engage in activities of a hazardous nature. 

,! 30. In applying these principles persons who are or have been io-
r-' 

\ 

doctrinated will 'be divided into four groups: 

a. Producers of Category I COIvlINT who have no knowledge of 

other Categories are,classed as Group A. They may be 

aSSigned to hazardous a~tivitie~ only on the authority 

of senior officers. (No restrictions are applied to the 

recipients or non-indoctrinated producers of Category I 

CONIN'f only). 

.'A~_ '~-O~'~J~5~2 ~~~~~~~~~~~~~. ~~8~~~~~~~1~~~~~~~~~ 
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b • Indi vi duals who have knowledge of current value about 

Category II COMINT are classed as Group B. They may 

be assigned to hazardous activities only after six 

months separation from such material. 

c. Individuals, other than t~ose specified in sup .. para.graph d 
• I 

below, who have knowledge of current value about Category III 

COMINT ar~ classed as Group C. They may be assigned to 

hazardous activities only after a separation of one ye'ar or. 

longer fromthi~ type pf information. 

d. Individuals With I?recise knowledge of COMINT processing 

techniques, competence, or potential, r-egarding the more, 

sensitive Category III COMINT material are classed as 

Group D. They shall not be assigned to hazardous 

activities at ~~~~~= :_._ ... -__ ,_~_., _. __ ~,._.~.~.,,_= __ "_ 

~--~=-~--~~~. 31. The provisions in paragraphs 28, 29 and 30 shall be applied 

only by senior officer~ and officials at a level to be established by USCIB 

or LSIB. Exceptions shall be, authorized only after careful consideration 

iri each instance of the advantages to be gained, as opposed to the risk 

involved. In conside~ing exceptions to sub-paragraph 29d, the protection 

offered by diplom~tic status should not automatically be considered suf-

ficient, but should be assessed in the light of the particular circUltl'" 

stances involved. Any exception in the case of Group D personnel must 

receive prior approval by the Board cOllcerned. The considerations relevant to 

CONDIT personnel serving with COMINT units in exposed areas are dealt with 

in Annexure B2. 1\.11 posi;ibJ.c 8,ction shall be taken to discourage or pre-

vent any indi v1dua1 18. th a kno,dedge of current value about COMINT from 

engaging in lw,zo.rdous activities (as defined in pexe.,s;raph 29 above) in 

[l"ny unoffi cia1 cc'.:paci ty at tL.'1Y tirJ.€. 
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32. Except as implicitly involved in the operation of par~graphs 

\ . 

35, l~l and 42 below, Categories III and II COMINT shall remain ~xclusively 
. \ " 

in the custody of indoctrinated personaj secure from examination\~Y non-

fnd;pctrinated persons. 

DISSEMINATION 

33. The basic principle governing the dissemination and use \Of 
\ . 

, \ 

COMINT is the "need to know". Each item of COMINT shaJ..l, therefor¢, be 

\ made known only to those individuals who require it in the performance of 

their duties and, except as specifically provided in paragraphs 35, 36 
, 
I 

and 37 below, are indoctrinated and authorized to have access to the\ ' 

particular Category or Sub-Category of GOMINT to which such item app~rtains. 

- 10 -
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Category I COMINT may be disseminated in accordance with the 

normal practice of each Party as regards intelligence materials of 

similar classifications. However I it may not be passed to Third Party 

recipients except as provided in paragraph 37 below, and ~ust be handled 

accordingly. It ia recognized that this di.ssemination will involve loss 
. \\ 

of control by COMINT authorities, but every effort shall be made to 

ensure "that! the following proviSions are enforced to the maximum. extent 

I possible. I 
a. 

"\\, 

Whenever category I COMINT is to be transmitted by a means 
\ 

exposed to interception l it shall normally be transmitted in an 
'\'" 

appropriate cryptographic system. It may be transmitted in 
\ 

plain language only when there is no suitable means 
.\ 

of secure 
\ 

communication available and when there is an urgent ope:rat:ro~al 

need to do so •. Hhenever possible such plain la..YJ.gtl.8.ge 

transmissions shall be in the fonn of operational orders so 

',orded that the subject matter cannot be traced specifica.lly 

to its COHINT oriGin. 
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• 37 t' Categ~ I COMTIff may be disseminated to Third Party reciptentr;; 
I 

under the following conditions: 

a. In COMINT arrangements with Third Parties, Category I COMINT 
I 

may be! released to these Third Parties in accordance with the provisions 

of' Appendix P. I 

I 
b. Dur, ing active hostilities or in t~ case of an 

\ /, I 
emergency involving a matter',of importance to the n.ational security 

or\either Party, Category I ~CMINT may be disseminated to nationals 
, , 

of irdParties,who are engageo.dlrectly with the U.S. or U.K. in 

allied directly with the U.S. or U.K. iit 
! I 

with the emergency conceFned. The determination of a requirement 
, i 

I 

to }:thiS exception and the authority tq grant this exception shall 

lie 0 with senior officers orioff'iciru.s at a level to be established 
! ' 

by US IB or ISIB. 

·3k. In the event that either Party produces individual items of 
\ 

COMINTwhich, by reason of the, extreme sensitivity of their source, or 

content shall be given a more limited dissemination than would normally be 
.' ;1 . 

given to the Category or Sub\-Category of COMINT within which they; fall, 
, 

I , 
it wijl be for the originatihg party to indicate the nature of the 

special handling desired and ~o request that the other Party afford 

similarly limited dissemination. 
\ 

39. Category III and II COMINT shall never under any circumstances 

or in any fonn be disseminated to any Ministry, Department, Agency .. 

Organization, Office, or individual from which or from whom it might 

reasonably be expected to find its way, officially or extra-officially, 

. into the possession of any person or group who could use it for commercial 
I 

competition or commercial gain or advantage. 
OGA 
E O 1. 4 . (c) 
E O 1. 4 . (d) 
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40. The appropriate classification and codeword shall: 

", 

a. Appear on every sheet of paper which contains or discloses 

Oategory III or II COMIl'1T or a Sub-Ca tegorythereof, technic al 
, 

material pertaining to these Categories, and,Sub-Categories and 

documents vhich reveal actual succes:,:l, progress or processes 

in their production. Except as provided in paragraph 35 above, 

this rule applies to maps and charts on which are plotted 

data and informati on .. derived from these categories of COMINT. 

1 /:: 
, -' 
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41. Catogory III COMIN'l' and related tochnical rrn:tertal shall 

not be transmitted tn plain lanGu.<J.GG except, as fo110vrs= 

a. Sealed, by sa.fehand channols, over routes specifically 

approved lJY' USCIE or IJSIB • Each Board shall informtl'B 

other of' all approved rout.es involving transport across' 

territory of a third party, the approva.l. of /Juch routes 

to be held to the necessary minimum. 

b. Over landlines specifica.lly approved in each instance by 

DSCIB or LSIB. 

c. Over completely protected local C omrmmication systems 

exclusively internal to agencies or offices producing or 

utilizing COltillIT. 

1;2. Category II GOlQ:N'r and related teohnical material shall not be 

transmitted inpla:in language except as provided in paragraph 41 above, 

or by protected postal channels internal .to, or under exclusive control 

of the US, the ill(, or other collaborating British CommOnWealth countries. 

1..3. Category I COHIHT and related 'technical material should be 

transmi tted by COMINT channels wherever possible, but may be transmitted 

by conventional c hcmnels used for intelligence materials of similar 

classification. It shall not be transmitted in plain language by a 

means exposed to interception, except as provided in sub-paragraph 36a. 
, 

above. 

44. Raw traffic fl1r'lY be transmitted in plain language as provided 

in paragraphs 41 and. 42 above. Raw traffic classified GONFIDENTIALmay 

also be transmitted in accordance with t.he normal proc edure for "':oms 
. . 

classification, except that when transported across the territory of tho 

c01mtry origina.ting the traffic, it shall be with the express sanction of 

yarD or 1S1B. This sanction will be granted only in cases of compelling 
,/ 

need. 

16 
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.. a. Category III Cm:rr.NT anclrelated technical nl'1,terial 

transmit.ted in encrypted fOrm shall be encrypted :i.n 

speci.;:.l· cryptographic channels e>""Pressly provided for 

these sUbjects. 

b. ·pat0gory II· Cm,mTT and related technical mate"I'ial 

transmitted in encrypted form shall be encrypted in 

. special cIYptograph:J.c channels expressly provided for 

those subjects, those lis.ted.:Ln paragraph a above,. or in 

the most secure cryptographic channel available. 

c. However, ·in the case of CI"'Jptographic systerns .mutually 

approved for the purpose, the transmission of CO MINT 

related technical matters ·and raw traffic over the same 

channel is authorized, provided that such channels are 

reserved for ·these subjects exclusively. 

46. In order to facilitate a.coo.~erted effo~ directed tJward· 

~he detenninati on and assessmen:, of the causes ~d effects Of)lmmm 

or presumed COMIH'£ compromises oi~ losses, it ~s :lgreed that: / 

a. uhenever any breach of' its COl.ITN'f security regu1-ations 

or airy other circUJll3tance which in fact has, ican be 

presumed to have, compromised GON[!NT or GOl\'lIN'l' COdO',fGrds, 
! ., . 

or to ha"re revealed COMTN'l' successes to unauthorized persQns, 
:.. . . . I . I 
becomes Imovm to either iiarty, it shall 'L ....... ffrm the other ,by 

I .. 
·means of a report embodying the p·ertinent facts and ' i 

, I ! 
conclusions :i.n each·c ase, e:Kcept that "men the Part,y 

cor...cel"l1ed concludes th2.1i there is a good rGElson to believe 

that such compromise or rGv(~l.qt.ioll has not. re,9.ched and will 

n~t, in foc'l:., reach. fOI'Gtgn natio118.1s, no report need be 
. \ 
l!!;).de to the other 11arty. 

-17-
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b. Vfuenovcr a s ir;ni fj.c ant chclTIge oc curs in foreiGn 

cryptoeri.lphic or cOlmflunicat.j.ons. security, the Party 

discoverirlg such change .shall notify the other. Each 

Party shall. then analyze and assess the knOl'Vll and 

suspected circumstances having a bearing upon the change; 

these analyses and assessments shall be .exchanged by the 

Parties; llnd each Party shall, thereafter keep the other 

. fully informed of any .. additional information bearing 

upon. the case •. 

-18-
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Note 1 Throughout this Appendix: 
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19 Harch 1953 

a. "Foreign communications" are understood to mean those of,the 

Government, or of any military, Air or Naval force, faction ~ party, depart-

ment, agency· or bureau of a foreign countxy, or any person or persons act-

ing or purporting to act therefor, end shall inC1ll.delL.. ____ ......Iland private 

communications originated by nationaJ..sOfa foreign country which may 

contain information of' :nt:i.litary, economic , political, or counter intelligence 

. value. "Foreigri country" is understood to include all countries, whether 

or not their governments are recognized by the US or the UK, excluding only 

the US and the British Commonwealth of Nations. 

b. "Technical material tl is understood to mean data concerning: 

(1) cryptographic systems, 

(2) communications procedures and methods, 

(3) methods and eqUipment, as used in or designed for 

COMINT processes) 

and information related to any of the above. 

c. "Communications intelligence" does not include the interception 

and study of non-communications transmissions. The term Signal Intelligence 

(Sigint,) (as used by the UK) includes both COMINT and the interception and 

study of non-connnunications transmissions. These transmissicms are outside 

the scope of this Appendix. 

l C', .... ,/ 

NSA form 781-CnS 1 Jul 52 TOP SECRET CANOE 



'.' ( TOt SECRET' C~OE 

TOP £filGFIJS'o:P GAHEJC - SD.:CmU'ry INFORl-1A'llION BPC>3/B/Final 
ol.~6 

19 Hat'ch 1953 

Note 3 . Paragraph 34 shaJ.l be so interpreted as to allow: 

a.. The use of COMIN'1 by indoctrinated persons in the preparation of 

National Intelligence Est:£:mates, JIC ~ppreciations and similar doc\JIJ1ents 

issued without COMINT codewords, e,sspecif1ed by either party, provided 

the statements contained1!n them are so generalised that they crumot be 
I . 

traced, to a :pexticular item of COIv1INTor to their COMINT origin. Sp¢cific 
i 

COMINT detail must be restricted to supporting papers carrying the CbMINT 

codeword. 
\ 
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A~Hr.f!,'XURg Bl 

tHE ASSI CiNMENT OF COl;!nJT 

TO CATEGOR.IES I\HD SUB· C~TEGOIUES . 

1. This Annexure delineates the basis for (a) the establishment of 

Sub-Categories, (b) ,the assignment of Q,,)Mn.rT to Categories and Sub

Categories, (c) the classification ofCOMm'l' assigned to Category I 

and (d) the appl.ic .g,tion of codewords toO designate Sub-Categories, as 

provided in ··paragraphs 5c, 5-8, 14 a.l1d 15 of. A.ppendi~ B respectively. 

This Annexure .is not intended to s.recify or accomplish the detailed 

ca.tegorization .of . all COMDIT. However, along vdth the criteria. 

described in paragraphs 9 and 10 of !\ppendix B, it goyerns the preparation 

and· maintenance of current, mutually ,g,greed lists, which are required 

,under pa.ragraph 11 of Appendix 13, to indicate the precise assignment of 
" :' . 

all C01rn~T to Gategories and Sub~Categories. 

,j • Catego.rY I shall conta.:i.n:-

a.· Traffic intelli~er~e relating to D/F mission assignments, 

bearing reports and. fj.x reports .(i.e.: target frequencies, 

call-signs, IIpiped signals", other signal information, 

bearings and fixes), provided that no interpretations of 

complex changing call-sign systems are included. '£his material 

shall normally be classified COm~IDEHTIAL·. 

'b. ·Plain-text tactical or operational traffic prOvided that no 

interpretations of complex changing call-sign systems, enciphered 

map references, or results of advanced traffic analyois ::l.re 

included. 'l'hi8 nYdierialshlil inc lude local procedural and 

local Grid :111(1. ~one syStC!:18 used for artillery direction, 

tactical cor:.trol·':n1(-:: LOYCTllCnt "'1 ·front line units, early 
• ..J. • 

rmrn~nt~ nncl m::t::rc~sc or taGtic:'ll cOl1bat control of aircr<'Lft. This 

I!l::tterl~ 1 sb.ll norm::llly be c.l;1.ssifk cl G01IFID~~··lTI~L. , 
-1-
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19 March 1953 
c.. 'l'raf'fic Intelligence or Crypt. Intelligence .from analysis 

of .radar tracking reports. and visualobservat:i.on reports as 

found in tactical or opera.tional traffic ~ provided that 

enciphered aircraft type designations or interprerations 

of com pIa x changing call "sign systems ar·e not inbluded. 
~, . . 

Ino1u81.on ~~ local grid or z~ne refere'1ces, local· procedural , 

codes used. for brevity and plain-text interspersed ,nth 

cover words is pennissible.. This material shall normally be 

cla.ssified. GoJNFIDE!·~IA.L. 

d. Crypt Intelligence from naval tactical maneuverin.g cod~s, 

when used rlS 'such, and from jargon codes. 'Ihis material 

shall normally be classified· CONFIDENTIU ... 

.3. Category II shall contain 

a. 'traffic Intelligence (including freely available privacy 

and brevity SystemslL. ___________ ----llexcept where 

specifically assigned to other Categories·. Catogory II plain-

text vm.ich qualifies for exceptional handling under .. 
paragraph 35g of llppend:l.x B shall include only· such of the 

following as ·is not assigned to Gategory III under sub-

\1 

b. Crypt InteJ.li[;cTtce spcciftcally assie;ncd on t.he basis. of i: 
\ . 

cryptO-SYfJtoms ~ 
--=--=-----'------' 
of all cryptosyst.(ms mutually adjud[;cc. suit"ble for incluJibn 

" HSGrB and LSI:l3 shall ha V0 SUPI.lcmcmt,qry tis·liS 

, 
in .t.i"d.s C.'J.teCory kep"~ jointly 1 in current, st.at.u:::: by their· ' . 

the c r:i. t.e; ria in f1 ub-p::lr'.l-Cl'8.plw 0.., . h c·' 
" I..~ , ~ . ., .' 



1. 4. (c) 
.4. (d) 

:t ... ' p' 

'!C)l\ 51!61tJ1"i' tJ.!tt.iOE - SI~CUHI'l'Y :1]{U'OllMi\'.l'ION 
BPG53/B/ Final 
011.6 

19 M9.rch 1953 
paragra.ph 10 of .~ppendi·x B. Ei'liher farty msy, :.ftcr 

consideration of advanta'ges and risi<:s,·';as provided in sub-

paragraph 90 of Appendix D" assign a1Y crypto-system 

currently so listed to Category II. The other Farty shall 

then be notified illnnem a.telythro':1t;h the technical channel 

used in mr:l.intaining the joint lists, and shall similarly, 
, ' 

assign, the cr,ypto-system involved. ' 

4. Category III shall contain: 

a. Crypt Intelligence except where specifically assigned tQ, 

other Categories. ' 

b. 'fraff'i~ Intellig ence involving call-signs or message 

headings encr,ypted tn c odes or ciphers of high security 

grading. 

c.. 'J.'raffic Int'e1.1i~ence involv;ing such combina~.ion (lIful3ion") 
, > 

of scparat.,e 'l'raffic Intrellic;cnce or ot,hcr Category II 

sources a.s produces informD.t1.on '1'11.1ose value is so gro;).t that 

securi ty of content becomes the overriding consideration. 

e. ,Haterial :i.nvolving sensitiv0 collection p~ ocedures or the 

revel9.tion of suc,!ess aGainst, unusual, sensitive or cot.lplcx 

trAnsmission proccdurer:; nnd dcivices. 

-.3-
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I SECURITY PRINCIPLES GOVERNING THE CONDUCT OF cmaNT ACTIVITIES, IN 

EXPOSED AREAS 

t/ 1. INrRODUCTION 
, ' 

It is recognized that effective interception of foreign connnuni-

cations and er~ective, support of field commanders may require the establish

ment of COMrNT act:i. vi ties in locations which may suddenly fall under un-
" 

friendly control with consequentlpss of.COMINT personnel e:n.d/or associated 

classifie,d ma.ter1~S~ It 1Sagree~ tha~Gn addition to the pertinent" 

general provi~ions of Apperdi~ ~t~e specific provisions which follow 

shall 'govern the' conduct, of COMINT activities in such locations. 

vI" 2. DEFINITIONS 
I, / , 

E;xposed areas are those which are susceptible of being quicltly, overrun 

by enemy forces or those wherein the local political or military situation 
. 'I "',,' 

• I'" 

,is such as to pose a distinct :threa't to the security of COMINT activities 

conducted therein. At present; they comprise primarily countrie~L.. ___ ....I 

I rnd areas adjacent to these countries which 

are beyond defense, lines expected to be tenable. In proportion to the 

risk of loss of COMINT personnel and/or classified material located 

therein" such areas involve three situations: 

, a. Protected situations,i.e.: those in which there is no·~ 
! 

.), .~. 

, reasonable expectation of such a ioss. . ,". 

b. Risky situations,i.e.: those in which it is likely that 

complete evacuation of COMINT personnel and removat or 
", 

effective destruction of classitied material. will be 

accomplished. 

c. Ihngerous situations,Le.: those i t1 "rhtch it is unLikely 

that complete evacuation ot COW. lit' 'I ':"::r))1l1t:;!l and removal 

or effective destruction of cl~,Gf~:i i'I' d J',r:terial will 

be accomplished. ]. 
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The (I,ec:tDion whether a riven Gituatim :1.8 proteo~d, rifJl~ or 

,dangerous she.ll be' made byWCm or IBIB~ or by such other': authorities as' ' 
" I I 

~ responsible tor the security ot tbe COMINT activ1tiesconeerned~ ond 
'I 

, , 

sbal.l be made :t.n the light ot the political, military, and other factors 
,", ',: ' . (. 'i' 
a:tfect1ng the safety ot the ComN'l' personnel M4 materials. :lnvolved.', 

I ' " 
'j, , ' 

4. FAC'.OORS AFlEC'r:rm,DECISIORJ 'l'O CONDUCT CCIm'l AC'rlVlTIES IN 

• 
, COMIN'J! act:l.v:l.t1es s~l be oonducted in r111~ or c1.ansel ",:US 

I .' 

s1tuat1ons only' atter d\le consideration of the COMlNT ).08eell whicb ma;y resul.t 
, , 

,I . 

it the area concerned ;La suddenly attackod" and ~t the probable eUect 

,of such losses upon the conduct .ot COMINT activ:lt1es elaevbere; 

5. SAFmUARDS FOR 'RISKY SITUATIONS 

In ~hs case ot 'OO11INT o.ct:l.vities estab11sbed in rts~ . s1tuationf.l" 

the tollowins eat'esuards shall 'be a.pplied sa.ve as, exceptions to them 

are epeO:l.f1cal~ approvdd by, mom or ISIB: 

N5A Form 781-<:135 1 Jul 52 

a. Only intercept, anaiytic and reporttns tasks ~ch cannot 

be pertormedsatisfactori1f in eate or proteoted. 81t~tions 

shall beass1sned. 

b. No Category III COMm or related ·documents and technical 

material shall 'be held except those essential to tlle 

a.ssigned task and of current application thereto" and the 

latter shall be maintained 1n such oondition as to insure 

·1mmediate destruction, if necessary, upon sudden threat of 

seizure. : 

c. No person in Group D" as de:f'1necl 1n sub-pe.ragraph 300. ot 

~pendix B.I sheJ.l be assigned" unless required. by technical. 

considerat10ns. 
, 

d. Facilities, shall be provided with ~Thich of tlie" complement can 
\.';1 

be ex:pecte~ to destroy ef'f.bt1vely, if necessary, a.1.1 claosified 

T QtB rri&EJZJkEJi~e<aAtine£e with 

'.,'''''''' 



9'0'0 SlfCHET CllN~ - SECURITY INFORHATION 

/ . 

i· 
I : 

1~; ?ii:lTC h 1S 53 ; 
\ . 

A1j i;e nd. ix B \ \ 
i~ ;: m0X1)re B 2 \ \ _ . H ___ 1 i 

e . Appropriate .steps shall be taken to insure that adequate 
\ 
\ 

arrangements are made for safe evacuation of all personnel . . . \ 
whose loss would · be damaging and that the Unit in question . . \ 
is kept informed of evacuation plans on a current basis\. 

\ ' 
6. . SAFEGUARDS FOR DANGEROUS SITUATIONS 

1 
\ 

\ 
In the case of COl-1INT units established in dangerous situatibns 

the following safeguards shall be applie<l; save as exceptions to them are 

specifically approved by USCIB or !..SIB: 

NSA Form 781 - C13S 1 Jul 52 

a. Only unique intercept tasks which cannot be accomplished 

elsevhere shall be assigned, and only such analysis as is 

locally required to support these tasks and pernlit essential 

technical reporting shall be performed. 

b. OnlyCONINT documents or technical aids essent:i '3.1 and of 

current application to these tasks shall be held . 
. 

c. No Category III COMINT or related documents and technical 

material shall be held. 

d. Personnel teclmically informed in COHINT· of a higher level 

or broader scope than is required for the limited mission 

of the unit should not be assi@1ed if avoidable. 

e. No person in Group C as defined in sub -pax-a.graph 30c 

of Appendix B shell be assigned unless his presence is 

vital for the effective functioning of the tmit. 

f. No person in Group D a.s defined in sub-para[,rre.ph 30d 

\ 
of AppenoJ.x B shall be assigned. in 8lW c:LrcUlilst£ll1Ces. 

\ 

3 
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g. Facilities shall be provided with which the minimum number 

. of persons on duty at anyone time can b e expected to de-

stray effectively, if necessary, all class ified COldlllfT 

materials wi thin a time limit commensurate with existing 

dangers, and unit pe rsonnel shall be skilled in the use 

of these facilities. 

h. Appropriate steps shall be t aken to insure that the unit 

in question is kept informed of evacuation plans on a 

current basis. 
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CO-OBDINATION OF~IC AliALYSIS .AND.EXCBANGE 
OF TRAFFIC .. UALYSIS~MAT.Il:lUAL " 

(Fqr d~tails see~~XUI"eD~) 

1. It will be the joint objective ot the parties toensuretbat the 
required:f'ield of tra.tfieanaiysis problems is cove:redas:th<>rougliJ.yas 
possible but only general rUles can be laid . down .' for ~ the division of 
T/Areaponsib111tybetweenthe two p~ies. . 

2. With this objective in view, ~ uixproduct.ivedupl1cation o-r detail
ed work will beelim:l.li8.ted and it isrecognisedth8.tthe best method of 
fUrthering this process ofe~ne.tionil3 toexche.11ge intormationwbere 
ever possible in the form of partly 6r tully proceSsed material. 

~ ~ ~ 

3.. Published reportsonTra.t'-ric~ysisw:1.ll always be made avail-
able ~ to the other party. .. .',- .,' . , 

4. Where the excha.ngeofpulllishea. reports is illadequate there-
quirements for a more . detSiled . exchange will be stated. . ThesereqUit:e.:. 
mentswill be satis1'ied. as fer as possible 1'r,om the materiSJ. being c.-rently 
produced -e~g. worksheets, log diges:t;s, da1ly dia.gJ:'amsaIidot~r .pre
digested material - but both, parties will: endeavoUr to meet any 
.additional requirements by modifying the tormorcoritent of these 
partly':'processed reports. ~ 

5 • . , Where in any epecifi cease the e:lCcha.nge ofmateriB.l provided for 
il;1 paras. 3 and 4 • above is inadequate ai ther l?arty may requestcopie.s 01' 
the Ullprocessed logs orcllatter sheets. Such requests will be sat~sfied 
wi thin the ,lim! ts of the resourcesava.ilable. . . :,. ..-. 

6. The method ot exChange in all cases W111be by radio or by bag 
according to the ~ture and urgency 01' .1fhema.ter~a.:L. 

7. In order to facilita.te the exchange of ·materi9.1. a degree , of ~ 
standardi~ation will be aimed a.t in the lise of names 'orabbreviations
to describe T/A features, e.g~, t~smiss~on;;'systems, eall-signsystems, 
procedure codes, traitic types, etc ~ .. . 

8. Continuing ·~eft'orts.will bema.de· to applye~n ·va.liditystandards 
and terminology in T/ A reports' of both Agencies, to facilitate understand
ing and possible re-use of reports by the other Agency. The following 
adjectivSJ. meanings are accepted. as standard t:orthe vaJidity deSignators 
"fl." to ~tD". 

1 

TOP SEcRET .EIDER 



OGA 
EO 1.4. (c) 
EO 1.4. (d) 

1j>P SECRET EID9-

2 

/ 

OGA 
EO 1.4. (c) 
EO 1.4. (d) 

Tap SECRET EI9ER 



OGA 
EO 1.4 .Ie) 
EO 1. 4 . I d) 

OGA 

10. The basis for the continuous co-ordination involved will be an 
exchange of reports consisting of:-

(i) reports on intercept results as requested by either party. 

(ii) lists ot tasks allotted to stations (on a monthly or weekly 
basis as is required). 

(iii) ;l.nformation on major changes in the cover situation 
(exchanged by signal). 

ll. In general the division Of work must fall naturally according 
to the locations of D/F and intercept stations, and the intercept 
tasks and search programmes undertaken by each party. 

12. Collaboration between the parties in the tield ot D/F shall be 
in the form of:-

(i) 

(ii) 

requests from any agency direct to any other tor bearings 
and fixes on specified targets and 

the exChange ot results. 

13. . Collaboration in the :rie1d1 c' Iwork:m.l1 aut0Jllatically 
occur in the norma:I.exchange of Traftic Iulalysis .'> 
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OUTLINE OF REVISIONS EFFECTED IN APPENDIX D 
. ," ", . ' UKUSA ' AGREEMENT .... 

A.. CO-ORDINATION OF . TRAFFIC ANALYSIS . AND ExeBANGE OF TRAFFICANJ.l,YSISMATERIAL 
·'i ,' 

Para. 1. Wording revised. 

2-7. No revision required. 

8. Revised in order to incorporate provision tor use ot validity 
indicators contained in US/UK Conference Agreement, July 1951:. 

9. No revision required. (Reviewed by NSA-61) 

10. No revision required. It If It 

11. No revision requir~d. " If n 

13. No revision required. II " " 

B. APPENDIX D'Arlne:lruI'e Dl,. (Old sheet #1) 

The ,wording of' the present heading changed to ·reflect arrangements 
currently in. effect. '. .' . ' . " 

Para., (i). Exhibit 6 deleted. 

(11). No revision required. 

C. (i) CONSIDERATIONS GOVERNING ALLOCATION OF MAmRESPONSIBILITYFOR INTERCEPTION 

Para. 1. 

2. 

3· 

No revision required. 

Last sentence revised in keeping with cprrentpractice. 

Deleted. 
Renumbered old sub -paragraphs 4, 5, 
and 6; no other revisions required. 
no longer applicable., 

6, and 7to read 3, 4,5 
Old paragraph 8 deleted, 

D. (ii) EXCHANGE OF INFORMATION , ON STANDARD FIELD m:rERCEPT. OPERATIONS 

Para. 7. Wording revi sed in order to provide for continuing, as opposed 
to initial, exchange of the type of doctUD.6nts listed in 9(a) and 
9(b). · · . ' 

7a (1) .DCR Format changed to "Station Coverage Format". 

( 6) • D/F Manual eba.nged to read "D/F Manual (when available) n • 

(8) • Log Digest Format . changed to read "TECSUM :Format" • 

{:lO) • "DARE Format" added. 
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E. APPENDIX D, Annexure D1 , Exhibit .1 . 
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EO 1.4. (c) 

EO. 1. 4. (d) 

Exhibit 1 has been almost cOIl1.Plete1y revised inasmuch as only a very few 
of. the present paragraphs can be :rltained. . 

G. APPENDIX D, Annexure D1 ,Exhibit 3. 

Exhibit 3 has been C~~11etelY revised. 

H. APPENDIX D, Annexure Dl, Exhibit 4 

INTERCEPrION. OF INTERNATIONAL COMMERCIAL TARGETS 

Para 1. No revision required. (Reviewed by NSA-61) 

Para 2. No revision required. (Reviewed by NSA-61) 

Para 3. No revision reqtrl.red,;- (Reviewed by N~A-61) 
·OGA 

Para 4. No revisfon required. (Reviewed by NSA-61to 1. 4. (c) 

EO 1.4. (d) 
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1. APPENDIX D,. Almexur.~ Dl? ExlJibi t 5 

ASSOCIATION OF U.S. AND U.K. D/FFACILI~IElS. 

Para 1. No revision required. 

Para 2a. 8th line change .AFSA toNSA. 

Para 2b. No revision required. 

(Reviewed by NSA-61) 

(Reviewed by NSA-6l). 

(Reviewed by NSA-61) 

Para 3. 3rd line ,delete the word "projected". (Reviewed by NSA-6l) 
, ,". ~ 

J. APPENDIX D,AnIleXtireDl,Exhfbit 6 

Delete thisexbibit. 
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1. TELECOMMUNICATIONS REQUIRED 

~xclusive and readily extensib+e telecommunications between Agencies, 
.' , . 

and between Agencies and their outlying STations, will be maintained 
/ 

I 

in order to make possible the rapid flow of all types of raw traffic 

from the points of interception to the several Agenciesj the rapid 

exchange of all types of raw traffic, technical matter and Communi-

cation Intelligence b,etween the Agencies; and the ·efficient control 
.~ .- , . 

I 

of interception coyerage. In additiori\lateral communications between 
I \ 

stations. of one ,party and Agencies or stations of the other may be 
\ 

provided ~or the same purposes as necessary and mutually agreed. 

• 

2. INSTALLATION, MAINTEN~C~ AND OPERATION OF TERMINALS 

3· 

4. 

The terminals of circuits or channels intended exclusively to carry 

Comint traffic between the British Commonwealtr and the United States 
\ 
\ 

will be installed, maintained and operated as arranged by the 

appropriate Comint Authorities of the countries concerned and, although 
I \ 

normal'ly such terminals will be installed, maintained"\.and operated by 
f ._-" .-' ~'" .-.~' ... ~-- .. ---'-"~"_V"=".~ ..•.. ="" "~"".' \\ ..•. ~ .. 

the appropriate U.S. or British Commonwealth authority on whose 

territory the terminals are situated, this will not be Ob~gatory. 
~ .. ~"~: . 

~SION OF EQUIPMENT 
. .\ 

The provision of equipment of all types will be by mutual aSsista.nc~ 

where necessary and practicable and as agreed in'each specific case. 

CRYPTOGRAPHIC AIDS 

a.. Common cryptographic a.ids "'ill be used for combined Comln't; .connmmi-

cations. The matter of crYJ:)tographic aids .... rill be kept contlnuously 

1 
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, . 
under review with the object of mainta.ining and increasing security, 

and of facilitating communications. 

b. In order to reduce the number ·of personnel reqUired for 

cation and cryptographic operations and thereby to augment the 

forces available for direct intercept operations, and also to ' 

improve speed and accuracy, the ultimate goal should be the trans~ 

mission of all Comint material in on-line cryptosystems.'1 Every 

effort should be made towatds this end, consistent with the 
I 

policies of the Services of both countries. 
"", .'" 

5 • . BAG ROUTES 

Bag routes will be kept under review with the 

advantage of sea and air services. 

6. MICROFILM 

All agencies will be equipped to handle microfilm 80 that it may be 

available for use when it is not practicable to send the original 

material. 
, -' , ' 

. . \ 

7. COMMUNICATIONS LIAISON 
\ . ~ '. -"'. ,:, , 

A representative of the Director, GCHQ, and a representative of the 
,\ 

Director, National Security Agency, will be given the specific' duty 

of keeping un~r review Comint communications problems and advising 
I 

on such problems as they occur. . ~ ~ . 

---8:- COMMUNICATION REQUIREMENTS IMPOSED BY OTHER APPENDICES 

It is agreed that when all appendices which impose a communication 

requirement are approved by COmint authorities concerned,. such 

communication requirements will be included in Annexure Hl • 
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(b) Implementation will be phased to meet the communication, 

requirements of the U~S. intercept stations and units 

currently located and planned for location in the U.K., 

and should be completed not later than the date of 

establishment of the u.k. cccc. • •• • • ,> ••• 

(0) The requirement for, this facility includes synchronous 

on-line 9ryptographic operation and amiri~ capability 

of hanqling 20 per oknt of its normal hourly capacity 
,. ; .. ' 

durini any hour of the day. 
I 
I 

5. 'lRANS-PACIFIC FACILITIES 
: 

,~ ': ; I 
I , a. Requirements 

,(1) When the 367th Signals unit as a whole move~ from Hongkong , 
j' ' 

(2) 

to Okinawa there will be a reqUirement to pass an ~stimated 
/ " I, , 

100 ,000 grO,,xJ?s of traffic daily ~tom Okinawa to Meibourn~. 
, I 

I I 
As a mat~er of expediency and ecortamy, the possibility of 

I 

expanding the existing USAF RAAF single channel cir~uit 
, 

, \ 
between these points to multichannel operation should be 

\ 

explored. \ . 

Subject to later discussion between NSA .,DSB-GCHQ, it ',is 

considered that there' may be reqUirement~or direct \ ' . '. 
. \, \' 

I ' ' 

1onnnunication between reB and NSA (and possib~y Tokyo' and 

f"'wa.il.) . :rn the mea.nwlli).e essentioJ. Communl.c~t,\ons Wi1-l be 

~passed by GCHQ 

6. OTHER COMBINED COMMUNICATION NETS AND LINKS (EXISTING AND P~D) 

a. GCHQ - 6910 SG - 365 SU Net 

(1) GCHQ - 6910 SG Link 

This is a simplex circuit operated on-line. 

(2) 6910 SG 365 SU Link 

, This isa simplex circuit operated on-line. 

(3) 6910 SG Cheadle Link 

This circuit is being held in abeyance. 

s 
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19 March 1953 

TheConterence agreed upon the folloving definition ot "releasable" 

eq~pment tor insertion as a toot note to paragraph 4 of Appendix p: 

. " 'Releasable' equ,1pment 1s defined as that equipment which 1s re~ , 
. . 

~eaB8.ble ,under the ' national poiic1es of the country making the delivery. 

In general, rel.easable equipment is considered to be that wh~ch either can be 

purehased commercially or is available through governmental sources and 

class11;ied not higher than CONFIDENTIAL." 
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!' 1. GENERAL 
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1. The following ,princiPles affei\tingthe COMINT arrangements for 
SACEUR apply to planning for wartime except insofaJi as provi'sion is made 
in paragrap;Qs 26 -29 belo'., for additional peacet:iJlle co-operation. They 
will be the basis on which the ~~''vc~J~.,~ .. K!",,.Q,001f.t..~uthorities will , ' 
negotiate with SACEUR and on wh:tCli'"SUbsequent negotiations with Third Party 
nations ,sho\ll.d be conducted. AnY. alterations of principle which may become 
necessary as the result of these negotiations will be agreed between the 
U.S. and U.K. COMINT authorities and appropriate amendment.made herein. 

, I 

2. In ord~r that the,~rangements contained herein may be effective 
on the outbreak of war, it w~,J.l be necessary to ,~nitiate planning in peace
ti~e ~th the Third Party nftions concerned. Th~splanning activity should 
begin as EiOon as possible i J , ' 

J 

3. In order to promote the greatest possible readiness for war, ' 
it may be necessary to extend this peace, time co-operation beyond the Eitage 
of planning. The decision when to enter'upon this second stage will be 
taken by the U.S. and U.K. COMINT authorities at some later date in the 
light of the the~reva~l~n~~ternational $ituation and of the experience 
gained 1n the course of col-operation with Third Party nations on COMINT 
planning. 

NOTE: 
" 

Pertinent definitions for the purposes of this paper are 
\ given at Exhibit 1 hereto. \ 

II. DETAILED PROPOSALS 

SACJ'AJR Y STRUCl'URE'\" 

The JACEUR Y Structure should have the following elem~~ts: 
(a) A senior Y officer at SHAPE (SACEUR Y officer) 

assisted by a Y ste£f. 

(b) Y staffs, where reqUired, at headquarters of major 
subordinate Force Commanders under SACEUR. 

\'. 
\ 

\ 

(c) National armed forces Y lJnits !,)rovideo. specifically for 
direct support of their o,{n nD,tione,l forces operating 
1.mder SACEUl=t. 

5. ~t'he r,,~spons:i,bility for formulating and iLlplementing SACEUR I s 
Y policv should lie with fLe. of S '(I) C!j-fI:,P',i' _ cl • J ~_ ........... ....:.J to 
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PARTICIPATION IN SACEURY,STRUCTURE 
i ' 

6. Participation in the SACEUR Y Structure, includ~ng Y staffs, 
should be open to all na~ions contributing to SACEUR command, as a normal 
mini~, combert forc~B equivalent t~. a U.S. or ~ritish Corps, together 
with Y\units adequate for theirdir~ct support, provided that these nations 

, undertake to enforce appropriate security measures as set forth in Exh:j.bit 2 
h, ere, to ,\and alsoun,d.ert,ake to, apply ',the princ, iples ,set forth ,therein,' as ,_a 
minimum to all other COMINT acti 'vi t'ies under their control. 

, , 

7,; Each participating natio~ I?hould provide and tna.i~tain the' Y units 
needed fr the direct support of' its forcefl under SACEUR and sho\lld ensure 
their op rat:tonal efficiency. ' . - .. 

FUNaI'IONS OF THE SHAPE Y STAFF 

8. 
include: ' 

Form 781.e135 

The :functions of the SHAPE:Y Staff under A.C.ot S. (I) should 

i. 
(a) effecting any necessary general co-ordination of the 

SACEUR Y effort; 

\(b) establishing as far as national differences permit uniform 
! operational procedures between Y units of different nations; 

(c) giving technical advice as required to the SHAPE Intelligence 
Staff on the interpretation of Y information received by" 
SHAPE, and arrang:i,ng for the SHAPE Intelligence Staft to 
receive all the Yiinformation available in the SACEtJR 
Command which may;-he of value to it; , 

(d) formulating and 6 .. lpervising compliance with security regW.l,ltions 
and policies gover~ing the production, handling and dissemination 
of Ymaterial within the SACEUR Command in accordance with the 
agreed security principles in Exhibit 2 hereto; 

(e) arranging for Y units to receive such technical material and 
end.product, whether produced in the SACEUR Command or 
received f~ national sources, as may be necessary for 
efficient conduct of their operations; 

(f) co-ordinating arrangements for the exchange o~ traf~ic between 
Y Units Within the SACEUR Y Structure and for the flow of 
traffic from Y \Uli ts in that structure to national COMINT 
authorities as required; 

(g) arranging tor material of technical COMINT interest, inclu~ing 
prisoner of war interrogations, prisoner of war reports, and 
captured documents and equipment to be made immediately 
avai~able as appropriate to the elements of the SACEUR Y 
Structure and to na.tional COl-lINT authorities; 

:3 
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(h) establishing and stating. to the appropriate authorities 
requirelOOnts ,for such apecia.l cOmmunications end crypto... : 
channels as niiY-lienecessarytomee·ftbeOperationarand.---'---'---' 
secUl'i ty requirements of the Y effort wi thin the SACEUR 
command. 

FUNCTIONS OF Y STAFFS AT SUBORDINATE COMMANDS' 

9. Y staffs at subordinate CODD'l)8Jlds should perfo:rm. fUIJ.ctions 
corresponding to those of the Y staff at SHAPE. 

FUNCTIONS OF Y UNITS 

10. The main task of a Y unit should be to serve its own co~d' Or 
formation with information of immediatei value about forces directly opposing 
that command or formation. 

11. l?!hen necessary a Y un1tmay support a command or formation of a 
different participating nation. Any arrangements for such support or a.n;y 
combination of Y units of one nationality with those of another nationality 
will be subject to agreement of the military commanders of the forces for 

, whose support the un! tswere provided, or of tbe cognizant national COMINT 
authority if required. 

COMIN'!' UNITS IN THE SACEUR AREA NOT ENGAGED IN DIRECT SUPPORT OF FORCES 
UNDER . SACEUR 

12. Each nation with forces serving under SACEUR may individually 
arrange with the author! ties concer,ned to operate in the theatre national 
COMIN'!' units not provided specifically or exclusively for direct support 
of the forces under SACEUR. These units will not operate as part of the 
SACEUR Y Structure and will not be subject to the arrangements for 
inter~a.llied co-operation. 

13. The U.S. and the U.K. will maintain an operational separation 
and, insofar as practicable, a p~sical separation between the Y units 
and their national COM[NT units. 

14. It is recognized that certain COONT units at the higher levels 
(e .g. Army Group) wou.:'"d be directly supporting both SACEUR and their 
national COMINT organizations. Each participating nation would have 
discretion about such matters as tl~ right of access of other nationals 
to the se uni ts • 

CO-OPERATION HITH THIRD PARTIES WITHIN SACEUR Y STRUCTURE 

15 • Co-operation ;or! th Third Parties wi thin the SACEUR Y Structure 
should be coIifined wi thin the 11mi ts necessary to meet the essential Y 
needs of the Armed Forces contributed by them to SACEUR and must not 
reveal that thel'e is Cor-'lINT collabOration between the U.S. and U.K. outside 
the sphere of Y. Hi thin the .limi ts agreed for the release 91' COMINT rna. terial 

" produced by U.S. arid U.K. organizations (see paragraphs '20 and 21 below} I 
,.~o-operation with Third Parties should. be wholehearted~ . 
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i 

16. The cb.::mnels for the provision of technical assistance to Third 
Parties from U.S./U.K. national GOMIN'!' sources should be via the highest 
levels of U.S. c~l!ld U.K. Theri~re COMIWl' organizations or via the SHAf-'E Y 
staff whichever is more apprbprL'J.te in individual c aser:. • 

17. In' so far as coosistent ,uth the agreed limits for the releClse 
of U.S. ooel U.K. CmmlT, snel in order to secure the necessary degree of 
uniformity, Third Parties should be persuaded to 'adopt certain conllUon 
operational proc--edures (e'G' those parts of the BRUSI\. notation system 
used by t e U.S. and U.K. Y units supporting forces under SA.CEUR). 

I:I0VENlENT OF Y Wi.TEH.HI.. BETvmm,r mars lTIIJDEH Sfl.CEUR AND 'mIRD PA-lITY 
NATIONA. ORGANIZATIONS 

. The Y. units arid Y sta.ffs of the participating nations would be 
rty to pass to their 01'0 national cmrnT organizations and to 

other participatinG nations, but to thos e r./·ttions only, too technical 
mater .1'.1 and traffic r;rodt.1.ced or received by themselves. The national 
C01I'm¥T organizations of the pnrticipClting nations should in turn provide 
such/technical support both to their ol'm Y units and through the SHAPE 
Y st'aff to the Y units of other participating nations as they lUay consider 
w:>uid be appropri.9.te and of assistance to the Y effort under SACEDR. 
Su~h material shall be handled in accordance with the regulations in 
Exl1ibit :2 hereto. 

E/GIlr'J'IGE OF INTERNAlLY m ODUGED Cmrnlrr END-F ROnUCT BETVlEfl-T SACEUR 
i}ND OTHER SUPREME .'\1,L111) GOH:i.l'JmrmS 

'

{9. . Exchange vdth other major Commanders of Ni\TO of internally 
./ produced COMINT end-product andappr eciat ions should be as agreed 

I
f between the Supreme Allied Gommanders, cone erned and should be .c onfined 

f to the highest levels practicable. >:>\.\ch exchange should take place in 

! a secure cryptographic channel provided exclusively for that purpose. 
As a condition of such exchange, the 88c1..1.ri ty principles set forth in 

! Exhibit:2 hereto shall be !1pplied nS~l' minimum for the handling of the 
/ IInterial in the Commands concerned. 

RI;:LEI\SE OF TRI\.FFIC lllTELLIGENGE ITWnUGED SY U.S. Aim U.K. ORGANIZt:nOlTS 
, 

20. The release to Third Parties in the S:\CEUTt Conunand of Traffic \ 
Intelligence produced bJ~ D.S. and U.K. organizations will, within the \ 
limi tat ions of the need-to-knovr and the provisions of Exhibits :2 and 3 I 
hereto, be subject to the follovling conditions! \ 

Form 781.C13S 

(a) First (re1easable) Category'\ 
I' 

Glass I " 
'II 

\ 
This consists of Y JrlOlteria1, both end-product and technical :\ 
materLil., produced by U.S.8.nd U.K. Y units, 2nd i::CJ.terinl " 

II of the so,me kind :Hlc1. sup; lenentary to it proc~uc8d by U.S. , 
d l.T 1'1. rn' 'T"'-' . t· "'l' . 1 . 11 J) I an .' •• v..- ",:.~".l org"l.n12-9. lOTlS. J. ns c ass YD... r:orlil3. .. y 

be released !'.JJtora".tic:ally in YI'3!'til!1e b1Jt the decision to 
COr:1T.1GCCc Juto!-,ud.c release of this cl:-:;ss ',':ill b(; suhjoct 
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t.o mutU.:ll ~:l sreemont between the cognizant U.S. and U.K. 
COI,IIIIT authorities • Allor {!. :OY part of this material· 
will be wi t.hheld [It any time by both l)arties if either 
purty clcchres that release would be hazardous to its 

. ' natlonnl :I.ritcrests. 

Th1.B consists of COIJIUIT material, both end-product and 
technical mo.terial "Ihich, although produced by u U.S. or 

. U.K. COMIN'!' orGanization other than a Y unU, would be 
capable ·of production by Y units, and which, if' passed 

, tl.> a Y un:it, would enable that unit to achieve a 
significantly highor degree of exploitation of its 

, " nqrmal tasks. Both U.S. and U.K. nat.ional COJ';'lINT 
authorities must be in agreement before material in 

' . this class may pe released. They will continuously 
review the class and maintain agreed lists of the 

. material ipcluded in it. 

' (b) Sec2.l2.d (Nori-relea§.ublel Category 
i 

This consists of the remainder of Traffic Intelligence 
riot. included . above~ It may not .be released to Third 

. Parties except as indicated in E)~ibit J hereto. 

RE~t\SE ~., SlECIAL IN'm1~!.GENCE . , 

"i 

· 21. . 'Special Intelligence win only be released to Third Farties in 
the SACEuR. Command in accordance \'Jit~ the provisions of Exhibit ~ ! ~eretol! 

' . ' . . . I 
PRINCIPLES 'FOR DEALnfG . )iITH CCHINT EI'ID-PHODUCT INTRODUCED INTO 
...-----..,..-~----.-- . -"" --- . -_.-
41LIED CHJUmELS BY THIJ§.! P.iUiTIES . 

2~. . COMINT eng-product introduced by Third Parties into Allied 

• 

' Intelligence. chimnels will be handled in accordance with paragraphs 20 and . 
2l . o:rE~~bit2 hereto. . 

Q.CL-Q£~l!ION.1.U...f~li<L. OF "'ydffiTUiE X STRUC!UPl! 

23. . . '. It · is agr~ed that co-operatioJ:) vd.th Third Parties in planning 
the wartime structure should begin in pe~o~time and as soon as possible, . , 
and that the.re should be step-by-step implementation of the SACEUR Y 
programme in consonance with satisfactory testing of each successive 

· step. It is considered advsntaeeous to establish relations with one 
Third Party nation at a time until all those considered eligible are 
included. Before making any proposals to ind:i.vidual Third Party nations 
which may necessitate the dlsclosure of information regarding U.S. or U.K. 

· plans for Y, SACEtJl=l should seek the concurrence of the U.S. or U.K. COMINT 
authorities • . 

24. . . In any approach to Third Pnrtie3 within the SACEURCommand Vii th 
regard to the planning of a vJortime Y structure the following principles 
should apply: 

Form 781.C13S 

There must be no ' disclosure to Third Parties of any 
U.S ./u .K. COi,!.[lIT collaboration outside the SACEUR ' 
Command, ond co-operation in planning should be 
conducted rJithout revenlingpresent U .• S. and U.K. 
COi:.IINT successes or the sc<:\le end na ture of their 

'. pre;3 €:rit o.nd planned COIt:nrr effort. 
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(b) As a condition of co-operation in planning the SACEUR ~ 
Structure Third Party nations must accept and adhere to 
minimum security regulations governing the production and 
handling· 0'£ Y rna terial. 

(c) Knowledge of' the detf!,ils 0'£. the planning of the SACEUR Y 
8tructure must be restricted to nationals of those nations 
taking part ·in that planning. 

I . . . . 

25. ·';t'heplanning apd negotiations in any approach should be done by the 
SACEUR Yotticel', assisted bysuchpfficers of the U.S. and U.K. services 
concerned· as i tmay prove necessarY: to appoint. He and his staff should 
e.stab11sh~ Withip,the frarnework'ot' 'the agreed wartime arrangements, a skeleton 
orgtillii~ationa.nd communications network designed to ensure the orderly 
expan~lonande,£fectlve operation of the Y structure on the outbreak otwar • 

. Tbey . Elhould, also develop. su~h common or simile.r procedures as may be desirable 
and practicable. 

26. . 1n .order to carry out his plannihg task, and in o.rder to adv:i,se 
Third Party nations, the SACEUR Y officer should be provided with pertinEmt 
lnformationonthe Ejubjects listed below. :Thenat10ns concerned'should 
eachd.eSignate the authority with whom he may communicate on these and 
other Y ma.t~rs. ; ! 

. I " 

~es 0'£ Y units 
Number of units planned 
Administration 
Basic operational organization 
Manpower complements (by function) 
Number of intercept positions . 

(in broad categories, e.g. H/F Voice; n/F) 
Frequency ranges of intercept eqUipment . 
Communications equipment of Yunits 

LIMITS QF PEACETIME CO-OPERATION BEYOND PLANNING THE WARTIME STRUC'ruRE 
i ( 

27. As planning of the wartime structure proceeds, it may become 
necessa.ry to undertake further pea.cetime co-operation with Third Parjiy 
nations cOJl,t:J;"1but1ng :forces to SACEUR in o:J;"der to ensure the grea.test 
pos5~bIe readiness for 'War. 

28, The first phase of this further co-operation will consiEjt of a 
limi ted exchange with 'lhlrd Party nations of traffic and tecbnical;rna. tertal. 
The ma.tel·ial provided by U.S. and British COMINT authorities will conSist 
of selected traffic and technical data designed to assist Third Party nations 
to trainY arid Intelligence personnel :for eventual service ,with forces under 
SACEUR. T~e commencement of this phase will be subject to the agreement of 
the U.S. and U.K. COMINT authorities and the provision of the material may be 
p:r·ogressivel.y expanQ.ad, wi thin the following limitations, as specifically 
agreed by U.S. and U.K •. COMINT authorities in each case and in the following 
order: 
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(a) Ra,., traffic selected in accordance with identification 
cri teria lU10lTn to be available to the Third Party. 
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(i) 'aaw traffic selecte~ in accordance with identification 
! 'criteria not knownl/t.o be available to the Third Party, 

and not involving revelation of more than 10vi grade 
technical success r 

(9)' Results of traff;ic analysis and plain text not involving 
solution of complex pa11sign Dr procedure systems. 

29. As a second phase a11,1 depepding UPO!l devel~pments in the international 
situation, ico-operation may lpter be, extended by agreement of the U.S. and 
U.K. COl'IIN1 authorities wi th*n the limits agreed for wartime co-operation. 
'1'his second' phase will be del:~igned to COver a~tual needs which will by then 
have become apparent. It wll1 be conditioned by the greater knowledge of 
Third Party activities and hr the sequrity risks involved which will have 
been acquired during the e?rlier sta¥es of peacetime co-operation. 

JO. COMINTdisseminatio'n to Third Po.rties in peacetime, beyond that 
provided for above, will ,be governed by the principles and regulations 
contained in Exhibit 3 hereto, and Vlil1 commence on a date to be agreed 
by the U.S. and U.K. Cm;:mT authorities and SACEUR. 
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EXHIBIT 2 

PRINCIPLES FOR THE HANDLING OF Y. 

INTRODUCTION 

1.. These princip1.es shall. be the basis in peace and war of all. 
security·regulations and policies governing the production, ha.ndling and 
dissem~ti6nof Y. 

DEFINITION 

2.. Y is Communication Intelligence which mobile field units can 
derive from the timely processing of traffic procured by them by listening 
to enemy communications for the purpose of providing intelligence for the, 
command~rs of the forces which they are directly supporting. It includes 
raw traffic, end-product, technical. material." working documents and captured 
mater:l,.al. used in its production. It also includes intelligence reports, 
apprec1f:1.t1ons and summaries based on Y unless the information is so generalized 
that it cannot be traced back to a particular item ofY or to Y in general. 

GENERAL PRINCIPLES OF SECURITY .AND DISSEMINATION 
I 

3. Nations participating in the SACEUR Y effort must, as a condition 
of participation, agree to accept and adhere to these regulations. 

4. Each country participating in the SACEUR Y effort will designate· 
a national authority to deal with all questions of Y security and enforce 
these regulations. 

5. Each national authority wi1.l designate a Y Security Officer to 
wham Y materials and comm~ications relating thereto shall be addressed • . 
6. SACEUR will formulate and supervise compliance with security 
regulations ·and policies foroY within the SACEUR command. 

7. BeforE;! an individual in any capacity has access to the knowledge 
or resul.ts of the SACEUR Y effort, he must be screen~d and cleared as being 
of unquestioned loyalty by his national authority. The screening must be 
as thorough as possible and at least as thorough as that given to individuals 
having access to COOMIC information. In a.ddition to such c1.earance, ea.ch 
individual serving under SACEUR connnand must be specifically nominated to 
receive Y either by SACEUR or by the concerned national authority. In the 
latter case the nomination must be approved by SACEUR. In exceptional 
screening, clearance and nomination may be waived for those individuals 
apPOinted to certain key posts, a list of which should be drawn up by SACEUR. 
Such personnel may be given access to Y upon the authority of the appropriate 
commander. . 
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8. Prior to being given access to Y, each individUal will be Y 
indoctrinated by a special warning on the sensitivity of Ysources to 
compromise and be required to sign a document drawing attentiori to his 
special responsibility for safeguarding Y and to the consequences which 
the law or administrative or executive order of his country, or order of 
SACEtJR,. provides, if either by intent or negligence he allOW's Y to conie 
to the notice of unauthorized persons. It must be stressedthit there 
is no time limit in that the infonnation must be safeguarded indefinite~. 

9. Distribution of Y must be on the need-to-knowprinciplej i.e. each 
item of Y shall be made known only to those Y indoctrinated indiv:i.duals who 
require it in the performance of their duties. SACEUR will maintain control 
lists of indoctrinated Y recipients in forces~der his command other than 
those engaged . in the production of .Communication Intelligence. He will 
ensure that the number is kept to the minimum consistent with essential 
intelligence and operational needs. National authorities will maintain 
similar lists of their own nationals and apply similar restrictions. 

10. Y indoctrineesmust not be allowed to run a greater risk of 
capture or interrogation by enemies or potential enemies than is absolutely 
necessary for the efficient performance of their duties. This must Mao 
apply to a period of six months after they have ceased to reCleive Y material l · 

except during active operations incases of :i.m;pelling .necessity. 
J , · ' I _'- ·':'.f~;' - · 

ll. The greatest care must betaken not to betr~ Y success by actions <. 

based on it. Efforts should be made, if at all possible, to devise suit~ble 
cover, such as. recotll'laissance. ' · The source should on no account be needlessly 
risked.. . 

12. SACEUR will determine the level to vThich Y will be disseminated. 
Normally; in ground forces this will not be below a Corps.* In exceptional 
instances, where it is essential for innnediate operational purposes, information 
based on Y may, as specifica.ll.y authorized bya Y indoctrinated commander, 
be .disseminatedbelow the normal level tounindoctrinated individuaJ.s 
provided the source is not disclosed • . Where possible" names" time" positions 
and other data identical with that from the original text mUst be omitted" or, 
if the retention of such . an item or items is essential" must be carefully 
paraphrased. Such information must be passed by a secure despatch service" by 
a secure line or in a Cipher system approved by SACEUR. It must not be passed 
in clear by radio (including radio telephone). 

13. Knowledge of the methods and scope of , and the technical material 
resulting from, the SACEUR Y effort will b'e restricted. to the nationals of the 
nations ,\.,hich participate in the SACEUR Y effort. Access to the Y end-product 
should, .ns far as pOSSible, be similarly restricted. 

*Note: Throughout this papel4 where level of command is expressed in army 
terms, it shall be Ullderstood to include conunands in other services with 
equivalent requirements . 
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14. ,All Y resulting from the SACEUR Y effort will be classifi~d 
SECRET and designated by a codeword (except as p:L'ovided in paragraph' '") 
below) • The, classification and the codeword shall appear on every sheet 
of paper which contains or discloses the existence of Y, except that, at 
the discretion of theWlit cOIllIllaUder, this provision need not be applied to 
:purely worl~ing doc'UIllents within a Y unit. The code\-Tord indicates that the 
material must be handled in accordance with these regulations, and used in 
'its meaning, the codeword for Y will also bear the claSSification SECRET. 
The codeword and its implication shall not be made knawn to persons not 
indoctrinated in Y nor shall it be used in its code,,,ord sense in the presence 
of suchpersoils. 

15. In peacetime, if Y documents are to be transmitted by bag within 
SACEUR's Command, the route and procedure must be specially authorized by 
SACEURhaving regard to the adequacy of the security of the route and procedure. 
Documents should be double·wrapped and addressed toa Y indoctrinated officer 
(by name, not function); the inner envelope should bear the appropriate security 
classification but not the codeword. In wartime, discretion will be left to the 
local commander to make the most secure arrangements possible. Asa min:l.rnuril, 
documents must be sent by hand of officer or by a secure despatch service. 

16. If Y is transmitted within SACEUR's command by electrical means 
or by any :physical means not completely secure, a secure cryptographic 

. channel reserved exclusively for this requirement must be used. Participating 
nations must 'additionally ensure that ~fhen Y is similarly transmitted in or, 
out of, or externally to the SACEUR command the cryptographic system or 
systems specially provided are used exclusively. 

17. The highest standard of:pbysical security ~ust be applied to 
the custody-of Y by national authorit1e.s and. within SACEUR's connnand. 
Normally, except when in transit under conditions prescribed herein, Y 
materials and communications relating thereto must at all. times be: 

(a) under the direct surveillance of a. Y indoctrinated person 
responsible for their safe-keep1n& or 

(b) locked i~ a three-combination safe accessibie only to Y 
indoctrinated personnel, or 

(c) stored ina locked compartment which is under constant . 
surveillance by an armed sentry and ,,,hich is accessible 
only to ~ indoctrinated personnel. 

18. Y documents must be destroyed as soon as they have ceased to 
be of use. This is particularly important in field conditions "There 
destruction must be by fire. 

11 
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'; 

' 19~ , " !norder that necessary .. operationa-l use can be made otcertain 
types of low .. level tactical Y (such as D/F bearings and plain t~xt mess':lg~s) 

,on whichinunediate acti<;>ll must obviously be taken in combat operations, 
S!\Cl!.'URnmyprescribe less strinGent securl ty regulations wtrl..ch ·~nl pennit 

; t~eqissem1l1ation of $uch Y,witho1,l.t a code .... rord and at a classi!l,cation 
not bi~low Confidential, to ullindoctrlnated recipiente vno need: tolmo,vt. ' 

" 20'" .' COH!NT end ... product or intelUl:ence based on GOMJ}lT !: 
intro,duced into1\llied intolligence chan nels by 'fhird Parties partiCipating 
in th~ Y"'structtire of the cOJnlll;:Jnd should l::e handled in Y-channels and 
subje¢tedto thesecurit;:{ r;leasures prescribed for handling Y~ Where such ' 
TJ'd,1"d ,Fal~tY' COMI1IT is furnished by a participating National GO MINT authority 
Of or~an:\.zat:i.on and is of a hiGher grade than Y material produced within the 
y.;.~trq~ture or than theCOUIi!'f supplied to the Y-organhation by U.S~/U.K • . 
GOM!NTauthorities, it will be p:Hssed through Y-channels and it,s distribU't,io~ 
W'ill : ~e k~pt toa minimum. . 

21. ' ::" conDIT ano-product ortntelligence baso9- on COMnrr introduced into 
Al).:ted iritaligence channels by Third Parti es not participating in t~e y-
~t:ruc~\lre qf the command. ShOllld, ".'h~never poasi 1;>le) be tran sferreq to y... . . 
chanilEils at the first point at thichsuch end-product or intelligence come to 
thea~tent,ionoi'1 pe rsonnel, and from th~t point trant; mitted directly t.o the 
Supreme AlliedCornrnander' s Y Officer~ Care should be taken not_. to compromise 
the e:X:Lstence of Y~channels as such. The Supreme P~llied Gommansler'1;3 Y 

. Officrjrshould bring any such material to the attention of thetLC of S (I) 
·' for decision' as to further action or dissemination. In deciding on sJch 
fll,rtheraction'~i' dissemin ation the !'I.e . of S ( I ) ,\1. 11 give full conside'vation 
to the n~ed tl? IJ'cotect COIvlD-lT. ! 

L .". 
" :.a2. . , . Nat~bna.l authori.Mes and SAGEUR must expand these prirciples 
.into ' a seta! teguJ.ations . adapted to local conditions. Copies 6r the 
Ysect;ri ty regu"l;ations of each national authority will bl3 fOr'l'rahled to 
Si\GEU~ through y channela~ t 

12 
" 

."\ 

I 

J 
I 
',' 

" 

j 

NSA Form 181 - C13S .1,Jul 5~: "~. SE eRE T ' 81 ___ E~=---'" ---..,.-
'. 



Form 781·C13S 

TOPeSECRET Ci\1IOE 
. " '\ 

I 
I
i 

SSI~eQRB':P SMF2f?-!- SECURITY nJJ:i'OH~,m.TIOU BPC53/P/Final 
049 

/ APPENDIX P 

A.NNEXURE 
c:.:.::--

P2' 

19 Marc h 1953 

COMINT, lI.RRtl.NGEMElIJTS FOR SACLA.NT 

I. GENERU, 

1. The following principles affecting the COHTI'!T arrangements 

for SACLANT apply to planning for wartime except insofar as p' ovision 

is made in paragraphs 26 - 28 below for additional. peacetin;e C ooperatt on. 

They will be the basis on which Canadian/U.K./U.S. COMINT aut ho l'i ties 

will negotiate with SACLA-NT and 011 vlhichsubsequent negotiations with 

Third Party nations should be conducted. tmy alterations in principle 

'which may become necessary as the result of ·tJhese negotiations will 

be agreed among Canadian/V.K./U.S. CO?TIl'TT au.thorities and appropriate 

amendment made herein. 

2. In order that the arrangement s contained herein lll'ly be effectt ve 

on the outbreak of Ylar, it w.i..ll be necessary to initiate planning in 

peacetime with the Third Party nations cone erned. This planning activ-

ity should begin as soon as possible. 

3. In order to promote the greatest possible readiness for W'C1.r, 

it may be necessary to extend this peacetime cooperation beyond the 

stage of planninG_ The decision '\',hen to enter upon this second stage 

','rill be taken by Canadian/U.K./U.S. COMIlJT authorities at. SOllle later 

d2.te in the liGht of the then prevailing international situation nnd 

of the s:porienc e gained in the course Of cooperation yd. th Third Party 

nations on CC)MIrJT ·planning. 

. i' r 
j\;O'I'E: f'ertine1~t definitions for the pu.rpose of this pn.per '3re ;~ivEln I 

in Exhibit 1 hereto. 
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\ 
: \ . 

4. The SACLANT Y structure should have the following elemen-e.s:, 
, \ 

a.A s~niorY officer at SACLANT Headquarters (SACLANT Y Officer) 
\ 

assisted by a Y staff. 

b.Y Officers and Y Staffs, where required, 

of major subordinate Commanders under SACLANT. 

\ 
\ 

\ 
\ c. National Y units provided for support of orces\. 

5. 
\ 

It is reconunended that the responsibility for formulat ng and 

irnplementingSACLANT Y policy lie with A. C. of S. (I), SACLANT, 
I 

, \ 
1 

PARTICIPATION IN SACLANT Y STRUCTURE I 

6. ~rticipation in the SACLANT Y Structure, including Y starfs, 

should be open to all nat~ons contributing combat forces to SACLANT ' 

command, together i"i th Y units adequate fOr their direct support, or 
I 

contributing r units for general support of the SACLANT command. 'It 
I 

shall be a condition of participation that these nations undertru~e to 

enforce appropriate security measures as set forth in Exhibit 2 hereto, 

and also undertake to apply the principles set forth therein, as a,min:' 

imum, to all other COMINT activities under their control. Participation 

in the activities of the SACLANT Y Structure should be limited to those 

nations whose 'geogl'aphical location and Y units can, in SACLANT's 

opinion, contribute to the overall effectiveness 0t:.. the structure. 

Participation only in the shore~based direction finder operations 'Ifill not 

necessarily entitle a nation or its nationals to receive other types of Y 

inforl1l9. tion. 

\ 
, l.1_ \ 
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Each po .. rticipating nation should provide and maintain its ovm Y 

units contributed for the support of SACLANT, or of forces under his 

command, and should ensure their operational efficiency. 

FUNCTIONS OF THE SACLANT HEADQUARTERS Y STAFF 

8. Hi thin the limits of agreed, cooperation, the, functions of the 

SACLANTHeadquarters Y Officer and Staff should include: 

a. Effecting any necessary general coordination of the 

SACLANT Y effort; 

b. Establishing as far as national differences permit uniform 

operational procedures betw'een Y units of different nationsj 

c . Giving technical advice as required to the SACIANT Head-

quarters Intelligence Staff on the interpretation of Y ini'ormation re-

ceived by SACLANT Headquarters, and arranging for the SACLANT Headquarters 

Intelligence Staff to receive all the Y information available in the 

SACLANT Cormpand which may be of value to it; 

d. Formulating and supervising compliance with security regu-

lations and policies gove~ning the production, handling, and dissemination 

of Y material within the SACLANT C9mmand in accordance with the agreed 

security principles in'Exhibit 2 hereto. 

e. Arranging for Y uni to to receive such technical material and 

end-products, whether produced in the SACLANT Command or received from 

national sources, as may be necessary for efficient conduct of their 

operations. 

f. Establishing and stating to the appropriate authorities 

requirements for special communications and cryPto-channels as necessary 

to meet operational and security requirements of the Y effort within 

SACLANT's Command. 

g. Subject to security regulations, maintaining effective liaison 

,nth other activities, such as radio warfare, which may relate to or affect 

, 15 .' ". . 
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h. Arranging, within the procedures stipulated by NATO, for. 

material of technical COMINT interest, including prisoner of war interroga-

tions, prisoner o'f war reports, and captured documents and equipment to be 

made immediately available as appropriate to the elements of the SACLANT 

Y Structure and to national COMINT authorities. 

FUNCTIONS OF Y STAFFS AT SUBORDINATE COMMANDS 

9. Y Officers and Y Staffs at subordinate connnands should perform . 

functions corresponding to those of the Y staff at SACLANT Headquarters. 

FUNCTIONS OF Y UNITS 

10. Y units should intercept and process material and provide D/F 

information to meet the requirements prescribed by SACLANT. Any combination. 

of Y units of one nationality with those of another ~dll be subject to a-

greement of cognizant national COMINT authorities it required. 

CONCEPT OF OPERATIONS 

11. International cooperation in Y within SACLANT's Command is 

expected to consist of: 

a. Coordinated shore-based direction finder operations by 
I 

national nets and stations organized and controlled as mutually agreed among 

,the participating nations. 

b. Direction finder and intercept operations in allied vessels. 

c. Interception and processing by national Y units of enemy 

communications of tactical interest to SACLANT. 

~ d. Certain exchange and coordination with SACEUR's Y structure. 

16 
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CQIllIN'£ UNITS IN THE SACLANT AREA NOT ENGAGED IN SUPPORT OF FORCES 
UNDER SAClANT 

12. Each nation with forces serving under S~CLANT may 

individually arrange to operate in SACLANT's area national COMINT units 
'I, 

Ilot provided specifically or exclusively for support of the forces under 

SACLANT. These units will not operate as part of the SACLANT Y structure,. 

and will not be subject tb the arrangements for inter-allied cooperation-
It, 

/ r\. 
unless agreed by the nations providiilg them. 

13. 
/ 

Canada, U.K., and U.S. will maintain an operational separation 

and, insofar as practicable; a physical separation between the Y units 

and their national COHINT units. 

14. It is recognized that certain CorUNT units at ,the higher levels 
/ 

would be directly support:i:ng both SACLANT ~d their .national CQIllIN'£ 
/ , 

/ \ 
I 

organizations. Each participating nation .... muld have discretion about such 
.' 

matters as the right/of access of other nationals to these units. 

COOPERATION HITH THIRD PARTIES HITHIN SACIANT Y STRUCTURE 

15. Cooperation with Third Parties within the SAClANT Y structure 

should be confined within the lirni ts necessary to meet the essential Y 

needs of SACL.t...NT and the forces under his command arid must not reveal that 
\ 

there is COMINT collaboration among Canada, U.K., and U.S. outside the 

sphere of Y.' Hi thin the lim! ts agreed for the release of. COMINT material 
r. ... .." . I \ 

produced bY/Canadian/U.K./U.S. organizations (see paragraphs\20 and 21 

" \ beloH), cooperation I-[i th Third Parties should be wholehearted. \' 
. \ 

\ 
16. The channels for the provision of technical material to TPird 

\ 
Parties fram CanadianjU. K. ju .S. national COMIN'f sources should be n\e 
SACIA.NT Y staff. . , \ 

17. Insofar as consistent 1'1i th the a.greed limits for the release \ 

of CiJl1adia.J.1 /U.K./U.S. CmnNT, and in order to secure the necessary degree '\ 

of l.miformi ty, Third Parties should be persuacl.ed to adopt certain common 

operational procedures. 

, j"""': 

J. I 
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H~VEMENT OF Y MATEIUAL BETWEEN UNITS UNDER SACLANT AND THIRD PARTY 

i 
NATIONAL ORGANIZATIONS 

18. TheY units and Y staffs of the participating nations would be 
, 
, 

at liberty to pass to their own national COMINT organizations and to other 

participating nations, but t6 those nations only, the technical material 
j 

and traffic produced or receivka by themselves. The 'national COMINT orga.ni-
\ / ! 

z~tions of the/participating~tions should in turn provid'r such technica.l 

su~port both to their own Y units and through the SACLANT Y staff to the 
. \ ' i . 
Y Units of other participating ,nations as they may consider would be appro-

pri1te and of assistance to the Y effort under SACLANT. .' . 
I I 

~ t I 
suc~· material shall be handled :i~ accordance with the regulations in 

Exhi~it 2 hereto. .. : : ; 
! ' 

, , 
EXC GE OF INTERNALL'Y PRODUCED COMINT END-PRODUCTS BETWEEN SACIANT AND 

OTHER \SUPREME ALLIED COMMANDERS: 

\ 
19. Exchange with other major Commanders of NATO of internally 

producedCOMINT end-products, and intelligence summaries based thereon 

should be as agreed between (the: Supreme A1lied Commanders concerned and 

should be confined to the highest levels practicable. Such exchange should 

take place in a secure cry:p1-ographic channel provided exclusively for such 
" 

material. As a condition of such exchange, the security principles set 

forth in Exhibit 2 hereto shall be applied as a minimum for the handling " 

of the material in the Commands concerned. 

RELEASE OF TRAFFIC INTELLIGENCE PRODUCED BY CANADIAN/U.K./U.S. ORGANIZATIONS 

20. The release to Third Parties i,n the SACLANT Command of Traffic 

Intellis,-'pce rroduced by Canadian/U.K./U.S. organizattons will, withIn the 

l1m1tattoDG OJ the nee~-to-know and the provisions of ExhJbit 2 and 3 

hereto, be subject to the follOWing conditions: 

Form 781.C13L __ -4111!1111 



\ 

Form 781.e13S 

TO~ SECRET CAWOE 

a. First (rel~asable) C~tegory 

Class I 

nrc; 53/£0 /Vina1 
O/f9 

19 J.f"J.;:'c 11 1953 

This consists of Y material, both end-products and technical 

material, produced by Canadian/U.K./U.S. Y units, and material of the same 

kind and supplementary to it produced by national Canadian/U.K./U.S. COlflNT 

organizations. This class will normally be released automatically in 

wartime but the decision to commence automatic release of this class wiil 

be subject to mutual' agreement among t.he cognizant Canadian/U.K./U.S. 
i . 

COMINT authorit~es. Allor any part of this material will be withheld at 

any time by these parties if one party declares that release would be' 

hazardous to its national interests. 

Class II 

This consists of COMINT material, both end-products and 

technical material which, although produced by a Canadian/U.K./u.s. COMINT 

organization other than a Y unit, would be capable of production by Y 

units, and which, if passed to a Y unit, would enable that unit to achieve 

a significantly higher degree of explOitation of its normal tasks. 

Canadian/U.K./u.s. national COMINT authorities must be in agreement before 

material in this class may be released. They will continuously review the 

class and maintain agreed lists of the material included in it. 

b. Second (Non-releasable) ~ateg~EY 

This consists of the remainder of Traffic Intelligence not 

included above. It may not be released to Third Parties except as indicated 

in Exhibit 3 hereto. 

RELEASE OF SPECIAL INTELLIGENCE 

21. Special .Intelligence will only be released to Third Parties in 

the SACLANT Command in accordance with the provisions of Exhibit 3 hereto. 

19 
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PRINCIPLES FOR DEALING WITH COMINT END-PRODUCT INTRODUCED INTO ALLIED - -

CHANNELS BY THIRD PARTIES 

22. COMINT end-product· introduced by Third Parties into Allied 

Intelligence channels will be handled in accordance with paragraphs 20 

and 21 of Exhibit 2 hereto. 

COOPERATION IN PLANNING OF WARTIME Y STRUCTURE 

23. It is agreed that cooperation with Third Parties in planning the 

wartime structure sbould begin in peacetime and as soon as pOSSible, 

and that there should be ste~/-by-step implementation of the SACLANT Y 
I 

program in consonance with s4tisfactory testing of each successive step. 

It is considered advantageous to establish relations with one Third Party 

nation at a time until all those considered eligible are included. Before , 

making any proposals to individual Third Party nations which may necessitate 
. , 

the disclosure of information regarding Canadian/U.K. or U.S. planS for Y, 
I 

SACLANT should seek the concurrence of Canadian, U.K. or U.S. COMINT authori-

ties •. 

24. In any approach to 'Third Parties within the SACLANT Command with 

regard to the planning ora. 'Wartime Y structure the follOWing principles 

. should apply: 

a. There must be no disclosure to Third Parties of any Ca.nadian/ 

U.K./U.S. COMINT collaboration outside the SACLANT Command, and cooperation 

in planning should be conducted without revealing present Canadian/U.K./U.S. 

COMINT successes or the scale and nature of their present and planned COMINT 

effort. 

b. As a cond! tion of cooperation in planning the SACLANT Y 

structure Third Party nations must accept and adhere to minimum security 

regulations governing th~ production and handling of Y material. 

c. Knowledge of the details of the planning of the SACIANT Y 

structure must be restricted to nationals of those nations taking part in 

that planning. 

25. The planning and negotiations in any approach should be done by 

the SACLANT Y officer, a.ssisted by such officers of the Canadlan/U.K./U.S. 
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Services concerned as it may prove necessa.ry to appoint. He and his staff 

should establish, within the framework of the agreed wartime arrangements, 

_~ .. sl~e_~e~n_?!:ganization designed t.9...~I?~~J;he_..Q:r.de!~Y . ..Q.;g>,~n.sior"L!!~9:. ___ '_' _"" 
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effective operation of the Y structure on the outbreak of war. They 

should also develop such common or similar procedures as IDB.y be desirable 

and'practicable. 

26. In order to carry out his planning task, and in order to advise 

Third Party nations, the SACLANT Y officer should be provided with pertinent 

information on the subjects listed below. The nations concerned should " 

each designate the authority with whom he may communicate on these and 

other Y matters. 

Types of Y units 

Number of units planned 

Administration 

Basic operational organization 

Manpower complements (by function) 

Number of intercept positions 
(in 'broad categories, e.g., H/F Voice, D/F 

Fre~uency ranges of intercept equipment 
!' •. , ...... . 

Communications equipment of Y units 

PEACETIME! COMINT ARRANGEMENTS FOR SACLANT 

27. It is recognized that in addition to the necessity to plan for 

wartime COMINT cooperation within SACLANT, peacetime COMINT arrangements 

for SACLANT should be developed in order to promote readiness for wartime 

operations. The progressive or phased implementation of such arrangements 

should be accomplished, within the limits of agreed wartime cooperation, 

in accordance with the procedures described below. 

28. The Y activities included in the SACLANT Y structtrre, should 

be organized and conducted in peacetime as follows: 

8.. Phase I -

A SACLANT Y Officer should,be appOinted to begin laying the 

groundvTork for agreed wartime arrangements, for SACLAllT to obtaln the 

resu.lts of national shore-based direction finder operations. SACLANT 

should keep COBINT authorities of participating nations, advised of the 
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affects them. Natlons concerned should each deslgnate a.n 1;1,u·Ulor:i. 

whom the SACLANT Y Officer can cOlJ]Hunicate on direction. finder matters. 

b. Phase II -

When the above arrangements for shorebased direction finder operations 

are made, the SACLANT Y Officer should arrange for operational drills during' 

NATO exercises or maneuvers.* 

* The use of information based on D/F and shipborne intercept operations 

will be in accordance with the following provisions: 

1. Shorebased D/F Qperationd. Fixes and the fully evaluated results 

of shorebased D/F operations, during NATO exercises or maneuvers, may be 

passed to nationals of those nations participating ,in the D/F operations. 

During the exercises, information resulting from D/F fixes may be passed. 

to nationals of nations participating in the exercises, even though these L. 

nations do not participate in the D/F operations, when the following con-

ditions are fUlfilled: "-"~'"' 

(i) When specifically authorized by SACLANT, 

(ii) When a real advantage to the exercise then in progress 

would a~crue, and 

(iii) When the intelligence can be attributed to another source, 

or, if this is not possible, the true source is not stated. 

During post-exercise conferences, shorebased D/F information or resUlts 

may be disclosed to nationals of nations not participating in the D/F 

operations only as already disclosed in the course of the exercise. 

(This is not to prohibit the use, during post-exercise conferences, of in

telligence . or situation summaries issu.ed to all participating units in the 

exercise). 

2. Shipborne D/F and Interception. During exerCises" results of 

shipborne D/F operations and the shipborne interception of plain text or self-

evident code messages may be passed to natioIk1.ls of those nations partici,

pating in the exercise. The analyzed resu.lts of shipbor-ne D/F and inter-

ceptiol1 operat1ons may be· made available in post-exercise conferenCe 1-{ith-
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Depending on developments in the international situation, cooperation 

may later be extended within the agreed limits of wartime cooperation by 

Canadian/U.K./U.S. agreement as actual needs develop and as increased know-

ledge. of· Third Party. activities, acquired during organization and planning, 

provides-a better basis for assessing the security risks involved. Co

ordination between SACEL~ and SACLANT to ensure consonance of pra~tices 

Will be required • 

. 29. The dissemination of COMINT to Third Parties in SACLANT I S Command 
, 

in peacetime will be as indicated in Exhibit 3. 
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SECURITY PHI1ICIPLES FOR THE HAImLDm OF Y 

DTTRODUC';1.'ION 

1.. These principles shall be the basis in peace and war of all 
I 

/ 

securif~Y regulations and ·polic~es GOVerrlring th~ production, handling, 
. ! I 

and dissemination of Y. 

DEFnnTION 

2. Y is Communication Intelligence derived from the timely processing 

of traffic procured'by listening to enemy communications for the purpose 

of providing tactical intellie;ence foY.' the commanders of combat forces. 

It includes raw traffic, end-products, technical material, ·working 

documents, and captured mat erial used in its production. It als 0 includes 

intelligence reports and summaries based on Y unless the information is so 

generalized that it cannot be traced back to a particular item of Y or to 

Y in gene mI. 

GENER.~L rnINCIPIES 01i' SECURITY AND DISSmm:1\1'ION 

3. Nations particlpating in the SA.CL!'I.NT Y effort must, as a condition 

of participation agree to accept and adhere to these principles. 

4. Each country participating in the S.~,CLMJT Y effort will designate 

a national anthon ty to deal with all quest tons of Y "-' ecuri ty and ~nf6rce 

these princ:L pIes. 
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a Y Security Officer to 

whom Y materials and communications relating thereto shall be addressed. 

6. SACLANT ,.,rill formulate and supervise compliance ,.,rith security 

regulations and policies for Y within the SACLAlf£ command. 

7. Before an individual in any capacity has access to the knowledge 

or results of the SACLANT Y effort, he must be screened and cleared as 

bei~ of unquestioned loyalty by his national authority. The screening 

must be as thorough as possible and at least as thorough as that given to 

individuals having access to COSHIC information. In addition to such 

clearance, these individuals serving mlder SACLANT's Command must be specifi-

cally nominated to receive Y either by SACLANT or by the concerned national 

authority. In the latter case the nomination must be approved by SACLANT. 

In exceptional circumstances under operational conditions the above 

. requirements for screening, clearance and nomination may be waived for 

those individuals appointed to certain key posts, a list of which should 

be drawn up by SACIANT. Such persOlmel may be given access to Y upon the 

authority of the appropriate commander. 

8. Prior to being given access to Y, each individual will be Y 

indoctrinated by a special warning on the sensitivity of Y sources to 

compromise and be required to sign a document drawing attention to his 

special responsibility for safeguarding Y and to the consequences which 

the 113.'" or administrative or executive order of his country, or order of 

SACWIT, provides, if either by intent or negligence he allows Y to come 

to the notice of unauthorized persons. It must be stressed that there 

is no time limit in that the information must be safeguarded indefinitely . 

. :5 
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'. ' ~q~ Distribution .of Y must be on the need-to-knmr principle, i.e., 

each ltem of Y shall be made y.nmm onlS' to those Y indoctrinated individuals 

Whodi:~qui:t'e it in the perfonn.'3.nce of their duties. 
l' 

SACLANT will maintain 

co~tl'9~ lists of,' indoctrinat.ed Y recipients in f'orceo under ,his connwJ.nd 

otherth~:tn thqse enga.ged in the production , of Corrnnunication Intelligence. 

Hewi~lensure tha't. the number is Itept to t.he minimum' consistent with 
, 

~sseJ;lt.:l.a.l intelli6Cnce9.Ild opera tiona),. needs. National authorities will 

m'3-1n'ttllnsiPlj,lar lists of the!,r own nationals and apply similaX restrictions. 

lO. Y :i;nq,octrinees must not be allowed to run a greater risk at 

capt\,h-e or ;interl'agatian by Ememiel:. or :potential enemies than is absolute~ 

neee~sf1:ryfor the e~ficient perforrna.nce of their duties. This must also 

applY too. period ofslxmonths after they have ceased to receive Y material 

exce~td\U'1ng active operations in cases of impelling necessitY. 

'. tJ.. The greatest care must be ta.ken not to betray Y success by actions 

ba~ed,ori it. Efforts should be ma.de, if' at all pOSSible, to devise suitable 

cover:, such as reconnaissa.nce. The source should on no account be needless~ 

"'i1.2.· SACLANT will determine the level to which Yw:i.ll be dissemina.ted. 
, 

I . "J 

In exceptionaJ,. instances, ,-,here it is essential f'or inunediate operationa.l 

!" 

:p~1:ll0.l3e6,intormation ba:;;ed on Y nny, as specif'ically authorized by a Y 

in~oo.tr1na.ted commander, be di~seminated belm! the nonnal level to unindoc-

trina'ted individuals provided the source is not disclosed. Hhere pOSSible, 

1¥l1Tles, times, positions, and other data identical. \-11 th that from the 

o1'1gf.nal text must be omitted, or, if the retention of' such a.n~item or 

itemS~ is essential, must be carefully paTaph:cased. Such information must· 
. 

bt~p~ssect by a seCUl;e courier sel'vicc, by a secure line, or in~a Cipher system~ 

26 
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"1''I'nl'ov''c'l In' 't'"'~GI" 'i'l' ,;.\ >t... e .• / ,0:' 1 .. "1.1.\ ,L· It nn.1S t. not, be pf:\i:J:30d in clear by 1'2.(110 (incl1..1.ding 

13. 1~now1edgo of the ncthods [JTld scopo of, and tho t,8r.::hnical r:Iatcria.l 

resultinG from the SI\CLANT Y effort will be restrictE:d to tho na:I:i:Lonals 

.oft-he :"LC'.tions v~hich part:i.cipatc ill the S.:\.GLAHT Y effor!:,. i-\'CC;CS8 t.o t.he 
I 
i 

X en<,:1~.pi·9duets should, a.s far 2.S possible, be simil':-J.rly restricted. 
\' .. 
I. 

l}~.· t\.ll Y resultinc from the' Si\CIANT Y effort wUl be classified 
I 
\ . . 
\ 

.SECIU;;r' and dE.J$i'~lB.tcd by a coder.'Orc1 (except as pr6vided 1n paragraph 19 
.. \ .,' .~. I j . 

l)e1O:VllOl "'he classiUcotion,and the' C,OdOWOrd shall api".r on every sheet 

ofpaperrrl1i.ch contains or discloses:the e:d.stcnce of Y, except that" at 

the discr~tion of the unit cOlilmander,l this provision noed not be applied to 
\ . ,. ' 

purely WO~kii1G documen ts VIi. thin a Y 1.U1it. The co denord i. ndicntes that tl'B 

material m~lSt ~e handled in acconbnce wi. th regulations based on these 
I 
i 

prirtbipJ,esy:rqd 1"r:,cn uDecl jJ1 its COd8';lord sense ,,!ill also bear the clas8i-' 

f1cation SSCHE'l'. The codeword ,1Td it s i:npl'ication shall not be made known 

to persons not indoctrinated in Y nor shall it be us cd in its codeword 

sense in the presence of such pel~sons. 

15. Iri peacetime, if Y doc unents ·"lrc to be t ransmi tted bJr bag wi th:l.n 
, 

S(\CLtlHTI~ Command, the rout e ~\Tld l)l~Oceduro must bc specially a \lthorized by 

SA('1 .. ,,"I.i!T, having regard to the a.dequacy of the sccuri ty of the route and 

. procedure. Documents should be double-wrapped o.nd addressed.to a Y 

indoctrinated officer (by nam, not function); the inner envelope should 

bear 1~ho appropriate security cbssification but not the c ode1'ford. In 

wa.rthle, .'. discretion will be left to the loca.l conmander to rI1a!<:e the most 

secure arrongemen~s possible. As.1, mini.mum, docume;'[t.s E1U;:;t, be sent by 

11'Omd of officer or by a secure C01H',i.er sel~vice. 

27 
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16. Except, in '~heexceptional i.nstanc:es descdbed in Paragr.'1ph 12, 

if Y is,' trans mit'ted within SA.GT.21,1TT's comrn8.nd by electrical nl3 ctns or by 

C?r~yphys:i.cal nbnns not c.mpletely secure, it rrJ.\J:;;t be '3t1crypt.ed in a 

secure cryptographic channel reserved exclusj,vely for th:ts requirement ~ 

Participating natt ens must additionally ensure thl3.t 'lJhm 1 Y is transmitted 

in'\i9~outo£,or externally to the S(\.'CL!\.NTcoJUIlk.'Uld it is encr"Jptedin a 

cryptographic o1101nnel spwially q'Jproved by S;\.C1XNT for this purpose. 

17 ~ 'l'he highest stan dard of physic 13.1 security must' be ?ppl:l.ed to 

-the custodyof' Y by nq,tional authorities al1d within SACr~J\NT's command. 

Normally, except When intr.?nsit under conditions prescribed herein, Y 

ma.teri.;ll:;! andcommi.l.n::'cations relating thereto must at all times be: 

I, (a) under the direct surveillance of aY indoctrinated 

per~on responsible for their safe-keeping, or 

(b) locked in a three-combination safe accessible only to 

7f: indoctrina. ted personnel, or 

(0) stored in a locked compartment ",hich is under constant 

survetlJ,ance by an anned sentry and which is accessible dnly to Y 

~ndoctrinat ad pel'S onne1. 

18. 'Y documents must be destroyed as soon as they have ceased to 

be of use. 'i'his is puttcular1y importa.l1t under hazardous conditions. 

19. In order that necessary operational use can be rna de of certain 

types of lOYl-level tactical Y (such as D:Lrection finder results and 

pl~intext message8) on which imrrndif1te action must obviously be taken 

inc anbat operations, S,\CLAl'Tua.:rpcrni t the elL sseElina ti<?l1 of such Y, 

wi thout a codeword en d a.t a classification not bolovr Confidont.i':1J., to 

uliindootrinatod recipients who need to knovr. 

28 
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2l. OOMDrr end-product or iritE)lligenc~ base~ on COMOO · introduc ed 

into Allied intelligence channels by Third Parttes parti~ipat1ng in the 

. ,Y~Btructure of the oommand should be handled in Y-channels and subjected 

to the securi ty ln3astlres prescribed for handling Y. Where such Third 

-PartyCOHIN'l' is furnished by a partioipatingNational C01ID'T authority 

.. ~r: organization and is of. a higher grade than Y material p~owced wi thin 
. . 

the Y ... structure or thm the CO MINT supplied to the Y-organization by 

US/Uk/Canadian CCJJmT authorities, it will be passed through Yohannels 

.. .. ' an~ its distributi~will. be kept to a minimum. 

·21. · COMINT end-product orintelUgencebased on COMD1T in.troduced 

i~to All1e~intellicence · channels by' Third Parties not · participating!n 

the Y-~trUcture of the corrunand should, 'Whenever possible, be ' transf'~rred 

to:· yo.:channels at the first point at which such end-produot or intelligenoe 
. . 

cane to the attent·ion of' Y personnel, and from that point transmitted 

direct],y to the Supreme .~llied Commander's Y Officer. Care S ouid pe taken 

not ' to oompromise'the existence of Y channels as such • 

. Allied Conunander's Y Officer sh(.'Uld bring any such material t the 
. ___ ___ . __ ._---:-__ . _ ·, __ .-:-; __ ._...::.....c.:. __ .-... --~----------.-------+-- .. . _- ---

Form 781.C13S 

attention of the AC of' S (I) for decision as to further a~tl n or 

d"88em1~tlon. In decid:f,ng oQ.such further ·action or disse nation, 

tlieAC of S (I) will give full consideration to the need . 

: .. .. . . 

.. . .. . , 'J , . . . . I 
. · 22.~tiOpal.authorities and SACLANT must expand ~ese prlnc1Pl+. 

into a set of re8\llations adapted to local conditions. / Copies of th, 

Y security regulations of each' national authority wil~ be f~rwLr~d ~~ 
SACLAM' through Y channels. 

29 
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CHANGES .IN PHRASEOLOOY IN APPENDIX Q 

19 March 1953 

1. The aonference recommends the following changes in 

phraseology to clarifY references t,9 British Commonwealth Countries in 

paragraphs ll. - 16 of Appendix Q. The changes, which are in fact 

insertions in all cases, are underlined below: 

a. The title of para. 11 to read:. 

"PRmCIPLES OF, COL!.ABORATION AMONG COMINT CENTRES OF THE 

UiS 1 , 'AND THE' ·U. K. AND 0TllER BRITISH COMMONWEALTH COUNTRIES ". 

b. The first sentence of para. 11 to begin: 

"Other British Commonwealth etc." 

c. The second sentence of para. ,il to read in part: 

"traffic and technical material. with other Camnonwealth 

centres etc." 
./., 
d. The subheading within para. 11 to read: 

"PRINCIPLES OF COLLABORATION AMONG THE U.S., AND THE U.K. 

AND OTHER BRITISH COMMONHEALTH· OVERSEAS NATIONAL CCMINT CENTRES." 

e. The title of para. 13 to read in part: 

"PRINCIPLES OF COLLABORATION AMONG THE U.S·. I AND THE U.K • 

.AND o.rHER BRITISH COMMONWEALTH etc. If 

f. The first sentence of para. 13 to read in part: 

"involving both U.S. and British Commonwealth forces etc." 

g. The first sentence of para. 14 to read in ·part: 

,tco-operation among the U.S. 1 and the U.K. and. other 

Commonwealth etc." 

1 
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APPENDIX Q 

ANNEXURE Q1 

COLLABORATION BETWEEN U.p. AND U.K. NATIONAL COMINT CENTERS 
\ 

INTRODUCTION 

1. This Annexure sets forth agreed arrangements for the implementation 

of the principles of collaboration contained in paragraphs 1 - 1001' 

Appen X Q to the BRUSA Agreement • Although these principles apply in 

part cular toa wartime s1 tuat10n, at least two stages are involved in the 

eff ctive implementation of the provisions of this Appendix. These are: 

a. Peacetime Augmentation Program - to be effective up tp 

the day of full mobilization. 

b • Wartime combined effort at full scale. 

fEACNl'IME AUGMENTATION PROGRAM 

2. During peacetime I combined NSA-GCHQ efforts will be established 

on specific problems, as agreed between USCIB and LSIB. Arrangements 

for combined efforts will be made for those problems which under existing 

conditions can be most effectively processed at one center. These .. 
arrangements will be kept under continuing review and are sub ject to 

change by either party. ~d.it.:iona1.~i~e..as.es--.i.:tLthe--pea~ug-
, I 

mentation program will be as agreed upon between USCIB a~d LSIB ~ 

WARTIME COMBINED EFFORT AT GeHQ 
/ 

3. . That part of GCHQ producing POMINT relevant to a war in 

~ope and co~tiguous areas will be 81lglDented vi th U.S. COMINT re~ce. 
and willf'orm a combined operation to be named the Combined Center, 

Europe (CCE). 

ORGANIZATION 

4. The organization of the CCE will be as follows: 

1 
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b. Director, GCRQ, will be assisted by two Deputy Directors, 

one appointed by the Director, NSA, and the other oy the' 

U.K. The U.S. Deputy will be pr1me.r1,ly concerned with 

the Groups assigned to the CCE, the U .K.Deputy, primarily 

with those GCHQ elements which will remain outside the CCE. 

c. Director, GCHQ, will be further assisted by a number of 

Assistant Directors, Of whom one, appointed by the 

Director I NsA, will have major responsibilities tor 

Production within the, CCE. 

d. Below Directorate level, the CCE will be organized into 

a series of groups, each responsible for a specific sphere 

of operations. 

CONTRIBUTION OF RESOURCES TO THE CCE 

2 

. TOP SECRET. CANOE 



Form 781.C13S 

TOPeSECRET ,CAliOE' 

TOP SEClm: eMfGE - SECURITY INFORMATION BPC 53/Qa/ Final 
044 

19 March 1953 

b. Small portions of GCHQ may be retained outside the CCE 

for such purposes asspeciaJ. exploitation or dissemination 

tasks required by U.K. intelligence consumers" particularly 

with reference to subjects outside Europe and contiguous areas. , 

c. The U~So will contribute substantiaJ. COMINT resources to 

" the CCE, details ot which are given in Exhibit 1 to this 

Annexure. 

TASKS OF THE CCE 

6 
' ,i 

• The main tasks of the iCCE will be: 

a. Technical COMINT support of U.S., U.K., and other British' 

Commonwealth field resources in Europe ,and contiguous areas. 
i I 

b. TechnicaJ. COMINT support! of the Y units of Third Party Nations 
!' . 

participating lri the Y structure of Allied Commands in 
iii " ' 

Europe and conti~ous ar+as, in accordance with the provisions 
.! !;: . 

of Appendix P. : : T 
c. Operational contrpl of U.S." U.K., and other British 

, . '( 

CommonweaJ.th field resources essentiaJ. to the coverage of 
, . i 

, Europe and contiguous areas 1 except those required and 

reserved for close support of ,the' field forces of the 

contributing nation or otherwise reserved by the 

contributing nation. 

d. Processing and exploitation of COMINTmaterial relevant 

to Europe and contiguous areas. 

e. Research in support of such processing and exploitation. 

f. 'Production of COMIN'l' information and the distribution 

of such information directly to appropriate national or 

combined COMI~ centers • . ' 

3 
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PRESENTATION OF U.S. INTELLIGENCE REQUIREMENTS TO DIRECTOR, GCHQ 

8. a. :t:'arMl'aph 8 of Appendix Q provides that the complete and. 

product of the CCE will be made inmediately aVailable to the /intelligence 

organiiations of both nations. To this end, the US intelligence liaison 

officers at the CCE will receive the end-product of the CCE. 

4 

OGA 
E O 1. 4 . (c) 
E O 1. 4 . (d) 

TOP SECRET CANOE 



Form 781.C13S 

TO~8ECRET CAljOE 

fOP BE~ CANOE - SECURITY INFORMATION BPC53/Qa/Final 
044 

19 March 1953 

b . The CCE will endeavor to produce end products in the f.orm 

or forms acceptable to the US and the UK for dissemination to all authorized 

intelligence recipients and this will be the form in which the information 

wiil nonnally be disseminated. 

c. The US intelligence liaison officers will be responsible for 

dissemination to US Commands and other US rec~pients abroad and for the 

di'ssemination of selected items to their parent US intelligence organi-

zations; GCHQ will continue to be responsible for dissemination to UK 

Commands and UK Intelligence Organizations. 

d. The US service intelligence liaison officers and GCHQ will 

collaborate in dissemination to Allied Commands~ and combined cryptographiC 

channels will normally be used. In exceptional cases where there is 

disagreement between GCHQ and US service intelligence liaison officers on 

addressees or on the substance of the information to be disseminated 

to Allied Commands, either may disseminate, provided tha.t ~t ,ii,(ma.de clear 
_ .. ;.j,.~?!:r..: . 

that the other is not committed and that the rel~t-10fiShip to any other 
"f,""!'!~ 

disseminated version is stated. Every effort will be made to avoid or to 

resolve such disagreements. Copies of CCE end products disseminated by 

electrical me·ans to Allied Connnands will be lnnnediately disseminated to 

the appropriate intelligence organizations of both nations, as required. 

e. The US intelligence liaison officers will have access 

to those points in the CCE activities where the CCE end product be-

comes available for dissemination. 

f. ·The U.S. Intelligence Organizations do not intend to 

establish intelligence-production groups at the CCE. No exact estimate 

of the number of intelligence liaison personnel necessary can be made 

at this time; however, it is expected that they will be in such numbers 

as to operate a watch in connection vith each point of dissemination. 

5 
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~~Al.4.(C) . . • . 

EO 1.4. (d) .........................•...........•....•............. 

INTEGRATION OF PERSONNEL EXCHANGED BETWEEN CENTRES 

10. Personnel exchanged between MBA and GCHQ will be integrated 

organizationally within each center, will remain assigned to their .\ 
\" 
I 

home agency 1 and will be otherwise responsible to a resident bead , \ 

\ 

from this home agen<::y. In the case ot: a problem which 1s to be 

worked as a primary commitment at one center by a combined NSA-GCHQ 

6 
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group 1 the exchanged personnel will be integrated in both techniceJ.. 
i 

( and operational management positions within the group. In the case !of 
i 

a problem worked jointly at both centers, exchanged personnel will be 
\ 

integrated technically into the groups at each center. An equal 

voice in technical and operational management will be exercised only! 

on these problemsbeilig worked as a pr:tlnary commitment at one center 

by a combined group. 

EsTIMATE OF PERSONNEL AND EQUIPMENT REQUIRED FOR WARTIME: . AWMl!mTATION\ 

PROORAMME 

11. Exhibit 1 to this Annexure contains the estimate of 

personnel and equipment required for the wartime augmentation 

program. Its details will be reviewed from tilDe to time by both 

parties and revised as necessary. 

STANDBY ARRANGEMENTS FOR CONTINUATION OF JOMBINED OPERATIONS m 'l'EE 

EVENT OF DISRUPl'ION THROOOH ENEMY ACTION 

~I, .:: 

7 
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OPERATIONAr.AND u:xnSTICAL REQUIREl-mNTS FOR THE WARTIME AUGMENTATION 

OF GCIlQ 

1. ' Itis estimated that ~~~tB.1()peratiOnal strength of 9000 will be , 

needed for the CCE in WlU' to deal. ~~~ttrej I problems 

assigned to it. The UK intends to contribute about 6000 of this total. 

In view of the importance of the CCE to the US intelligence effort it 

is felt that the US should endeavor to supply the additionai 3000 persons 

who would be required. 

2. Existing UK mobilization manpower plans allow for an increase of 

5500 to GCHQ's peacetime establishment of 4000 in the first twelve months 
I 
I , 

of war. Of this 5500, 3200 will be provided during the fir~t three 

montheof war. 

" .. : .. 

3. The bulk of the increase is intended for the reinforcement of the CCE 

and supporting groupe J which may be expected to give these groups a total 

strength of about 4000 by M J 3 months, and of the final. 6000 by M, J l2 months. 

4. A small proportion (at present estimated at 300) of the GCijQ sta1'f 

may be sent overseas and would thus not be available to the CCE. 

5. During the period M J 12 months, the U.S. target should be to reinforce 

the CCE by 2000 persons. It is recommended that this increase be phased 
, 

as follows: -- \ 

(al . By'M f 6. The proviSion ~f at least 500 person., Of Whom\the 

majority shoUld have had training and experience in COMINT proauctiJn and 

reporting activities. 

(b) By M J 12. The provision of a further 1500 persons. It, ~s 
, I 

realised that for practical reasons the majority of these will not have 

had extensive training or 'experience in CClUNT activities. Nevertheless, 

every effort .should be made to ensure that as many as possible have at 

s 
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least had basic COMINT training and that a cadre of trained COMINT personel 

be included in this group to ensure the effective integration of the group 

with the GeE. 

6. It is recognized that the U.S. contribution to the CCE may be 

reduced in accordance With any allocation of personnel to other national 

or combined centers i~ .... _________ ..,...-___ ....... I working on C(JilINT 

problems pertaining to Europe and contiguous areas. 

7. Equipment requirements for the Centre should be considered in detail 

; so far as possible in advance of war by N.S .A. and G.C.H.Q. In this 
I 

connection it is intended that G.C.H.Q. should make the ~ possible 

contribution in the development and use of analytical machinery for 

research and eXploitation. The U.S. contribution of standard IBM 

equipment should be commensurate with the U.S. contribution of personnel 

to the CCE, based upon existing proportions of such equipment to 

processing personnel within NSA. 

9 

OGA 
EO L 4. (c) 
EO 1.4. (d) 

TOP SECRET 



Form 781.C13S 

'WP SE9REfi eldre! - SECURITY INFORMATION 

i ./ 

APPENDIX Q 

ANNEXURE Q2 

BPe 53/Qa/ Final 
044 

19 March 1953 

PRINCIPLES OF WARTIME COLLABORATION AMONG COMINT CENTERS OF THE 

U • S. J U. K., AND OTHER BRITISH COMt«>NWEALTH COUNTRIES. 

. ~. ' 

1. In the event of hostilities involving the U.S., U.K., Canada, 

Australia, and New Zealand, hereinafter referred to as c9llaborating nations 

the COMINT collaboration among these nations will be such as to ensure the 

greatest possible contribution to the prosecution of the war consistent with 

security. 

2. Normally, collaboration will be effected through direct co-

ordination between the appropriate COMINT organizations. Where necessary 

and feasible, however 1 COMINT o:a:ganizations may be integrated as mutually 

agreed. 

3. Field COMINT resources of one or more of the collaborating 

nations operating in a theatre supported by a national or combined center 

will be provided by that center with such technical assistance as 

may be required and mutually agreed. In order to facilitate such 

arrangements the national authorities may assign llaisonand working 

groups to these centers as necessary. 

4. Arrangements in theaters in which the forces of only one of 

the nations are engaged are not subject to the special principles 

stated inthls annexure. 

5. The COMINT authorities of the collaborating nations will remain 

free to require their National COMINT Centers both at home and overseas 

to undertake any task relevant to their national worldwide interests, 

and to set up such additional Centers as may be necessary. Subject to 

this over-riding principle, there will be a broad division of tasks 

between the National COMINT Centers in order to insure the maximum 

timely interception and production of COMINT information. 

'leop SECRET CANOE 
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II 
following arrangemehts 

I: 
I . 

I I 

\ 
are projected: 

/ 

a. In view of the geographic proximity of the Ca:na an 

and the U.S. National COMINT Centers, and of the \ 

close relationships Whikh will exist between the \ 

mil! tory forces of tbe two nations in time of ~\ 
an integrated effort on specif'ic problems may beJ ': 

required. Such collaboration may involve an exchl:inge 
I \ ... 

b. 

of technical personnel between the two Centers I and\the 

provision by NSA of technical support to the i tegrated 

effort to the extent desi'rable and feasible. 

In the Pacific Area collaboration 1s required 

the need of duplicate interception and process 

facili ties. The U.S. rather than establishing 

\ 
\ 

o minimize 

\ 

National COMINT Cente~ in the Southwest pacific

r 
will 

coordinate its COMINT operations in this theater with the 

center in Australia as required. 

c. The U.S. National COMINT Center{s} concerned with the 

Pacific area will have direct communication with the 

COMINT authorities of the collaborating nations in order 

to effect rapid exchange of COMINT material 'as required 

and as mutually agreed. 

d. The U.S. envisages the assignment of a U.S. working party 

to the center in Australia immediately upon the putbreak 

of hostilities involving both parties. This working 

party will take part in the operations of the Center in 

Australia and will serve as the cadre for any further 

augmentation of the center in Aust~ia which may become 

desirable as the war progresses. 

11 
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! / 
I ' 

. Ie ./ The U .K~ will increase its contribution of personnel to the 
f ! 

! center in Australia on the outpreak of hostilities •. 
/ 

ESTABLISHMENT OF OVERSEAS NATIONAL COMINT CENTERS 

7. Current plans consider the possible establishment of COMINT 

Centers as set forth in Exhibit 1 to this Annexure. .Its details will be 

reviewed from time to time by the parties concerned and revised as 

necessary. 

ESTABLISHMENT OF OVERSEAS COMBINED. CENTERS 

8. With reference to U.S. and U.K. plans to establish National 

COMINT center~ ICir~um-
. stances may require the establishment of a combined UK-US. center in this 

area. 

12 
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UK/US BRUSA Planning Conference, 1953 

Minutes of the first meeting of the Plenary Committee held at 11:30 hours, 
2 March 1953, in the Lounge, Naval Security Station, ~lashington, D. C. 

Those present were: 

UK DELEGATES 

Mr. C. Loehnis 
Brigadier J. H. Ti1tman 
Colonel R. G. Yolland, Army 
Mt-. W. Millward 
Mr. A. W. Bonsall 
Captain M. Hodges; RN 
Commander H. H. Ridler, RN 
Wing Commander F. W. Hudson, 
Mr. H. J. Dryden 

R.A.F. 

US DELEGATES 

Rear Admiral J. N. Wenger, USN 
Mr. V. P. Keay 
Mr. R. F. Packard 
Dr. L. W. Tbrdel1a 
Mr. H. D. Sheldon 
Captain B. F. Roeder, USN 
Lt. Col. G. C. Long, USA 
Lt. Col. C. M.-Tbwnsend,'USAF 

DISTINGUISHED GUESTS 

M9.jor General R. C. Partridge, USA 
Rear Admiral Carl F. Espe,USN 
Major General J. A. Samfor<l, USAF 
Brigadier General H. Reichelderfer, 
Mr. R. Forwood 
Colonel A. R. Marcy, USA 

I 

Captain J. S. Harper, USN 
Captain J. R. Dennis, USN 
captain W. A. Wright, USN 
Captain R. L. Taylor, USN 
Colonel T. M. Hetherington, USAF 

USA Colonel B. Pulling, USAF 
Mr. S. D. Ellis 

Lt. K. B. Monypeny, Jr. acted\as Secretary. 

1. In welcoming the members of\the D. K. delegatd.on, M3.jor General Canine 
expressed the regrets of Mr. Allen Dulles, Chairman, USCIB, who was unable to attend 
the opening meeting. He stated that Mr. Dulles had designated a personal 
representative to deliver the opening address, but that only very shortly before 
the meeting, it was learned that the representative so designated was also unable 
to attend. He further stated that\it therefore became his pleasure to welcome 
the British delegation on behalf of\\the Chairman, USCIB, and himself. 

He noted that since the London Conf'erence of' 1952 many events had 
transpired. He commented that he conSidered the onq sin possible in the COMINT 
business to be a static condition, and\added that neither the UK or US had 
been guilty of sponsoring such a condition. 

In concluding M9.jor General Canine said how delighted he was to 
welcome Co:mma.nder Loehnis as the head of <the British delegation. He expressed 
the hope that all· the delegates enjoyed their stay to the fullest and would 
al130 fully complete the heavy schedule set\ .. out before them. 

/' 
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2. Cozmmnder Loebnis, expressing thanks on behalf" of' the UK delegation 
for the warm welcome made, said how much he, personally, and those of the delegation 
who had been here before had been looking forward to the visl t~. 'He added 
that the one or two delegates who had not made the trip previously' would 
quickly learn to look forward to the next visit. 

On the subject of the Agenda he stated that he feared that the 
rather ·i:!''''.avy Agenda facing the delegates to the conference was rather the 
fault of the UK because of their desire to complete the conference within three 
and a half' weeks. He explained that the shortage of . personnel at GCHQ 
combined with the extra burdens of the move to Cheltenham necessitated such 
a schedule for the UK delegates. 

He noted that in the past, at similar conferences it be,d always been 
possible to work out solutions to problems which were satisfactory to both the 
US and the UK. ' . 

He continued by saying that, although there were apparently one or two 
items '. on the Agenda for·· the pre sent Confere:q.ce with which it would be difficult· 
to deal, he was :confident that the future wquld prove similar to the past insofar 
as satisfactory solutions were conce~ed. 

. .. .. " . ,-~",., - -- - .. ---.-' I ~ -

3. General. Canine invited Commander Loehnis to take the chair of the , 
Executive Committee. Commander Loehnis expressed his thanks but proposed Rear 
Admiral Wenger in his stead. This was accepted -and the appointment of Mr. H. 

, -J. Dryden as British Secretary, and Lt., K. B. Monypeny, Jr. as U.S. Secretary 
- :was approve~. 

4. It was agreed that the Executive Committee would be composed as follows: 

U.K.' 

Mr. C.~lmi6 
. Brigadier J. H. Tilt.msn, A:rrrry 
Colonel R. G. Yolland, Army 
Mr. W. Millward 
Mr. A.W. Bonsall 
Commander H. H. Ridler 1 RN 
Wing Commander F. W. Hudson, R.A.F. 

U.S" 

Rear Admiral J. N. Wenger, USN 
Mr. R. F. Packard 
Mr. V. P. Keay 
Mr. H. D. Sheidon 
Dr. L. W. ~rdella 
Captain B. P. Roeder, U.S.N. 

'Lt. Col. G. C. Long, U.S.A. 
Lt; Col. Charles M. Townsend, U.S.A.F • 

. 5. It was t'urther agr:-eed that the t'irst meeting of the Executive Committee 
.would be at 1430, 2 March 1953 1 in the Lounge at the Naval Security Station, 
and the Cbairinan ot' the various working groups would be instructed to attend~ 

6. There was no other business. 

lsi H. J. C. DRYDEN 
UK Secretary 

Is/ Ie. B. j;OIJYPE}rl, JR. 
US Secretary 
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U.K./U.S. BRUSA Planning Conference, 1953 

Minutes of the first meeting of the Executive Committee 
i held at 1430 hours, 2 Ml.rch, 1953 

Present 
, " 

Chaibna.n: RADM. J. N. Wenger 

U.K. Representatives 

Cdr. C. Loohnis 
Brig. J. H. Tiltman, S.B.L.O .. 
Col. R. G. Yolland, Army 
Mr. W. \Millward 

i 
Mr. A. rNa Bonsall 
Capt. M Hodges 
Cdr. H. H. Ridler, R.N. 
w/c F. • Hudson, R.A.F. 

Mr. H. J C. Dryden 
(Secetary) 

\ .. I 

U,S. Representatives 

RADM. J. N. Wenger USN. 
Mr. R. F. Packard 
Mr. H. D. Sheldon 
Mr. V. P. Keay 
Capt. B. F. Roeder, USN. 
Dr. L. W. Tordella. 
Lt. Col. G. C. Long, USA 
Lt. Col. C. M. TOwnsend, USAF 

Lt. K. B. Monypeny, Jr. ' 
(Secretary) 

1. Revie of Conference Agenda and organization of the conference 

Wenger proposed that Cdr.! Loehnis assume Chairmanship 
of the Exe utive Committee. The latter declined and requested that 
RAdm. Wen r serve as Chatman. This · was agreed. 

The 
Annexure 

• i 
ttee agreed to the pro~osed Conference Agenda as in 

, 
I ' 

The Committee further agreed .that the delegates f'orm subcommittees 
to consider each item of the agenda.~ 

2. Commi ttee structure and confei-ence program 

It was agreed that the subcohnni ttees to be appointed would be deSignated 
by the particular Appendix they were to consider. 

The Chairman proposed· that the US furnish Secretaries for the various , 
subcommittees and that the Chairman of' subcommittees be selected upon the basiS 
of the party which initiated discussion of' the items. . 

The Committee accepted both these proposals. 

After discussion the Committee agreed that subcommittees would. normally . 
meet initially at 0900 each morning. 

The Chairman proposed that the subcommittee to be appOinted later give 
first priority to discussion of Appendix B and Appendix Q. 

3. Appointment of subconnni ttee members I and designation of subconimi ttee 
chairmen. . 

The Committee agreed on the composition of subcommittees as shown in 
Annexure 2, and 

Further agreed that subcommittees Band Q meet at 0900, 3 March, in 
Rooms A and C of the Conference Headquarters; Subcommittee H to meet at 1000 
in Room.B; and subcommittee P(A) to meet at 0900, Thursday 5 March. 

TOP SECREt' 
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4. Q~mmittee procedures, schedules, and reports 

The Connnittee agreed to the proposals for co:n,duct of cormnit'tee work 
as contained in Annexure 3. 

5. Schedule of Executive Committee meetings. 

It was agreed that the Chairman and the head of the UK delegation would 
discuss the Schedule of Executive Committee meetings further in order 
to arrive at an arrangement which would least interfere with the work of 
the subcommittees. 

6. Additional items for informal discussions 

The Committee agreed to assign the various ite~. for info~l discussions 
to subconnni ttee s as follows: 

(a) Arrangements of' Exchange and Dissemination within SACLANT's 
Command of CO~rrNT beyond the Scope of Third Party Collaboration -
TO SubCommittee PB• 

(b) COMINT (beyond Third Party arrangements) between SACEUR/SACLANT 
and subordinate commands - TO SubCommittee PE. . 

(c) . Definition of "releasable equipment". -
To SubCommittee PA 

(d) USGRO - To SubCommittee Q(b) 

(e) Preliminary UK/US discussions on counter clandestine arrangements. 

U.K. 

Mr • A. vi. Bonsall 

u.s. 

Mr. V. P. Keay (Chairman) 
Mr. C. P. Collins 
Mr. H. L. Conley 
Maj. J. B. Pratt 
Mr. W. B. Ryan (Secretary) 

(f) D.S.B. - For discussion between- the heads of the UK and 
US delegation. 

7. Announcements 

Dr. L. W. TOrdella delivered an explanation of the recent reorganization 
of' NSA. 

-2-
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UK Secretary 

/s/ I,' ') :'Q}·fYP""F''!. \.. 1).. .:' I, .l:~ ... L, , 

US Secretary 
JIt. 
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COMMITTEE MEMBERSHIP 

EXECUTIVE COMMITTEE 

UK 

Cdr. C. Loebnis 
Brig. J. H. Tiltman 
Col. R. G. Yolland) Army 
Mr" W. Millward 
Mr. A. W. Bonsall 
Cdr. H. H. Ridler, R.N. 
wlc F. W. Hudson, R.A.F. 

us 

Rear Admiral J. N. Wenger, Chairman 
Mr. V. P. Keay 
Mr. H. D. Sheldon 
Dr. L. W. Tbrdella 
Mr. R. F. Packard 

. Army - Lt. CoL G. C. Long, USA 
Navy - Captain B. F. Roeder, USN 
Air Force - Lt. Col. C. M. Townsend, USA~ 
Lt. K. B. Monypeny, USN (Secretary) 

SUB - CO~TTEES 

1. Appendix. B. 

Col. R. G. Yolland, Army 
Cdr. H. H. Ridler, R.N. 
wlc F. W. Hudson, R.A.F. 
Mr. W. Millward 
Mr. H. J. Dryden 

2. Appendix D. 

Mr. A. W. Bonsall (Chairman) 
Col. R. G. Yolland, Army 
w/c F. W. Hudson. R.A.F. 

I 
Mrs. H. E. Baber 

3 • Appendix H. 

Capt. M. Hodges 

4. AppendixN. 

Col. R. G. Yolland, Army 
Mr. A. W. Bonsall 
Cdr. H. H. Ridler, R.N. 
wlc F. W. Hudson, R.A.F. 

I I 

Mr. R. F. Packard (Chairman) 
Dr. L. Shinn 
Mr. S. P. Ellis 
Mr. C. P. Collins 
Colonel K. G. Clow, USA 
Major J. B. Pratt, USA 
Captain B. F. Roeder, USN 
Lt. Colonel C. M. Townsend, USAF 
Mr. Gordon Sommers (Secretary) 

Captain N. E. Blaisdell, USN 
LCDR. R. L. J. McKee ~ 

Mr. C. C. Corry 
Major T. W. Burke, USA 
Major C. D. Pryor, USAF j 
Mr. N. Boardman (Secretaty) . I . 

Colonel A. R. Marcy, USA(Cha1rma~) 
Captain G. J. Kirkby, ,6ACEUR 
Colonel Wildes, USAF 
Lt. Col. R. G. Holton~ Jr. SACEUR 
CDR. J. M. Watson, U~N 
LCDR. R. T. Conley, pSN (Alternate) 
Captain Russell Jone;s, USA I 

. Col. G. E. Sampson I 
Captain F. K. LooneY 1 USAF (SecrE7tary) 

I 

i 
Lt. Col. L. Booth, USA (Chairman) 
CDR. M. B. Gillespie, USN 
Major McGreer, USAF 
Mr. R. Battey 
Najor O. Jones, USAF (Secretary). 
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5· Appendix p(a)' 

Mr. A. W. Bonsall 

6. Appendix P(b)' 

Mr. ~ Millward (Chairman) 
COl./R. G. Yolland, Army caV' M. Hodge s 
Cdr H. H. Ridler 
wi F. W. Hudson, R.A.F. i Appendix Q (A & B). 

;Mr. A. W. Bonsall 

ICOL R. G. Yolland, Army 
Capt. M. Hodges 

; w/c F. W. Hudson, R.A.F. 
Mr. D. L. G. Crewe 
Mr. W. Millward (B) 
Mr. C. R. Forwood (B) 

Annexure 2 
To BPC 53/EX/M (1) F:I.na1 
001 

US 

, 

Mr. F. Rowlett (Chairman) 
Mr. R. E. Anderson 

0' Dr. L. W.-Tordella:, 
Lt."-Col-~-lt:-H. - Horton~--USA---'''': 
Lt. Col. G. C. Long, USA 
Mr. A. W: Foley (Secretary) 

Captain J. R. Dennis, USN 
Captain B. F. Roeder, USN 
Captain W. A. Hawkins, SACLANT 
Major E. M. McBride, USA 
Lt. Col. C. M .. Townsend, USAF 
Mr. N. M. Murphy (Secretary) 

Mr. O. R. Kirby (Chairman QA) 
Mr. J. F. O'Gara, Jr~ 
Captain R. Taylor, USN 
Mr. T. A. Miller 
Mr. F. Griffin 
Mr. B. K. Buffham 
Mr. G. M. Robb (Secretary) 

(Chairmanship of Qs remains undecided) 

8. Appendix O. 

Mr. W. Millward 
w/c F. W. Hudson, R.A.F. 

- 2 -

Mr. F. A. Sims (Chairman) 
Captain R. O. Minter, USN 
Lt. Col. R. A. Dickson, USAF 
Lt. Col. L. H.Hutchinson, USAF 
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:2 i:LZlrch 1953 

SUGGESTED :nJSTHUGTJONS Fon corrDUGT 0.F' CO]T;'nTTEr~ WOHK 
• 

1. The Executive Conunittee will designate til.8 Chairman and UOlllIJu:.:;:i.Lion 
of each Conuuittee and allocat.e its task. 

2. Commit.tee Chairmen 3.re rei::;ponsi ble for arranging vnth the Conference 
Secretary for the reservation of Commi tt.ee rooms. 

3. 'l'he Secretariat is propEl.red to render all typing and duplicating service. 
A limited amount of stenographic service is available. 

4. Working committees will not be required to submit minutes.of their 
meetinGs. Hovrever, a progress report v{ill be required from all work:tng committees 
on Thursday 5 I.'Iarch 1953. This report vlil) include: 

a. StateID2.nt of items considered. 

b. Statement of any items ,completed. 

c. Questions requirinG resolution by the Ex.ecutive Committee. 

d. Instructions requlred of Executive Co;:rrnittee 

e. Adm ti on al progress reports will be submitted as directed by 
the Exec ut i ve C ollllJi t t ee ~ 

5. All papers of vIh;:l,tever nature will be dated. dll committee working 
papers willcarry a date only. fl.11 other papers, except working papers, will 
carry a reference number C onsti tuted as follows :---. 

i. BPC53/ - BRDS!\. Plmning Conference 1953. 

ii. Followed by Conunittee designation as follows: 

EX - Exec uti ve C ommi t tee 

B - Appendix B Subcommittee 

D - Appendix D Subcommittee 

etc. 

iii.. Followed by/and one of the following: 

A. Agenda (serial number of meeting in () ) .• 

M Minutes (serial number of rreeting in () ). 
U1inu~es wi~l b~ ke~t only of Executive and Plenary 

Comnll ttee ",eetlng.) 

R - Report 
(A.ll drafts to be numbered serially and final drafts so 
marked. ) 

Uii. Directly W1der the line continuinG the above data will be a 
serial number indic;:l,ti:;.g the conference serial number of the 
paper. 

1 
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BPC 53/EX/M (2) 
251 

BFC 53/n/R Final 
132 

f.l..nnexure 3 
J3l'C53/EX/LI(JJ Fin:11 
001 

1st Draft - 1st draft of the minutes of the 
2nd IIBeting of the Executive 
Committee. 

Final report of D Committee. 

Viorking Committee reports after approval by the Executive COI11l'nittee will, 
in addition to other reference, bear the words "Final Conference Faper." 

. 6. ,igreed paper~ which 3.re ap?ropr:Late for ir;.clusion as appendices, 
annexures, or e:dlibits to the BImS i~ r...greeme,nt vrill be prepared accord].ngly. 
All drafts ~-lI'e to be numbered and dated. rinal drafts will be so marked. 

, 

7. COllUllittee reports and othJr papers which are to be consj.dered by the 
Executive Committee i'ril1 be submitted prolaptly to the Conference Secretary. 

8. The Conference Secretary wi 11 deliver irmnediately to t.he members of 
the Exec uti ve COfimr:.ttee '.m d Working Conuni ttee papers designated by the Working 
Committee Chairman as for c onsideration of the Executive Committee and will 
notify the Committee Chairman conicerned wrkn the p;:tpers ,'0.re ready for consideratio·, 
by the Executive Committee. 

9. Vihen these papers 3re bein:r; consfdered by the Executive Cormnittee, the 
Working Chairman and senior member 'of the 'Committee from the other delegation 
will be present. The Conference Secretary will be responsible for notifying the 
Chai t'IDan and others concerned of the tin!e at which they are to_appea,r before 
the Executive Cormnittee. ' . .... 

, 
10. The minutes of the Executive Committee rneeti ngs wi 11 be taken and 

distributed l;rompt1y to members and \'{orkir.g COlllmittee Chairm9.n. 

11. The Conference Secretary will be responsible for notifying promptly 
Worldng Committee Chairman of any Executive Cormnittee decision or instruction 
affecting their c omrn:i.ttees. 

-2-
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U.K./U.S. BRUSA Planning Conference, 1953 

Minutes of the second meeting of the Executive Committee 
held at 1430 hours, 6 March 1953 

Present 

Chairman: RA.DM .. J. N. Wenger 

U .K. Representat~~ 

Cdr. C. Loehnis 
Brig.J. H • Tiltman, S.B.L.O. 
Col. R. G. Yolland, ArIl\Y" 
Mr. W. Millward 
Mr. A. W. Bonsall 
Capt. M. Hodges 
Cdr. H. H. Ridler, R.N. 
wlc F. W. Hudson, R.A~F. 

Mr. H. J •. C. Dryden 
(Secretary) 

Observers 

Mr. O. R. Kirby 

U. S. Re£~!?!p-~~ 

Mr. R. F. Packard 
Mr. C. p. Collins (alternate) 
Mr. V. P. Keay . 
Capt. B. F. Roeder, USN 
Dr. L. W. Torde1la 
Lt. Col. G. C. Long, USA 
Lt. Col. C. M. Townsend, USAF 

Lt. K. B. Monypeny, Jr. 
(Secretary ) 

Col. u. W. Wildes, USAF 
'J.' G Lt. Cdr. R. • onley 

Mr • A.. W. Smal.l 

1. Consideration of Minut~~ of Openi!!JLPle!l;ary Session 

The third paragraph of the minutes of too opening Plenary se~ion was 
corrected to read, II General Canine i mri ted Command er Loehnis to a surne. 
chairmanship of the Conference." 'I'he minutes were then approved s corrected.' 

2. Considerati~of Minut~s of the !irst ..Ex~ve_commi..!t~.M..ietinft . : 

The second draft of the minutes of the first Executive Corokttee meetin~ 
was approved as written. 

3. Consideration of Report by Append.?-~~ Subcommi ttee 
! ! 

The Committee took note of the first progress report of 'Appendix B su~ 
committee, and after detailed discussion of the Inclosure, referred back to 
the subcommittee for reconsideration for the proposed revision of flppendix B. 

TOP SECRET 
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4. Consideration of Report 0/ AEPend~ Q Subconunittee 

The Committee took note of the first progress report of Appendix Q sub
committee. Minor revisions were made and the report approved as corrected. 

The GOlnroi ttee further approved the Inclosure to the report, "Exhibit 1, 
Operaticnal and Logistical Requi rements for Warti~e Augmentation of GCHQ", 'With 
one minor correction. 

, 
I 

} ,Consideration of ReEort gy Appendix H Subcommittee 
, .! 

The Committee took note\a[' the report by the, Appendix H subcotnmittee. 

6. .. Schedule of Subcomm! tteJ Meetings' , '--, 
./ 

Mr. Packard reported that the Appendix, B subcommittee would complete 
consideration of Appendix B, not including Annexures, by 9 March 1953. 
He added that the subcommittee proposed next to consider Annexure B2, 
which might possibly be completed by March 10, and at that date turn 
toward consideration of' Annexure BI. He also proposed that the sub
committee first consider the general principles of Annexure B1 so that 
when agre ment was reached, members of his subcommittee not required 
for drat ing of the Annexure might be released for consideration of 
other it of the Conference Agenda. 

BQ h these proposals were accepted. 

~. Kirby reported that Appendix Q subcommittee h~ completed 
work dn Items 6(a) and 6(b) (excluding Dissemination) of the Conference 
Agendk. He proposed that the subcommittee continue consideration of 
ItemS, 6c, d, e, on March 9, and added that consideration of these items 
should be completed on March 10. ,J The Committee accepted this proposal. It was further agreed that 

',ch 11 woUJ.d be set as a target date for ini tlating discussion on 

t~·-::::t:;"~ird Meeting of the Executive Committee . . 

'
The Chairman proposed that the, third me, eting of the Executive 

Committee be held on Tuesday, 10 March 1953, at 1500 hours. 

It was agreed. 

\ , 
-2-
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/s/ H. J. C. Dryden 
H. J. C. Dryden 
UK Secretary 

/s/ K. B. !.1onypeny, Jr. 
K. B. Mony:peny, Jr. 
US Secretary 
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U.K./U.S. BRUSA Planning Conference, 1953 

Minutes of the third meeting of the Executive Committee held at 
1500 hours, 10 March 1953 

Present 

. Chairman: RADM. J. N. Wenger 

U.K. Representatives, 

Cdr. C. Loehnis 
Brig. J. H. Tiltman, .S. B. L.O. 
Col. R. C. Yolland, Army 
Mr'. W. Millward 
Mr. A. W. Bonsall 
Cdr. H. H. Ridler, R.N. 
W/C F. W.,Hudson, R.A.F. 
Mr. H. J. C.' Dryden (Secretary) 

, Observers 
Capt. M. Hodges 

U.S. Representatives 

Mr. V. P. Keay 
Mr. C. P. Collins (alternate) 
Dr. L. W. Tordella 
Mr. R. F. Packard 
Lt. Col. G. C. Long, USA 
Capt. B. F. Roeder, USN 
Lt. Col. C. M. Townsend, USAF 
Lt. K. B. Monypeny, USN (Secreta~y) 

Mr. O. R. Kirby 
Mr. A. W. Small 
Mr. F. B. Rowlett 
MajorD. M. Grosjean, WAC 
Lt. Cdr. R. T. Conley 

'1. Consideration of Minutes of Second Meeting of Executive Committee 

The minutes of the second meeting of the Executive Committee were 
approved'as written. 

2., Rearrangement of Agenda 

The Chairman suggest'ed that since certain items on the agenda might 
ent,ailmore discussion than others, the agenda be rearranged so as to 
dispose of less controversial items first. 

It was so agreed. 

3. Oral Report of Chairman Subcommittee Pa 

Mr. Rowlett, Chairman of subcommittee Pa delivered an oral 
report to the Committee. r�----------------~-------------------------"I 

\ I He added that a 
, final report would be made at the next meeting of the Executive Committee. 

The Committee took note of Mr. Rowlett's report. 

4. Consideration of Progress Report of Appendix H\.8ubcommittee 

The Chairman suggested that the Committee briefly review the 
inclosure to the second progress report of Appendix H\, subcomroi ttee, 
bearing in mind that·modification might be necessary due to conflicts 
with Appendix Q Annexures still to be considered. 

OGA 

This proposal was accepted. EO 1. 4 . (d) 

1 
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The Committee then reviewed Appendix H and referred paragraph 4a(3) 
of Appendix H, Annexure Hl back to the subcommittee for clarification. 

Minor editorial changes were made in paragraph 6,c .• 

The Committee then approved Appendix H subjecito modifications 
which might be necessary to bring Appendix H and Appendix Q into consonance. 

OGA 
EO 1.4. (c) 
EO 1.4. (d) 

6. Consideration of Second Report of App~ndf-x Q Subcommittee 
I 

The Cumm~ttee then tooK note: of the secund l~eport of Appendix Q 
subcomm:l'~'Gee and after detaj.J.ed d.lscUSS:LOn 1 t vTaS ugJ,'eed to refer 
parag.L·apll )tJ. of draft Anncx\..U'e Q.l. b~ttCK to lthe . subcommJ.·ttee for the 
addltion of a footnote. II:. "ras f1.u~,thel' al3reed to hold :Ln abeYct.nce 
approval of draft AnneXUl:'es Ql and 1Q2 and Exhibits thereto until 
minor edl toriul cha.nges '\o,ere 8.gl'e'ecl upon. .....--

7. Consideration of Second Report 'of Appendix B Subcommittee 
, 

The Comrni ttee took note of the second report of AI)pendix B 
sUbcommittee. Mr. Pac1ca:cd revlevred the inclosure to the report to 
indicate changes made by the subcommittee to the previous draft. 
Minor revisions were directed by the Corrunl.ttee and the following 
paragraphs lTere discussed at some len8th and referred bacl\. to the 
SUb-committee for reconsideration in the Light of this discussion: 

3(and footnote) 
3b 
33b)g,h 

The Committee approved Appendix B subject to minor editorial. 
revisions and above pm:agl'nphs resubmittecl to the subconullittee. 

Tile Chairman pointed out that a problem existell in that Append1x B 
lTould be discussed with the Canadians and t.hat obl:.aintng agreement 
among the three Boards would prove cwnbersome. 

It vas sg:ceed. to QPpoint an ad hoc cor;J.m1ttee cur..:.;j.ctin,s of 
Hr. Dryden and Ivlr. Packard to present a solution t.o Ulr'; COl'lildttee of the 
above problem. 

2 
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8 . . b"'utu:re Scheduling of Subconunittees 

It vTUS agt'eed that Appendi;{ B Subconunittee 'Would consider 
Annexu:ce B2 and Bl in that order on 11 Barch, and that consideration 
of Q,b would commence irm11ediately on completion of above, if possible 
on 12 NO-reh. It waD fUrther agreed that Pb subconunittee could not 
meet Until completion of worli.:of subcommittee Qb. 

9. Date of Next Meeting of Executive Committee 

The next meeting of the Executive Committee was scheduled for 
1500 hours, 12 March 1953. 

/s/ H. J. C. DRYDEN 
H. J. C. DRYDEN 
UK SECRETARY 

lsi K. 13. r'.iONYPE~TY. JR. 
K. B. MONYPENY, JR. 
US SECRETA:RY 

,.J. 

3 \ 
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u.K./u.s. BRUSA Planning Conference, 1953 

Minutes of the fourth meeting of the Executive Committee held at 
1600 hours, 12 March 1953 

Present 

Chairman: RADM. J. N. Wenger 

U.K. Representatives U.S. Representatives 

Cdr. C. Loehnis 
Col. R. C. Yolland, Army 
Mt-. VI. MilJ.wa.rd 
Mr. A. W. Bonsall 
Cdr. H. H.Ridler, R.N. 
wlc F. W. Hudson, R.A.F. 

I 
Mr. H. J. C. Dryden (Secretary) 

Observers 

Capt. M. Hodges, R.N. 
Mr.F. B. Rowlett 
Mr. A. W. Small 

Mr. V. P. Keay 
Mr. C. P. Collins (alternate) 
Dr. L. VI. Tordella 
Mr. R. F. Packard 
Capt. B. F. Roeder, USN 
Lt. Col. G. C. Long, USA 
Lt. Col. C. M. Townsend, USAF 

Lt. K. B. Monypeny, USN (Secretar 

Maj. D.M. Grosjean, WAC 

1. Consideration of Minutes .. of Third Meet~.ng of Execut:!ve bommi ttee 
. .~.--

The third sentence of paragraph 7 was 'corrected to read as follows: 
"Minor revisions were directed by the Committee and the follOWing 
paragraphs were discussed at some length and referred back to the 
subcommittee for reconsideration in the light of this discusSion." 
The minutes were then approved as corrected. 

2. Con~idera~ion of First Pr,£gress Report of AEPendix p(a) Subcommittee 

Mr. Rowlett stated that there would be an addition of two sub
paragraphs, c and d, to paragraph three. He proceeded to read 
the t~u paragraphs and after discussion by the Committee it was 
agreed to defer.decision on them until the next meeting of the 
Executive Committee in order to enable all members to have 
sufficient time to study the proposed paragraphs. 

The Committee then discussed the report in detail. Minor 
editorial revisions were madeiand, 

It was agreed to approve this report and Tab A thereto, 
'" subject to an acceptable rewording of the last sentence of the 

proposed paragraph 3d. 

,Cdr. Loehnis stated that he wished to make a reservation 
that as the U.K. team M.d gone rather beyond the brief given to 
it by LSIB there might be some difficulty in obtaining approval 
by the latter. 

.. ,.," , " :~ ~." . .. -
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In presenting the'report. of Appendix B Subcommittee, 
Mr. Packard :3tatpd that parr.q:;rc!lh 3, li,jh1.ch had been referred back' 
t.o the subcommHteo for rccunsidel'dtion, said that COMINT Includes 
foreign cOl:lmun:tcations pa~3f3Fd by wire. He contlnued bY:,9~'!y:i~.! 
that in fact t}1e1'e are ceJ:'taln c:Lccums\:'<:mces and arrangements 
urlde:c llb.:LCh some fo):ct~n conununicat.iol1s passed by ynre ~l,re nut, ._ i 
and "all not be, handled as COl-lINT. ·He Eta'l~ed that the sUbcomm:Ltt.e~ 

, - ~'--_, , ... _, ,..I " 

felt that notwlthstai.1chng this inconsistency in the deLlllltlOn \ 
any effort to e~q)and the def'in,itj.on or to elaborate on thl,S pOln't 
in an Annexure \wuld be far too detailed and involved to mer:L t 
doing so. Fw'thermore, he sa:.Ld, these cases are vm"J.able and 
subject to change and are not sim:.Llar ont11e U. S. "met U.K. Eades. 

Cdr. LoelmlS suggested that the defin:.LtioH be 'accep'ted ,\--litn 
each sIde being aWare of variables on e'ach side of the Atlant' ~ 
in the ~"ay of complete implementat:t'on. 

It lTaS ::'1{'jreed. 

After detailed discussion of paragraph 3btre eprincip1es set 
forth 'YTere agreed upon and the exact lrording to specify "Top Secret 
and Secret COMINT only" Ivas left to the discretion of thesubcqmrnittee. 

Paragraph 33b was accepted as written and minor editorial 
revisions made in paragraph ,40. 

Paragraph h4 lTaS refer :c"cd back to the subcomrni ttee for 
redrafting of 44a and to ver,lEy that it follmTs prinCiples set 
forth in recent corTespondence bet'IVeen U.S. and, U.K. on the,su:bject. 

,/: 

The Committee then approved A:ppendix B 'YTith the exceptions of 
paragraphs 33h and 44, subject to minol' editorial revision:f 
previously directed. It '-TaS fur'ther agreed that, subject tn' 
reaching a common Ullderstanding of the use of USCIB, LSIB, and CRC 
throughout the docwnent, the U. S. ",ould for'''fl-rd Appendix B, milius 
paragraphs 33h and l~l~ to the Canadians. It ,las agreed that ' 
MI'. Packard and Nr. Dryden \-Tould be responsible for editorial 
cPa..l"lges in the final draft. 

!~. Hcport on PI~ogress of l\.Pl)endix N Subcommittee 

1'he Cha.irman stated t.ll'Jt the Chairma.n of Appendix N Subcommittee 
had informed him,t.hat the subcommittee vas making satisfactory 
p:cogress and should complete its \'Tor1;. lTi thin the next two or three days. 

5. Consideration of Pl'oQess Hepm:t of Appendix Q.(a) Subcommittee 

The COlluui.ttee (liscussed in detail the inclos'lD.'e to the report. 

It \-TaS agreed that. 0. nc::vr sub-paraGraph b be insel'ted. in 
po,ragT:3-llh 6 of Annexure Ql to x'ead in <.::ffect as follmrs: "b. Technical 
.cOHUrr support of othe:c COIUN'l' :.:'csouxces as provided under Appendix P. II 
The l)):'esent sub-paraf:jr2,rh b to become c ~md the othe:cs relettered 
£!.ccol·dine;l~r. It vas ag:l.'eed to refer the suo-pare,graIJh back to the 
COliU,1i ttee for consid2l'2-tio,,'l of the e:u'.ct ',lOrding. 

It I-TaS fur'thcr 2{3T8Cd t11:_'-t in E;;:hibj.t 1:;'0 ArH~eXU:t'e Ql 
::x:,nl;:;l'aph 2 '\lould be :':'cm,w:hc,','ccl 6 e,11c1 the uche:;:s J:cnu;;locred 
<':l,CCOl'(UllSly. 

2 
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(). Future Scheduling of Subcol1mlittec M.eetings 

It \fas agreed that nppendix D Subcommittee COJ1lmence work 
tJcfore Appendix Pb GubcomnU.tt.ec, if possible on Nonday J March 16 
at 0900 prov:i.ded '-TOrli: on (~ was. completed. Appe~lC1ix 0 Subconunittee 
wou.ld bC[~in at 1100. Appcnd:i.x pt Subcommittee "Tould commence "l-Torl,
at 1115 on Tu~oday, March rr, dealing vrith the SACEUR aspects first. 

It ifas further agreed that, the next meeting of the Executive 
Conrrnittee be held a;t 0900, Tuesda.y, March 1,(, and the following meeting 
on Thursday afternoon. 

There '-TaS no further bus.iness. 

The meeting adjourned at 1745· 

(" 

lsi H. J.e. D~YDEN 
H.J~C; DRYDEN 
U. K. SECRETARY 

/s/ K. B. MO NYPE NY , JR. 
K. B. MONYPENY,· JR. 
U.S. SECRETARY , 
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U.K./U.S. BRUSA Planning Conference, 1953 

Minutes of the fifth meeting of the Executive Committee held 
at 0900 hours, 17 March 1953 

U.K. Representatives 

Cdr. C. Loehnis 
Brig. J. H. Tiltman 
Col. R. C. Yolland, Army 
MT. W. Millward 
Mr. A. 'of. Bonsall 
Cdr. H. H. Ridler, R.N. 
wlc F. W. Hudson, R.A.F. 

Present 

Chairman: RADM. J. N. Wenger 

U.S. Representatives 

Mr. S. P. Ellis (alternate) 
Mr. C. P. Collins (alternate) 
Dr. L. W. Tordella 
Mr. R. F. Packard 
Capt. B. F. Roeder, USN 
Lt. Col. G. C. Long, USA 
Lt. Col. C. M. Townsend, USAF 

Mr. H. J. C. Dryden (Secretary) Maj. D. M. Grosjean, WAC (Secretary) 

Observers 

Capt. M. Hodges 
Lt. Col. L. Booth, USA 
Maj. O. Jones, USAF 
Mr. A. W. Small 

1. Consideration of Minutes of Fourth Meeting of Executive Committee 

The minutes of the fourth meeting of the Executive Committee were 
approved as written. 

2. Consideration of Report of Subcommittee Fa 

The Chairman, in discussion with Cdr. Loehnis, agreed that 
consideration of the report of Subcomm1ttee Pa, as directed in the minutes 
of the fourth meeting, would be postponed until the next Executive 
Committee meeting. 

3. Consideration of Fourth Progress Report of Appendix B Subcommittee 

Mr. Packard reviewed the fourth report (third redraft) of proposed 
revision to Appendix B (basic paper). 

The Committee then discussed the report in detail. Minor revisions 
were made and it was agreed to approve this report, with the exceptfon~ of 
paragraph 33h, which would be considered at the next meeting. 

The first report (first redraft) of Appendix B, Annexure B2 was 
presented by the Subcommittee to the Executive Committee. Thisreport 
was discussed in detail and referred back to the subcommittee for 
reconsideration, as Cdr. Loehnis stated his delegates were not enti~ely 
happy with the provisions of the proposed draft. 

4. Consideration of Progress Report of Subcommittee H 

The Committee took note of the fourth report of Appendix H 
Subconnnittee. 

It was agreed that this report, Appendix H, and Annexure Hi would be 

I 
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5. Consideration of First Progress Report o~ Appendix N Subcommittee 

The Committee took note of the first report of Appendix N Sub
committee, reviewing in detail the proposed draft of Appendix N, 
Annexure f Nl, Annexure N2, and Exhibit 1 to Annexure Nl. After detailed 
discussion this report was referred back to the subcommittee for 
reconsideration, t~enew draft to be presented at the next meeting 
of the Executive Committee. 

6. ConSideration of Progress Report of Subcommittees Q 
,,' 

The Committee took note of the fourth report of Subcommittee Qa for 
Appendix Q.. It was agreed to accept the new paragraph 6b to Annexure QJ-, 
and the renumbering of paragraphs in Exhibit 1 to Annexur~QJ-, as 
submitted. 

The report of Committee Qb on arrangements for disseminating the 
CeE end-product was noted. It was agreed to accept the report, with minor 
revisions, for inclusion in the final draft of Annexure Ql, as 
prepared by Subcommittee Qa. 

It was noted that with the acceptance and approval of the above 
reports of Subcommittees ~ and Qb, the following papers were accepted 
as approved: 

Annexure Q,l 
Exhibit 1 to Annexure Ql 
Annexure Q2 
Exhibit 1 to Annexure Q2 

7. Consideration of Progress Report of Subcommittee Qb (USGRO). 

The Committee took note of Report Qf Committee Qo on informal 
, __ discussions of the Establishment of a U.S. Screening Group at GCHQ in 
; Peacetime. ,After recommended minor revisions had been directed, it 
, was agreed to accept this report. 

8. The Chairman stated that the Plenary Session of the 1953 CAN/UK/US 
Triparti te Conference would be held in the Lounge Room, Naval 
Security Station at 1000 hours, 20 March 1953. Imniedlately ~ollOWing 
the Plenary Session, the first Executive Committee Meeting of the 
Tripartite Conference would be held. 

9. The Chairman reviewed the progress of work of the various subcommitte~sl 
and stated that reports from the following would be conSidered at the 
next meeting. 

Appendix B Subcommittee 
Appendix D Subcommittee 
Appendix N Subcommittee 
Appendix 0 Subcommittee 
Appendix P a Subcommittee . 
Appendix Pb Subcommittee 
Appendix Qa,Subcommittee 
Appendix QbSubcommittee 

2 
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10./ The next meeting of the Executive ,~cOi:mldttee vas scbeduled t~r' 
1500 hours, 19 March 1953· . 

li. The meeting adjourned at 1230 hoUrs.· 

TOP 
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/s/ H. J. C. DRYDEN 
H. J. C. DRYDEN 
U.K. SECRETARY 

1's/ D. M. GROSJEAN 
D. M. GROOJEAN 
U.s. SECRETARY 
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.. 0 u .K./u .s. BllUSA Planning Conference, 1953 

Minutes of the Sixth Meeting of the Executive Committee hp.lr1 
at 1500 hours ~ 19 Match 1953 . 

Present 

Chairman : RI\.DM. J. N. Wenger 

U.K. Representatives 

Cdr. C. Loehnis 
Col. R. C. Yolland, Amy 
Mr. W. Millward 
Mr. 'A. W. Bonsall 
Cdr. H. H. Ridler, RN 
W/Cdr. F. W. Hudson, RAF 

Mr. v. P.Keay 
Mr. C. P. Collins 
Dr. L. W. Tordella 
Mr. R. I~. Packard 
Capt .. B. F. Roeder, USN 
Lt. Col. G. C. Long, USA 

Mr. H. J. C. Dr,yden (Secretar,y) 
Lt .. Col. C. M. Townsend, USA.F 
Maj. D. M. Grosjean, WAC (Secretary) 

Observers 

Capt. M. Hodges 
Capt. N. E. Blaisdell, USN 
Lt. Col. L. Booth, USA 
Mr. A. Vi. Small 
Mr. F. B. Rowlett 
Mr. F. A. Sims 

1. Considerati on of Minutes of Fifth Meeting of Executive Committee 

The minutes of the fifth rooeting of the Executive Committee were 
approved as written. 

2. Consideration of Fifth (Final) Progress _Rep?rt of Appendix B 
SubCOrriiIiii tee 

The Committee approved the deletion of paragraph 35h from the 
redrafted Appendix B and accepted the proposed revision of paragraph 18. 
The Subcommittee Chainnan indicated the alterations which had been made 
by his editorial team since the prevtous meeting of the Executive Committee 
and these were agreed with the exception of paragraph 40b which was 
referred back for clarification. It was agreed that the substance of 
paragraph 2 of Appendix D (029) concerning Security Grading of infonnation 
relatin to D IF would be included in Cate or I of Annexure Bl. The 

mentioned above, and subject to final 
approved the draft Appendix B. 

review, 

In discussion of the draft Annexures Bl and B2 (035) various 
alterati ons were agreed in principle by the COIJ1ffii ttee and some detailed 
amendments were accepted. Mr. Packard and Mr. Dryden were instructed 
to redraft ffi d edit both A.nnexu res as necess ?cry, to obtain the concurrence 
of other members of Subcommittee B as required and to submit the revised 
versions to the Chairman as soon as possible .i'he head of the U.K. 
delegation expressed doubts whether Annexure B2 in its present form was 
suitable for inclusion in the BRiJS!I. Appendices and although no decision 
was takAn this vievf fO'lr, j snppo"':'t (In h ;)th sides. 
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A.fter discussion durin 1 l3.S 

substituted for throughout the report and other 
edi torial changes were made, i twas agreed that th e report (029) should 
be accepted as a Conference Paper and included in suitably edited form in 
the fina.l report of the Executi ve Conunittee. It was further agreed that 
the substance of paragraph 2 of the report (029) concerning Security 
Grading of /infonnation rel.,9.ting to D/lr should be embodied in Annexure Bl .. 

Consid~r.~t~on of Second rr~~ress Report,of Appendix N Subc~~~te! 

After discussion, during which "the cognizant British authorityJl 
was substituted for "his British counterpart Jl in paragraph 13(b) of the 
draft Appendix N, the draft Appendix, together wi th Annexures Nl and N2 
and Exhibit 1 to the first Annexure (0)2), were approved. 

7. ~2E:sideration of_ Fir~!..-:~~ Se_~_'?l1~.~1."~g.!:e~~~_~n;t~ of AJ2P,.e~dix ~b 
£u b£E~~~~..e~, \ 

After discussion, during which it was noten that it. was lef~o 
SAGEUH. and SACLANT to organize the exchange of COHlliT between themS'~lves 
and their respective Subordinate Commands, it was agreed that: \ 

(a) all the inclosures to the report required further discuss'1,on •. . ~ 

\ .. 
(b) SPI.C/E/R/7 should be ernboched in the BRUSA Appendices as 

Annexure P2 and SAC/E/R/5 should remain as an inforrral 
agreement simi.lar to LSIB 333/52. ., 
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After discussion, during which a proposed revision of page 4 
of the draft Annexure Ql was accepted (subject to the insertion of 
"Among other duties" at the beginning of the second sentence of , 
paragraph 7b., the del etion of "and the liaison officers referred ' to in ' 
paragraph 8a below,", and the amendment of part of the second sentence i 

of paragraph 8a to read "the U.S. intelligence lip.i:!.lbn officers at the j 

CCE w:i.ll receive ll ), the draft Arine}..."Ures Ql and Q2 and Exhibit 1 to each ; 
( 028) were approved. 'I 
9. , ~onsideration of Additional Work for Final Report of Executive Committee 

It was agreed that . the draft Appendlcec, Annexures and Exhibits andi 
the reports accepted as Conference Papers should be edited in final fo~ 
and that the Chainnanand the mad of the U~K. Delegation would 
prepare a covering report. 

I 

10. ~uding , Remark~ 

The Chairman thanked the U.K. Delegation and the U.S. members of the, 
Committee for the work they had put ir..to achieving such 'very sat;i.sfactory 
results, and Commander Loehnis expressed his delegation's thanks for, ' \ 
the help and cooperatio,:t they had received from their U.S. colleagues 
in all fie:J.ds. J' 

11. The meeting adjourned at 1825 hours • 

TOP 
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/s/ B.J .C. DRYDEN 
, H. J. C. DRYi5"EN 

U.K. SECRETARY 

lsi D. rTi. GROSJEAN 
D. M. GROSJEAN 
U.S. SECRETARY 

SECRET 
; ," 



)GA 

1. 4. (c) 
1. 4. (d) 



)GA 

1. 4. (c) 
1. 4. (d) 



1. 4. (c) 
1. 4. (d) 



1. 4. (c) 
1. 4. (d) 



1. 4. (c) 
1. 4. (d) 



)GA 

1. 4. (c) 
1. 4. (d) 



)GA 

1. 4. (c) 
1. 4. (d) 



1. 4. (c) 
1. 4. (d) 



)GA 

1. 4. (c) 
1. 4. (d) 



1. 4. (c) 
1. 4. (d) 



)GA 

1. 4. (c) 
1. 4. (d) 



)GA 

1. 4. (c) 
1. 4. (d) 



)GA 

1. 4. (c) 
1. 4. (d) 



~ ~~~~=-~==--~~~--~--~--~--~--~--~--~~i)~G~AA1~.4~.~(:C~)------------------l 
EO\ 1.4. (d) 



)GA 

1. 4. (c) 
1. 4. (d) 



1. 4. (c) 
1. 4. (d) 



-~ --. -

nl1c~3/(~kF1Ml 
Ot~7 " . ' 

19 ~:reh 19,;; 

~cpor~L9f Committee Sb on tnformt1f, dheu~BiorlP ot' the Eats.blishment 
i 

of a. U. S. S(ll'eenini Grou~ t1 t o.CHQ, :tn Peace time 

-. \. 
,1. On 13 March 1953 Connni ttee ~ d;Lscussed info:rrn.al~y ~he 'proposa.l 

! 

tor establishment of a US Screening Group at GCHQ contained in coordi~tor 
, . , \", .' / 

,USC~B Me~orapdum UC #000378 to nJrector GCHQ dated ,29 September 1952. " 
/ 

2. It was noted by the U.S. members that the proposal: to set up a 

U.S. Screening Group at GCHQ had been accep,ted in prinCiples, by the LSIB. 

It was noted: 

need for the Group was only likely to arise after the 

that the personnel figure of 15 quoted in UC 1/000378 was a 
" 

maximum; ~ would probably not be necessary to build up to this figure 

and personnel would be allocated to the Group on~ as need arose; 

c that the problem ot' space and cOlIIOlUIlications fa6.iUties 'muld be 

consi red when a concrete proposal was made to activate or extend the 

Group; although GCHQ would no all possible to provide the necessary space 
1 

, and faCilities, this might prove a limiting tactor at least until the 

struction of buildings to house GCHQ at GOOl tenham was complete. 
" ' 

3. It was further agreed that although the main task of the Group 

s dissemination ot GCHQ end product to U.S. recipients, it might be 

deSirable in selected cases for the appropriate member of the U.S. Screening 

Group to participate in an informal and advisory capacity in the di6seminat}on 

of GCfiQ end product to allied recipients (i. e ., NATO Commands). This would 

normally apply to cases where GCHQ bad been augmented under tp~ provision~ f 

Appendix Q, Annexure Ql., but could also apply where no augmentation ~d take:.. 

place.The bringing into force of this arrangement would be subject to 

spec1.fic mutual agreement in each case 0 
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/+~ In the event thn't one or mOTe of the U.S. jntelligence agencies···-· 

desire to disseminate from GCH~ direct to U,.S. recipients by olectrical 

means, it was L\Lreed thtJ.t such. an arrangement would be generally 

s(\tlsfactory to GCH~,and every, effort would be made to provide the 

n8cess:{ry fac:llities and communications •. 

5. A draft Charter for the U.S. Screening Group is appended as Tab A. 

/s/ 13. F. ROEDER 
B. F. IWEDER --------
Captain, USN 

.... :. -
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U.S. ScREENING GROUP AT GCHQ 
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19 Mar 1953 

1. A USCIB Screening Group (USGRO) is hereby established as ~art 
of the SUSLO Unit at GCHQ. 

2. The purpose of USGRO is to provide means for the selection of 
GCHQ"produced COMINT items of the high priority interest to member organ
izations of USCIB for rapid transmission to appropriate SSO's and to 

. NSA. 

, 3. Each member organization of USCIB is invited to propose to the 
USCIB Coordinator names of individuals to sit on USGRC. Each of these 
individuals should have a thorough knowledge of the intelligence require
mentsof his parent .organ1zationand of its U.S. Recipients in the I 

European area. The number of representa4ives appointed by each organ
ization should be limited to the minimum number needed to fulfill re
quirements . 

4 •. (a.) USGRO is an integral part of the BUSLO Staff, and all 
members of USGRO are under the control and direction of 
SUSLO. USGRO will be under the immediate supervision of 
the Z Department Liaison Officer on SUSLO' s Staff, who, 
for this purpose, is designated Off~cer-in-Charge, USGRO. 

(b) The individual members of USGRO will assist the SUSLO in 
his selection for their r.espective parent organiza.tions of 
appropriate GCHQ-produc~d COMINT items for rapid transmis
sion to appropriate SSO I S in the London area and to NSA.···! 
NSA will insure prompt dissemination of all such it'emsii' 
rec'e:lves to all USCIB Member Organiiations in the United 
States. 

(c) The USGRO will be responsive ~o requests for "spot" intelli
gence requests from the SSO' s and from: NSA. 'Requests for 
information from their parent organizations in the United 
States will be channelled t,hrough NSA. 

(d) Access toGCHQworking spaces will be as defined by the Di
rector, GCHQ. 

5. (a) Communications facilities will be provided at GCHQ to the 
§ervice SSO's in the London area, namely: 

Army SSO 
Navy SSO 
Air Force SSO 

(b) Communications facilities already in existence between GCHQ 
and NSA will be used for ~he transmission of items. selected 
for NS~ and for consumers in the U.S. 

-1-
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"IS' March 1953 :..-----
( e) Unlt.:.$ G other ::Lrl'Ul1r;Cmcnt 13 ~I.re made, items selected for U.S. 

Anny J Sta.te Depn.rtrucnt} CIA" and FBI Recipients' in ,the EurO-
,pea.n a.;r.'c:':L' "rUI be tranl3mi tted to the Army ssa. Items select.,. 
ed for U.8. Navy Hed,picnts in the European a.rea. will be 
tl'CUlmni t ted to the Navy pSO. Items' selected for U.S. Air 
'Force HecJpicnts in the Eu.r.opean area will be transmitted, 
to the Air Force SSO. 

(d) , It "rill be the responsj~bility qf the Officer-in-Charge, 
USGRO to insure the prompt dispatch of all itemS' selected 
for electrical transmission., 
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1. '1'h1s paper considers !-.lie GOlml1uniGations Intelligence prochic,ed 

b;y' combined UK/US/Gamdian colI J.bo rat ion • This does not inc lude Y Pf"oduced' 
I 

in SA.GLANT's Command, instructions for the production and handling oj) which. 
\ 

are contained elsewhere. '\ 
\ 

2. It v.1.ll be necessary' to make arrangements for the followinG: 

(a) To supply COMnJT to Sl\.CLANT and to certain of his sub-

or dina te commands; 
I 

'1'0 arrange interchange of appropriate COMINT between designc.ted 

j 

SACLtlNT Commands and between those commands and 2?propriate authorities ,outside ~Il~ 

SACL.A.NT's Command. 

(c) To m.'lke intelligence reflecting COMINT available for general 

operational use within SACLA.NT's Command. 

. 3. In developing these arrangements the following fa.ctors either 

govern or affect the p:' ocedures which can be adopted: 

(a) Security aspects I CQ;:IH:T is controlled by arrar:tements' be-
" 

tVTeen US, UK and Canada. Und0r the terms of these arrangements SACLA.NT cannot 

be authorized to make ad hoc ilrrangements for COlTItJT. wi thin his Command nor 

to provide cmmIT to nationals othe.r than those of US, UK or Canada. 

The number of Headquarters dealing with COHnTT must be limited by 

tri-part;t te agreement and the number of individuals within each Headquarters, 

authorized by-national authorities to handle COMINT, must also be strictly 

limited. 

'Within SACL!lNT Headquart0rs the Intelligence Division is relatively 

small and is integrated; that is, IntelUgence Officers of other NATO nations 

are full, working members of the Division. On no account can they be :fer-

mi tted to handle COHINT materi ale 

Existing arranGements require th.3.t GOi;~INT be passed only by Special' 

Secure Cryptographic Channels 8xclusi vely for this use. 

-J.-
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(b) 'l'imclinC35 of Information: GOhIiH'may contain information 

on en.cmy aLl' '~nd cmrt'ace l:lOVenLents or enemy plans ;:J.nd intentions. It moot 

be dolivored w:U,hout delay to onG' or moreop8rational cOlnmanders to allow 

/ 

~')ropriate action too be ini tiatcd in time. 

~--Q!Or;raPhY: emU})'r relevant to SII.GIAI'JTI s Cormnand is produced 

in t hrae locations, vtidelys eparated, - that is, in London, Ottawa, and 

. Yl:lshington. 

The rnaj or operatLcnal commanders under SA. CL !l..m.' are separated by 

.large distances, though their areas of operati onal responsibility, are 

'contiguous. 
I 

Operational Intelligence Centers (OICs) will be operated in USA, 
I' 

Canada, and UK,each primarily fed by its O'l"m national COMINI' source rut in-

~irectly receiving tho products of all three. 
i 

On the other hand, SAGLMTT and CHrC'.'VESTLANT's Headquarters are 

adjacent in Norfolk, Va. r;nrCE\S1'T~A!,TT and ClnGAIREfl.STLI\J'JT will be co-located 
! 

in UKi'lhen bt.?-ildings are completed and GO:;;CArLi\NT and COUA.IRCANLA.NT are 

co-located in Halifax, Nova Scotia. 

4. In orCtor to discharge their operational responsibilities 

. GINCYillS1'LAlfT; c:mIC{H!LA1!T/CQl.a::mcrun!'u'TT, and Cn;CEA.STLA1!T/Cn"CAlREASTIJANT will. 

each have .to maintain an OIC in ,tl ich all available COIVlINT end products are 

fully processed. i.::iinc e such an OIC must function on a 2!+-hour basis the 

number of indoctrinated officers must be considerable. Should SACLf\.NT desire 

to process fully COHIl}T material "it his om Headquarters, it would be necessary , 

to inc rease his intelligence staff substantially by U.S. ,U .K., or Canadian 

officers. The presence of such a group within SACLI\JIT's . Intelligence Staff, 

a group from which other Nfl.TO officers must be excluded, would be embarrassing 

and ,?onstitute a security hazard. Moreover, in Norfolk such a group YTOuld at 

the present time du'plicate work being necessarily performed by CnrG'j'ESTLANT. 

It is therefore considered that for reasons of security and conservation 

of highly sp;;cialized 0 :f:ficers, S:'ICL'lYT should delegate to Cn:CilESTLA.}TT the 

responsibility for supplying him '1;i th processed:::;:J;:nT to meet his requirements 

at Norfolk. He could similm'l;"T desis;nate the -responsibility either to 

GDrGK\STL,i\Ji'l' or CCJ.:C,u·!L;"Ll'JT if he nlOV8S his Headquarters. 

-2-
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5.'rhe movement Of CmITNT to and among the OICs will then follow 

the below. pattern: 
, 

. (a) Into' the OIC: The ~n flow of CmmfT end products Will 

. be into CINCWESTLANT OIG, in Norfolk, primarily from WashingtonJ' into 
. . . . 

" COMCANLANr /Cblvttl.IRCAl'1L~fl.NT 'OIC, in Halifax, primarily £romottawa; tnt 0 

. OINCEASTLANT/CINCATREASTLAN!' OIC, in the UK, primarily-from London. 

Between the three produbing agen~iesthere is intercha.nge : " " .. 

,of 'raw ,mat~Ital "technical d'ata and. end' pr~ducts which : augment the, ' 

producticn of then~tiona1 ' agen~y 's'\lpporting·.eaoh otC. 
. I .. , 

, • I 

. . .,. ' . ": Into thtse. same Ora~l\will > ~ fe~ ~.yt~. ,; \ . ' . 

. . ... ' (b)' Betweeti the 'OICs' there will be/eXChange of sP3oially, . 

~mpor'tant' ~n~vidua:i' C()M~NT ite~, 'and of::alJ{ap~reciations\'and discussicna 
.,<... I '. '/ ' • \ 

of plots··b~aaeq. th~·reon.:, Thi~· channel ',will permit a 'constant comparison of 
, :" . ," , " \. . 

plots to r~solve di f~erences ·intnterpretation of pos:Vtion o,f units at sea .' . .' . . . . I. '\ ' 
p'articuh~ly in' the' viei'nit-yo! chop lines. ; Su~h ,exchange b~tween orcs . 

wil1~~nua.l1ybe repe~ ~6 apl"'prlate 'Ia~\~nallsery!c~ In~ll1g~~e Staffs 

. (' e. g., AdJid.ral ty; lisHQ, Navy· nept;') f org enerill information o~ interpretation 

and inv~stigat'ion,by technicians' if required •. A secure crypt'~graphiC " . 
.' . \ ~ 

; , , \ 

channel' for. combined us e will be n,eeded for this as well a s an \ agreed 
, \ 

.. ope rati ng IT oc edu re • 

(0) Out of OIC' S• Two oategories of il1telligenoe will be 

disseminated by orc' s: 
\ . ,i, 
\ .. 

. Form 781.C135 

f 

".,;, 

, (i) The first will be at cm.mIT level and will be' sent only 

to subordinate oomman:lers oleared to 'Z\., ~eiva ~OMIlIT, who ','.' 

must be U.K., U.S. or Canadian nationals~, SUCh consumsrs ," 
. , 

. will be served by the appropriat,e OIC throu 

channels • 

(ii) The second category will be at non-CmrnrT level a 

be sent to all commanders concerned through non-Cm 

channels, normally in the fore' of 

-)-
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i 
cotma' rilay be used as background in trIO selection and I 

! 
formulat:ion of these summaries, but items of informati0tl 

, I 
derived solely from COUIHT must be rigorously excluded I 

I 

from t hem and in addition c are must betaken to ensure! 
. , , I 

• / ' " I 
that nothing in the summaries as issued could be traced 

I 
f 

back to COMINT in general. . I 
i 

(iii) These arrangemnts vall apply in peacetime. Any I 
i 

modification to meet emergency or warlime conditims I 
i 

I 
I 

will 'be ::':1 accordance with the policy of u.S.O.r.B •• 

L.s.l.B. and Canadian COMn!T Authorities. 

6.' Responsibilit~ for maintaining COMINT sec uri ty.\ 
, ' , I '\ 

(a) Should:!it be necessary to take action in the light ofC(],Q:NT 
I ' I 

made avkilable under para 5 (0) (i) above, the utmost carJ 
I 

must bJ t ale en by commanders responsible for is suing 
i 

operatlcnal orders to e nsura that neither the enemy, n1o1' 
I 

j ~ 

Allied Third Farly nationals and tmindoctrinated U .~., U.S~: 

or Canadian nationals involved, become aware of the 

existence of the C01m-rr information. 
,) . 

(b) In the case of the int elligence sununaries disseminated 

as in para 5 (c) (ii) abovE", it is the res pons ibi litr of , . 

OIO's to ensure that the principles stated are followed 

in their preparation. ComJIianders will then be at 

liberty to use them in any way that their classificatio:n 

(SECRET or TOP SECRET) allow. 

7. Responsibility for Maintaining OOHNT Sec~ty 

(a) Sl:1O,uld it be necessary to take action in the light of COMINT 

made available under paragraph 5 (c) (i) above, the utmost 

care must be taken by commanders responsible for issuing 

operati anal orders to ensure th::tt neither the enemy, nor 

Allied Third Party nationals and unindoctrinated UK, US, or 

Oanadian nationals ihvolved, become aware of th e 'existence of 

too COMTh'T information. 

'. -~. . ' 
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(b) In the case of the intelligence summaries disseminated as' 

in paragraph 5 (c) (2) above, it is the responsibility of OlCs to ensure 

that thi principles stated 6r,e followed in their preparations. Commanders 

will then beat liberty to use them in any way that their classifications 

(SECRET. or TOP SECRET) allows. 

8 j Designation of C OMI NT, Recipients. SACLANT should recommend to the 

appropriate National Authority ~h0ge US, Uk, and Canadian Commanders to whom 

h~ considers ~6MINTahOuld bea.~ailable 0 In accorda~ce with paragraph 3 (a) .. 
. I I : 

he should not r~~ommend any Thi~p. Party National. as the recipient Of COMINT •. 
j'j 

The Natione.1 COMINT autho:rtties alone have the jurisdiction to authorize 
'i 
'1 

ind vidual officers as COMINT.recipients. It is recommended that in each 
. I i 

, , i ; \ . 

co nd authorized to receivejCOMlNT, the Staff Officers nominated to handle 
. i !' 

should occupy the samei named positions, viz, Chief of Staff and the 
J 

. I 
Staff Officers respons1bl~ for Operations, Intelligence, Plans and 

ications. : ; I I 
1 • 

ere is a requirement forieach orc to know all holders of their special 
I 
I 

. COMINT cryptographic channel. I 

9. i
. ConnnunlcationsRequire~nts. ~FroDi consideration of the above the 

e , , 

followin,g communications are ,i required in war: 

(a) Rapid, secure direct communication between each OIC and its 

primary source of COMINT. 

(b) A secure means ,?t: mutual exchange between each OIC, its 

primary source of' COMINT, and its National Service Intelligence Staff.o 

(c) Very rapid communiCations between .the OlCs. 

(d) A secure means Of exchange of pertinent material between 

producing agencie~ in~;US ahd Canada. These facilities are as~umed to 

exist. 

(e) A special COMINTcryptographic channel between OlCs and from 

OICs to indoctrinated commanders. 

(f) Secure n01;l-COMINT cryptogr~phic: channel from OICs for conveying 

operational intelligence reports and orders to units in their areas. These 

t:acili ties are assumed to exist. 

(g) Secure means ot: mutua.l exchange between SACLANT (an(l subordi-

nate commands) and SACEUR (and subordinate commands). 
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10. Immediate Requirements 

1. 

I 

" 

(a) The necessary communication circuits and cryptographic 

channels should be provided as soon as possible on a scale 

commensurate with peacetime requirements in order to ensure 

the requisite ~egree of readiness for emergency. 

(b) To provide, however ,machinery for' necessary dissemination 

in the SACIANT command now" the ECM will be adopted mutually 

as the c~mbined ~ryptographic machine. 

, (c) So as to allow exchange ,between SACLANT (and subordinate 

corinnands)and SACEUR (and subordinate commands) at appropriate 
, , ' I ' ' 

levels, co~n EOM Crypto-chaAnels will be employed by 
i 

SACLANT and SACEUR and deSignated subor.dinate commands', 

(d) The most expedi,tious connnunications channels will be 

employed in each case, but exclusive channels Will be used wherever 
! . 

such can be made available. 

(e) ECM crypto-channels will accordingly be made a.vaila.ble 

as follqws: -- ' 

NHQ Ottawa 

COMCANIANT 

CBNRC 

AdmireJ.ty 

CI'NCEASTIANT 

ONI 

CINCWFSTIANT 

\ 
\ 

COMSmIK/FLT .( Com, U.S. SECOND FLT) 

_---~- (r) ECM is a.lready used by GCHQ • 

(g) SACLANT will later nominate additional holders in his 

command. 

6 
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ARRANGEMENTS FOR COMINT DISSEMINATION TO AND WITHIN 

SHAPE AND ITS SUB-COMMANDS 

I RESPONSIBILITY FOR DISSEMINATION 

1. The Office of the Assistant Chief of Staff, G-2, Department of the 
Army and G.C.H.Q. will serve as executive agents for U.S.C.LB. and L.S.I.B. 
respectively for service of Comint to S.H.A.P.E. and' its Sub-Commands. 

2. In order to provide for close co-ordination in the dissemination 
of U.S. and U.K. Comint to S.H.A.P.E. and its Sub-Commands, G-2, D/A will 
establish liaison at G.C.H.Q. 

3· 

II PRINCIPLES OF DISSEMINATION 

a) Rear to Front 

Form 7SI.eI3S 

(i) Security arrangements satisfactory to USCIB or'LSIB must be 
made for handling COMINT material in all relevant headquarters 
under S.H.A.P.E., particularly in those where the intelligence 
staffs include other than U.S. - U.K. nationals. Subject to this 
understanding, the principle of direct simultaneOus, dissemination 
of Comint to S.H.A.P.E. and its Sub-Co1DItla.nds in war-time is agreed. 
It is also agreed that it is' essential to achieve in peace-time 
the methods which will be required in war. Initially in peace, 
however, not all of S.H.A.P.E.'s Sub- Commands are in a state 
of readiness to receive a direct service. Therefore, initially, 
only critical items will be disseminated directly to Sub-
Commands, the reIll3.inder being'disseminat~d to them by H.R.A.P.E., 
which will inform G-2 and G.C.R.Q. what material iss9 dissem
inated. When and as determined by S.H.A.P.E. tor each .Sub" 
Command, routine direct dissemination from executive agents 
to S.H.A.P.E. Sub-Commands will be initiated. S.H.A.P.E. will 
in all cases receive, copies of all Comint disseminated directly 
to its Sub-Comrnands. 

(ii) When direct dissemination to Sub-Commands begins, S.H.A.P.E. 
will establish the requirements of its Sub-Commands. 

(iii) Within the foregoing limits, U.S. and U.K. produced Comint 
. wi11 be disseminated directly by the respectfve executtve 
agents to S.H.A.P.E. and its Sub-Commands by the most exped
itious means available to either party. The executive agents 
will exchange all Comintdi:ss~minated by them to S.H.A.P.E. 
and its Sub-Commands by the most expeditious means available. 

!b) Front to Re~r 

1 
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~) Front to Rear 

(i) As a principle, front to rear dissemination normally should 
parallel Command channels, with exception being made for items 
of a criti.cal nature. S.B.A.P.E. will determine which of 
existing Comint communication channels shall be employed until 
facili ties for dissemination in parallel with COlIIIll9.nd channels 
are provided. 

(ii) S.H.A.P.E. willdetermine the requirements and responsibilities 
of the Sub-Commands. 

(iii) With the cognizance fo the executive agents, S.H.A.P.E. will 
arrange with the appropriate U.S. and U.K. national authorities 
to obtain for itself and tis Sub-Commands material produced 
by U.S. and U.K. field Comint organisations outside the S.H.A.P.E. 
Command structure. 

(iv) It is agreed that any rear to front Comint material incorporated 
in front to rear reports should, so far as practicable, .be 
clearly indicated as such. .. 

III DISSEMINATION STRUCTURE 

4. In order to provide adequate Comint channels, the ECM (pIGABA), 
subject to approval by the London Cypher Policy Board, will be adopted initially 
as the combined cypher machine for combined use in the dissemination of Comint 
to S.H.A.P.E. and its Sub-Commands. This does not exclude the use of other 
approved systems in additiOn to E.C.M. As soon as possible, G.C.H.Q. will pro
vide a land-line flon-line" eypher system between G.C.H.Q. and S.H.A.P.E. subject 
to approval by U. S. connnunica tion security authori tlep. "On-.lt~e ~':J:'§LdiO~:.:f..a~ilities 
linking G.C.H.Q.and N.S.A. are available for use subject to availability of -
ctrcuit time in excess.of that required for NSA-GCHQ operations, and will be used 
insof'ar as they prove the most expeditious means of' transmission. N.S.A. and 
G.C.H.Q. Will-give Comint-for S.H.A.P.E. and its Sub-Commands priority in each 
category of precedence. The question of using for this prupose in peace-time one 
of the emergency cable channels between N.S.A. and G.C.H.Q., to bbciate delays due 
to bad transatlantic radio conditions, should be considered by the appropriate 
authorities. 

5. It is agreed that the ECM will be made available for ins-tallation 
at the following organisations and Commands: 

G':2, U.S. Army 
G.C.H.Q .• 

·S.H.A.P.E. 
A.F.N.E. 
A.A.F.C.E. 
A.F.S.E. 
S.S.O., Frankfurt (for A.S.A.(E) produced Comint) 
6910 Security Group 
B.A.O.R. 

/2 T.A.F. 
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2 T.A.F. 
12 U.S. Air Force 
7 u. S. Army 
VI U. S. Fleet 

LSIB/333/52 

6. Top priority in supply of the E.C.M. is to be accorded G.C.H.Q. " 
and A.F.N.E. The priority of installation at the renaining Commands and 
any additional requirements will be determtned by S.HIA,PIE. 

IV COMMUNICATIONS 

Communications details are attached as Appendix A. 

V IMRLEMENTATION 
, , 

8. The foregoing arrangements will be effective upon approval by 
U.S.C.I.B. and L.S.I.B. 

, ' t 
9. ' ! The S.I.O. (Special Intergration Office ) will be deactivated..as 

I 

\ 
\ 
',I 

i\ 
" 

soon as administratively practicable following Board approval of the ne'W d~,ssem
ination arragnements and the, establishment of liaison as provided in paragraph 2. 
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. (&)ti.K. Comint 

COMMUNICATIONS 

I REAR 'l'O FRONTi 
/ , . / 

i 
I. : 

! ' . \ 

(i) U.K. Conttnt will go direct from G.C.H.Q. to 'S.D.A.P.E. 
\. 

(ii) Initiall;y .s.H.A.P.E. will pass on to Sllb-Comri1.a.ncls. ~B 
re,quired except tha. t cri tica.l i tams my be sent c1 ect 
from G.C.H.Q. . 

~ 
(iii) Later, whenS".H.A.P.E. is ready, a.C.H.~Q·. v111 send .~F' 

. to Sub-COIIlm9.nds as required.! . , 

(b) U.S. Comint, 

(1) U.S. Comint will go from Wa.shington to S,B.A.p.E. et' 
G.·C.B.Q. or by. any other route wbich mY' be moreexpe 
at the time. 

(ii) InitiallYS.H.A.P.E. w1~ pa~s on ~o Bu~-Q~nds as ~qui,e4 
except that .eritica.l itemp may be sent airE!ct from Washington 
to Sub-Commands either via. d~C.lt.Q. or by anv other, rbhta . 
which my, be more expeditious at the time; \' 

. ...." t 
'(,(iii) Later, when S.H.~.P,.E~is r~a~y,Washicgton will ~~n1 4ireet 

~ Sub-Commands as required Edther vie. G.C.H.~. or by 41\Y ' 
other: route Which my be mreexpdeit10us at the tlme~ , 

. ", 

Requirements 

(a) Immediaye 
, i···· . . 

, (1)' Land-line between G.C.ij.Q. and S.H.A~P.E. B.B.O • 

. ' (il) EON tor G.C.H.Q. 

(iii) On .. l1nesysteDl between G.C.H.Q. and S.H.A.P.E. '\~ 

. (iv) E;CM tor·A.F.N'.E. 
. ~. . 

, , (v) OneTime Pads tor A.F-.N"S. (it requ1r.e4 be.torEcM pro. 
(1» As may be d~cided hter. 

(i) 

(ii) 

. • .' .. ,!,)., 

cable .channel between N. S.A. and O.C.B.q. . 

'On-~ine· ~~to system for . cable ~hannel ~tween N.S.A.and 
G.C.H.Q.. . , 

/ (iii) Additional 
. . I 

4 
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I Appendix A to LSIB/333/52 

I 

.~ 

(Hi) Additional land-line from G.C.H.Q. to S.H.A.P.E. Signals { 
Centre. 

(iv)Exclusivecommunlcations between G-2/G.C.H~Q.'ana'A.A.F.C.E. 

(v) Exclusive communications between G-2/G •. C.H.Q. and A.F.N.E. 
~ 

(vi) Exclusive connnunications between G-2/G.C.H.Q. and A.F.S.E. 

Details of 2(a) 

(a) Sub-para.s (i) and. (v) to be arranged by G.C.H.Q. 

(b) Sub-paras (ii) and (iv) to be arranged by N •. S.A.' in consultation 
withG.C.H.Q. 

. . 
(c) Sub-para (iii) to be further discussed between G.C.H.Q., N.S.A. 

andS.H.A.P.E. with a view to making best arrangements for 
earliest implementation. ) 

.Details of 2(b) 
. . 

(a) Nece·ssity for sub-para (i) in peace~time, to obviate anY radio 
delays, to be ·discussed la.terbetween G.C.H.Q. and N.S.A. 

(b) If' sub-para. (1) implemented, sub-para (ii) to be discussed 
letter bet~en G.C.HeQ .• and N~S.A. with a view to earliest 
provJ;s!on.. . '. . 

(c) Sub-para (111) to be discussed later between G.C.H.Q. andS.1t.A.P.E. 

(d) Sub-paras (iv),(v) and. (vi) to be consideri,d' :i:t'f:er exp~rience 
gained and. in any caseconsldeJ'edeasentlal fe':' ',' 

II FRONT TO REAR 

5. . . Provision d~1'!I.!l4 at 2T.A.F. and. B.A.O.R. to be discussed later 
when des.ired by S.H.A.'1.Ii. ··l..-the meantime product of 365 S.u. to be mde 
available to S.B.A.~.!~ 1l}.~~'fA,A,.,..C.Eg and 'that of No. 1 Wirele,ss Regiment to 
S.H.A.P.E.by most eXJ?edi'i~ua e~is\:tng routes. 

I 
5 
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