g = - _‘*

“op

SRS ﬂ%(/”’/izd“-"" ""/ 2" ;/f ,/;} ( 7;QADGL;PF

: / ’o._/.Z..
H?f”“l“ oo e [ / ;p fﬁoﬁ -

LITISH-U. 3. co:.:a:r:m:\'rron INTELLIGERCE AGHEFMENT -
= = — = g — ':__'3.
. ¢ : :( .“ - .
_ 5 rMarcn 1446 AP Seew
‘/\ - - - - .'.-“‘..\.
I R
‘i~ ¢
O )

. B -
» 6w . L

- i i & * . . . ) v
eclassified and approved for release by NSA on 04-08-2010 pursuantto £.0. 12958, as
mended. ST56834

R I
i
/’Nﬂ\\'ﬂ"\ rf‘}*r-j,ﬂ‘tv‘ﬂ,\ﬂ"qm
- e « 1 » ‘I ]
‘I \»_/.._1. A}I'/ ,}J.L\xlladll.
.
WU PR J 1Y _5-‘-:7 NIW Sy T -:-;:f.:'-\ o
L = AR Y T _
- P - A vy * 4 - > - S = . ‘)L',ir

As . - -
: . ) e _ R




Ty

A od

IV Y S N B R T 04

S.

COMMUNICATION INTELLIGENCE AGREEMENT

BRITISH-U.




= Rbe s e e ¢ 41 3 A - A TY IR wpAA - N % e b b . . S e o S, ——— Ay vand S N . s ., PR R D
(o et e T T L T T T T R T e R e 3 g N AT s ? _:"'-'"'-‘*0__:‘_ ".._-- AN AP
—_— ——aa Ay are ~
B
L
Tea ¥ & N
o

i
- R ST LTS ¥ > 8 L] L e - i
* ! 4 P ] -
. s A Sne « e PR
SRR T T AT s - . -
O . T 1 ‘\" —~ e a3 ;. e,
T = = ‘ v
o |‘ ot = st e

) . OUTLINE OF s
"~ ©  BRITISH-U. S, COMMUNICATION INTELLIGENCE AGREDMEND - - -

1. Prarties to the Agreement

‘2. Scope ox the Agreement

3. Extent of the Agree ent - Producta

L, Extent of the Agreement - Methods ard Techniques'
5. ‘Third Parties to the Az reement

LA

:”,~\‘ | 6. The Domlnions

ST R A o

x

SRRt R

1

C : 7. ‘Channels betwecn U. S. and British Empire Agenclos N

8. Dissemination and Securlty: ST

9. Dissenmination end. Securlity - Gommercial

’;

]

'10. Previous Agrzements ’ . s ;f
A1l. Amendment and Terminatlon of Agreement ~ = g{

12, Activation and Implementatlon of Agraement

) . -t o®
..-.

T . 'y
. s Te. - o -
mmteese ., P (e vo-m

a '-‘: T W SR LN, u e pmee .-—-o—

] y
LN ", - ‘f-.,.., O e 1
J.\ v.-. -;_' .. M.l__.l.-'fi"_" L’_‘ 7 \ '_i::..
. .

ety




I 34

e
S
».

-~
Y
D -
oy
W

———
e

BRITISH~U., S. CONMUNICATION I\‘T:,LLIGEt\CE AGREENEXT .

s'ilae

1. Parties to the Azreement .

The followfng agreement 1s made between the
State-Army-Navy Comaunication Intelll;ence Board
(STANCIB) (representing the U. S, State, Navy, and

War Departments and all other U. S. Cozmzunication f5¢-f .

Intelligencel authoritles which mey functlon) &nd
the London Signal Intellizence (SIGINT) Boar d'(repre-
senting the Forelgn Oflice AamerItj, War Office, N
Air Ministry, and &1l other British Enpire2 Cozmmunt~ . -

cation Intellilgence authorities which ma; funcuion). [

— ——
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2. Scope of _the Jg*‘eerﬂn...

The oagreonent governa the relatlions of the sbove-
mentloned parties irn Comaunldcation Intclligenco matiers
only. Howyever, the exchange of such colluteral nute-
rial es iy spplicable for tecunicsl purposes and is
.not prejudicial to national irterests wlill be effected
between the Communicaticn Intelligence agencies in o
both countries. v 1 0 o - U

l-t»nA . .. ’

LT TR

]

1Throv5bout thisg agreemPnt Communicscion Intel- R
ligence 1s:undarstood to comprise all processes In-"""T5
/Volved in the collection, production, snd dlgsemirasion |

nations e

e : - L R

l~ff information derived from the communications of oucer 7_

o ——— = -——

[E— - —— - -—

2Por the purooses of this agreement British Em-

pire 1s understood to mesan all British territor; other
than the Dom*n*ona. .
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3. Extent of the Apreement ~ Products

' (&) . The parties agree to the exchange of the _':fy
‘products of the following operations relating to IR
' foraign communic&tiona-J

r- - . T - PR T3
B - ol -1

el (1)- collection of traffic - e

(2) 'acquiaition of communication dbcu; Tl
rments sand equipment .

(3) tra{f#c analysis
<. . (%) cryptenalysis

(5) decryption and transiation

o ——— b

. ) (6) acquisition of inforzation regard- - "?:t‘,w
- ' ‘ ing ccomunlcetion orgemdzetions, - - T :
’;} ' ' prectices, procedures, &nd ‘equipment. . f
. ) . ; :

3Throu5hodb this agreement forelgn comnupica- -
tions are understood to mean all cozmuricationz of g
the government or of any mililtary, alr, or naval. s
T.»ce, faction, party, departmenti, agency, or buresu . . .Y
or & ;ore;gn country, or of any person Or persons ' L
ectingz or purporting to act there;or and shall in-
clude | |comnun1cations of & foreign country
.wnicnh may contein information of military, political,
or economic value;s Foreign country &s used herein
. $s underatood to 1nclude axy country, whether or not
1ts government is recoznized by tee U, S, or thé
Britlsh Empire, excluding oanly the U. 3., the British
Commonwealth of Nations and the- British Empire. '
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(b) Such exchange will be unrestricted on all o N
worik undertaken except when sv°cif1callj excluded B -
.frem the agreexent &t tre recuest of either paxty
&I4 wLIn the asresTasnt €D Lhiz Sinzr, It Az the lona g :
Tezmliin 17 2o TETLF o Limit zain. 23zenliizi iz

e oTaliuts riniziur 8and to cxerciss ro restoiciliona
ctner than those reported and mutuallj a&reud upon .

L, Extent of the gzr Leent - yfthodﬂ nnd TechnLQppe l
. " (a) The partisa.agree to the-exchangs of in- --
formation rugarding methcds and techniques 1nvolved
“ip the operations outlined in parugrnph J(u)

P

(b) Such oxchanﬁe w11l be unrestricted on all
vork undertﬂu'n ¢rcecpt that upon notification of .
the otner party information may be withheld by elither ~
party when 1ts specisl intérsats so require. Sucn | ~ g
. notificatioa will include a description of the in- B

el . formatica peing withrele, sufficient in the opinion s

D of the witnhnolding par J, to convey 1ts signiflicance.
It 1s the intention of eacn narity to limit such ex~-
ceptions to the absoclute min‘nuz, _ - L :

'y
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5. Third Parties to the Agreement

Poth parties will regard thia agreement &s pre—
cluding action with third parties® on any subject 23
uprertainlng to Communication Intelligence except in | S
accordance with the following understanding: . .. - . B

0B W (80 0 ) SRV IR

2‘l"l*mou;g,nout. this agreement thirdé garties are ) A
unders»ood to msan ell indivicduals or authorities NI
other~thaen those of the United States, the British -,JPQ-
Empire, and the Brltish Doxinlons. - R
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(a) It will bo contrary to this ogresment to
raveal its existence to any third gartx wnatevur._f’

(b) Xach party will scek the agres:eat of the
ouhcr to any actlion with third parties, nnd will

take no such action until its adVid&bilitJ ia agrééa
upon., : .

» . ) '__. Y

P et e A

_ (¢c) The agreerment of the other having been ...
‘obtalned, 1t will be left to the party concerned to”;f B
carry out the agreed action in the most appropriate . -
way, without oblig&tion to cisclose nreciselJ the
channels through which action is tayen.' '

(d) Each party w1ll ensure that thu.rcsuiﬁﬁf
of any such action aro mnde avallablo to tor: othor

R e e e TR T

o~ 6. The Dominlons ' | g2
< _ (a) while the Dominions are not partlies to . . ;
:) this agrgement, they will not be regardcd as third i
rartles. ] A :
(b) The Lohdon SIGINT Board will, howsver, B A
. keen the U. S, informad of any arrnndamrntu or pro~ S

»posed arrangements with: any Dominlon agancles.,

(¢) STANCIZ will make no arrangervnts with any - % - B
Dominion agency otner than Canadian except througa, = b
or with the prior approval of; the London SIGINT ~ ~ - . °* :
Bosrd _ Do

, (d) As regards Cenada, STANCIB will compléte"
no arrangements with any agency tnerein without first
ovtaining trhe views of the London SIGINT Becerd.

(e) It will be condltional on any DoriﬁAon
agencles with whoa coll&oonation takes pl&ce that
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they abide by the terms of parezraphs 5, 8, and 9
of thls agreement and to the arrangcments laid
down in paragraph 7.

ozt .- 7. Channels Between U. S. ard Brltish Empire Azencies e

(a) ' STARCTS will make no arrangements in the
sphere of Communicatlon Intelligence with any British - = -
Empire agency except through, or with the prior ap- - ST
- proval of, the Londson SIGINT Board o o

(v). The London SIGINT 3oard will make no ar-"
rangemen4s in the sphere of Communication Lntelligenqe

with any U. S. agency except unrouuh, or vith the
prior app“oval of, STANCIBG.

8. Dissemination and Saguritw

Communicatlion Intelgigence ané Secret or advove | , 1)
technical matters connecied tharewith will Te dis- R
sexinated in accordance witk Ldezntical security S
regulations to be drawn up end xept under review ' ’
by STANCIZ® and the London SIGINT Board 1n colliabo-
retiox. Witnin the terms of these reguliatlons
.disseminatlion by either. party wiil be mece vo U, S,
reciplents only a3 approved Zy CZI.:4CIB; to 3British
Empire reciplients and to Dozinlon recinlenus other
than Canndinn only as apjroved Dy the Longon SICGINT
Boawrd; to Canadian recip-ents oniy a3 approved by
efther JTAKRCIB or the London 5IGILT Soard; and to
third party recizslents oniy Ps Joinily epproved oy
ere sy

TETANCIZ snd tne Lomdon 3ICE ZazTil

- n.....-...-'

bt » - - 3 < . ... — T ___,T,,,,o-\
Q. Dimcomlantlcon ond Lecorll orTereiel

STANCI8 and the London JIGINT Board will e:;;:e
" that without prlor netificatlon and conssnt ol ine _
other party in each instanse no dissemination -of in-
.format101 derived. froms Comnunica*ion Intelligzencs
sources is made to any individuarl or agency, govérn-
‘mentnl or otherwise, thn' will explolt Lt for com-
merclial purpocecs. .
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10, Frevious Axresnonts

This agrsexent supersedec gl) previocus Lyrec-
ments between British and U, £, auth.oritlies iL Lie
Communlcation Intelllgence field. .

11, Amcncﬂent and_Termirstion of _Apreenert,

This agreesent may Le asended or. Lcrn;natcu

completely or in pars &t

an; time by mulual apree~-

ment. It may be terminciec ccmplete;; et any tine S

on notice by eltner puriyy, shouild either considear
iis interests best =erved vy such sction.,

epantation or Asrestiart

-

12, Activatlon snd iznle

Tals egreemant bocomes effective by -signature o T e
or Culy aut iorized representetives of tne London )

SIGINT Boaerd anc STACIR

. Thereafte te irnle-

mentation vill be arranged between tre Communieatlqn
Intelligence sutrorities concerned, subjcet Lo the S
approval of the London SIGIIT -Board ancd STANCIB. '

For and in behal® of the
—ondon Signel Intelli-
Jence Board:

')

.'l‘;? N ;"/:\ $ {A. _f,

EubliCn Merr-Johnson’
Colonel, British Army
General Staff

5 March 1846

For and lu dehzlf of the,
State-Aray-~hevy Cosmunl- ;
cetion Intellipgence Roord: :
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Lieuternent General, GoC
Senior ftember
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