Owned by an iPod

Maximillian Dornseif
PacSec 2004

RHEINISCH-
WESTFALISCHE
TECHNISCHE
HOCHSCHULE
AACHEN

RWIH

UNIVERSITY

OF TECHNOLOGY
Laboratory for Dependable Distributed Systems AACHEN




Agenda

® Who we are and what we do

® [ntroduction to Firewire

® Demo

® Technical Details of hacking by FireWire
® Forensics by FireWire

® VWhat to do about it
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Who are we?
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Germany

® | aboratory for Dependable
Distributed Systems

Laboratory for Dependable Distributed Systems

® Michael Becher, Maximillian

Dornseif, Halvar Flake, Christian
Klein
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Introduction into
Firewire



What is Firewire?

® Developed by Apple Computers since
1985

e IEEE 1394 (1995), IEEE 1394a (2000),
IEEE 1394b (2002).

® Marketed by Apple as Firewire or
FireWire rroe

® Marketed by Sony as iLink B
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FireWire

® Serial bus, similar but more sophisticated
than USB

® Faster
® Peer-to-Peer, needs no computer

® More Power
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Marketplace
® Apple - pushing FireWire hard:

® Since January 1999 in Desktops

® Since January 2000 in Notebooks

® September 2000 where the last non-
FireWire machines shipped

® October 2001:iPod as FireWire killer-app |-
|

® Sony - we'll come to that

® Others: most upper class systems come with
FireWire

Maximillian Dornseif ¢ Laboratory for Dependable Distributed Systems RWNTH



D

a6 http:/ /www.sony.jp/products/i-link filink.swf

.

B ] | & ] (® http: /[ jwww.sony.jp/products fi-link/ilink. swf "FQ* Google

LLINKH i RAOFREEE KRG ES,
CHEBULAVEEREBATIOZN,

Stepl  —DB®ILLINKHGRSREHATEZL, 3

==

HE~H ~H HawpEAH FUFLRBF -t —

= ==

L LA WY of el Il IO L 1 el ol R o
LB IR R MU TG Rl P T N RS
g=lCbrl L TR [EHLDS T b

SRR R SR ETENET 0TI Pl -, - FREE TR AR,

Maximillian Dornseif ¢ Laboratory for Dependable Distributed Systems




N4 Other FireWire

—— / ® Audio

® Printers
® Scanners

® Cameras

® GPS

s ® [ab Equipment

® |ndustrial Control
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Things to come

] SN FireWire in the automobile market
|« » || ¢ | [Glhup://66.102.11.104/search?q=cache:YPQIIS7fgaA):www. = Q- Coogle
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Engineering Tim | :

b [EXAS |NSTRUMENTS RenL WoORLS ZSicwmaL PROCESSING"®
Aug.28, 2004 « Home | esign ” o TestLah ” roduction || mMes D

Quick Search
" ¢ | NEWS & TRENDS

) Print Version % E-mail this to a colleague ﬁm
Membership

Login FireWire in the automobile market

Register Now Posted : 16 Jul 2004

Update Profile

Change Alert Although the controller area network dominates the current -
Preferences automaobile market, other bus systems are being A/V datz

m increasingly used in this market to respond to data connachivi

transmission requirements, reliability and customers’ needs.

eeFesearch FR——
eeEvents The first cars that support "real-time multimedia”® : —
Vendor Events applications according to the FireWire Standard are

Useful Links expected to enter the market in 2005. Families on their

Marketing Services Sunday outings will then no longer have to endure the

Advertiser Services eternal question "Are we nearly there yet?” from their
children. Thanks to the simple, economical use of video
games and audio signals which the family is accustomed to

at home, the gquestion is more likely to be: "Ch, are we there
cost-effective already?”

get simple,
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Confusion
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Connecting different
Systems



BIDS SETUP UTILITY
Boot|

Znd Boot Device
3rd Boot Dewice

[Hard Drivel
[Floppy Drivel

Specifies the boot
sequence from the
available devices.

> Select Screen
Tl Select Item
o= Change Option

F1 General Help
F10  Save and Exit
ESC  Exit

806

wlZ .10 (C)Copyright 1985-2001, American Megatrends, Inc. cOldcut

Contents
¥ Hardware
Memory
PCI/AGPE Cal
ATA
SCE
USE
FireWire
AirPort Carc
Modems
¥ Software
Application:
Extensions
Network
Logs

&3 >

System Profile
05.09.04 08:35

FireWire Device Treg

FireWire Device
¥ 13594 5torage Front Panel®
fullspace
muchspace

FireWire Bus:

Speed: 400 Mb/sec Speed
FireWire Device:
Speed: 400 Mb/sec Speed

1394 Storage Front Panel™:

Capacity: 233.76 CGB

Manufacturer: Maxtor

Model: 1394 Storage Front Panel*
FRemovable Media: Mo

Detachable Drive: Yes

BSD Mame: disk2
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06 System Profile
cOldcut 05.09.04 09:14
———— e ——
¥ Hardware ¥ FireWire Bus
Memory
PCIJAGPF Cards ¥ 1394 Storage Front Panel*
ATA fullspace
5CE1 muchspace
LUSE
FireWire
AirPort Card =
Modems FireWire Device:
¥ Software .
Applications Manufacturer: Linux OHCI-1394
Framewarks Speed: 400 Mbj/sec Speed
Extensions
MNetwork
Logs
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IOFireWireDevice
Refresh
Class: I0FireWireDevice
e . Key Value
_/ I/ SOZT=TX YFireWire Device ROM "
& e Offset @ B4R AeP -RAAGARZ PE|§4
FireWire Mode ID BxffoB (65472)
FireWire Self IDs 0473358 =
FireWire Speed Bx2 (23
FireWire VYendor Hame "Linux OHCI-1394"
GUID Ax23f 3h47HBERSC (6324737502254

¥ IOCFP lugInTvpes
COCFCAS4-F197-1104-8VEC-BABERAZE "I0FireWireFami ly .kext Content

I0UzerClientClass "TOFireWirelserClient” “
Vendor_ID Bx0AE28 (524328 v

Key:

Offzet @

Value:

'Offset Hex Char

(555 5]5]5] 5] 5 g A4 B4 FA EA 31 33 39 34 . 31304

[5]5]5]5]5]5] 5 g ER BA A8 AZ  BAA AZ 3F 3B I-t...7;

HREBRALE — 47 BA AR SC  HAA A3 BF T Goolle..V

(5155 515] 5 b A3 B3 AR 23 51 BA B8R B2 ...{ﬂ...

[5]5]%]5]5] 5 el AC BA 53 CH  HAA bG B3 AB I CF .

55 5] 5] 5] 5 et AR BA BB AA B8 A BR AR L.......

55 5] 5155 G 5 4C 69 6E YR T3 28 4F 43 Linux OH

(55 5] 5] 5] 5 o g 43 49 2D 31 33 39 34 BA CI-1394.

;..g_ ................................ -

KNOPPI
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Windows

Micreasit’

Klicken Sie auf |hren Benutzernamen,
um sich anzumelden.

S 006 System Profile

[B] computer ausschalten IRl e
cOldcut 05.09.04 0&:30
Contents FireWire Device Tree oiiad
¥ Hardware W FireWire Bus
Memory ¥ 1394 Storage Front Panel*
PCI/AGP Cards fullspace
ATA muchspace
SCsl
USB
FireWire -
AirPart Card L:
Modems Manufacturer: M
b Software =~  Maodel: 1
Metwork Unit Spec Id: 20722
Logs Spi_aed: _ 400 Mb/sec Speed
Unit Software Version: 0
g
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Technical Details



niflied Memoryspace

48'hFFFF_FFFF_FFFF

48’'hFFFF_EFFF_FFFF
Upper Address Space

48’hFFFF_0000_0000
48'hFFFE_FFFF_FFFF

Middle Address Space

physicalUpperBound
physicalUpperBound -1

Low Address Space Physical Range

48'h0000_0000_0000

Figure 1-2 — Node Offset Map
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OHC]

® Asynchronous functions

® Can be used to access on-board RAM
and RAM on extension cards (PCl)

physical requests - physical requests, including
physical read, physical write and lock requests to
some CSR registers (section 5.5), are handled directly
by the Host Controller without assistance by system

software.” (OHCI Standard)
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OHCI Filters

® “Asynchronous Request Filters”
“The 1394 Open HCI allows for selective access to host memory and the
Asynchronous Receive Request context so that software can maintain host
memory integrity. The selective access is provided by two sets of 64-bit
registers: PhysRequestFilter and AsynchRequestFilter. These registers allow
access to physical memory and the AR Request context on a nodelD basis.”

(OHCI Standard)

e PhysicalRequestFilter Registers (set and clear)
“If an asynchronous request is received, passes the
AsynchronousRequestFilter, and the offset is below PhysicalUpper-Bound
(section 5.15), the sourcelD of the request is used as an index into the
PhysicalRequestFilter. If the corresponding bit in the PhysicalRequestFilter is
set to 0, then the request shall be forwarded to the Asynchronous Receive
Request DMA context. If however, the bit is set to |, then the request shall be
sent to the physical response unit.” (OHCI Standard)
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Exploiting Reads

® We can read arbitrary memory locations.
So we can:

® Grab the Screen contents
® |ust search the memory for strings
® Scan for possible key material

® Parse the whole physical memory to
understand logical memory layout.
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Exploiting VVrites
® We can write arbitrary data to arbitrary
memory location. So we can:
® Mess up
® Change screen content
® Change UID/GID of a certain process

® |nject code into a process

® |nject an additional Process
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Forensics by Firewire



The forensics schism

® Unplug, do post-mortem disk-analysis
® Misses Processes, open connections, etc.

® Gather information on the live system,
afterwards do a clean shutdown and do
afterwards disk-analysis

® Contaminates evidence during the
information gathering
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Live Memory Dumps

® Being able to dump the whole memory

without software support would solve the
schism

® Tribble is a specialized pice of hardware

being able to dump physical memory via
DMA transfers over the PCI bus

® |f you can do the same via Firewire, you get
away with a software only solution
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Forensics Challenges

® There is little experience in reconstructing
logical/virtual memory from physical
memory dumps

® To find open network connections etc. we
have to parse a bunch of kernel structures
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Shields-Up!

® Ensure that only fully trusted devices are
connected to your FireWire ports

® Press you driver/OS vendors about
FireWire filtering
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Be Prepared for Forensics

® You might want to keep FireWire ports on
incident prone systems at hand

® Keep them physically secured

® Have some software ready to do memory
dumps via FireWire
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