
Versa Secure SD-NIC 

 

Software Defined Network Interface Card for Remote 
Device Deployments 
 
Enterprises may need to deploy remote devices in untrusted or 3rd party environments. Remote devices 
with pre-installed apps might be deployed in environments that are not within the jurisdic�on and 
control of the enterprise.  The Enterprise might not be able to consistently apply security policies due to 
the deployment environment being untrusted or unsecured.  

Examples of these deployment scenarios are as follows: 

• Financials: Trading or market news servers deployed in 3rd party broker environments 
• Financials: ATM Machines in convenience stores, gas sta�ons or fairgrounds 
• Government: Government field offices may deploy remote devices with pre-installed 

apps that are managed centrally and need heightened security postures. 
• Various Rapid Deployment models: Disaster recovery vehicle, Fire, Rescue and Response 

vehicle, pop-up retail loca�ons 
• Infrastructure: Mobile Cell Tower, Wind turbines, Oil Rigs 
• Defense: Tac�cal deployments 

Each of these scenarios have �ght space requirements.  A solu�on that consists of mul�ple elements for 
network and security would be too large.  Each scenario has limited power requirements, and 
deployments that require mul�ple devices require addi�onal power and cooling considera�ons. Lastly, 
all these scenarios require that the remote device is securely connected to the enterprise network with a 
persistent security solu�on that prevents unauthorized access and prevents, in the event of the the� of 
the remote device, the capability to repurpose the remote device to gain unauthorized access to the 
enterprise network.    

These solu�ons require employment of zero-touch provisioning (ZTP) in a secure manner which can 
deploy and securely connect devices to the enterprise network.  Typically, for these remote devices, the 
opera�ng system (OS) is hardened in such a way that installa�on of a security agent or any other 3rd 
party so�ware is not possible.  And with the possible the� of the device, measures need to be taken to 
assure that once the device does connect to the network, that the user implemen�ng the remove device 
is a validated and trusted en�ty of the enterprise. 

In today’s world in which atacks and hackers becoming more sophis�cated, expecta�ons are raised. 
New class of security solu�ons are required to provide true zero trust network access, detailed cloud 
access control and data leakage preven�on. Tradi�onal remote edge-based security solu�ons do not 
provide such capabili�es. So, a new class of solu�on is required to address problems outlined up un�l 
here of this solu�on brief. 

Versa offers market leading products and technologies to address security concerns between Enterprise 
branches, campus sites and data centers. Thanks to rich set of na�ve connec�vity and network / data 
security func�ons of VOS, Versa customers can now enjoy fully secured network connec�vity and 
deployments capabili�es whether they are connec�ng to LAN or to WAN or to cloud or working from 
home. VOS can provide comprehensive connec�vity to enterprise network, cloud resources, enterprise’s 
own data centers or for other deployment scenarios.  
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Figure 1 - Versa SD-WAN 

Versa’s comprehensive network and data security capabili�es allow IT and security administrators to 
define security func�ons and policies once and apply them on all VOS nodes deployed across the 
network uniformly. 

Versa now offers the same set of comprehensive connec�vity and security func�ons on Versa’s So�ware 
Defined Network Interface Card (SD-NIC) providing addi�onal deployment op�ons and flexibility for IT 
and security administrators.  

 

Figure 2- Versa Operating System Feature Set 
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Leveraging Versa’s comprehensive networking and security stack (see in Figure 2), Versa’s So�ware-
Defined Network Interface Card (SD-NIC) extends the security perimeter to within compute devices 
providing ZTNA, network and data security within the remote device.  

By placing the security appliance inside the remote device, the security posture checks, and network & 
data security func�ons get placed as internal constructs within the remote device in the path of the 
traffic without the need for sending the traffic to outside for such assessments / func�ons. 

VOS’s feature set allows for the use of geo-loca�on to define a security policy to limit the access of the 
remote device based upon the remote device’s posi�on.  This could be very useful to deter acts of the� 
as once the geo-perimeter is violated, the device would become inoperable.  Infrastructure could u�lize 
this to prevent the� from the loca�on as infrastructure is not expected to have mobility.  Even in devices 
that are mobile, geo-loca�on could be u�lized to create regions of opera�on and viola�on of those 
regions would enact security policies to prevent or limit the access. 

The Versa SD-NIC, as seen in Figure 3, is based on a PCI card, running VOS na�vely, and is inserted into a 
standard PCI slot(s) inside the remote device, just like a tradi�onal NIC expansion card. Versa SD-NIC card 
has a mul�core processor on it which runs the Versa Opera�ng System (VOS).  With this, now Versa can 
instan�ate a Versa SASE node within the remote device.   

 

Figure 3 - SD-NIC Untrusted Environment 

The Versa SD-NIC runs the same so�ware, VOS, as with any other Versa device. Therefore, the SD-NIC 
has the full set of capabili�es of VOS including SD-WAN, SD-LAN, Next-Gen Firewall (NGFW), Unified 
Threat Management (UTM), Zero-trust Network Access (ZTNA), micro-segmenta�on, Cloud Access 
Security Brokerage (CASB), Network based Data Leakage Preven�on (DLP) and more.  VOS is applica�on-
aware which allows for different security postures per applica�on, segment, user, or device.   

Since the Versa SD-NIC has its own CPU, memory, and storage, this SD-NIC can be installed into hardened 
devices where a tradi�onal so�ware agent would not be allowed.  There is no dependence on the host 
so�ware.  If the remote device allows for the PCI card to be installed, then the Versa device can secure 
the traffic. Addi�onally, the SD-NIC includes a Trusted Pla�orm Module (TPM) - TPM2.0.  This enables 
the remote device to recognize the SD-NIC as valid and allows the SD-NIC to securely connect to the  
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enterprise network.  Addi�onally, the SD-NIC can be configured to use the TPM chip of the compute 
pla�orm (if it has one) to create a secure authen�ca�on rela�onship between the compute pla�orm and 
the SD-NIC.  This would prevent movement of the SD-NIC from one remote device to another one 
possibly made to spoof the genuine server by bad actors.  If the remote device does not have a TPM 
chip, a security profile can be created to secure the VOS from opera�ng within a different remote device.  
Device fingerprin�ng would be used to create a host remote device profile and the VOS would only allow 
that fingerprint profile to pass through the security posture. 

Versa offers numerous methods to onboard and deploy a remote device. The ZTP process u�lizes 
security mechanisms to assure that the appropriate device connects to the appropriate service before 
any configura�on can be applied to the SD-NIC. Global zero-tough provisioning is offered which u�lizes 
factory installed cer�ficates with the keys from the TPM chip.  This process would connect to the Versa 
global provisioning system and then based upon serial number of the device, the Versa global 
provisioning system would redirect to the appropriate enterprise staging environment.  This can be 
accomplished without physical access to the device since it automa�cally occurs upon boot sequence.  
The next two methods require some form of access to the device, either by ethernet cable or USB cable. 
URL based provisioning requires that a URL is communicated with the field user and then the URL is 
ac�vated by the field user plugging an ethernet cable into the device. The URL is an encrypted URL that 
has the cer�ficate for that session encrypted in the string.  This prevents the usage of this URL for any 
other remote device provisioning.  Script-based provisioning requires the USB console cable and the 
inser�on of script string at the command line.    The Versa SD-NIC has the capability to perform a Secure 
Boot.  Secure Boot u�lizes keys stored in on the SD-NIC to validate that the bootable image is a trusted 
image and from a trusted source. 

Each one of these provisioning methods can be configured to support mul�-factor authen�ca�on (MFA).  
With MFA a token is sent to a pre-authorized device and the field user would need to either respond to 
the MFA or in the URL or script-based scenarios, enter the MFA token into the device to authen�cate and 
authorize the provisioning.   

 

Figure 4 – Versa SASE 



The remotely located compute pla�orm can be configured to either connect to a SASE solu�on, as 
shown in Figure 4, or a be part of a Secure SD-WAN solu�on, as seen in Figure 1, over any type of 
transport.  Versa supports connec�vity over a variety of transport types.  However, for most remote 
cases, the connec�vity is either via an ethernet cable to a service provider (Internet), cellular 
connec�vity (4GLTE or 5G), or satellite connec�vity. 

Versa an�cipates ZTNA to be u�lized to provide access control to/from the remote device and the rest of 
the network under strict policy guidance and based on dynamically assessed security posture. Versa’s 
ZTNA solu�on assesses the security posture of the remote device by factoring in variety of parameters 
including OS details, whether any security package is used within remote device, if other security best 
prac�ces have been implemented or not. VOS’s na�ve ZTNA capabili�es can be configured in full 
(forward or reverse) proxy mode to terminate remote device-ini�ated sessions / flows to scan them 
using rich set of NGFW, UTM, SWG, ATP func�ons looking for malware or any other suspicious ac�vity. 
Furthermore, VOS can be configured to provide detailed access control using built-in inline CASB 
func�ons and to scan for data for DLP purposes. Lastly, traffic to/from workloads can be micro-
segmented based on dynamically assessed security posture, applica�on, user, or other parameters.  

Furthermore, since the Versa appliance is now installed into the compute appliance, the solu�on no 
longer requires extra space, power, nor addi�onal cabling requirements.  Thus, this reduces the physical 
footprint needed to support the compute, network, and security devices.  

Tradi�onally, security appliances require one set of management tools and routers and switches require 
another set of management tools, perhaps even a different management tool set per vendor.  Increased 
set of management tools implies that the security policies need to be configured separately in each of 
the management tools, and when changes are made to the security policies, this needs to be replicated 
to all the different management tools.  Since the SD-NIC runs VOS na�vely, the Versa SD-NIC does not 
require any addi�onal management tools if the customer already deployed Versa solu�on in any part of 
their network. Security policies can be instan�ated for SD-WAN, SASE, ZTNA, or any other Versa offering 
from a centralized management tool.  This simplifies the policy crea�on and deployment.  Also, this 
simplifies the compliance process.  Versa’s policy engine has extensive capabili�es to define policy at a 
granular level.  Policies can be writen based upon applica�on, user, loca�on, device, micro-
segmenta�on, network, context (loca�on, mobility, �me), and many more.  This provides for great 
flexibility when developing and implemen�ng security postures.  Versa also employs to assist with 
iden�fica�on and remedia�on of threats or exfiltra�on of sensi�ve data.  This provides for a more 
modern and advanced approach to threat discovery and remedia�on. 
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Figure 5- SD-NIC and Versa Solutions 

As seen in Figure 5, the Versa management is centralized and controlled by the Versa Director, Concerto 
and Controllers.  Addi�onally, the informa�on data store is centralized in the Versa Analy�cs.  This 
centralized management design allows for security policies to be applied uniformly across VOS instances 
across the network and on the cloud to deliver SD-WAN, SD-LAN, ZTNA, SASE and SSE.  U�lizing the 
Versa SD-NIC, these security policies extend into the remote and IOT devices. This Versa management 
complex can be hosted in any Cloud Compu�ng environment or in the enterprise environment. Versa 
offers mul�ple methods for managing the Versa management environment: Versa hosted and managed, 
Versa hosted but customer managed, customer hosted and Versa Managed, or both customer hosted 
and managed.  In each of these management methods, the management of the components can be a 
hybrid model where Versa performs some of the management and the customer performs the remaining 
tasks. 

The Versa SD-NIC is available in two different configura�ons today.  Both configura�ons require no extra 
power and fit into a standard PCI slot. Both SD-NIC configura�ons have a USB 3.0 console port and a 1Gb 
Ethernet management interface.   

The first is a 2x25G/10G interface card.  This SD-NIC provides for approximately 4 Gbps throughput of 
SD-WAN with NextGen Firewall enabled. This SD-NIC provides for approximately 750 Mbps throughput 
for SD-WAN with UTM features enabled.  This SD-NIC is ideal for those devices that transmit data at 
lower rates or u�lize transport media with constrained bandwidth. 
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Figure 6- SD-NIC 100Gb 

The second SKU is a 1x100G which is capable of 4x25G/10G breakout configura�on, as seen in Figure 6. 
This SD-NIC provides throughput of approximately 8 Gbps of SD-WAN with NextGen Firewall enabled. 
This SD-NIC provides for approximately 1.5 Gbps throughput for SD-WAN with UTM features enabled. 
Given the high throughput rate with all security features enabled, this SD-NIC is capable of handling 
almost any remote device bandwidth needs.   

Our customers can deploy mul�ples of these cards in each remote device.  This can be a perfect example 
of providing for high bandwidth transport media; however, the remote device would need to support 
mul�ple PCI cards for this scenario.  This is more likely in infrastructure deployments than mobile remote 
devices. 

Furthermore, Versa is working to provide higher performance SD-NIC op�ons in the near future. 

For more details on Versa Secure SD-NIC or to request a demonstra�on, please visit 
https://www.versa-networks.com/products/sd-nic or contact a Versa sales representa�ve. 
 

https://www.versa-networks.com/products/sd-nic

