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Dole production plants crippled by ACTASKY
ransomware, stores run short

Yes, we have no bananas, and things aren't looking peachy on the salad front

A Jessica Lyons Hardcastle Thu 23 Feb 2023 2130 UTC

Irish agricultural megacorp Dole has confirmed that it has fallen victim to a ransomware
infection that reportedly shut down some of its North American production plants.

In a statement posted on its website, the produce giant said it "recently experienced a
cybersecurity incident that has been identified as ransomware,” adding that the impact to
operations was "limited.” Dole said it notified law enforcement and was cooperating with

the investigation.

"Upon learning of this incident, Dole moved quickly to contain the threat and engaged
leading third-party cybersecurity experts, who have been working in partnership with
Dole's internal teams to remediate the issue and secure systems,” the statement
continued.

CNN, which first reported the cyberattack, said the security snafu forced the company to
temporarily shut down production plants in North America and stopped food shipments to
grocery stores. Salad shipments have reportedly been hit hard, with shoppers facing

www.zetasky.com




Topgolf Callaway Brands hacked, over a million golfers Z=TA SKY

ELEVATING BUSINESS TECHNOLOGY
exposed

Editor’'s choice

‘ ;“ﬂ’ "‘.'

EDITORIAL

Al training bans: hogwash in, hogwash out

by Gintaras Radauskas (O 14 September 2023

News media organizations have blocked Al firms from
harvesting their content for training. No one wants to

see intellectual property theft, of course, but what kind
of information will that leave for the machines to learn
from?

Read more

olxjojm|r

Over a million customers of Topgolf Callaway Brands, an American sports equipment
manufacturing company that operates a chain of golf centers, have had their personal information

Thousands of unprotected security
cameras surveilling the world

leaked and will be asked to change passwords.

Al enters hotels and restaurants:
where will all the workers go?

Topgolf Callaway noticed unusual system activity on its computer network on August 1st.

An investigation into the matter indicated that user profiles, including name, mailing address, email
address, phone number, order history, account password, and answers to security guestions were

affected. Law enforcement was immediately notified.
Some of TOP universities wouldn't

www.zetasky.com



lkaspersky

September 13, 2023

Attacks on industrial sector hit record In
second quarter of 2023

Malicious objects of all types were detected and blocked on 34 percent of
Industrial Control System (ICS) computers in the first half of 2023, according
to the ICS CERT landscape report by Kaspersky. The second quarter of 2023

saw the highest quarterly level of threats globally since 2019, with 26.8
percent of ICS computers affected. One of the findings highlights a trend
showing high-income countries are experiencing rise in cyber threat
detections.



MGM reeling from cyber 'chaos’' 5 days after attack as
Caesars Entertainment says it was hacked too

"The machines wouldn't take our ticket," said one MGM Resorts customer.

ZETASKY

ELEVATING BUSINESS TECHNOLOGY

By Bill Hutchinson
4 v = @
September 14, 2023, 10:12 AM 0 @

L.

"All ALPHV ransomware group did to compromise MGM Resorts was hop on LinkedIn, find an
employee, then call the Help Desk. A company valued at $33,900,000,000 was defeated by a 10-
minute conversation,” VX-Underground said.

> ) () () 0:24/208

Las Vegas hotels still reeling from cyberattack
A shadow hacker group is claiming responsibility for the attack on MGM hotels boasting how easily they crippled the company.

Five days after a cyberattack crippled operations of MGM Resorts International, including its
signature Las Vegas propeities the Bellagio and the MGM Grand, the company said Thursday

11311331307 1F 10 i1l sxrnrlr i £ roacnlsra 1cct110e ne ananfhar 1ratnT racnTt AAaratinmg Cancnt o
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Do you personally know a
company that suffered a
cyber attack?
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Can you find the story in the
news?




Who Am |- . ZCIASISY

* CEO & Co-Founder of Zeta Sky
. * Manage cybersecurity defense for companies ranging from small
businesses to small enterprises.
 Work with corporate leaders and IT teams to build their cybersecurity
culture and implement a multi-layered defense system.
* Our team manages cybersecurity for over 100 organizations nationwide
* Educate business leaders on how to protect their company and employees

Adrian Francoz

Involved at the forefront... ORANGE COUNTY

—SMALL BUSINESS—

TECH DAY

NATIONAL @
CYBERSECURITY
ALLIANCE 7

p ,";l“ X N 4 I n, //r 8 7_ ) : 5
: » ‘ | Celabrity CEO &l:;ha rk?c i
www.zetasky.com
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CYBERSECURITY SOLUTION AREAS

Zeta Sky secures your business with 24/7 monitoring and state of the art tools:

-

v 4 ‘ SO -~
-~ /’\\r‘/? \ =1 « 4 AWSA;;I; be S
NETWORK ™ " OFFICE365 INCIDENT
i SECURITY RESPONSE

SOLUTIONS

DATA SECURITY CYBERSE

11’8
SECURITY AND p EISEQURITY

STRATEGY COMPLIANCE TRAINING'

www.zetasky.com
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SMulti-Billion Annual Market- Growing

e 5.3 Billion Internet Users 2023
 Compared to 2 Billion in 2015
* QOver S2 trillion in losses globally guniper research)
* avg. cost of cyber-attack is $4.45 million sw)

Personal, Small, Medium,& Large

Corporations

* Myth that hackers are only interested
in big companies

Mostly Reactive Industry
* Hackers create a vulnerability and succeed

 Defense companies react and block

www.zetasky.com
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What Does a Cyber Criminal Look Like~

www.zetasky.com
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Business of Cyber-crime

19. 17. Mexico

Australia 2% 14.South Korea

1% 18. Argentina 2%
1%

15.Taiwan

12._Russia
2%

20.Israel
1% 13.Canada

£ 10. Poland
2 3%

-3
All Other Countries 11.India

19%

9. Turkey
3%

8.France

3%
1.United States of

America

7. Italy
3%
2.China
9%

6.Spain

4%
S. Brazil

4%
4._Britain

5%

3.Germany
6%

Cybercrime: Top 20 Countries

ZETASKY
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Complaints and Losses over the Last Five Years*

467,361
2019 635 Bilion 3.79 Million
Total Complaints
2020 <2 Bilion $37.4 Billion
Total Losses
2021
FBI 1IC3 Report
E00,944
2022 h -
510.3 Billion
2[}23 880,418 |
h 512.5 Billion

W Complaints M Losses

www.zetasky.com
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Statistics compiled by the National Cyber

almost 500/0 Security Alliance paint a disturbing portrait
OF SMALL BUSINESSES of small business vulnerability:

HAVE EXPERIENCED more than

CYBER ATTACK 7 00/ :
. o RE N . 600%
OF ATTACKS TARGET “'“. et m

SMALL BUSINESSES ) OF SMALL AND MEDIUM SIZE
"\ BUSINESSES THAT EXPERIENCE
m l A DATA BREACH GO OUT OF

) BUSINESS AFTER SIX MONTHS

e

more than

13%

OF EMPLOYEES LEAVE THEIR
COMPUTERS UNSECURED

www.zetasky.com
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Threat Groups

-Ransomware -Insider -Organized -Nation State -loT Hackers
Developers Threats Crime

www.zetasky.com



Anatomy of the Internet

Deep Web

Dark Web

Academic databases

Medical records

Financial records

Legal documents

Some scientific reports
Some government reports
Subscription only information
Some organization-specific
repositories

TOR

Political protest

Drug trafficking

and other illegal activities

96%

of content on the
Web (estimated)

ELEVATING BUSINESS TECHNOLOG

www.zetasky.com
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Business E-Mail Compromise A SKY

5INESS TECHNOLOGY

Cyber-Enabled Financial Fraud on the Rise Globally

STEPHIE Step £:
Identify a Target Grooming
&2
! ki
/$‘\,
(@)
-
Organized crime groups target

US. and European businesses,
exploiting information available
online to develop a profile on
the company and its executives,

Grooming may occur over a few days or woeks,

www.zetasky.com
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Common Phishing Emails

From: AmericanExpress@aexpress.com
Reply-to:
Subject: Payment is past due

From: AmazonOrders@amazonpurchase.com
Reply-to:
Subject: Your Order with Amazon.com

amazoncom

Thanks for your order

Your payment is past due % Buy now!
®

If you need to check the status of your order or make changes, please visit our home page at

For your security: Amazon.com

Order Sum

Dear Cardholder, Shipping Details : (order will arrive in 1 shipment)
Order #: 842150-HPP830D-FFFF011
Shipping Method:  Overnight Shipping

Shipping Preference:Fastest Delivery Time

:E’é‘g:zlﬂ Subtotal of Items: $269.81
Statement Balance: $2309.73 Shipping & Handling: $43.56

The payment date for your Business Gold Rewards Card account is
now passed

Payment Due: $2309.73

S B Gy YV Total for this Order: $313.37
have account informatio

If you have already sent or scheduled your payment, please Contact

us here . .
Delivery estimate: Tomorrow

3"D-Link DIR-655 Extreme N Gigabit Wireless Router"
Misc.; $89.94
Make a payment  View recent activity Update alert settings ’

Sold by: D-Link Electronics
Thank you for your Cardmembership.
Sincerely,

American Express Customer Service Didnt place this order?

. . i . Click on the Order Number to view details about this order
If for any reascn you want to stop receiving this alert simply click here.
+ Payment Due refiects the amount cue on your account as of the statement close date Please note: This e-mail message was sent from a notification-only address that cannot accept
Chetk your online statement for the most current information about your account incoming e-mail. Please do not reply to this message.

Thanks again for shopping with us.

Amazon.com
Was this e-mail helpful? Please click here to give us your feedback, Earth's Biggest Selection

www.zetasky.com




Network Vulnerabilities Footprint Growing

' Y ‘,‘--.‘«. 'f__n'.:],l v‘. ».
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Artificial Intelligence . A TASIKY

* Deep Fake Audio / Video Generation

* Voice Cloning Scams

* Phone number scamming
 Automated Phishing

* Chat GPT to write convincing emails

Hackers' New . . _
Weapon for with your industry jargon.

Cyber Attack  Hyper-Personalization to make scam
convincing.

* Bot calls to scale up scams

* Developing their own Al apps and
selling on Dark Web

www.zetasky.com
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Security vs. Convenience

Figuring out

your g‘
-
O
(Ve |

“security
culture”

Less

More

Convenience

www.zetasky.com



vulnerabilities?

Where are your current
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Penetration Testing Process
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Plan the
penetration test

Plan the
project’s scope,
abjectives, and
stakeholders.

Gather
information

Conduct network
surveys and identify
the nurmber of
reachable systems.

Scan for
vulnerabilities

ldentify the
vulnerabilities that
exist in networks
and systems.

4

Attempt the
penetration

Estimate how long
a pen test will take
on set targets and
beqgin.

Analyze and
report

Analyze and
highlight critical
vulnerabilities in
your assets.

Clean up the
mess

Clean up the
compromised hosts
without disturbing
normal operations.

www.zetasky.com



Security Layering . 2C TASISY

Tactical Security Technology
Integration: Layered Defense

Multiple layers are necessary for comprehensiveness
» Firewalls, demilitarized zones, data loss prevention,
ID management, traffic & content filters

« Antivirus software, patching, minimun
NETWORK security specifications for systems

« Secure coding, testing,
security specifications

APPLICATION « File and data
encryption,
enterprise rights

FILE ano DATA management

www.zetasky.com



Multi Layered Security Approach

[ ]
AR . | S Z
‘ m—— > S
Firewall N
i A ¥ Palicies -
Policies

‘ Elevation
- Q
Antivirus Anti-Phishing ;OQ cao Control d
00 aer | N (A

LY
g 4 o(,\ Dual Factor

Authentication

Applications
U point

Human

Storage
Control

Application
Whitelisting

Security Awareness Training

www.zetasky.com



The Forgotten Layer...

You... The Human Firewall
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Can’t avoid something if you
don’t know what it looks like...

v.' When (not if) a threat gets through, your
employee needs to be prepared

s* What does a Phishing email look like?
¢ Is it safe to click on links?

** Download an attachment?

¥ What is social engineering?

www.zetasky.com
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Cybersecurity Training Approach? .

Have staff sit through a
PowerPoint?

www.zetasky.com
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Self-paced, Interactive...

100%
2023 Cybersecurity Training

Rate This Class .

&~f
)J‘
%
X
P
P

Training Content

Ransomware V

Verify an email

TO CATCH A Phishing /\
CYBER CRIMINAL

by first analyzing the:

Sender

Act 2 - Veronica's Blunder
Links

Attac hments

\=

Lesson 2 - What is Phishing?

= U

[VNIWID 449AD V HO.LVO OL

Device Security VvV
» 0:01/227 Dark Web V
Insider Threat Vv

< Prev Next >

www.zetasky.com
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Train, Test, and Track

Mandatory Training Courses
* Self-paced with completion dates
*  Online, interactive, trackable

* Small chunks, various subjects overtime

Situational Testing

"
= » Simulated, ongoing/random phishing
attacks

Report

a *  Who'’s completed testing
*  Who'’s clicking on Phishing links
*  Who needs additional training

www.zetasky.com




Zeta Sky LLC
Dashboard
Employee Secure Score (ESS) {D Employee Secure Score Trend
800 - ) ]
600
400
; 8 1 L) 200
R
of 800
0 L L L
® ® 05-08 05-15 06-05
0/499 500/629 630/800
Poor Fair Good
External Data Breaches (O] Training Statistics

Phishing Attack Fail Rate

2%
E ———————
100%
Average Micro Quiz Score
97%
»
100%

Average Training Score

100%

Micro Quiz Taken

57

360 Security Awareness Program

100%

80

Improve your ESS

To Do

iy
L

Leaderboard

Rank =«

(=] (4] £-14 w [\

0L o~

Tasks

Micro Quizzes

Our Company

Name
rsPlay:

Olivierm
Adrian

Daniel-ZS
BeingBria
BuffaloMildWin...
Andres
Michael106

GavinnBamhino

Status

ELEVATING BUSINESS TECHNOLOG

Pll

Overall

Score
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So...Where Do You Start?

1. Conduct a security / vulnerability assessment
a. What layers of security to you have in place?
b. Are they up to date? Who is managing security?
c. Consider 3" party penetration/vulnerability testing™*
d. Identify potential gaps and solutions you can i&nplement%

2. Verify & Test your Backup and Disaster Recovery " >

a. If an attack gets through, can you recover? How quickly? =

3. Strengthen Your Human Firewall!

a. Implement a mandatory, easy to use, ongoing cyber awareness
training platform for your team.

*Ethical hacking- hire professionals to emulate a cyberattackand discover vulnerabilitiesand
points of entry.

www.zetasky.com



Level 1 Pen Test: Security Test Your Network

=== Let the good guys find vulnerabilities | ¥ !
before the bad guys do... i 7

( , . Simple to execute, no need to provide any access to your
e ) network.

Simulates a Phishing Attack-
What would happen if a bad actor get access to a computer?

PATCHES HIGH RISK ISSUES

ks *  Reportthe findings, vulnerabilities and remediation plan

M365 HIGH RISK ISSUES

www.zetasky.com



# CyberSecure A

MY BUSINESS

> For SMB Owners/Operators

> Focus on managing cybersecurity, not ‘doing’ cybersecurity
> 6 Modules, once per week; 50 minutes of live learning

> A worksheet of practical actions to take in between sessions
> ~30 companies in a single cohort

> 0Ongoing access to a peer community




Cybersecurity Resources

Schedule a Level 1 FREE Cyber Awareness NCA Business Leader
Security Assessment for Training Course for your Training Course
YOUR Business. ENTIRE company.

CyberSecure
§3°%88°%° 3
oo | | om
g s A i’

MY BUSINESS

b [ ] q L
raa:m SI{Y.'-'. .
[ ]
[ ]

www.zetasky.com



Cybersecurity Resources

Take Advantage of a
FREE Security
Assessment and

Guidance for YOUR
Business

® i,'.:f;

ﬁ_

OL*-F

www.zetasky.com
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