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ABSTRACT

State actors around the world censor the HTTPS protocol to block
access to certain websites. While many circumvention strategies
utilize the TCP layer only little emphasis has been placed on the
analysis of TLS—a complex protocol and integral building block of
HTTPS. In contrast to the TCP layer, circumvention methods on the
TLS layer do not require root privileges since TLS operates on the
application layer. With this proposal, we want to motivate a deeper
analysis of TLS in regard to censorship circumvention techniques.
To prove the existence of such techniques, we present TLS record
fragmentation as a novel circumvention technique and circumvent
the Great Firewall of China (GFW) using this technique. We hope
that our research fosters collaboration between censorship and TLS
researchers.
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1 MOTIVATION

To restrict the network access of their citizens, censorship is em-
ployed by various nation-state actors [1, 3, 19, 21, 27]. A prominent
example of such a censor is the Great Firewall of China (GFW). The
GFW uses deep packet inspection to censor various websites and
protocols: most notably HTTP and HTTPS (HTTP+TLS) (2, 5, 13,
15, 25, 26]. To block websites in the HTTP and HTTPS protocol, the
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GFW analyzes either the host header in the plain HTTP request or
the unencrypted Server Name Indication (SNI) extension in the TLS
ClientHello message. As more than 99% of the browser traffic is-
sued from China from Mid-July to Mid-August 2023 was encrypted
using HTTPS [10], TLS [11, 23] censorship is a central component
of the GFW.

Raman et al. [22] change the TLS version, cipher suite, and SNI
value of the ClientHello message to circumvent TLS censorship.
While some of their techniques worked considerably well against
some censors, none were conclusive, and all were untested against
TLS servers. Chai et al. [8] find that ESNI—the encrypted version of
the SNI extension—is unsupported by a large share of TLS servers
and Bock et al. [5] found that it is already being censored by the
GFW. Thus, the circumventability of plaintext SNI censorship is
still essential and has largely been unexplored in the TLS layer.
Much research and many circumvention tools attempt to circum-
vent TLS censorship on the TCP layer [4, 6, 7, 14, 18, 24, 28]. A
notable circumvention technique is TCP fragmentation, in which
the ClientHello message is split over multiple TCP segments to
confuse stateless censors that do not reassemble packets.

In this proposal, we transfer the idea behind TCP fragmentation
to the TLS layer by fragmenting ClientHello messages on the
TLS layer alone. This technique, called TLS record fragmentation,
does not require elevated privileges to alter TCP traffic and can
be combined with existing techniques such as TCP fragmentation.
As the GFW shows the first signs of successfully handling TCP
fragmentation [4], we deem TLS-layer circumvention techniques
integral to the future of censorship circumvention. Overall, we hope
to motivate a discussion about and an analysis of other potential
TLS-layer circumvention techniques around the world.

We also published our discovery of TLS record fragmentation
and analysis results as a blog post [20].

2 TLS RECORD FRAGMENTATION

Before being wrapped in a TCP segment, every TLS message is
wrapped in a so-called TLS record. As the maximum size of a TLS
message (2%* bytes) exceeds the maximum size of a TLS record
(2'° bytes) the TLS specification allows TLS messages to be frag-
mented over multiple TLS records. The difference between an un-
fragmented and a TLS record fragmented TLS ClientHello mes-
sage is depicted in Figure 1. In addition to the natural occurrence
of TLS fragmentation, it can also be forced by manually wrapping
TLS messages in smaller-sized TLS records.
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Figure 1: An unfragmented TLS ClientHello (left) and the
same message fragmented over two TLS records (right). Note
that both fragments are contained in the same TCP segment.
Figure taken from [20].

To confuse censors, a ClientHello message can be fragmented
so that the SNI extension is not placed in the first TLS record.
This forces the censor to allocate memory for the TLS connection
state and message reassembly. During our analyses, we found a
description of TLS record fragmentation in the context of censor-
ship circumvention by Thomas Pornin in 2014!. To the best of our
knowledge, TLS record fragmentation has not been implemented
in any circumvention tool and has not been subject to practical
analysis. We analyze the practicability of TLS record fragmentation
as a circumvention technique and provide a circumvention tool
that uses TLS record fragmentation.

3 CIRCUMVENTING THE GFW

To demonstrate the viability of TLS record fragmentation, we tested
it against the world’s most sophisticated censor: the GFW. As a
stepping stone, we developed DPYProxy: a circumvention tool that
implements TCP and TLS record fragmentation. We ran DPYProxy
on a vantage point in Mainland China (AS4837) that is subjected to
censorship by the GFW. From that vantage point, we queried a cen-
sored domain (https://wikipedia.org/wiki/turtle) through DPYProxy
using curl?. Specifically, DPYProxy fragmented messages on the
TCP and TLS layer both before and after the SNI extension. We
present the results of our analyses in Table 1.

Table 1: Circumvention results of the GFW. Any form of TLS
record fragmentation circumvents the GFW.

Fragmentation Split Circumvents Censor
None — No

TCP Before / After SNI Yes / No

TLS Before / After SNI Yes / Yes

TLS + TCP Before / After SNI Yes / Yes

Our results show that TLS record fragmentation successfully
circumvents the GFW. Interestingly, the GFW cannot detect the
'Thomas Pornin, StackOverflow, https://security.stackexchange.com/questions/56338/

identifying-ssl-traffic, Accessed: 17.08.2023, 10:16
2curl GitHub page, https://github.com/curl/curl, Accessed: 17.08.2023, 12:42
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SNI extension in any TLS record of a TLS-fragmented ClientHello
message, including the first. The GFW is more successful in detect-
ing TCP fragmentation. Although it is unable to reassemble TCP
segments, the GFW still detects the SNI extension when it occurs in
the first TCP segment. All of this suggests that the GFW is unaware
of TLS fragmentation and cannot analyze TLS records that do not
exactly fit into a TCP segment. We conjecture the GFW is similarly
unaware of other potential circumvention techniques on the TLS
layer.

4 TLS SERVER SUPPORT

We also analyzed how many TLS servers on the internet support
TLS record fragmentation. Specifically, we analyzed all domains of
the Tranco Top 1M list® and all https:// domains from the list of
censored domains maintained by CizitenLab*. Table 2 shows that
around 96% of the censored domains registered by CitizenLab sup-
port TLS record fragmentation. 92% of the domains on the Tranco
Top 1M list support TLS record fragmentation. TLS servers’ support
of TLS record fragmentation is slightly biased towards the lower
ranks but all ranks support it with over 90%. Overall, TLS record
fragmentation is widely usable as a circumvention technique on
TLS servers as of today. We hope our research motivates TLS server
developers to enable TLS record fragmentation.

Table 2: TLS record fragmentation support of TLS server.

List Scanned Support TLS Record

Domains? Fragmentation
CitizenLab 1135 1092 (96.21%)
Tranco Top 1M 830 357 766 909 (92.36%)

“We excluded domains when they were unresolvable, they did not handshake TLS, or
their owners requested exclusion from our scans.

5 DISCUSSION

We were able to circumvent the GFW with TLS record fragmen-
tation. As the GFW is the world’s most sophisticated censor[2, 5,
9,13, 15, 17, 19, 25, 26], we suspect TLS record fragmentation to
be similarly successful against other censors. We want to motivate
researchers with access to vantage points in other countries to eval-
uate the viability of TLS record fragmentation as a circumvention
technique.

We successfully developed DPYProxy as a censorship circumven-
tion tool that supports TLS record fragmentation. DPYProxy acts as
a MITM. It retrieves a TLS record, splits the included TLS message
into multiple parts, and places them in different TLS records. As
TLS records are not protected during the TLS handshake, DPYProxy
does not break the TLS handshake. Overall, TLS record fragmen-
tation can be implemented by circumvention tools that operate as
MITMs and TLS client applications such as custom browsers. As
TLS records are constructed on the TCP/IP application layer, no
elevated privileges need to be given to circumvention tools that

3Tranco Top 1M list, https://tranco-list.eu/, Accessed: 17.08.2023, 13:19
4Global list of censored domains, CitizenLab, https://github.com/citizenlab/test-lists/
blob/master/lists/global.csv, Accessed: 17.08.2023, 13:19
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implement TLS record fragmentation. With a poster, we want to
motivate the censorship community and circumvention tool devel-
opers to integrate TLS record fragmentation into their tools.

With TLS record fragmentation, we propose the first circumven-
tion technique that is TLS-specific. As the TLS protocol is highly
complex, we suspect that additional TLS-specific techniques ex-
ist. For example, the SNI extension, which contains the domain of
the website, has an overly complex definition in the standard [12]
as a list that in practice only contains a single element. Addition-
ally, TLS-specific techniques can be combined with TCP-specific
techniques such as TCP fragmentation to generate circumvention
techniques spanning multiple protocol layers. We suspect that these
combined techniques are especially interesting for QUIC [16], a
new protocol that combines the functionality of TLS and TCP while
being located on the UDP layer. In the end, we suggest a thorough
analysis of the TLS protocol for further circumvention techniques
and their applicability against real-life censors. We believe that a
collaboration between censorship researchers and TLS researchers
benefits this process.

6 AVAILABILITY

To make our results reproducible and incite further analyses of
TLS record fragmentation, we published DPYProxy and the server-
specific results of our analyses. The source code of DPYProxy is
available under https://github.com/UPB-SysSec/DPYProxy. The re-
sults of our analyses are available under https://github.com/UPB-
SysSec/TlsRecordFragmentationResults.
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