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Palo Alto Networks and ZPE Systems

The Challenge
Traditional wide area network (WAN) architectures make 
ĢŶ�ùĢƧóŽķŶ�Ŷŋ�ĿĢėũÖŶā�Ŷŋ�Ö�óķŋŽù̟ðÖŭāù�āùėā�łāŶƒŋũĴĢłė�
ÖũóĞĢŶāóŶŽũā̍�Rł�ÖùùĢŶĢŋł̇�ÖŶ�ùĢŭŶũĢðŽŶāù�ķŋóÖŶĢŋłŭ̇�ŋũėÖłĢơÖ̟
tions are required to deploy hardware and software that can 
accommodate various infrastructure solutions, which can 
Öùù�Ŷŋ�ŶĞāĢũ�ŭŶÖóĴŭ�Öłù�ĿÖĴā�ĿÖłÖėāĿāłŶ�ùĢƧóŽķŶ̍
złóā�Ö�óķŋŽù̟ðÖŭāù�ðũÖłóĞ�ĢłĕũÖŭŶũŽóŶŽũā�Ģŭ�āŭŶÖðķĢŭĞāù̇�
ðŽŭĢłāŭŭāŭ�łāāù�Ŷŋ�āłŭŽũā�ŶĞāƘ�óÖł�ŭāóŽũāķƘ�ĿÖłÖėā�ŶĞāĢũ�
łāŶƒŋũĴŭ�Öłù�ťũŋƑĢùā�ũāķĢÖðķā�ðÖóĴŽť�óŋłłāóŶĢƑĢŶƘ�ŶĞũŋŽėĞŋŽŶ�
the entire enterprise. To do so, they need a consolidated solu̟
ŶĢŋł�ŶĞÖŶ�ùāķĢƑāũŭ�Öķķ�ŶĞāŭā�óÖťÖðĢķĢŶĢāŭ�Öłù�ŭóÖķāŭ�āƧóĢāłŶķƘ̍

ZPE Systems
Ñ�1��ƘŭŶāĿŭ̪�pŋùāėũĢù�ĕÖĿĢķƘ�ŋĕ�ĞÖũùƒÖũā�Öłù�ŭŋĕŶƒÖũā�
Öķķŋƒŭ�ƘŋŽ�Ŷŋ�ùāťķŋƘ�Ö�ĕŽķķƘ�óŽŭŶŋĿĢơāù�āłƑĢũŋłĿāłŶ̝ĕũŋĿ�
ŶĞā�ùÖŶÖ�óāłŶāũ�Ŷŋ�ŶĞā�ðũÖłóĞ�Öłù�āƑāũƘƒĞāũā�Ģł�ðāŶƒāāł̍�
pŋùāėũĢù�ùāƑĢóāŭ�ŋƦāũ�ťŋƒāũĕŽķ�ĢłŶāũłÖķ�óŋĿťŋłāłŶŭ�ĕŋũ�Ö�
ũŋðŽŭŶ�ŋťāł�ťķÖŶĕŋũĿ�Ŷŋ�ũŽł�ƑĢũŶŽÖķĢơāù�ĕŽłóŶĢŋłŭ�̛ÁpDŭ̜�Öłù�
ùĢũāóŶķƘ�ĞŋŭŶ�ŶĞĢũù̟ťÖũŶƘ�ÖťťķĢóÖŶĢŋłŭ�ŋĕ�ƘŋŽũ�óĞŋĢóā̍�
�ũÖłóĞ�łāŶƒŋũĴĢłė�łŋ�ķŋłėāũ�óŋłŭĢŭŶŭ�ŋĕ�óŽĿðāũŭŋĿā�
ĞÖũùƒÖũā�ŭŶÖóĴŭ�Öłù�āƗťāłŭĢƑā�ŋł̟ŭĢŶā�ŭŽťťŋũŶ̍�pŋùāėũĢù̪ŭ�
Öķķ̟Ģł̟ŋłā�ÖťťķĢÖłóāŭ�āķĢĿĢłÖŶā�ŶĞā�łāāù�ĕŋũ�ũāťāÖŶ�ĞÖũùƒÖũā�

ťŽũóĞÖŭāŭ̇�āƑāł�ĕŋũ�ĞĢėĞ�ÖƑÖĢķÖðĢķĢŶƘ�āłƑĢũŋłĿāłŶŭ̇�Öłù�Öķķŋƒ�
ƘŋŽ�Ŷŋ�óŽŭŶŋĿĢơā�ĕŽũŶĞāũ�ƒĢŶĞ�Öùù̟ŋł�ĿŋùŽķāŭ�ĕŋũ�óŋĿ̟
ťŽŶā̇�ŭāũĢÖķ̇�1ŶĞāũłāŶ̇�Öłù�ŋŶĞāũ�óÖťÖðĢķĢŶĢāŭ̍�!ŋŽťķāù�ƒĢŶĞ�
ðŽĢķŶ̟Ģł�ĿÖłÖėāĿāłŶ�ŭŋĕŶƒÖũā̇�ƘŋŽ�óÖł�ŭāā�Öłù�óŋłŶũŋķ�Öķķ�ŋĕ�
ƘŋŽũ�ðũÖłóĞ�łāŶƒŋũĴŭ�ðƘ�ėÖĢłĢłė�ŭāóŽũā�Öóóāŭŭ�ƑĢÖ�ƘŋŽũ�ƒāð�
ðũŋƒŭāũ̍�'āťķŋƘ̇�ŭóÖķā̇�Öłù�ĿÖłÖėā�ŋł�ƘŋŽũ�ŶāũĿŭ�ŽŭĢłė�Ñ�1�
�ƘŭŶāĿŭ̪�pŋùāėũĢù̍

Palo Alto Networks
ÂĢŶĞ�Ŀŋũā�Öłù�Ŀŋũā�Žŭāũŭ̇�ðũÖłóĞ�ŋƧóāŭ̇�ùÖŶÖ̇�Öłù�ŭāũƑĢóāŭ�
located outside the perimeter, traditional network security 
ÖťťķĢÖłóāŭ�ŋũėÖłĢơÖŶĢŋłŭ�łāāù�Ö�óķŋŽù̟ðÖŭāù�ĢłĕũÖŭŶũŽóŶŽũā�
ŶĞÖŶ�óŋłƑāũėāŭ�łāŶƒŋũĴĢłė�Öłù�łāŶƒŋũĴ�ŭāóŽũĢŶƘ�óÖťÖðĢķĢŶĢāŭ̍�
�Öķŋ��ķŶŋ�pāŶƒŋũĴŭ��ũĢŭĿÖ���óóāŭŭ̇�óŋĿðĢłāù�ƒĢŶĞ��ũĢŭĿÖ�
�'̟Â�ṗ�Ģŭ�ŶĞā�ĢłùŽŭŶũƘ̪ŭ�ķāÖùĢłė�ŭāóŽũā�Öóóāŭŭ�ŭāũƑĢóā�
āùėā�̛���1̜�ŭŋķŽŶĢŋł̇�ĞāķťĢłė�ŋũėÖłĢơÖŶĢŋłŭ�āĿðũÖóā�óķŋŽù�
Öłù�ĿŋðĢķĢŶƘ�ðƘ�ťũŋƑĢùĢłė�łāŶƒŋũĴĢłė�Öłù�łāŶƒŋũĴ�ŭāóŽũĢŶƘ�
services from the cloud.
Prisma Access provides consistent security services and 
Öóóāŭŭ�Ŷŋ�óķŋŽù�ÖťťķĢóÖŶĢŋłŭ�̛ĢłóķŽùĢłė�ťŽðķĢó�óķŋŽù̇�ťũĢƑÖŶā�
óķŋŽù̇�Öłù��ÖÖ��ÖťťķĢóÖŶĢŋłŭ̜̇�ùāķĢƑāũāù�ŶĞũŋŽėĞ�Ö�óŋĿĿŋł�
framework for a seamless user experience. Whether at cor̟
ťŋũÖŶā�ĞāÖùŨŽÖũŶāũŭ̇�ðũÖłóĞ�ŋƧóāŭ̇�ũāŶÖĢķ�ķŋóÖŶĢŋłŭ̇�ŋũ�ŋł�
the road, all users connect to Prisma Access to safely use the 
óķŋŽù̇�ùÖŶÖ�óāłŶāũ�ÖťťķĢóÖŶĢŋłŭ̇�Öłù�ŶĞā�ĢłŶāũłāŶ̍��ũĢŭĿÖ��'̟
Â�p�ťũŋƑĢùāŭ�Ö�ŭĢĿťķā̇�óŋŭŶ̟āƦāóŶĢƑā�ÖťťũŋÖóĞ�ðƘ�ŋƦāũĢłė�
ŶĞā�ĢłùŽŭŶũƘ̪ŭ�ƩũŭŶ�łāƗŶ̟ėāłāũÖŶĢŋł��'̟Â�p�ŭŋķŽŶĢŋł�ŶĞÖŶ�Ģŭ�
Öťť̟ùāƩłāù̇�ÖŽŶŋłŋĿŋŽŭ̇�Öłù�óķŋŽù̟ùāķĢƑāũāù̍

Palo Alto Networks and ZPE 
 Systems
¦ŋėāŶĞāũ̇��Öķŋ��ķŶŋ�pāŶƒŋũĴŭ�Öłù�Ñ�1��ƘŭŶāĿŭ�ŋƦāũ�ũāķĢÖðķā�
ùĢŭŶũĢðŽŶāù�łāŶƒŋũĴĢłė�óŋŽťķāù�ƒĢŶĞ�óŋĿťũāĞāłŭĢƑā�ðũÖłóĞ�
ĿÖłÖėāĿāłŶ̍�¦ĞĢŭ�ĢłŶāėũÖŶĢŋł�ťũŋƑĢùāŭ�óķŋŽù̟ðÖŭāù�ƪāƗĢ̟
ðĢķĢŶƘ�ÖŶ�ŶĞā�āùėā̇�āłÖðķĢłė�óŽŭŶŋĿāũŭ�Ŷŋ�ðũāÖĴ�ĕũāā�ĕũŋĿ�ŶĞā�
ķĢĿĢŶÖŶĢŋłŭ�ŋĕ�ķāėÖóƘ�Â�p�ÖũóĞĢŶāóŶŽũāŭ̍
�ÖĢũĢłė��ũĢŭĿÖ��'̟Â�p�ƒĢŶĞ�pŋùāėũĢù�ÖťťķĢÖłóāŭ, custom̟
āũŭ�óÖł�ÖóĞĢāƑā�Ö�óŋĿťÖóŶ�ƘāŶ�ũŋðŽŭŶ�łāŶƒŋũĴĢłė�ŭŶÖóĴ̍�Rł�
ÖùùĢŶĢŋł̇�ðāóÖŽŭā�pŋùāėũĢù�ùāƑĢóāŭ�ĕāÖŶŽũā�ĿŽķŶĢťķā�ĢłŶāũ̟
ĕÖóāŭ�Öłù�ŭŽťťŋũŶ�ÁpDŭ̇�óŽŭŶŋĿāũŭ�óÖł�ùāťķŋƘ�ðŋŶĞ�ťĞƘŭĢóÖķ�
Öłù�ƑĢũŶŽÖķ��ũĢŭĿÖ��'̟Â�p�ŭŋķŽŶĢŋłŭ̍

Benefits of the Integration
Together, Palo Alto Networks Prisma® SD-WAN 
and ZPE Systems’ Nodegrid devices offer improved 
reliability for Prisma SD-WAN deployments. This 
integration allows you to bring greater security and 
control to your edge networks for a complete SD-
WAN or SD-Branch solution, so you can:
• Get security, networking, and out-of-band access 

on a single scalable solution
• Rapidly diagnose and restore services at any time, 

from anywhere
• Boost resilience with 5G/4G/LTE for primary and 

failover paths for production traffic and out-of-
band access

• Streamline deployment, configuration, and 
 management with a fast and secure cloud platform

Boost Edge Resilience with a Consolidated, Multifunctional Solution
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Solution
DŋķķŋƒĢłė�ũĢėŋũŋŽŭ�ťũŋŋĕ̟ŋĕ̟óŋłóāťŶ�ŶũĢÖķŭ̇�ŶĞā�óŋĿťÖ̟
łƘ�ùāťķŋƘāù��ũĢŭĿÖ��'̟Â�p�ĞŋŭŶāù�ùĢũāóŶķƘ�Öŭ�Ö�ƑĢũŶŽÖķ�
ĿÖóĞĢłā�ŋł�pŋùāėũĢù�ùāƑĢóāŭ̍�¦Ğā�ũāŭŽķŶĢłė�ũāĿŋŶā�ðũÖłóĞ�
łāŶƒŋũĴ�óŋŽķù�ðā�óāłŶũÖķķƘ�ÖùĿĢłĢŭŶāũāù�ŽŭĢłė�ŶĞā��ũĢŭĿÖ�
�'̟Â�p�óķŋŽù�óŋłŶũŋķķāũ�ŶĞũŋŽėĞ�pŋùāėũĢù̪ŭ�ŋŽŶ̟ŋĕ̟ðÖłù�
ĿÖłÖėāĿāłŶ�ťÖŶĞ̇�ťũŋƑĢùĢłė�óāłŶũÖķĢơāù�ƑĢŭĢðĢķĢŶƘ�Öłù�óŋł̟
Ŷũŋķ�ŋƑāũ�łāŶƒŋũĴ�Öłù�ÖťťķĢóÖŶĢŋł�ťāũĕŋũĿÖłóā̍�!ŋłŭĢŭŶāłŶ�
óŋłłāóŶĢƑĢŶƘ�ĕŋũ�ðŽŭĢłāŭŭ̟óũĢŶĢóÖķ�ÖťťķĢóÖŶĢŋłŭ�óÖĿā�ƑĢÖ�ŶĞā�
d¦1̓óāķķŽķÖũ�ķĢłĴ̇�ŶĞā�ťÖŶĞ�ŋĕ�ķÖŭŶ�ũāŭŋũŶ�ŶĞÖŶ�ŋƦāũāù�ũāķĢÖðķā�
ðÖóĴŽť�ĕŋũ�Öķķ�łāŶƒŋũĴ�ťÖŶĞŭ̝ĢłóķŽùĢłė�ĕŋũ�ũāùŽłùÖłŶ̇�ĞĢėĞ�
ÖƑÖĢķÖðĢķĢŶƘ̇�Öłù�ŋŽŶ̟ŋĕ̟ðÖłù�ĿÖłÖėāĿāłŶ�óŋłłāóŶĢŋłŭ̍

Use Case 2: Global Technology Company 
 Deploys Cost-Effective Solution 
Challenge
��ėķŋðÖķ�ŶāóĞłŋķŋėƘ�óŋĿťÖłƘ̇�ƒĢŶĞ�Ö�ùĢŭŶũĢðŽŶāù�ťũāŭāłóā�ŶĞÖŶ�
ĢłóķŽùāŭ�ķÖũėā�ðũÖłóĞ�ŋƧóāŭ̇�ũāĿŋŶā�ķŋóÖŶĢŋłŭ̇�Öłù�Ŷāķā̟
ƒŋũĴāũŭ̇�ŭŋŽėĞŶ�Ŷŋ�ŭĢĿťķĢĕƘ�ĢŶŭ�Â�p�łāŶƒŋũĴ�Öŭ�ťÖũŶ�ŋĕ�ùĢėĢŶÖķ�
ŶũÖłŭĕŋũĿÖŶĢŋł̍�¦Ğā�āƗĢŭŶĢłė�ķāėÖóƘ�ÖũóĞĢŶāóŶŽũā�ƒÖŭ�óŋĿťķāƗ̇�
óŋłŭĢŭŶĢłė�ŋĕ�ĿŽķŶĢťķā�ťŋĢłŶ�ťũŋùŽóŶŭ�Öłù�!dR̟ðÖŭāù�ŋťāũÖ̟
ŶĢŋłŭ̍�!āłŶũÖķĢơāù�ĿÖłÖėāĿāłŶ�Öłù�ŋŽŶ̟ŋĕ̟ðÖłù�Öóóāŭŭ�ƒāũā�
ťũĢĿÖũƘ�ėŋÖķŭ�ĕŋũ�ŶũÖłŭĕŋũĿÖŶĢŋł̇�Öłù�Ŷŋ�ÖóĞĢāƑā�ŶĞāŭā̇�ŶĞā�
óŋĿťÖłƘ�łāāùāù�Ö�óŋłŭŋķĢùÖŶāù�Â�p�āùėā�ŶĞÖŶ�óŋŽķù�ŭāÖĿ̟
ķāŭŭķƘ�ĢłŶāėũÖŶā�ŭāóŽũĢŶƘ̇��'̟Â�ṗ�Öłù�łāŶƒŋũĴĢłė̍

Solution
�ĕŶāũ�ƑÖķĢùÖŶĢłė�ŭāƑāũÖķ�ŭŋķŽŶĢŋłŭ̇�ŶĞā�óŋĿťÖłƘ̪ŭ�R¦�ĢłĕũÖ̟
ŭŶũŽóŶŽũā�ŶāÖĿ�ŭāķāóŶāù��ũĢŭĿÖ��'̟Â�p�Ŷŋ�ùāťķŋƘ�ùĢũāóŶķƘ�
ŋł�Ñ�1��ƘŭŶāĿŭ̪�pŋùāėũĢù��āũƑĢóāŭ��ŋŽŶāũ̍��Ƙ�óŋłŭŋķĢùÖŶĢłė�
ŭāóŽũĢŶƘ̇��'̟Â�ṗ�Öłù�łāŶƒŋũĴĢłė�ŋłŶŋ�Ö�ŭĢłėķā�ùāƑĢóā̇�

Figure 1: Prisma SD-WAN and Nodegrid integration

¦ĞĢŭ�ťÖũŶłāũŭĞĢť�ŋƦāũŭ�ťāÖóā�ŋĕ�ĿĢłù�ĕŋũ��'̟Â�p�Öłù��'̟
�ũÖłóĞ�ĢĿťķāĿāłŶÖŶĢŋłŭ�ÖŶ�ŶĞā�āùėā�ƒĢŶĞŋŽŶ�ÖùùĢłė�Ŷŋ�ŶĞā�
łāŶƒŋũĴĢłė�ŭŶÖóĴ̍��ũĢŭĿÖ��'̟Â�p�ùāķĢƑāũŭ�ťũŋƑāł�ŶũÖƧó�
ũŋŽŶĢłė̇�ŭŽťťŋũŶŭ�ÖŽŶŋĿÖŶĢŋł̇�Öłù�āłÖðķāŭ�Ö�óķŋŽù̟ðÖŭāù�
ðũÖłóĞ�ƒĞĢķā�pŋùāėũĢù̪ŭ�ðŽĢķŶ̟Ģł�˔F̓˓F̓d¦1�ŭŽťťŋũŶŭ�ťũĢ̟
mary as well as secondary network paths and adds resil̟
Ģāłóā�ƒĢŶĞ�ĢłŶāėũÖŶāù�ŋŽŶ̟ŋĕ̟ðÖłù�Öóóāŭŭ�Öłù�ĿÖłÖėāĿāłŶ̍�
�ŭ�Ö�ũāŭŽķŶ̇�ıŋĢłŶ�óŽŭŶŋĿāũŭ�óÖł�ėÖĢł�ƑĢŭĢðĢķĢŶƘ�Öłù�óŋłŶũŋķ�
ĢłŶŋ�ùĢŭŶũĢðŽŶāù�łāŶƒŋũĴŭ̇�ĿÖĢłŶÖĢł�ŽťŶĢĿā̇�Öłù�ėāŶ�Öķ̟
ƒÖƘŭ̟ũāÖùƘ�Öóóāŭŭ̇�ƒĞāŶĞāũ�Ŷŋ�ÖùıŽŭŶ��'̟Â�p�ťũĢŋũĢŶĢāŭ�ŋũ�
ŶũŋŽðķāŭĞŋŋŶ�ŶĞā�ĞĢėĞ�ÖƑÖĢķÖðĢķĢŶƘ�āłƑĢũŋłĿāłŶ̍
�ũĢŭĿÖ��'̟Â�p�ŭŽťťŋũŶŭ�ũĢóĞ���R�ĢłŶāėũÖŶĢŋłŭ̇�Öłù�pŋùāėũĢù�
allows customers to directly host applications. These features 
allow customers to further tailor their WAN and LAN deploy̟
ĿāłŶŭ�Ŷŋ�ŶĞāĢũ�ðŽŭĢłāŭŭ�ũāŨŽĢũāĿāłŶŭ̍�'āťķŋƘĢłė̇�ŭóÖķĢłė̇�
Öłù�ĿÖłÖėĢłė�ŶĞā�óķŋŽù̟ùāķĢƑāũāù�ðũÖłóĞ�Ģŭ�ŭĢĿťķā�ƒĢŶĞ�ŶĞĢŭ�
consolidated solution.

Use Case 1: Services Company Achieves 
 Consistent Connectivity
Challenge
��ĿÖıŋũ�pŋũŶĞ��ĿāũĢóÖł�ŋĢķ�Öłù�ėÖŭ�ťũŋƑĢùāũ�ðāėÖł�ĢŶŭ�ùĢėĢŶÖķ�
ŶũÖłŭĕŋũĿÖŶĢŋł�ðƘ�ŭāóŽũĢłė�ĢŶŭ�łāŶƒŋũĴ�Öŭ�ƒāķķ�Öŭ�ÖùùũāŭŭĢłė�
óŋłłāóŶĢƑĢŶƘ�óĞÖķķāłėāŭ�ĕŋũ�ŋƦŭĞŋũā�ťķÖŶĕŋũĿŭ�Öłù�ũāĿŋŶā�
ùũĢķķĢłė�ũĢėŭ̍��āĿŋŶā�ðũÖłóĞ�ŋƧóāŭ�łŋŶ�āŨŽĢťťāù�ƒĢŶĞ�ũāÖķ�
āŭŶÖŶā�ĕŋũ�ķÖũėā�ĞÖũùƒÖũā�ŭŶÖóĴŭ�ũāŨŽĢũāù�óŋłŭŋķĢùÖŶāù̇�
compact appliances that could provide a comprehensive 
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the company reduced its infrastructure’s complexity and 
ŋťāũÖŶĢŋłÖķ�óŋŭŶŭ̍�ÂĢŶĞ�ðŽĢķŶ̟Ģł�óāķķŽķÖũ�ťũŋƑĢùĢłė�óŋłŭĢŭŶāłŶ�
óŋłłāóŶĢƑĢŶƘ�Ŷŋ�ũāĿŋŶā�ðũÖłóĞ�ķŋóÖŶĢŋłŭ̇�ŶĞā�R¦�ŶāÖĿ�óŋŽķù�
ĢłŭŶÖłŶķƘ�ĿŋłĢŶŋũ�Öłù�ŶũŋŽðķāŭĞŋŋŶ�ťũŋðķāĿŭ̍�¦ĞĢŭ�ũāŭŽķŶāù�
Ģł�ŶĢĿā�Öłù�óŋŭŶ�ŭÖƑĢłėŭ̇�Öŭ�ĢŭŭŽāŭ�óŋŽķù�ðā�ĢùāłŶĢƩāù�Öłù�
ũāŭŋķƑāù�ũāĿŋŶāķƘ̍�¦Ğā�óŋĿťÖłƘ̪ŭ�R¦�ðŽũùāł�ùāóũāÖŭāù�ùũÖ̟
ĿÖŶĢóÖķķƘ�ùāŭťĢŶā�ķĢĿĢŶāù�ŭŶÖƦ̇�ƒĢŶĞ�ŭŽťťŋũŶ�ŶĢóĴāŶŭ�Öðķā�Ŷŋ�ðā�
closed in half the time previously required.
dāÖũł�Ŀŋũā�ÖðŋŽŶ�Ğŋƒ��ũĢŭĿÖ��'̟Â�p�óÖł�Ğāķť�ƘŋŽũ�ùĢėĢŶÖķ�
transformation at ťÖķŋÖķŶŋłāŶƒŋũĴŭ̍óŋĿ̓ťũĢŭĿÖ̓ŭù̟ƒÖł.
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