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(U) Dedication

Betore the battle |of Thermopylae], Diancees, the Spartan, was warned that the
number of the Persians was such that when they loosed their bows. the arrows woukl
block the sun. “Sa much the better'. observed Dianeces. *If the Persians hide the sun,
then we will fight in the shade rather than sunlight',

Herodatus, The Histories

This book is dedicated to those Allied eryptologists in Indochina, whose devotion to
duty, under the worst of conditions, was horne with the courage, virtuosity, aplomb, and
humor that only true professionals can display.
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(U) Foreword

America’s war in Vietnam continues as a topic
of highest interest among scholars and the gener-
al public alike — and as a topiv of the highest con-
troversy. As this introduction ix being written in
April 2001, several news stories related (o the war
and its aftermath are unfolding on newspaper
front pages.

The Vietnam War has been the subject of
countless memoirs, histories. and adventure
tales, vel a critical aspeet of the war has been lack-
ing in what has been written so far. Even mono-
graphs on the role of intelligence in the war do
not treat the signals intelligence (SIGINT) and
information systems security (INFOSEC) aspects
of the war, or do so only in the most superficial
ways.

Robert Hanyvok's meticulously researched and
richly detailed historv of cryptology in the
Vietnam War fills this void. It provides a grand
perspective of these most secret aspeels of the
war, and answers many of the questions histori-
ans ask about it.

Those who work SIGINT tend to view it
mechanistically. It is often believed to be “cut and
dried,” that it provides an unchallenged source of
information — what the other side is saving to
itself, and therefore what must be correet.

However. the interpretation of SIGIN'T and its
political or policy implications often generate
considerable discussion and controversy. This
was certainly the case with SIGINT in the
Vietnam War. Mr. Hanvok's study looks careful-
ly at these controversics — and itself has several
areas likely to be controversial in the implications
and interpretation.

This is a stimulating study, highlv recom-
mended for all who are interested in U.S. policy in
the last half of the twentieth century, the conduct
of the war itself, and the role of crvplology specit-
icallv.

I also recommend. for context on the times
and background to U.S. SIGINT and INFOSEC,
that the reader also consult Dr. Thomas
Johnson's four-volume American Cryptology
during the Cold War. 1945-1989.

DAVID A HATCHI
Director
Center for Crvptologic History
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(U) Preface

“And cven 1 can remember a day when
historians left blanks in their writings: I mean
for things they didn't know,
But that time seems to he passing,”

Canto X1 Yzra Pound

(T) The Vietnam War, or more accurately, the
Indochina War, perhaps was the momentous
event of American history in the third quarter of
the twentieth century. Besides the casualty count
- 58,000 dead and another half million wounded
- it devoured the resources of the United States,
weakened its economy, turned generations
against one another, and hurt its international
image. Opposition to the war coalesced with the
strong currents of the 1960s’ domestic social
change — the nascent women's push {or equality.
the youth “rebellion,” and the surge in the civil
rights movement — and charged them with even
more fervor. And the failure of various adminis-
trations to reliably define the war's purpose, and
truthfully report its course, ground down the rela-
tionship between citizen and government to a
razor-thin bond.

(U) After the war, there were several concur-
rent efforts to arrive at some meaning about it.
Attempts were made Lo define it as a crusade
against communism: others called the war a fail-
ure in strategic policy or a tragedy born out of the
arrogance of power. Some observers called atten-
tion to the war's effect in later American foreign
policy — the “Victnam syndrome,” a reluctance to
get involved in long-term ventures. Finally, oth-
ers pointed to the deeper social costs of the war,
how veterans and nonveterans tried to come to
grips with their attitudes towards the war.

(V) Ironically, the American crvptologic com-
munity, especially the National Security Agency,
appeared to remove itself from any examination
of its role in the war. This distancing was meas-

—TOP-GEGRETHCOMINT/HM—

ured in the paucity of histories, studies. and arti-
cles about the war. How could such a war. which
SIGINT had covered since 1950, that, al its peak,
involved as many as len thousand crvptologists
from a number of allied nations. not be worth a
serious historical consideration? By ignoring its
past, how much had the American SIGINT com-
munity impoverished its sense of historical conti-
nuity? What stories and what truths were buried
under the silence? What could American enyptol-
ogists learn aboul themselves and their perform-
ance during the war? And what lessons could we
carry into the future?
e an

DY ‘The immediate origins of Spurld}ns in
Darkness lay in a conversation [ had some years
ago with a retired NSA senior who had an exten-
sive personal knowledge of the war in Indochina,
In passing, T had mentioned my scheme for writ-
ing a complete, multivolume history of American
SIGINT during the Indochina War, beginning
with World War I1{ and
finally coming to the American involvement.
Rather abruptly, he strongly suggested that I get
out a single volume on the war before "those who
were there are gone.” This approach, of course.
was correct: inasmuch as the Vietnam-era popu-
lation of the National Security Ageney (and the
associated crvptologic elements of the four armed
services) was beginning to retirve in ever-inercas-
ing numbers, there was a need to produce a his-
tory to which thev could contribute, as well as one
with which they could identify. There also was a
growing interest in the war by the vounger gener-
ation of Agency personnel within the crvptologic
community — who had no direct experience and
little memory of the war — as evidenced by their
attendance in various classes and seminars on
cryptologic history. That situation made final my
decision to produce this overview volume.

Page xiii
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—&A8h-1he major historiagraphical problem
was the dimension of the SIGINT effort during
the American phase of the war. Just the numbers
alone suggested the size of the problem. At the

height of the American involvement, upwards of

10.000 American and allied cryptologists were
supporling the war in South Vietnam, mostly in
sites throughout Southeast Asia. A smaller group
al Fort Meade worked the SIGINT from NSA
headquarters _at _Fort _George  G.  Meade,

Marvland.

The
corresponding records available for my rescarch,
despite ramors of a massive destruetion of paper
records trom the early 1980s (which may have
been partially true). were staggering: over
150.000 pages in the Center for Cnyptologic
History’s various collections. and about 400.000
pages from the NSA Archives. Records Center,
and other collections (on-line and hard copy).
Happy is the historian with such a bounty. but
cursed is he in deciding whal exactly to write
about without getting mired in the bog of so much
available detail. that, due to the nature of intelli-
gencee, often was conflicting.

=501 decided that the best way to avoid
being buried under this material was to write an
overview ol American SIGINT during the
Indochina War. However, it would be one with a
ditference: T would concentrate on various topics
and critical incidents of the war, making them the
narrative framework for this ervptologic history.
The topics and incidents 1 included were an eclee-
tic collection, and required individual treatment.
Hence, this history is not the usual linear, chrono-
logical narrative. Rather, [ approached each
episode in a somewhalt different manner, tailor-
ing the historical treatment to the issue at hand.
For example, the chapters on the SIGINT during,

the air war, '

| [and the South Vietnamese SIGIN'T organiza-
lion probably come closest to resembling a classiv
historical narrative.

EO
1.4. (c)
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4813 On the other hand, the Gulf of Tonkin
incidents and the Tet Offensive will be treated
almost like case studies. The performance of the
STGIN'T system will be looked at eritically: it will
be illustrated in both cases how critical informa-
tion was mishandled. misinterpreted. lost. or
ignored. At the siune time. the nature of the SIG-
INT material. especially its effeet on decision-
makers in Saigon and Washington, required a
detailed analysis of individual reports. This
approach, at times. may scem Lo some readers
like an excruciating turn al seriptural exegesis.
Yet. the pavolf is in the revelation of what was
really contained in the reports.

(U1) Not all topices of interest could be covered
in this history. This was a decision based on sev-
eral factors. One was the realization that other
cryptologic organizations were producing histo-
ries of their participation in the war. One example
is the Armn’s  Intelligence and  Security
Command. which is working on a historv of ASA
participation that emphasizes tactical SIGINT
units. Also. I did not want to repeat what previous
histories have covered. In this case. 1 knew that
three volumes had been wrilten about communi-
cations security (COMSEC) during the war,
Although much more can be written on this
etfort. it requires a volume of its own. A final rea-
son was that the impact of a topie fell out of the
time frame of the war. A good example of this is
the Prisoner of War/Missing in Action
(POW/MIA) controversy. No other subject affect-
ced Americans as passionately as this one.
Although there had been interest in the fate of
POWSs and MIAs during and shortly after the war.,
the peak of public attention did not veeur until
the 1980s and 1990s. This sad story. and the SIG-
INT aspect of it, deserves its own telling,

S Spartans is something of a departure
from the previous histories of SIGINT in the
Indochina War. For the most part. those histo-
ries. written between the late 1960s and the carly
1970s. were detailed deseriptions of teehnical
SIGINT collection and processing systems, and

~TOP-SECRETHEOMINT-



organizations. While intrinsically interesting to a
narrow range of cryptologists with similar spe-
cialties, the histories themselves left most ques-
tions about the results of SIGINT unanswered.
who made use of the intelligence derived from it.
and its effect on the course of the war. These his-
tories often minimized or completely ignored
some significant outside influences and determi-
nants, as well as previous cryvptologic events and
efforts, all of which affected SIGINT activities in
Indochina. Some of these factors included the
attitude of command authorities towards SIG-
INT; the technical and operational limitations of
cryptologic techniqgues and technology: the natu-
ral “competition” or “friction” between intelli-
gence organizations and services: and. most
importantly. the capabilities of Vietnamese com-
munist eryptography and communications. and
its personnel, which were the real targets of
American SIGINT.

—AA8H-Surprisingly (or mavbe unsurprising-
ly), the effort at writing histories of ervptology
during the war ended at about the same time that
the last American troops left. Since the fall of
Saigon in 1975, precious little of that history had
been written: A special issue of the now-defunct
NSA Cryptolog magazine. one short, useful work
on the Purple Dragon Operalions Security pro-
gram, a handful of articles in various NSA in-
house technical journals. and a three-hour ses-
sion at the 1990 Cryvptologic History Symposium.
This scarcity is not casilv explainable. However.
one sad result was that much of the history of
SIGINT during the war was displaced by a corps
of truisms, myths. official and popular miscon-
ceptions of what happened — all elements of a
conventional wisdom that held that American
SIGINT had been fabulously successtul.

(¥) To avoid the limitations of those previous
works, and to correct the popular misunderstand-
ings of what happened. this history will consider
American SIGINT during the Indochina War
through the two perspectives of scale and context.
We will consider the scale of the confliet in terms

-FOP-SECRETHCOMNTHM—

of time and geography. We also will examine the
context in which American SIGINT operated. that
is. within both the prosecution of the war, and the
struggle between American ervptologists and
Vietnamese communist ervptographers and com-
municators. The benefit of this more extensive
approach will be in a richer and more complete
narrative. a text more sensitive to the nuances of
the environment in which SIGINT operated. In
understanding the circumstances in which SIG-
INT worked, we can better judge the eftect it had.
and. in an ironic corollary, see how the environ-
ment influenced SIGINT.

(U) Scale

(U) For many Americans, their view of the
war in Indochina remains circumseribed by the
vears of the direct military intervention from
about 1965 to 1973. Although most histories trace
the war back to the dayvs of the French suzerainty.
that period seemed to many Americans as an
interesting prelude. but not tervibly relevant - an
attitude carried by many American leaders. as
well. The problem. of course. is that this myopic
approach distorts the reality of the fundamental
issues of the war and the attitudes of the combat-
ants. both of which had been set long before the
United States intervened with its own troops.

~SHS1he earlier histories of American SIG-
INT during the conflict also reflected this limited
outlook. Although there were unique ervptologic
problems that emerged during the American
intervention after 1963, many other such prob-
lems of the war. such as the nature and effective-
ness of high-level Viethamese communist envp-
tography, and the constant shortage of qualified
analysts. especially linguists. could be dated to
1950,

(U7) By considering the long-term evolution of
a SIGINT problem. the reader reaches a better
understanding of the historical reasons why cer-
tain ceryptologic approaches and processes were
adopted in licu of others. The SIGINT problems

Page xv
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that Americans encountered during the war were
never static affairs. Often, the Vietnamese ¢rvp-
tologists reacted to what they called American
“technical means.” Similarly, American ervptolo-
gists had 1o refine their techniques and processes
10 mect the Vietnamese countermeasurces. Like all
history, the storv of SIGINT during the Indochina
War is one of constant evolution. The longer the
time we take under consideration, the better the
dvnamics can be understood.
~AS/AEF—

BY Also. we will consider the war in a geo-

graphic scale bevond Indochina. Partly, this larg-

er regional approach is dictated by the range of

the war. The struggle centered in the four coun-
tries that traditionally made up Indochina —
North and South Vietnam. Laos. and Cambodia.
(The Freneh considered Indochina as five
colonies: Laos, Cambodia, Tonkin, Annam. and
Cochin China.) Yel. the war. and its SIGINT inter-

ests, reached across the borders of those four:
countries to include portions of the glmter

Southeast Asia region|

/B0 1.4.(

9]

ticipated in monitoripg, annlﬁzing, and reporting
of signals intelligenge during the war.

(U) Context

(U) The hisfory of American SIGINT during
the [lult)cl1i1m"-i\'dr needs to be placed within the
context of that conflict. In war. intelligence
derives its utlhl\ h\ suppl\m;, commanders with
the knowle :1ge of the enemy’s means, ends, and
plans to realize them. The mere accumulation of
data, or he heldmgol intelligence },-ltht:‘l ing. pro-
cowng; ‘and reporting svstems and mgammlmns

s ot meet the main objective of \uppmlmg,
wit comxmnd. These are only the prelimi-
though necessary, steps. Ultimately, intelli-
genee can be judged only on what information is
,(‘" is not) provided and how it is d(‘hwmd
wooking only inwardly at intelligence activities,
and wmn\lm., intelligence from the context in
which il operates, allows for only a myopic \w\\ of
its own eftectiveness. :
(TS//ST)

The chance that the considerabld forees
stationed there would intervenem the conflict
was a4 major concern for Washington's planners
early in the war. To the west, Thailand ‘was a
strategic base lor the American 7th Air Foree and
supporled a considerable American cn“ptologic
presence. Significant SIGINT support came {rom
sites in the Phlllppmeaﬁ
55485 1t is usetul to remember as well that,
in the long history of the Indochina War. forces
from a number of countries were involved — any-
where from sixteen to bventy-two depending on
how one defines their specific involvement.' This
lent an international shading to the war. And this
inlernational effort was repeated in the cryptolog-

ic arena. SIGINT and COMINT elements from the

}’e{ln this history, a distinet effort mll he
made 1o’ measure the contribution of \moman
Sl(;l.\'T_. lo the outcome of the war, its mnqu.«
campaigns, and critical events such as the Guliof
Tonkin crisis and the Tel offensive. To accom-
plish this will require a detailed examination of
SIGINT's structure. responsiveness. and upem-"‘-_
tions. Tt also means that we will have to spend:
some time in the narrative establishing the his-

torical conlext in which SIGINT operated.

United States. South Vietnam.

Page xvi

(U) At the same time, we will not overlook
how SIGINT performed its many unique tasks.
However, this review will be cast in the most rel-
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evant context possible: American SIGINT's sue-
cesses and failures against the technical, doctri-
nal, and procedural actions taken by the
Vietnamese communist cryvptographers and com-
munieators. This approach may seem almost too
obvious to state. Yet. in earlier crvplologic histo-
ries, communist communications and ervptogra-
phy were discussed only occasionally. and usual-
ly as some fixed list of objectives. As we discussed
above, this static, limited approach is misleading,
The true targets of American cryplologists were
Hanoi's communications and cryptographic sys-
tems, and they changed often to defeat our best
efforts.

(U) In this regard. we are fortunate to have a
Vietnamese communist historv of their own ernvp-
tographic cffort during the war. Essentiul
Matters, published in the original Vietnamese in
1990, and in translation in 199.4 by David Gaddy.,
formerly chief of the Center for Cryptologic
History. If the reader can overlook the numerous
faults of socialist history — the paeans to Ho Chi
Minh, the tales of heroie socialist ervptographic
technicians under fire delivering loads of code-
books, or the mind-numbing statistics of cver-
higher production levels of key lists — what
emerges is a remarkably detailed history of com-
munist cryptography and communications secu-
rity from 1945 to the fall of Saigon in 1975. The
narrative in Essential Matters matches up quite
closely to what Americans knew from intercept.
cryptanalysis, captured documents, and prisoner
of war debriefs. 'The close correlation allows the
reader a rare opportunity to observe how both
sides operated and reacted to each others’ work.
Essential Mutters should be read by all thought-
ful American cryptologists who want to under-
stand how targel cryptographic and COMSEC
bureaus operate, and how thev are influenced by
unique doctrinal, technical. and operational prej-
udices. Most importantly, it can be seen how an
enemy’s knowledge of American cryplologic
capabilities is incorporated into maodifications of
their own systems.”
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(U) History, if il is 1o be more than a mere
chronicle. must investigate events and seek to
explain their significance. Hopefully, these two
approaches of scale and context will allow this
history to answer the two fundamental and perti-
nent questions about American SIGINT during
the Indochina war: First, how did American SIG-
INT operate within the framework of the war.
and, second, what was the final influence or effect
of STGINT on the course of the war and its even-
tual outcome?

(U) To keep the reader apprised of cerlain
important events and interesting sidelights which
fall out of our topical scheme, we will make use of
so-called "Interludes.” There are four Interludes:
the Geneva Conference of 1954: the post-Diem
political situation; the buildup of American cirvp-
tologic units: and the attempt by MACV o
destroy the communist Central Office South
Vietnam (COSVN) during the invasion of
Cambodia.

~LCHSH A few technical comments aboul ter-
minology in this history need to be made here for
readers not familiar with envptology. First of all,
we will be using the terms SIGINT and "crvptol-
ogy” almost interchangeably. Cryptology is
defined narrowly as "the study of the making and
breaking of codes and ciphers.” SIGINT is the
acronym for signals intelligence and, while it cov-
ers aspeets of ervptology such as ervptanalysis, it
includes, among others, direction finding, signals
analysis. traffic analysis, special identification
techniques, and reporting of information derived
from enemy signals of all types. not just commu-
nications. However, as a descriptive term — SIG-
INT or crvptologic community — the difference
between the two is unimportant. COMINT is the
acronym for communications intelligence. The
difference between COMINT and SIGINT is that
the latter encompasses intelligence from non-
communications emitters such as radars, naviga-
tional beacons. altimeters, and other equipment.
The intelligence from these sources is termed
ELINT, or “clectronics intelligence.” NSA official-
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lv received the mission for ELINT in the late
1950s. COMINT and ELINT were then subordi-
nated under the category of SIGINT. Again. in
ordinary and generalized descriptions. the differ-
ence between the SIGINT and COMINT is not
important. The term “ervptography™ refers to the
“development of codes.and ciphers” and is essen-
tially a defensive art, associated closely with com-
munications security or COMSEC.

B Occasionally, fye will include original
Vietnamese texts, terms. or organiza-
tional titles. In all circumstance, we tried to
remain faithful to the original language. For
Vietnamese, in particular, this represented some-
thing of a problem. Although the transcription
from the Vietnamese to a Roman alphabet was
not difficult, the rendering of place-names
required a decision. A literal transcription would
have left us with familiar place-names written as
Da Nang. Hai Phong, and Viet Nam. These ver-
sions would be unfamiliar to most readers, so we
chose to go with the familiar English single word
version.

(U) Finally, quotes from American messages
are carried in upper and lower case. However, the
actual texts of these messages normally were in
upper casc only. This would have been distracting
to readers not accustomed to viewing such a for-
mat. So, we opted for the correct case format. The
few exceptions to this occur in the chapter on the
Tonkin Gulf incident. The need for a true repre-
sentation of the messages between the Pacific
commands and Washington dictated that the
messages be reproduced in their original upper
case-only format.

(U) Notes

1. (V) The overt combatants included the United
States, South Vietnam, North Vietnam, Laos.
Cambodia, Thailand. People’s Republic of China,
Democratic People’s Republic of Korea. Republic of
Korea, Australia, New Zealand, Philippines, United
Kingdom. France, Japan, Nationalist China. and the
Soviet Union. This list does not include the various
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colonial contingents that comprised the French Union
Forces. such as those from Moroceo, Tunisia. Algeria.
Senegal, and the units of the French Foreign Legion.
Nor does it include rumored contingents of “special
forces™ from the Warsaw Pact and Commonwealth
“volunteers™ in the Australian Special Air Service
units.

2. (U) The translation is available from the
Publications Team of the Center for Cryvptologic
History. It also contains a supplement on the
Cryptography of the Vielnamese Border Guard.
(Special Series Number 5)
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