
We Fix the Net!

Christian Grothoff

Team DÉCENTRALISÉ
Inria Rennes - Bretagne Atlantique

2.10.2014

“Never doubt your ability to change the world.” –Glenn Greenwald



<Journalism> “Knocking down the HACIENDA”

The following slides are from an article1 I published with

Julian Kirsch (TUM),
Jacob Appelbaum,

Monika Ermert (Heise),
Laura Poitras

and
Henrik Moltke.

1“NSA/GCHQ: The HACIENDA-Programm for Internet Colonization”, Heise online, 15.8.2014









































<Research>2

Idea: protect administrative TCP services via port knocking

I Use stealthy knock ⇒ SilentKnock
I Need to protect against MitM attacks ⇒ integrity protection
I Need to work with NAT ⇒ avoid source IP/port, use TSval for entropy
I Need easy deployment ⇒ in kernel, setsockopt() via LD_PRELOAD
I Implement: https://gnunet.org/knock
I Standardize: TCP Stealth (IETF draft, with Julian, Jake, Holger Kenn (MSFT))

Community reaction (so far):
I LKML: don’t change the kernel, may introduce new vulnerabilities
I IETF: don’t change ISN generation, many problems with it in past

2Joint work with Julian Kirsch (Master’s thesis, 8’2014)
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<Meta> Not Just Mass Surveillance, Not Just Targeted Attacks

I ORBing is just one type of active attack
I We already discussed other attacks, including on institutions

How can we secure networks to avoid totalitarianism?



The Internet is Fundamentally Broken

I Network generally learns too much (network neutrality!)
I Insecure defaults and system complexity
I Key, centralised Internet infrastructure is easily controlled:

I Number resources (IANA)
I Domain Name System (Root zone)
I X.509 CAs (HTTPS certificates)
I Dominant network service providers (Faceboogle)

I Encryption does not help if PKI is compromised, or plaintext is in the Cloud!



How broken is the Internet? A DNS case study.

What would a simple DNS lookup do? Say for taler.net?

I NS of net is a.gtld-servers.net

I NS of taler.net is dns1.name-services.com

I NS of com is a.gtld-servers.net

I CNAME of taler.net is pixel.net.in.tum.de

I NS of de is n.de.net

I NS of de.net is ns1.denic.de

I NS of denic.de is ns1.denic.de

I NS of tum.de is dns1.lrz.de

I NS of lrz.de is dns1.lrz.de

I NS of in.tum.de is tuminfo1.informatik.tu-muenchen.de

I NS of tu-muenchen.de is ws-han1.wip-ip.dfn.de

I NS of dfn.de is ws-han1.wip-ip.dfn.de

I NS of net.in.tum.de is dns1.lrz.de

I A of pixel.net.in.tum.de is 131.159.20.32
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How broken is the Internet? A DNS case study.

I Glue records and caching logic were not shown

I PETS reviewer (rejecting paper on the GNU Name System3) asked: “Could you
imagine if for every DNS reply we receive today we were shown the trust chain and
asked whether we’re OK with it?!”

I As deployed, DNSSEC fails on end-to-end authenticity and confidentiality
I DNS remains major source of traffic amplification attacks
I Some US court considered confiscating ccTLDs
I Censorship of non-TLD domain names is already common
I How much of this mess does DNSCurve fix again?

3Which has no out-of-bailiwick lookups.
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Our Vision (Simplified)
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GNU Name System

CADET (SCTP+Axolotl)
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CORE (OTR)
HTTPS/TCP/WLAN/...
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Fixing the Net

I GNU Name System: decentralised PKI, identity management and name system
I R5N DHT: decentralised, censorship-resistant key-value store
I CADET: Confidential Ad-hoc Decentralised End-to-End Transport

I Secure decentralised network size estimation
I Advanced cryptography:

I Secure multiparty scalar product
I Byzantine fault-tolerant consensus (set union)
I Fouque’s distributed key generation and cooperative encryption
I Cramer-style electronic voting
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Fixing the Net: Applications

I Anonymous file-sharing
I IP-over-GNUnet
I Voice-over-GNUnet
I Decentralised social networking (future)
I Decentralised cooperative news distribution (future)
I Privacy-preserving constraint negotiation (future)



More building blocks

I Semantically extensible Byzantine fault-tolerant multicast
I GNUnet-over-Tor
I BRAHMS (Byzantine fault-tolerant random peer sampling)
I Directory-less onion routing
I Git-over-GNUnet
I ...



More infrastructure

I Secure, libre hardware
I Secure operating systems
I Static analysis
I Regression testing
I ...



Side projects

I Taler: Taxable Anonymous Libre Electronic Reserves
I GNU libextractor – meta data extraction
I GNU libmicrohttpd – HTTP library
I ...



Do you have any questions?

References:
I Julian Kirsch. Improved Kernel-Based Port-Knocking in Linux. Master’s Thesis

(TUM), 2014.
I Julian Kirsch, Christian Grothoff, Monika Ermert, Jacob Appelbaum, Laura Poitras
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Academics to the rescue?

I Can we enforce ethics to stop research supporting repression?
I Can the research community help journalists with OpSec?
I How do we minimize corruption of research institutions?

PETS reviewer (rejecting paper on Knock) writes:
“Overall, this is neat and useful but I am unsure PETS is looking for implementation /
kernel development hacks. This may fit better in a blog or in a Linux, coding or sysadmin
conference.
Further, there doesn’t seem to be a research component to this.
The authors have a research background and know this. It would be more fair to reviewers
to not abuse the reviewing system by submitting this paper to venues that are clearly ill
suited for these (otherwise nice) results.”
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