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  model	
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  rou4ng	
  algorithms.	
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Users	
   Onion	
  Routers	
   Des4na4ons	
  

1.  A	
  user	
  cryptographically	
  constructs	
  a	
  circuit	
  through	
  the	
  
network.	
  

2.  Onion-­‐encrypted	
  data	
  is	
  sent	
  and	
  unwrapped	
  along	
  the	
  circuit.	
  
3.  The	
  process	
  runs	
  in	
  reverse	
  for	
  return	
  data.	
  



Onion	
  Rou4ng	
  

•  Interna4onal	
  onion-­‐rou4ng	
  network	
  
•  Es4mated	
  at	
  over	
  300,000	
  users	
  daily	
  
•  ≈2500	
  onion	
  routers	
  
•  Uses	
  include	
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torproject.org	
  

-­‐	
  Avoiding	
  censorship	
  
-­‐	
  Gathering	
  intelligence	
  

	
  
	
  
	
  

-­‐	
  Poli4cal	
  ac4vism	
  
-­‐	
  Whistleblowing	
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Path	
  Selec+on	
   Probability	
  of	
  
a3ack	
  success	
  

#	
  routers	
  observed	
   #	
  connec+ons	
  un+l	
  
successful	
  a3ack	
  

Random	
   0.01	
   250	
   100	
  

+	
  guards	
  &	
  exits	
   0.01	
   80	
  guards,	
  90	
  exits	
   10	
  w/	
  prob.	
  0.1	
  

+	
  bandwidth	
  weigh4ng	
   0.01	
   guard&exit,	
  124	
  MiBps	
   7.7	
  w/	
  prob.	
  0.077	
  

2500	
  total	
  routers,	
  900	
  exit,	
  800	
  guard	
  

First-­‐last	
  CorrelaEon	
  AHack	
  Success	
  



Key	
  Idea:	
  Trust	
  
•  Users	
  may	
  know	
  how	
  likely	
  a	
  router	
  is	
  to	
  be	
  
under	
  observa4on.	
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Name	
   Hostname	
   Bandwidth	
   Up+me	
   Loca+on	
   Tor	
  version	
   OS	
  

moria1	
   moria.csail.mit.
edu	
  

460	
  KB/s	
   1	
  days	
   USA	
   0.2.3.5-­‐alpha	
   Linux	
  

rathergonaked	
   212-­‐82-­‐33-­‐112.i
p.14v.de	
  

302	
  KB/s	
   6	
  days	
   Germany	
   0.2.2.33	
   Linux	
  

Unnamed	
   sta4c-­‐
ip-­‐166-­‐154-­‐142-­‐
114.rev.dyxnet.
com	
  

58	
  KB/s	
   58	
  days	
   Hong	
  
Kong	
  

0.2.1.29	
   Windows	
  
Server	
  
2003	
  SP2	
  

Source:	
  hHp://torstatus.blutmagie.de,	
  10/12/2011	
  

Tor	
  Routers	
  with	
  Possible	
  Trust	
  Factors	
  



Problems	
  

1.  What	
  is	
  trust?	
  
•  Model	
  

	
  
2.  How	
  do	
  we	
  use	
  trust?	
  
•  Path-­‐selec4on	
  algorithm	
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  User	
  u	
  

Naïve	
  
users	
  N	
  

Au	
  

Probability	
  of	
  Compromise:	
  cu(r)	
  
0 1

Adversaries	
  

Trust:	
  τu(r)	
  =	
  1-­‐cu(r)	
  

Observed	
  
des4na4on	
  

Observed	
  
source	
  



Trust-­‐based	
  Path	
  Selec4on	
  Algorithm	
  

1.  Des4na4on	
  links	
  observed	
  only	
  
•  Use	
  downhill	
  algorithm.	
  

2.  Source	
  links	
  observed	
  only	
  
•  Use	
  one-­‐hop	
  path	
  of	
  most-­‐trusted	
  router.	
  

3.  Neither	
  source	
  nor	
  des4na4on	
  links	
  observed	
  
•  Connect	
  directly	
  to	
  des4na4on.	
  

4.  Both	
  source	
  and	
  des4na4on	
  links	
  observed	
  
•  Connect	
  directly	
  to	
  des4na4on.	
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Anonymity	
  Analysis	
  
•  Metric:	
  Posterior	
  probability	
  of	
  actual	
  source	
  
of	
  a	
  given	
  connec4on.	
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u	
  

Example:	
  

•  Let	
  Ti	
  =	
  {r	
  :	
  τu(r)	
  ≥	
  λi}.	
  
•  Let	
  Au⊂R	
  be	
  the	
  routers	
  compromised	
  by	
  Au.	
  
•  Let	
  X1	
  =	
  Pr[	
  u	
  chose	
  observed	
  path]	
  

	
   	
  =	
  (|T1\Au|/|T1|)	
  (|T2\Au|/|T2|)	
  (1/|T3|)	
  (1/|R|)2	
  
•  Let	
  X2	
  =	
  Pr[	
  n∈N	
  chose	
  observed	
  path]	
  

	
   	
  =	
  (|R\Au|/|R|)2	
  (1/|R|)3	
  
•  Posterior	
  probability:	
  X1/(X1+|N|X2)	
  

sta4c	
   dynamic	
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Expected	
  anonymity	
   Downhill	
   Most	
  trusted	
   Random	
   Lower	
  bound	
  

Many	
  @	
  medium	
  trust	
   0.0274	
   0.2519	
   0.1088	
   0.01	
  
Many	
  @	
  low	
  trust	
   0.0550	
   0.1751	
   0.4763	
   0.001	
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Scenario	
  1:	
  User	
  has	
  some	
  limited	
  informa4on.	
  	
  

τ=.99	
   τ=.9	
   τ=.1	
  

5	
  routers	
  

1000	
  routers	
  

10	
  routers	
  

Expected	
  anonymity	
   Downhill	
   Most	
  trusted	
   Random	
   Lower	
  bound	
  

Many	
  @	
  medium	
  trust	
   0.0274	
   0.2519	
   0.1088	
   0.01	
  
Many	
  @	
  low	
  trust	
   0.0550	
   0.1751	
   0.4763	
   0.001	
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Scenario	
  2:	
  User	
  and	
  friends	
  run	
  routers.	
  Adversary	
  is	
  strong.	
  	
  

τ=.999	
   τ=.95	
   τ=.5	
  
5	
  routers	
  

50	
  routers	
  

1000	
  routers	
  

Expected	
  anonymity	
   Downhill	
   Most	
  trusted	
   Random	
   Lower	
  bound	
  

Many	
  @	
  medium	
  trust	
   0.0274	
   0.2519	
   0.1088	
   0.01	
  
Many	
  @	
  low	
  trust	
   0.0550	
   0.1751	
   0.4763	
   0.001	
  



Linking	
  Analysis	
  
•  Metric:	
  Connec4on	
  entropy	
  at	
  4mes	
  user	
  
communicates.	
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Example:	
  
(u,d1)	
  

t1	
   t2	
   t3	
  

(u,d2)	
  (u,d3)	
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Example:	
  
(?,d1)	
  

t1	
   t2	
   t3	
  

(?,d2)	
  (?,d3)	
  

The	
  adversary	
  may	
  not	
  know	
  the	
  user.	
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•  Metric:	
  Connec4on	
  entropy	
  at	
  4mes	
  user	
  
communicates.	
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Example:	
  
(v,d1)	
  

t1	
   t2	
   t3	
  

(v,d2)	
  (v,d3)	
  

ConnecEons	
  without	
  dynamic	
  hops	
  may	
  be	
  linked	
  by	
  final	
  hop.	
  	
  



Linking	
  Analysis	
  
•  Metric:	
  Connec4on	
  entropy	
  at	
  4mes	
  user	
  
communicates.	
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Example:	
  
(v,d1)	
  

t1	
   t2	
   t3	
  

(w,d2)	
  (x,d3)	
  

With	
  dynamic	
  hops,	
  posterior	
  distribuEon	
  may	
  be	
  more	
  even.	
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•  Metric:	
  Connec4on	
  entropy	
  at	
  4mes	
  user	
  
communicates.	
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Example:	
  
(v,d1)	
  

t1	
   t2	
   t3	
  

(w,d2)	
  (x,d3)	
  

With	
  dynamic	
  hops,	
  posterior	
  distribuEon	
  may	
  be	
  more	
  even.	
  	
  

Theorem:	
  
	
  Entropy	
  of	
  connec4on	
  distribu4on	
  is	
  increased	
  by	
  

using	
  dynamic	
  hops.	
  



Trust	
  Errors	
  

Theorem	
  (informal):	
  
	
  Error	
  in	
  trust	
  of	
  router	
  r	
  changes	
  expected	
  

anonymity	
  propor4onal	
  to	
  
	
   	
  1.	
  Size	
  of	
  error	
  
	
   	
  2.	
  Expected	
  number	
  of	
  4mes	
  r	
  is	
  used	
  
	
   	
  3.	
  Expected	
  rela4ve	
  size	
  of	
  r’s	
  trust	
  set	
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Errors	
  in	
  Scenario	
  1	
  (many	
  @	
  medium	
  trust)	
  

Frac4on	
  x	
  of	
  low	
  are	
  medium,	
  
x/2	
  of	
  med.	
  are	
  low,	
  x/2	
  of	
  med.	
  are	
  high,	
  

x	
  of	
  high	
  are	
  medium.	
  	
  

To express our bound succinctly, further let

ai =
min(k1+3i�2,`)Y

j=k1�1

↵j ,

b = min(2`e�µ
1/2
min/4, 1), and

ci = (1 +O(1/µmin))
`�i+1(1 +O(µ�1/4

min ))min(3i,`).

ai bounds the relative increase in posterior probability gained
from observing additional path positions. We use the Cher-
no↵ bound to obtain the bound b on the probability that, for
all j, the number of uncompromised routers in Sj is within

a factor 1± µ�1/4
min of µj . ci represents a bound on the rela-

tive posterior increase obtained from losing some unobserved
positions and increasing the contribution of the retained un-
observed positions. ci is given explicitly in the proof, and
its hidden constants are not large.

Then we can bound the e↵ect of the error in r’s trust value
as follows:

Theorem 1. If µmin � 1, then

E✏[Y ]� E[Y ]  ✏

 
Pr[P1 = r] + (1� Pr[P1 = r])·

 
b+ (1� b)

X̀

i=0

⇡r(i)(1� 1/(ciai))

!!
.

We omit the proof of the theorem for space.
We can see from Theorem 1 that the e↵ect of the trust

error is bounded by ✏. Next, suppose that the expected
number of uncompromised routers µi in each Si is large.
Suppose also that r /2 T1. Then, the bound provided by the
theorem approaches

✏

 
X̀

i=0

⇡r(i)(1� 1/ai)

!
.

This expression shows that the change in anonymity is de-
termined by how often r is likely to be chosen in the path
and how incriminating the observed positions are. Indeed,
this expression goes to zero as the probability of choosing r
in P goes to zero or as the values ↵j of the observations go
to one. These events happen when, for example, the small-
est trust set containing r (i.e. Tk2) grows, by Inequality 2
and the definition of the ↵j .

We examine the concrete e↵ect of trust errors by extend-
ing the scenario given in Table 1(a) to include errors. Fig-
ure 3 shows the anonymity when the user is incorrect about
the trust level of a fraction of the nodes. Specifically, for a
fraction x, x of the believed high-trust nodes have medium
trust, x/2 of the believed medium-trust nodes have high
trust, x/2 of the believed medium nodes have low trust, and
x of the low-trust nodes have medium trust. The figure
shows that using trust may actually be worse than choosing
randomly if there are significant errors in the user’s trust be-
liefs. In particular, as Theorem 1 describes, performance is
particularly sensitive to errors in the most-trusted routers.
Thus, even if the average trust values are lower than be-
lieved, as in Figure 3, the actual anonymity may be lower
than believed if using trust.

Figure 4 also shows the e↵ect of trust errors in the scenario
of Table 1(a). The error it shows is an incorrect belief in the

middle trust value. The anonymity is compared to that of
the downhill algorithm using the correct trust values. We see
that they are identical until the middle trust value reaches
about .5. This is because the three-hop path is optimal in
both cases until then, at which point it becomes optimal to
use two hops. This illustrates that trust errors that leave
the ordering of nodes by trust roughly the same may not
change the optimality of the selected sequence of trust sets.

Figure 3: Anonymity when a fraction of nodes of

Table 1(a) have incorrect trust values.

Figure 4: Anonymity from varying trust values of

Table 1(a).

4.2 Path selection for multiple connections
The path-selection algorithm described is designed to pro-

tect the anonymity of one connection. However, users make
multiple connections over time, and we want to maximize
the probability that all of them have good anonymity.
If we were to simply use the given algorithm to choose a

di↵erent path for every connection, users would be increas-
ingly likely to have poor anonymity on at least one of their
connections: each new connection would be another chance
to select a compromised router. We want to maximize the
probability that no connection has poor anonymity. This re-
quirement would suggest that each user should maintain the
same path across di↵erent connections—similar to the use of
guard nodes in Tor suggested by Øverlier and Syverson [39].
However, doing so would make it easier for the adversary

to link together di↵erent connections as coming from the



Conclusion	
  
•  Adversaries	
  can	
  a[ack	
  onion-­‐rou4ng	
  network	
  
like	
  Tor	
  today.	
  

•  External	
  trust	
  can	
  provide	
  protec4on.	
  
– We	
  provide	
  a	
  model	
  to	
  express	
  the	
  problem	
  and	
  
solu4on.	
  

– We	
  give	
  a	
  path-­‐selec4on	
  algorithm	
  and	
  show	
  that	
  
it	
  improves	
  anonymity.	
  

•  Future	
  Work	
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•  Dependent	
  compromise	
  
•  Link	
  adversary	
  
•  Mul4ple	
  adversaries	
  per	
  
user	
  

•  “Road	
  warrior”	
  
•  Private	
  trust	
  values	
  
•  Private	
  adversaries	
  



Onion	
  Rou4ng	
  

52	
  

Users	
   Onion	
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1.  A	
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  cryptographically	
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  a	
  circuit	
  through	
  the	
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Problems	
  

1.	
  What	
  is	
  trust?	
  
•  Model	
  adversary	
  
– Differs	
  among	
  users	
  

•  Model	
  user	
  
knowledge	
  
–  Include	
  uncertainty	
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2.	
  How	
  to	
  use	
  trust?	
  
•  Blend	
  user	
  
connec4ons	
  together	
  

•  Use	
  trust	
  explicitly	
  in	
  	
  
guard	
  nodes	
  

•  Protect	
  trust	
  
informa4on	
  



Model	
  

Agents	
  
•  Users:	
  U	
  
•  Routers:	
  R	
  
•  Des4na4ons:	
  D	
  
•  Adversaries:	
  {Au}u∈U	
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Trust	
  
•  Probability	
  of	
  compromise:	
  cu(r)	
  
•  Trust:	
  τu(r)	
  =	
  1	
  -­‐	
  cu(r)	
  
•  Known	
  whether	
  source	
  and	
  
des4na4on	
  links	
  are	
  observed	
  	
  

•  Naïve	
  users:	
  N⊂U	
  
•  An1

=An2
,	
  n1,n2∈N	
  

•  cn(r)	
  =	
  cN,	
  n∈N	
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Scenario	
  3:	
  Trust	
  is	
  based	
  on	
  geographic	
  region.	
  

τ=0.9	
   τ=0.5	
   τ=0.1	
  

350	
  routers	
   350	
  routers	
   350	
  routers	
  

Expected	
  anonymity	
   Downhill	
   Most	
  trusted	
   Random	
   Lower	
  bound	
  

Many	
  @	
  medium	
  trust	
   0.0274	
   0.2519	
   0.1088	
   0.01	
  
Many	
  @	
  low	
  trust	
   0.0550	
   0.1751	
   0.4763	
   0.001	
  
Equal	
  high/med/low	
   0.1021	
   0.1027	
   0.5000	
   0.1	
  


