Improved Attack on Full-round Grain-128

1,2,3,4% 6

Ximing Fu', and Xiaoyun Wang , and Jiazhe Chen®, and Marc Stevens®,
and Xiaoyang Dong?

! Department of Computer Science and Technology, Tsinghua University, Beijing
100084, China
2 Institute for Advanced Study, Tsinghua University, Beijing 100084, China
xiaoyunwang@mail.tsinghua.edu.cn
3 School of Mathematics, Shandong University, Jinan 250100, China
4 Key Laboratory of Cryptologic Technology and Information Security,
Ministry of Education, Shandong University, Jinan 250100, China,
5 China Information Technology Security Evaluation Center, Beijing 100085, China,
6 Centrum Wiskunde & Informatica, Amsterdam, The Netherlands

Keywords: Stream ciphers, Grain-128, Polynomial reduction, IV representa-
tion, Dynamic cube attack

Abstract. In this paper, we propose a series of techniques that can
be used to determine the missing IV terms of a complex multivariable
Boolean polynomial. Using these techniques, we revisit the dynamic cube
attack on Grain-128. Based on choosing one more nullified state bit and
one more dynamic bit, we are able to obtain the IV terms of degree 43,
combined with various of reduction techniques, fast discarding monomial
techniques and IV representation technique for polynomials, so that the
missing IV terms can be determined. As a result, we improve the time
complexity of the best previous attack on Grain-128 by a factor of 2'¢.
Moreover, our attack applies to all keys.

1 Introduction

Most cryptanalytic problems of symmetric ciphers can be reduced to the problem
of solving large non-linear multivariate polynomial systems. This problem is NP-
complete [?,?]. Solving the system using linearization or relinearization methods
directly will result in space and time complexities that are beyond the power of
current computers. As a result, algebraic attacks such as cube attack [?], cube
tester [?,?] and dynamic cube attack [?] were proposed in order to reduce the
complexities.

Stream cipher Grain-128 [?] is a refined version of Grain scheme ciphers,
one of the finalists of eSTREAM Project. The output bit is a high degree Bool-
ean function over initial vector (IV) bits and key bits. Since the proposal of
Grain-128, a number of cryptanalytic results have been presented in the litera-
tures. Fischer et al. applied the statistical analysis to recover the key of reduced
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Grain-128 up to 180 out of 256 iterations with a complexity slightly better than
brute force [?]. They pointed out that Grain-128 may be immune to this attack
due to the very high degree of the output polynomial. Knellwolf et al. proposed
the conditional differential cryptanalysis on NFSR-based stream ciphers inclu-
ding Grain scheme ciphers [?]. Conditional differential cryptanalysis exploited
the message modification technique introduced in [?,?], which controlled the dif-
fusion by controlling the plaintexts. It was applied to recover 3 bit’s key of the
Grain-128 reduced to 213 rounds with a probability up to 0.59 and distinguish
Grain-128 reduced to 215 rounds from random primitives [?]. Another message
controlling method is to nullify some state bits which may be more important
than the others for reducing the degree or enhancing the density. After nullifying
some state bits, the representation of the output bit with IV bits can be simpli-
fied; and the output bit becomes nonrandom. This technique is called dynamic
cube attack which combines the conditional differential and cube tester. With
dynamic cube attack, Dinur and Shamir [?] proposed two key-recovery attacks
on reduced-round Grain-128 for arbitrary keys and an attack on the full Grain-
128 that holds for 2710 of the key space. Furthermore, Dinur et al. [?] improved
the dynamic cube attack on full Grain-128, and tested the main component with
a dedicated hardware. Their experimental results showed that for about 7.5% of
the keys, the proposed attack beat the exhaustive search by a factor of 238.

In this paper, we further improve the attack in [?] by obtaining the missing
IV terms.
Our Contributions. The contributions of this paper are five fold. Firstly, we
exploit the nullification technique introduced in [?] and improve the nullification
by a better choice of nullified state bits and a carefully selected nullification
of IV bits. Secondly, we give several fast discarding monomial techniques for
Boolean functions in order to reduce the number of terms we need to process.
Thirdly, with the aforementioned techniques, we mathematically compute the
IV terms of degree 43, combined with IV representation technique. The major
difference between our attack and the previous dynamic cube attacks is that
we focus on obtaining the IV terms mathematically instead of choosing the
suitable (sub)cubes with testing technique. Finally, we present an attack with a
complexity 2'6 faster than the best result before. In this way, our method not
only improves the previous attacks but also can naturally be applied to all keys.
So the successful ratio of our attack is 100%.

Due to the difference, we also simplified the attack procedure of the dynamic
cube attack. Briefly, our attack can be decomposed to the following phases:

1. Determine the dynamic variables, state/IV bits to be nullified, as well as
the key bits to be guessed. Calculate the IV terms of degree 43 afterwards.
The cube can be chosen freely from those disappeared IV terms. This is the
preprocessing phase of the attack. However, most of the dedicated work in
this paper contributes to this phase. In this phase, we use various techniques
to obtain the exact IV terms. We exploit degree evaluation, degree reduction
and low-frequency IV bits, which help discard monomials dramatically. We
also use IV representation to compute the IV terms of degree 43.



2. Guess the key bits, and get the output bits with IVs chosen according to the
principle in the previous phase. The summation of the output bits over the
cube can be used as a distinguisher since for the correct key the summation
will always be 0, while for wrong keys 0 and 1 are supposed to occur with
the same probability. This is the only on-line phase of our attack. The time
complexity of our attack is about 27* cipher executions, which is applicable
to all keys of Grainl28.

The details of our attack will be demonstrated in the rest of the paper. In
Section 77, the outline of Grain-128 and basic concepts of Boolean functions will
be introduced. The related techniques including cube attacks/tester, dynamic
cube attack and nullification will be introduced in Section ??. In Section 7?7, we
will show the outline of our attack. Then the preprocessing phase of our attack
will be presented in Section ?7?, followed by the online attack in Section ??7. Next,
we show an example of Grainl28 reduced to 191 to illustrate our attack process
in Section ??. Finally, Section ?? summarizes the paper.

2 Preliminaries

In this section, we will first briefly introduce Grain-128, followed by the basic
concepts about Boolean functions.

2.1 Notations

ANF the Algebraic Normal Form

IV bit public variables of Grain

1V term product of certain IV bits

state bit internal state bit in the initialization of Grain stream cipher

state term product of certain state bits, IV bits or key bits

2.2 Outline of Grain-128

The state of Grain-128 is represented by a 128-bit linear feedback shift register

(LFSR) and a 128-bit nonlinear feedback shift register (NFSR). The feedback

function of the LFSR and NFSR are defined as

Si+128 =S8i + Si+7 + Si4+38 + Si+70 + Si4+81 + Si+96,

bit128 =5; + bj + bit26 + bit56 + bito1 + biyos + biyabiter + bip11bi413+
bit17bi418 + biyorbitsg + bitaobiyas + biye1bite5 + bitesbiysa.

The output function is

zi =biy2 + bit15 + biy3e + bitas + biyes + bit73 + biyso + Sivo3 + bit128i18+
$i4+138i+20 T bit95Si+42 + Sit60Si+79 + bit12bit058i495-
During the initialization step, the 128-bit key is loaded into the NFSR and
96 bits of IV are loaded into the LFSR, with the other IV bits setting to 1. The

state runs 256 rounds with the output feeding back, and the first output bit is
2zo57. For the detail of Grain-128, we refer to [?].



2.3 Boolean Polynomial

The output bit and internal state bits of symmetric cryptosystem can be descri-
bed as a Boolean function of the public variables and private variables, which can
be applicable to all symmetric ciphers. For stream ciphers, the public variables
are often IV while the private variables are keys. Supposing that there are m
IV bits, i.e., vg,v1,...,vm—1 and n key bits, i.e., ko, k1, ..., kn—1, the Algebraic
Normal Form (ANF) of the internal state bit s could be written as the following

style:
S:ZHUZ‘H]{?j, (1)
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where the sum operation is over filed Fo. The [, vi HjEJ k; is denoted as a
state term of s and [],.; v; is denoted as its corresponding IV term. Let IV
term t; = Hie ; v; be the multiplication of v; whose indices are within I, the
ANF of s can be rewritten as

S = Ztlgl(k)> (2>
I

where g7(k) is the sum of corresponding coefficient function of terms whose
corresponding IV term is t7, i.e. g1 (k) = [I;, e 5, kt, +1 11 e, kit +11 e, K-
The degree of s is deg(s) = max;{deg (t1)}.

Property 1. (Repeat Property) In the ANF of s in Equ. (??), suppose two
state terms are equal, i.e. [[;c;vi [T;c; k5 = [Licp vi[ljc 0 Ky, then the ANF of
state bit s is simplified by removing the two state terms.

Property 2. (Cover Property) In Equ. (?7?), suppose there are two state terms
Ty = ty,g1,(k) and Ty = ty,g5, (k). If I; C I5, we denote that the state term
T1 is covered by Ts. We delete the covered state term 17 from s to get a new
s*. If Ty = T, according to the repeat property, the two state terms should be
removed from s. However, according to the cover property, T, is still in s*. So
deg(s*) > deg(s). This property could help us estimate deg(s) efficiently.

3 Related Works

In this section, the techniques related to our work will be introduced, including
cube attack/tester, dynamic cube attack and nullification technique.

3.1 Cube Attack and Cube Tester

Cube attack [?] exploits the IV terms whose coefficient is linear over key bits, and
then retrieves the keys once enough independent linear functions are obtained, by
solving linear equations. A methodology is proposed [?,?] to test if a coefficient
is linear and which key bits are involved.



Cube attack and cube tester techniques can retrieve partial information about
Boolean functions probabilistically, however maybe fail for some specific struc-
tures with high degrees. For example, if the coefficient function of key bits is
ko + ki1kokskskskegk7, cube attack may return a linear function kg for less than
128 tests with random keys. In addition, if the coefficient function over key bits
is k1kokskskskeky, the result of cube tester may be always O for less than 128
tests with random keys, so that it is determined that the IV term t; does not
occur.

3.2 Dynamic Cube Attack

In [?], Dinur and Shamir proposed the dynamic cube attack to recover the secret
key by exploiting distinguishers obtained from cube testers, with application to
Grain-128.

In dynamic cube attack, some dynamic bits in the IV are determined by key
bits are chosen to nullify some state bits so as to greatly simplify the output
function. Then one expects to acquire certain nonrandom property which can be
exploited by cube tester. The nonrandom property can be used as a distinguisher
for key recovery.

As mentioned in Section 1, the attack in [?] is an improvement of that in [?].
The dynamic cube attacks introduced and exploited in [?,?] are based on the
nullification technique. The major difference between the two works is the diffe-
rent choices of nullified bitsﬂ As a consequence, we will detail the nullification
technique in the next subsection.

3.3 Nullification Technique

For Grain-128, the first output bit z57 can be expresses by state bits as

2257 =boeobss25352 + b3525299 + $3175336 + S2705277 + b9 S265 + S350 + b3ss+
b330 + b321 + bzo2 + bags + bara + basg.

bagobss28352 1s the most vital term for us because it comprises more high degree
IV terms than the others. Similarly, the most vital terms of the ANF of bagg, b3so
and S352 are b153b23682367 b236b3198319 and b236b3198319 respectively. The common
factor is b236, SO b269, bg527 5352 and Z957 Can be simpliﬁed if nullifying b236. But
base is too complex, i.e.,

baze =b120b2035203 + b2035150 + b176b102 + S1685187 + b169b173 + b14sbise + b13sbier+
b125b126 + b119b121 + b111b175 + S1215128 + b1205116 + 204 + S201 + b199
+ big7 + big1 + bi72 + biea + bisz + biaa + b134 + bi23z + b11o + bios + 1.

Nullifying bosg needs too many guessed key bits, so the scheme in [?] retrieved
a subset of 2719 of all possible keys by fixing 10 key bits to be zero.

" The authors also experimentally verified the main component of the attack by a
dedicated hardware in [?]



Another approach is to simplify bozg by nullifying bogs, which is adopted
by [?]. baos is still too complex to be nullified directly, i.e.,

baos =bsrb1705170 + b1705117 + b143b159 + S1355154 + b136D140 + b115b123 + b102b134
+ boabgs + bgebss + brgbia + SggS9s + bgrsgs + biri + S168 + bigs + bisat
b1ag + b13g + b131 + b12o + bi11 + b1o1 + boo + br7 + brs + s75.

In order to nullify bgog, one should first nullify b170, b159, (3138, 5135, b136, b134,
b133, and by31. All of these bits but bi7g can be nullified directly by choosing IV
bits. We know that

b170 =bsab1375137 + b137584 + b110b126 + S1025121 + b103b107 + bs2bog + beob101+
bsobso + bs3bss + basbiog + S55562 + bsasso + bisg + S135 + bizz + biz1 + biis

In order to nullify by7¢, bi137 can be nullified first by setting sg to be a dynamic
value.

In fact, bi7¢ can be nullified directly as well since its expression over IV and
key bits can be obtained directly in a PC. However, nullification of by37 can not
only nullify b17¢ but also simplify bas3 which contributes a lot to the degree and
IV terms. The term b143b159 can be nullified by nullifying either bi43 or bisg.
The authors chose to nullify by59 because it can help reduce bo7s whose ANF
signiﬁcant term is b15gb2425242. 61457 b153 and b176 are also nullified in order to
simplify so61, bage and bage. The nullified state bits and dynamic IV bits of [?]
are shown in 77.

Table 1. Nullification Scheme in [?]

nullification \b, 5, 153, b134, 5135, bize, brar, biss, bias, biss, bise, bi7o, bi7e, b2os

dynamic bits

53, S5, 86, S77, S8, 59, S10, S17, S25, S31, S42, 583, S1

4 Basic Ideas

4.1 Outline of Our Attack

In this paper, our basic idea is to find the missing IV terms in the ANF of the
first output bit zo57 of Grainl128. For example, the output bit is polynomial p
over six secret variables ki, ko, ..., kg and five public variables vy, vo, v3, V4, U5, as
shown in 77.

P = k1kov1v20304V5 + k3vov304V5 + ksv1U30405 + kU1 V20405 + kov1 VU3 + ... (3)



Obviously, the IV term vy vov3v4 does not exist in p. So we can construct cube-

sum distinguisher by setting vs = 0 and selecting cube Cr = {v1,v2,v3,v4}.
Then the cube sum of p is always zero. So to determine the missing product
of certain IV bits (missing IV term) is in fact a way to find the missing cube
variables combination from a set of candidate cube variables, i.e. the five public
variables. In our attack on Grainl28, there are totally 96 public variables (IV
bits), in order to reduce the ANFs of the internal state bits and then reduce the
output polynomial, we study the nullification technique comprehensively and
give a new nullification scheme, which includes:

i

ii.

iii.

We use 14 dynamic variables to nullify 14 internal state bits. When com-
paring with Dinur et al.’s nullification scheme, we use one more dynamic
variable s15 to nullify an additional internal state bit b143 . Thus there are
96-14=82 free public variables (IV bits) left.

Then calculate the frequency of occurrence of the 82 IV bits in the internal
state bits and state terms. We nullify the high frequency IV bits to reduce
the internal state bits and state terms as much as possible. We choose 36 IV
bits to be nullified (set to zero). Then there are 82-36=46 free IV bits left.
Thus, we have to find the missing IV terms from a candidate cube set with
size 46. In this paper, we are going to find the 43-degree missing IV terms
in the output polynomial zo57.

After determining the nullification scheme, we have to reduce the output

polynomial 257 in order to find the 43-degree missing IV terms. The procedures
are as follows shown in ?7:

— Step 1. Initialize LFSR and NFSR with the new nullification scheme. We

compute forward to express the ANF of some internal state bits over IV bits
and key bits. Thus, b; and s; (0 < i < 222) are computed and their degrees
are compute directly.

Step 2. During the iteratively computing the ANF representation of the
output bit z in the backward direction (decryption), we introduce the fast
discarding monomial technique in Section 77, which includes the follo-
wing techniques:

e First, we propose the degree evaluation algorithm to obtain the degree
bounds of internal state bits. As the monomials of z’s ANF is a product
of these internal state bits, the degree of a monomial is bounded by the
sum of the degrees of the multiplied internal state bits, which is regarded
as the degree estimation of the monomial. If the estimated degrees of
monomials are lower than 43, they are discarded directly.

e Second, we find in Grainl128 encryption scheme the high degree state
terms are in the form of b;s;. We pre-compute the degree reductions
of those products, which is d; = deg(b;) + deg(s;) — deg(b;s;). Thus, the
degree of a monomial is upper bounded by difference value between the
sum of the multiplied internal state bits and the corresponding degree
reduction d;. If it is smaller than 43, the monomial is discarded.



e Third, we find 7 low-frequency IV bits out of the 46 IV bits, which
means that the 7 IV bits have less probability being involved in the
internal state bits. We are going to find the 43-degree missing IV
terms that contain the 7 low frequency IV bits. So if a monomial
does not contain the 7 low-frequency IV bits simultaneously, we discard
it. For detailed description, we refer to Section 77.

— Step 3. For the left monomials of z’s ANF, we introduce IV representa-
tion technique in Section 77 to continue to discard monomials and finally
find the 43-degree missing product of certain 43 IV bits (missing IV term).
In IV representation technique, the symbolic key bits in the internal state
bits are removed and only IV bits are left. We combine IV representation
technique with the following two techniques:

e Combining with removing covered IV terms, we can simplify monomials
without losing the degree information. It helps us to determine a more
accurate upper bound degree of the monomials of z. And then if the
degree of a monomial is smaller than 43, delete it.

e Combining with repeated IV term removing algorithm, we can simplify
monomials of 2z’s ANF without losing the missing IV term information. If
we find an IV term is not in the IV representation of z, we can conclude
that it is also not in z.

Initialize by the new Interngl Interne_xl
nullification scheme State bits State bits
Forward discarding
(Kyy ooy Kipgs Visees Vgg) X; X o e — gy

IV Representation

| | AP

Fig. 1. Framework of the Preprocessing Phase

Thus, our attack includes two phases, which are the preprocessing phase and
the online attack phase.

— In the preprocessing phase, we determine the 43-degree missing products of
certain 43 IV bits (missing IV terms) in z957, and select those 43-bit IV sets
as cubes, which are summarised in 77.

— In the online phase, we guess the key bits in the 14 dynamic variables, and
compute the cube sums of the cubes produce in preprocessing phase:

a. For the right key guessing, the coefficient is zero. Thus the cube sums
must be zero.

b. For the wrong key guessing, the output is random, the cube sums are
not always zero.



5 Preprocessing Phase of the Attack on Full-round
Grainl28

5.1 New Nullification Scheme

In Step 1 of 77, we have to introduce a nullification scheme to initialize the
state. We obtain the nullification scheme of state bits and the corresponding 14
dynamic IV bits in ??7. More details of the nullification are shown in 77.

Table 2. Our Nullification Scheme

nullification \b, 4, by33, bi3a, s135, biss, biar, biss, bias, bias, biss, bise, bi70, bi76, b2os

dynamic bits|s; 55 56, 577, 88, 89, 510, 515, 517, 525, 531, S42, 583, 51

In 77, the first column are the state bits to be nullified and the second column
are the corresponding equations. The third column are the subkey bits guessed
for nullifications. For example, in order to nullify b131, we just need to set s3 to
b15b9s +bog 545+ br1bs7 + 563582 + beabes + bazbs1 +b3obe2 +baoba1 +b14b16 + bebro +
516523 +b£811 +bgg +bgs + bg2 + b7 + b7 + bsg + bag + bsg +bag +b1g + b5 + b3 + 1,
where bgg and by5 underlined are the key bits guessed. Besides these two bits, one
expression on key bits indicated by *, that is bi5bgg + b71bg7 + beabes + bazbs1 +
b30be2 + bagbai +b14bis + bebro + bog + boa + boa + b7 + be7 + bsg + bag + bsg + bag +
b1s + bs + b3 should be guessed. Hence, three bits need to be guessed to nullify
b131. Totally, 40 bits should be guessed for nullifying the state bits in Table ?7.

After setting 14 dynamic IV bits, there are 96-14=82 free IV bits left. We
calculate the frequency of occurrence of the 82 IV bits in the internal state bits
and state terms. We nullify the high frequency IV bits to reduce the internal
state bits and state terms as much as possible. We choose 36 IV bits shown in
?7? to be nullified (set to zero). There are 82-36=46 free IV bits left.

After the initialization of Step 1 in ??7. We are going to determine the 43-
degree missing IV terms. It is divided into two steps as shown in ?7: Step 2, Fast

Discarding Monomials; Step 3, IV Representation. The two steps are shown in
?7

5.2 Fast Discarding Monomials

After initializing the states in 7?7, we are going to iteratively compute and reduce
2957 in Step 2. In each iteration, many state terms of zo57 are produced. There
are 46 free IV bits left and we will find missing IV terms of degree 43. We
introduce the following three ways to discard monomials fast shown in ?77:

— Removing state terms according to degree evaluation;



Table 3. Nullification Scheme

ullified bitgEquations for nullification Bubkey bits guesse:

1 = bi115b123 + bgabgs + bggbgs + sggsgs + bgrsgs + br11b127 + b1oabiros + bg3bg1 + byg 87, b52, 0115, b96»
rbeobe1 + bsabse + bagbi10 + 556563 + b107 + bog + bgg + byg 4 bsg + bas +bag + s14521 P13 *
b203 Fs43 + bsasag +b113 + b10oa + bgs + b55 + bag + s78 + s47 + s40 + bioebi22 + bogbi03 + b5
rFb7gbge + besbo7 + bssbse + bagbs1 + ba1bios + bsosae + bro2 + bg3 + bea + bs3 + bogsas
b0 + b10o4ab120 + bo7bro1 + brebga + be3bgs + bs3bsg + ba7bag + b39b103 + b120 + s3b13bog
o101 + bgo + bi2s + b1og + b1oo + bg2 + bg1 + b72 + be2 + bs1 + b3 + br7 4 brs + sg2
rs75 + b32bi1s + bi15s62 + bygbioa + s8o 1 bg1bgs + beobes + barbrg + b37b3g + s39 + s8
031033 + bagbg7 + b111 + b1og + bg3 + bga + b7e + bes + bse + bae + b7ob102 + P16 + b3
rrb3s + bag + bag + b100sa7 + s18s25 + b17513 + brg + bso + ba1 + bi13sg + sga + boo + bes
tb20 + b7 + sge + s43 + s12 + s5b15bgg + bogsas + bissi1 + bg2 + ber + by + b37 + b1y
tb39 + s73 + s10

83 = 548 + bag + b7a + b104 + s11 +b11 + 037 + be7 + b14abrg + baobag + bagbag + b3gbro 23: b111: b16b116/
b51b59 + brabre + brobgs + b13 + bag + ba7 + bse + brs + bioo + s19b23 + bagbioe +bi6  P25. bogbiie, *
b4z + b7a + b1gbga + ba7b2g + b33b34 + bya3brs + bsebea + b77b81 + bgabipo + b1g + P31
rrbs2 + bg1 + bgo + bgg + b1os + bagbii1 + s58b111 + bs1b115 + bsobel + besbee + brsbio7
b176 tbggbge + b10o9b113 + s4b116 + babrie + 0300116 + beob116 + bosbiie + P1o0b116
rb7br1bi16 + bisbi7b116 + b21b22b116 + 0310630116 + baabs2bi16 + besbeobile
rbr72bggbiie + bebi16 + b1obi1e + baobiie + bagbiie + begbiie + b7r7bi16 + bo3
Fbasbiie + s12b16b116 + b16bogbi1e + b116 + sa6b99biie + bs0 + be3 + b121 + 513
Fbis + bog + bgg + bsg + b7 + bgg + s21bas + basbigg + s73s92 + 1

b170 a2 = bi1obi26 + 1030107 + bg2bgo + begbio1 + bs9beo + b53b55 4 basbiog + s55562 e
054550 + b115 + b106 + bog + bg7 + b7 + beg + b7 + bag +bgn + 1
F31 = bazbize + b126573 + boggbi1s + s91 + bg2bge + b71b7g + bsgbgo + bagbag + ba2bag P43 sb126: *

b159 b34bgg + s44551 + bazs39 + b127 + b122 + b120 + b104 + bgs + bg7 + b7e + be7 + b57 + bae
b33 +b31 +1

p25 = b37b120 + b120567 + bg3biog + s85 1+ bgeboo + besb73 + bs2bgs + baobys e
b153 036038 + b121 + bagbg + s38s45 + b37s33 + bi1e + b114 + bog + bgg + bg1 + 70
tbe1 + bs1 + bag +ba7 +b25 +1

17 = bagbi12 + bi12559 + bgsbi0o1 + 77 + brgbge + bs7bes + basabre + b34b35 29, b112, *
b145 tb2gb3o + b2obga + 530537 + bagsas + b113 + bios + bioe + boo
tbg1 + b73 + b2 + bs3 + ba3 + b33 + b1g + 017 + 1

15 = b27b110 + 2110557 + bg3bgg + s75594 + b7ebgo + bs5be3 + ba2brg + b32033 27, b110s *
b143 Fb2ebag + bigbga + s28s35 + bars2z +bi11 + bioe + bio4 + besg + brg
tb71 + beo + bs1 + ba1 +b3p +b17 +b15 +1

510 = b22b105 + b105552 + b7gbgs + s70589 + b71b75 + bsobsg + b37beg + ba7bag 22 b105: *
b138 rb21ba3 + b13b77 + 523530 + bags18 + bioe + b1o1 + bog + b3 + bra
tb66 + bs5 + bge + bze + bas + b1z +b1p +1

59 = b21b104 + b104551 + b77b93 + se9s8s + brobra + bagbs7 + b3ebes + bagbar 21, *
b137 tb20b2z + b12b76 + s22529 + b21s17 + b1os + b1oo + bog + bg2 + b73
tb65 + bsq + bas + b3s + bag +b11 +b9 +1

F8 = b20b103 + 103550 + b7ebo2 + se8s87 + begb73 + bagbse + b35b67 + b2sbag
b136 tb19ba1 + b11b75 + s21528 + b20s16 + b104 + bgg + bg7 + bg1 + b72 + beg
tb53 + bag + b3g + b33 + 10 +0g+1

135 77 = b1gb1o2 + b102549 + se7s86 + 20527 + b19s15 + boe + s88 19, b102, *
tog80 + s7 + b7y + bsa + s45 + by3 + baz + s14 + g
56 = b18b101 + b101548 + b74b90 + see6s85 + be7b71 + bagbss + b33bes + ba3zbay 1015 *

b134 rb17b1g + bgb73 + s19s26 + b1gs14 + b1o2 + b7 + bgs + b7g + b7 + be2
tbs1 + bgo +b3a +b21 +bg +bg + 1

F5 = b17b100 + b100547 + b73bgg + se5584 + beeb7o + basbs3 + b32beg + b22bagz P17. b100> *
b133 tbi1ebig + bgbra + s18s25 + b17s13 + b1o1 + bge + boa + b78 + beg + be1
tbs50 + ba1 +b31 +bgg +b7 +b5 +1

3 = b15bog + bogsas + br1bgy + se3s82 + beabes + bazbsi + b3obe2 + b2ob21 P15, bog, *
b131 rb1abie + bebro + s16523 + b15s11 + bog + bog + bo2 + b7 + be7
[tb59 + bag +b3g + bag +b1g +b5 +b3 +1

1T Each * in this table indicates a different expression of partial key bits.

10




Table 4. Nullified IV Bits

S14, S16, S20, S22, 523, S24, S28, S30, S32, S33, S35, S36, S38, 541, S44, S50
851, 853, S55, S56, S61, 564, S67, 568, S69, S70, S71, S75, 576, 579, 581, 582

nullified bits

584, 585, 586, S94

e U= -

e Degree Evaluation
e Degree Reduction Step 2
e Using Low-frequency IV Bits

XL - X -

Fast Discarding
Monomials

IV Representation e Cover Property
XOXX-OXKX K- [
IV Representation e Repeat (Algorithm 3)

43-degree IV
Term Table

|
|

I

FFFFFFFFFF | EFFFFFFFFF | DFFFFFFFFF o |
|

|

0 1 0 |
|

Fig. 2. Framework of Our Work

— Removing state terms according to degree reduction;
— Removing the state terms that do not contain all the 7 low-frequency IV
bits.

Degree Evaluation Since we are determining the 43-degree missing IV terms,
the state terms of zo57 with degree less than 43 are removed without considera-
tion, because they do not contain those 43-degree IV terms certainly. The exact
degrees of state bits b; and s; for i € [0,222] can be obtained in a PC and are
shown in Table ??. The degrees of b; for 0 <17 < 128 and s; for 96 < j < 128 is
0 as they are constant.

In order to obtain the degree of state bit b, or s, for r > 222, we decompose
the state bits until the state bits are the product of state bits b; and s; for
i < end and j < end. Obviously, we will get a more accurate estimation, if
we choose a smaller value for enaﬂ However, the smaller the end is, the more
computing resource we will need. In the cryptanalysis of Grainl28, we choose

8 Suppose we are going to estimate the degree of b; = b;_3 + b;—1b;i_2.
deg(b;) = deg(bi—3 + bi—1bi—2)

= max{deg(bi—3),deg(bi—1bi—2)} (4)
< max{deg(bi_g), deg(bi_l) + deg(bi_z)}

11



Table 5. Degree of partial state bits

1 oOj1]2|3 6789 |10]11
degls)| L2 1|1 |11 210|111
% 1211314 1516|1718 19|20 |21 |22 |23
degs)| 1| 1|01 |0 [T |1]1]0|L1 |00
[ 24 125126(27|128(29(30|31|32(33|34]|35
deg(s)] OO0 |1 |[1]o|T]o|L1|0o]o[1]o0
1 36 |37 (38(39|40 |41 |42 |43 |44 |45 |46 |47
deg(si)| 0|1 |0|1|1|O0|O|1|O0O|1|1]|1
7 48 149 |50 |51 52|53 |54 |55|56|57|58]|59
deg(s)] T [1]0J0|1 0100|111
1 60|61 ]62|63|64(65|66|67|68|69]|70]|71
deg(s;)| L]0 |1 |1]o|1]1]l0|0]0]0]oO
1 7273|7475 |76 |77 | 78|79 |80 |81|82]|83
deg(s;)| 1|1 |1|0]0|1]1]0|1|0|O0]2
7 84|85 (86|87 88189909192 (93|94]|95
deg(s)] 0| 0O T[T [1]1 |11 |1 ]0]1
1 128]129(130|131(132{133|134|135|136{137|{138|139
deg(b)] 1|2 ] 1]0]1|0]0]1]0]0]0]1
deg(s)| 1] 2|2 |11 1|1 0|1 |1 ][1]1
% 140(141(142]143|144|145|146{147|148]|149|150|151
deg(bs)|] 2| 2|2|0|1|0|1|1|1|1|0]2
deg(s)| 2 |12 0 1|1 |1 1|1 ][1]1]2
1 152]153|154|155(156(157|158|159|160{161{162|163
deg(bi){ 1|0 |22 |1 |1|1]|]0|2]|2|3]3
deg(s)| 1|12 2]1|1]1]0[2]2[3]3
1 164[165|166|167(168(169|170|171|172{173|174|175
degb)| 2 (2222 1|0|1]2|3|3]3
deg(s;)| 2| 2|12 2]1|1|1[2]3]3]3
1 176(177|178|179(180|181|182|183|184|185|186|187
degb)[ 022222223222
deg(s:)| 2 2|2 22222 [3]2[2]2
1 188(189(190|191(192{193|194|195|196{197|198|199
degb)[ 3221223354333
deg(s:)| 3 22223354333
% 200{201|202|203|204|205(206|207|208(209|210|211
deg) 3331033544344
deg(s:)| 3 3|3 2|3 3|5 |44]3|4]4
% 212(213|214|215|216|217(218|219|220|221|222
degb) 4 | 331435 44455
deg(s;)| 4 |3 |3 |4 |3|5|4|4]4]5 |4
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end = r — 66 for tradeoff. We estimate the degree upper bound for bys3 as an
example, where end = 223 — 66 = 157:

— a) First, we express bagz = bgs + bi21 + bis1 + biss + big1 + So5 + bogbie2 +
b1o6b108 + b112b113 + b122b154 + b135b143 + bisebi60 + b163b179 + bo7 + b110 +
b131 +b140 +b159 +b168 +b184 + 5188 +b107 + +b1905137 + 81555174 + b107b1905190
according to the iterative function of Grain128.

— b) According to Table ?? highlighted in red, initialize d = max{deg(b151), deg(b1ss),
deg(b191), deg(s9s), deg(biez2), deg(bisa), deg(bise)+deg(bieo), deg(bies)+deg(biro),
deg(deg(b14o), deg(bies), deg(biss), deg(siss), deg(bigo)+deg(s137), deg(s1s55)+
deg(s174),
deg(b1go)+deg(s190)} = max{2,2,2,1,3,2,1+2,3+2,2,2,3,3,2+1,2+3,2+
2} = 5. The other state terms are discarded directly because their degrees
are zeros.

— ¢) Discarding the state terms of degree lower than d = 5, we get b3y5 =
b163bi70 + S1555174. Iteratively compute b3, and discard state terms with de-
gree lower than 5, we get b355 = ba7b130b1425130+ba7b13001405130+b4a7b130b1465935130+
barbe3b130b14651305146 + b1415885155 + bsgb14151415155.

— d) Note that there is no state bit in round that is bigger than end=157, the
expression ends and there are still state terms that survive. Then the current
degree d = 5 is the estimated degree of baos.

— €e) Note that, if there is no state item in b33; surviving, which means the
degree must be less than 5. We reset d = 4 and continue the above steps c)
to d) to get a more accurate degree bound.

We summarise the above 5 steps as Algorithm ?? and the degrees of state bit b,
or s, for 223 < r < 320 are shown in ?77.

Using degree evaluation to discard state terms in advance. As the
monomials of zo57’s ANF is a product of these internal state bits, the degree
of a monomial is bounded by the sum of the degrees of the multiplied internal
state bits, which is regarded as the degree estimation of the monomial. If the
degree estimation of the monomial is smaller than 43, we delete the monomial
directly. For example, if deg(b;s;) < DEG(b;) + DEG(s;) < 43, delete b;s;. If
DEG(b;) + DEG(s;) > 43, continue to consider degree reduction in the following
section.

Degree Reduction According to the observation of Grainl128 encryption scheme,
the high degree state terms are in the form of b;s;. Define the degree reduction

If we continue to decompose b;, we find

bi—1bi—2 = (bi—a + bi—2bi—3)(bi—5 + bi—3bi—4) )
=bi—abi—5 +b;i—3bi—4 + bi—2b;_3b;—5 + bi—2b;_3b; 4,

If deg(b;—1) = deg(bi—2b;—3) and deg(bi—2) = deg(b;—3bi—4), then in 7?7, deg(b;—1) +

deg(bi—2) may add deg(b;—3) twice. So in order to obtain a more accurate degree
estimation, we are willing to decompose b; for several rounds backwards.
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Algorithm 1 Degree Evaluation Algorithm (DEG) of State Bit

Input: The value r» which indicates the state bit b,.

Output: DEG(b,)=d.

1: Initialize the degree bound d similar to step b) of the above example, the end point

end and the number of state terms len < 0.

2: while len = 0 do

3:  Iteratively express b, using state bits in rounds less than end. During each ex-
pression, discard the state terms of degree lower than d. Let len be the number

of remaining state terms.

if len = 0 then
d+d—1
end if
end while
: Return d

Table 6. Degree Estimation of State Bits

1 223

224

225

226

227

228

229

230

231

232

DEG(bi)| b

DEG(bi)| 6

DEG(bi)| b

267

268

270

DEG(bi)| 8

13

12

13

272

273

274

275

276

277

278

279

280

282

DEG(bi)| 13

15

12

13

DEG(s:)] 13

15

15

14

14

17

17

15

12

13

1 283

284

285

286

287

288

289

290

291

292

293

294

DEG(bi)| 15

17

12

11

15

21

23

18

20

14

21

DEG(si)| 15

17

12

10

15

21

23

18

20

13

19

21

i 295

296

297

298

299

300

301

302

303

304

305

306

DEG(b:)| 21

20

21

22

23

25

22

17

24

25

29

26

20

21

22

23

25

22

17

24

25

29

26

DEG(s;)| 21
1 307

308

309

310

311

312

313

314

315

316

317

318

DEG(b;)| 24

20

27

31

33

29

23

31

27

32

32

27

DEG(si)| 24

20

27

31

33

29

23

31

27

32

32

27

i 319

320

DEG(by)| 22

30

DEG(s;)| 22

30
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d; as
dy = deg(b,) + deg(s,) — deg(bys;). (6)

The degree reduction can be obtained using Algorithm ??. For Algorithm 77,
we choose end = r — 48 considering the efficiency tradeoff of the computation.

Algorithm 2 Degree Reduction Algorithm of State Term
Input: The value r» which indicates the state term degree reduction.
Output: The degree reduction d; = DEG(b,) + DEG(s,) — deg(brsr).
1: Initialize the degree bound d = DEG(b,) + DEG(sr), degree reduction dy = 0, end
point end and number of survived state terms len.
2: while len = 0 do

3: Express the state term b, s, using state bits in rounds less than end, discard the
state terms of degree lower than d —d;. Let len be the number of remaining state
terms.

4 if len = 0 then
5: di +—dy +1
6: end if

7: end while

8: Return d:

The degree reduction can help discard state terms of lower degree dramati-
cally, as it can help predict the change of degree before expression operation. We
take the state term bosgsaa3 as an example to illustrate the process to compute
the degree reduction d;. Algorithm 77 is first used to obtain the degree of state
bits as shown in Table 77 and 77.

Let end be 223 — 48 = 175. The degree bound d is initialized as d =
DEG(ba23)+DEG(s223) = 10 shown in ?? and d; = 0. Express the by saes discard
the state terms of degree lower than d—d; = d, there is 1 state term surviving, i.e.,
b163b17951555174- Continue to compute iteratively, the remaining 5 state terms
are b142b16351555174 + b140b16351555174 + b146b16359351555174 + b163513051555174 +
b63b146b163814651555174. There is no state bits in rounds more than 175 in all the
state terms, hence the expression ends. Degree reduction d; = 0 is returned.

The degree reduction of b;s; for i € [0,222] can be obtained directly in ??
as the degrees of b;s;, b; and s; can be determined exactly. Degree reductions of
b;s; for ¢ € [223,320] are given by ?? and shown in ?7.

Using degree reduction to discard state terms in advance. The degree
of a monomial is upper bounded by difference value between the sum of the
multiplied internal state bits and the corresponding degree reduction d;. For
example, reconsider monomial b;s;, if DEG(b;) +DEG(s;) > 43, degree evaluation
introduced in ?? could not delete monomial b;s;. Thus, according to degree
reduction, deg(b;s;) < DEG(b;) + DEG(s;) — di, if it is smaller than 43, delete
b;s;. If not, continue to use low-frequency IV bits in the following section to
delete monomials.
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Table 7. Degree Reduction for Partial State bits

1 (129

140

142

151

154

155

160

161

162

1

1

1

1

1

1

1

1

1

1 (163

164

165

167

168

172

173

174

175

2

1

1

1

1

1

1

2

2

7 180

181

182

183

184

188

193

194

195

1

1

1

1

1

1 (196

197

198

199

206

Table 8. Degree Reduction of State Terms

 [223]224]225[226[227[228[229]230]231[232[233[ 234
Tolo0]|0]0|0]|2]0]0]0]1]0]0O
 [235(236(237|238(239(240(241|242|243(244( 245|246
1020012123 4]0
| [247(248(249(250(251 |252(253|254]255|256] 257|258
To0l2]0[0[3]0|0|0]0]|4]2]3
 |259]260(261(262(263]264]265]266|267(268]269]270
7061033 [6|1]4]4]0]5
 |271]272[273[274(275(276(277(278[279[280(281[ 282
436|804 [6|7]6]|5]|5]3
 [283]284(285(286(287(288(289]290(291(292[293[204
25 [2[0]4]6|10[7]8]|0]10]8
 [205]296(297(298(299(300(301[302[303[304[305[306
691410567 |1]9]|5]|9]7
 [307]308[309[310(311[312(313(314[315(316[317|318
76|28 [1l]12[11]15[13] 7 |8 [11] 9
 [310[320

a7
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Low-frequency IV Bits In our nullification scheme, 36 IV bits are nullified
(set to zeros). There are remaining 46 IV bits. By testing the frequency of the
occurrence of the 46 IV bits in the internal state bits of biag t0 bago and sqag to
S222, we find out 7 IV Bits, who appear in the internal state bits or terms with
lower frequency than others. We list the 7 IV Bits in 77, along with the state
bits containing those 7 IV Bits.

Here, we illustrate how to exploit the 7 low-frequency bits to help discard
monomials. We are finding 43-degree missing IV terms in the output polynomial
2957. In order to discard monomials, we add the conditions that, the 43-degree
missing IV terms must contain all the 7 low-frequency bits. That means, the
corresponding 43-dimension cube contains the 7 IV bits as cube variables. Thus,
we do not need to consider the monomials that do not contain all the 7 low-
frequency bits. Those monomials could be deleted in advance.

For example, express zo57 using internal state bits b; and s; i € [128,222].
Suppose b135b2185218 is a monomial of z57, however sgg is not in by3s, baig, or
S218, thus the monomial b35b2188218 must not contain sgg. So we delete this
monomial.

5.3 IV Representation

In 77?7, after Step 2, we introduce IV representation to study each left monomials.
In the cryptanalysis of stream ciphers, the output is a Boolean function

over key and IV bits. But obtaining the exact expression is hard, then the IV

representation technique is proposed to reduce the computing complexity.

Definition 1. (IV representation) Given a state bit s =3, ;[Licrvilles k).
the IV representation of s is s;y = Y [];cp vi-

For example, if a Boolean polynomial is s = vgky + vokoks + v1 k1ks + vov1 ko,
then its IV representation is s;y = vg + vo + v1 + vov1.

IV representation with repeated IV terms Removing Algorithm Due
to the neglection of key bits, there are lots of repeated IV terms. According to
Property 7?7, repeated state terms should be removed to simplify the polynomial.
However, it is different when the polynomial is in IV representation. In the
above example, after removing repeated IV terms of sy, the result should be
vo + v1 + vov1, instead of vy 4+ vouy given by Property ?7?7. Here we give the
Algorithm ?? to remove the repeated IV terms of syy. This algorithm is based
on a Hash function. First, an empty hash set is initialized. For each IV term Tj,
compute the hash value as H(T;) (Line 3), then determine if 7} is already in H.
If not, then insert T; into H (Lines 4-5).

Property 8. If we find an IV term is not in sjy, we can conclude that it is also
not in s.
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Table 9. Low frequency bits

low-frequency
bits

corresponding state bits

S0

bi2s, 128, b160, S160, 161, S161, D163, S163, b165, S165, b167, S167, D172, S172,
S175, b177, 8177, b1s3, 5183, S186, b188, S188, D189, S189, b191, S191, b193, 5193,
bio4, S104, b195, S195, 196, S196, D197, S197, b198, S198, b200, 5200, D202, S202,
b204, 5204, b205, 5205, b206, S206, b207, S207, b208, S208, b209, 5209, b210, S210,
ba11, 8211, b212, 5212, 214, S214, b216, S216, 5218, b219, S219, b220, 220, b221,
5221, baoa, 5222

52

b130, 5130, b162, S162, b163, S163, b165, S165, b167, S167, 169, S169, D174, S174,
$177, 51797 5179, b1857 5185, 5188, b190, 5190, b191, 5191, b193, 5193, b195, 5195,
b196, 5196, b198, S198, b199, 5199, b200, 5200, b202, 5202, b204, S204, D206, S206,
b207, 5207, b208, 5208, b209, S209, b210, S210, b211, 5211, b212, 5212, b213, 5213,
b214, 214, b216, 5216, 218, S218, S220, b221, S221, 222, S222

537

bis7, S157, 5158, b16s, S165, b1s9, S189, b190, S190, 191, S191, b192, S192, b193,
5193, b1o4, 5104, b196, 5196, D197, S197, D198, 5198, D200, S200, b201, S201, b202,
5202, b204, 5204, 5205, 5206, D209, S209, b212, S212, b214, S214, S215, S216, b217,
S217, b218, 5218, b220, 5220, b222, 5222

543

5133, b163, 5163, 5164, 5165, b168, S168, b171, 5171, 5180, 182, S182, S191, D195,
S195, b196, 5196, 197, S197, b19s, S198, b199, S199, b200, S200, b201, S201, b202,
5202, b204, S204, b205, $205, b206, S206, b207, 207, 208, S208, b210, S210, b211,
S211, b212, 8212, b213, 8213, b214, S214, b215, 5215, 217, S217, b21s, S218, b219,
S219, b221, 5221

560

bi4e, S146, 5150, 178, S178, b179, S179, b180, S180, b181, 5181, S182, b183, 5183,
biss, S185, b1ss, S188, b190, S190, S193, S197, 199, S199, b201, S201, 5204, D206,
5206, 52077 5207, 5208, b209, 5209, 172117 S211, b212, 5212, b213, $213, 5214, S$214,
ba1s, S215, ba16, S216, U217, S217, b21s, S218, ba19, S219, b220, 5220, b221, S221,
ba22, 5222

580

bi29, S129, 5138, b14s, S148, b161, S161, b162, S162, 164, S164, D166, S166, D168,
S168, b173, 5173, 5176, b178, 5178, b180, S180, D181, S181, b183, S183, b184, S184,
biss, S185, S187, b1ss, S188, b190, S190, b192, S192, b194, S194, b195, S195, S196,
b197, 5197, b19s, S198, 199, 5199, b200, 5200, b201, 5201, 5203, b205, S205, b206,
5206, 5207, b222, 5222

590

5137, S148, b1s8, S158, S169, 172, S172, b181, S181, b183, 5183, S184, b186, S186,
b19o, 190, b191, S191, 193, S193, b195, S195, b197, 5197, 198, S198, 5201, b202,
5202, b20s, $205, 206, b209, S200, b210, S210, b211, S211, b213, S213, b214, S214,
ba1s, S215, b216, 5216, U217, S217, b21s, S218, ba19, 5219, b220, 5220, b221, S221,
ba22, 5222
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After applying Algorithm ?? to sy, it is easy to know that if an IV term
exists in s, it must also exist in syy. But the opposite is not right. For example,
Ir1 = ’Uo(klkg —+ kok?g) + v + Uo’Ule, To = UQkokl + 1)1’[)2]{71 and s = Tr1T9. We
use the IV representations of x; and x5 to approximate the IV representation
of s. Thus, x1;v = vg + v1 + Vov1, Tojy = Uz + V1V2, and S;y = Ty Tory =
VoV + V12 + vouive. However, s = x1xe = viva(koks + k1). We use Property
?7? to determine the missing IV terms in the output ANF of Grainl28, i.e., we
compute the IV representation sy of the output s, find the missing IV terms of
srv and those IV terms are missing IV terms of s.

Algorithm 3 Repeated-IV term Removing Algorithm
Input: The vector T' with n IV terms, i.e., 71, To, ..., Tj.
Output: Updated T with m IV terms, where m < n.

1: Initialize an empty Hash set H.

2: for i+ 1:n do

3:  Compute the Hash value of Tj, i.e., H(T;).

4:  if H.contains(T;) is false then
5: H.insert(T;).

6: endif

7: end for

After using IV representation combined with Algorithm ?7?, all the existent IV
terms are left by ignoring their repetition. With collision-resistent hash function
H, the time complexity of Algorithm ?? is O(n) for processing n IV terms. It
needs several minutes to apply Algorithm ?7? on 1 billion IV terms on a single
core.

IV representation with Covered IV Term Removing Method We also
use IV representation by removing covered IV terms. As shown in Property
77, if we are estimating the degree of a polynomial s, instead of detecting the
missing IV terms, the covered IV terms have no effect. For example, s = vgk; +
vokoks + v1k1ks + vourke, then spy = vg 4+ vg + v1 + vouy, after use Property
?7? to remove covered IV terms from sry, we get s7,, = vovi. It is obviously
that deg(s) = deg(srv) = deg(s},/). This method can help discard (state, IV)
terms dramatically, since we could get a more accurate degree evaluation of s
than degree evaluation technique and degree reduction technique.

Determining the 43-degree Missing IV Terms As shown in 77, after Step
2, the degrees of left state terms are possibly bigger or equal to 43. For the left
state terms, we are going to use IV representation to determine the missing
43-degree IV terms.

— First, we use IV representation technique combined with covered IV term
removing method for each left state terms. It could maintain the degree
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information by ignoring the low degree IV terms and get a more accurate
degree. Thus, if the degree of a monomial is smaller than 43, the monomial
is deleted.

Second, for the left monomials, we use IV representation technique combi-
ned with Algorithm ??. It could not only maintain the highest degree IV
terms, but also the lower degree IV terms by ignoring the repetitions. Then
we maintain a table 43-bit indexed by all possible 43-degree IV terms who
contain the 7 low-frequency IV bits in ?7. As there are 7 fixed bits, the num-
ber of freedom variables is 39, so that the table size is (j5-7) = 9139. Initial
the table with 0. Then, if a 43-degree IV term exists, the entry turns to 1. At
last, the indexes with entries equal to 0 are the missing 43-degree IV terms.
According to Property 77, if an IV term is not in zs57’s IV representation,

it must be also not in zo57.

Choose the missing 43-degree IV terms as cubes shown in 7?7, whose cube

sums must be zero.

Table 10. 43-dimension Cubes

Cube[Index of Cube Variables
1 ]0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,87,88,89,90,91
2 |0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,87,88,89,90,92
3 10,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,87,88,89,90,95
1 |0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,87,88,90,91,92
5 0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,87,88,90,91,93
6 0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,87,88,90,91,95
7 0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,87,88,90,92,93
8 10,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,87,88,90,92,95
9 |0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,87,88,90,93,95
10 [0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,87,89,90,91,92
11 |0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,87,89,90,91,95
12 0,2,4,7‘11,12,13,18,19,21,26,27,29,34,37,39,40‘43,40,46,47,48‘49,02,04,07,08,59,00 62,63, 65,66,72,73,74,78,80,87,89,90,92,93
13 |0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,87,89,90,92,95
14 |o0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,87,89,90,93,95
15 [0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,87,90,91,92,93
16 |0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,87,90,91,92,95
17 10,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,87,90,91,93,95
18 |0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,87,90,92,93,95
19 |o0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,88,89,90,91,92
20 |0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,88,89,90,91,95
21 0,2,4,7,11,12,13,18,19,21,26,27.29,34,37,39,40.43,45,46,47,48,49,52,54,57,58 59,60,62,63, 65,66,72,73,74,78,80,88,89,90,92,93
22 0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,88,89,90,92,95
23 |0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,88,89,90,93,95
24 0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,88,90,91,92,93
25 |0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,88,90,91,92,95
26 R 4,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,88,90,91,93,95
27 O 2, 4 7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,88,90,92,93,95
28 0,2,4,7,11,12,13,18,19,21,26,27‘29,34,37,39,40‘43,45,46,47,48,49,52,54,57,58 59,60,62,63, 65,66,72,73,74,78,80,89,90,91,92,95
29 0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,89,90,92,93,95
30 (0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,90,91,92,93,95
31 0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62 63, 65,66,72,73,74,80,87,88,89,90,91,92
32 |0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,80,87,88,89,90,91,95
33 [0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,80,87,88,89,90,92,93
34 10,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,80,87,88,89,90,92,95
35 |0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,80,87,88,89,90,93,95
36 |0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,80,87,88,90,91,92,93
37 [0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,80,87,88,90,91,92,95
38 0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,80,87,88,90,91,93,95
39 0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,80,87,88,00,92,93,05
40 [0,2,4,7,11,12,13,18,19,21,26,27,29,34,37,39,40,43,45,46,47,48,49,52,54,57,58,59,60,62,63, 65,66,72,73,74,78,80,87,88,89,90,93
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6 Online Attack of the Key-recovery on Full-round
Grainl28

In the online attack phase, we first guess the 40 key bits and choose the dynamic
bits to nullify partial state bits. For the cubes in ?7:

— When the guessed 40-bit key is right, the cube sums must be zero;

— When the guessed key is wrong, that means the nullification scheme fai-
led and output polynomial 2957 become very complex, the cube sums are
assumed to be almost 0-1 balanced?]

Date Collection. Since in the nullification scheme, 36 IV bits are fixed as zero.
We first collect plaintext-cipertext (i.e. IV bits and zo257) pairs by traversing the
96-36=60 bits IV bits and store the value IV and z57 in a table 7. Hence, the
date complexity is 2°°.

Algorithm 4 On-line Attack

1: List all possible 40-bit key in a table 7.
2: for ith (from 1 to 40) cube Cube; in 7?7 do
3:  for Each guessed key in Ti do

4: Initialize cube sum of Cube; as Sum =0

5: for For each 43-bit IV value in 43-dimension cube Cube; do
6: Initialize the 96-bit IV using the nullification scheme
7 Choose IV and the corresponding z257 from T~

8: Update Sum = Sum + z257

9: end for

10: if The Sum is 1 then

11: Delete key from Ty.

12: end if

13: end for

14: end for

Online Attack. The online attack is shown in ??. When i = 1, the size of
Tr is 240, In step 10, about half of key guessing in 73 makes the cube sum be
1, which is because that the cube sums are assumed to be almost 0-1 balanced
under wrong key guessing. After step 12, about 240/2 = 239 candidate key T
are left. Then i = 2, similarly, about 23%/2 = 238 candidate key are left in 7Ty
after step 12. So after ¢ = 40, it is expected that only 1 key is left.

Time Complexity. Sum over the first cube needs 240 - 243 = 233 bit opera-
tions. After the first cube, about half wrong key guesses are dropped off, that is
(240 —1)/2 wrong key guesses and 1 right key remain. So there are (240 —1)/2+1
guesses for the second cube and the time complexity for the second sum is
(240 —1)/2 + 1) - 2%3. Generally, there are (240 —1)/2i=! + 1 key guesses for

9 We test this property in a reduced Grainl28 in ??. For 1000 wrong 40-bit key
guessing, the cube sums are almost 0-1 balanced.
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the Cube;. So the time complexity for the i-th sum is 243((240 — 1)/2¢=1 4-1).
Totally, the time complexity is

40
D 2820 — 1)/ + 1) & 2%

i=1

According to the estimation in [?], one encryption needs at least 1000 bit
operations, which is equivalent to 2!° Grain-128 encryptions. So the attack needs
about 274 cipher executions.

Data Complexity. The data complexity is

After recovering the 40 key bits, there are various methods to recover the
remaining key bits. For example, ba3g can be easily nullified with 23 key guesses.
Nonexistent IV terms of lower dimensions can be obtained using the techniques
in previous sections. For example, missing IV terms of dimension 42 can be
chosen as distinguishers. Then the complexity to recover these bits is about
23 - 223 . 242 ~ 272 bit operations. Then the other key bits can be recovered by
guessing with a complexity of 26°. As a result, the complexity of our attack is
dominated by the recovery of the first 40 bits.

260,

7 Example

In order to make the attack more clear, we use an example to illustrate the
process of obtaining the missing IV terms, with the same nullification and IV
choosing schemes in previous sections. In order to exploit the nullification and
IV choosing schemes, we choose to obtain the missing IV terms of z191, where
the result is very easy to verify on a single core.

We express 2191 as the following formula after nullifications,

2191 = b193 + bape + a7 + bazs + bass + baga + bago + S2s4 + S2045211+

basgeS233 + S2515270-

If we consider the missing IV terms of degree more than 11, then the other
state terms except bagq +bago+ S284 +bage S233 + 5251 5270 can be discarded directly
because their degrees are less than 11, under the degree estimation in Table ?7.
After that, we decompose again and preserve the state terms of degree more than
11. Then we discard those state terms that can not deduce the low-frequency
bits which are shown in Table ?7. The number of state terms drops dramatically.
We decompose again and preserve the state terms that are of degree more than
11 and that can deduce the low-frequency bits. After all the state bits are within
the range of [bg, b1s9] and [sg, S159], we use IV representation, combined with
Algorithm 77, to obtain the missing IV terms. The highest degree is 15 and
there are only 70 existent IV terms of degree 15. Furthermore, there is a large
number of missing IV terms of degree 11. For example, we choose the 40 missing
IV terms as distinguishers in Table ??7. Each hexadecimal number in this table
indicates a multiplication of 43 IV bits. Let H = HyH{HoHs HyHsHsH7 HgsHy,
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Table 11. Nonexistent IV terms of degree 11 in 2191

2008100800 [2000300800 |2000500800[2000900800|2000110800|2000120800|2000140800 |4000500800
2000180800 [2000101800 [2000102800[2000104800|2000108800 2000100900 |2000100A00[4000900800
2000100C00[{2000100810 |2000100820[2000100840|2000100880|2000100801|2000100802 |4000110800
2000100804 |C000100800{4100100800[4200100800 4400100800 [4800100800[4010100800 [4000120800
4020100800 |4040100800 [4080100800[40011008004002100800 [4004100800[4008100800 [4000180800

Table 12. Test results for z191

Cube Number of 0s|Number of 1s
2008100800 495 505
2000300800 486 514
2000500800 493 507
2000900800 505 495
2000110800 499 501
2000120800 468 532
2000140800 543 457
4000500800 500 500
2000180800 546 454
2000101800 479 521

where H; is a hexadecimal number with the range of [0,15]. As there are 39
bits, so Hg is within the range of [0,7]. Define h;; as the j-th lowest bit of
H;. Let S be the vector whose elements are 4, 7, 11, 12, 13, 18, 19, 21, 26,
27, 29, 34, 39, 40, 45, 46, 47, 48, 49, 52, 54, 57, 58, 59, 62, 63, 65, 66, 72, 73,
74, 78, 87, 88, 89, 91, 92, 93 and 95 sequently, then the cube defined by H is
oV2037043V60Vs0v90 [ Lic(o,0) Vst -

We test the results above in a PC, which are shown in Table ?7. The first
column are the chosen cubes. For right key guess, sum over the cubes are zeros.
For each cube, we random select 1000 keys, the second column and third column
are the numbers of Os and 1s for the corresponding cubes. The source code for
the test is given in main.cpp in the attached file.

8 Conclusion

In this paper, we improve the attack on full-round Grain-128. Our attack is
based on the knowledge that a lot of IV terms will disappear, after nullifying
some state bits and IV bits. In addition, we find out the low-frequency IV bits
and exploit them in the high degree terms. We also propose a series of methods
to discard the monomials of lower degree, and exploit the IV representation to
obtain the IV terms with much lower complexity. Then the missing IV terms
are used as distinguishers so that we improved the attack in [?] by a factor of
216 Our attack is not based on any key information, so we can attack Grain-128
with any arbitrary selected keys. Although the missing IV terms can be tested by
cube tester technique on super computers, our method can also work for higher
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dimensions, in which case the computing complexities for cube tester are beyond
our ability.

In this paper, we have various of strategies in choosing IV bits such as choo-
sing the low-frequency IV bits, so that the IV terms of degree 43 are very sparse.
We believe that attacker can enhance the density with lower degree, which is
much more complex, where more nullified IV bits and low-frequency IV bits
should be exploited. So finding the lowest degree for sparse IV terms is an open
problem for further research.
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