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Xbox One

Home Entertainment System
S REE/NSA—2S—F(BX)
4oy a—nN)L-FL—FaVTS54TVR

Parameter sheet applies to all versions and declinations of Microsoft Xbox One Home Entertainment

System, controllers and accessories. That includes, but not limited to:

Xbox One
Xbox One S
Xbox One X

1. BB H#88E / Cryptographic Capabilities

EEWEELERIT. TUALBRRITER T HILEMLESN | LINO X YES
17093 LORTUNDBENEETSH.

The cryptographic capabilities are for purposes other than
certification, digital signature, or execution of a copy-
protected program.

B HAEEIIARBICEHEIATLSLOMN, ! [ INO X YES
The cryptographic capabilities are self-contained in the

product

EEREEIRDODVNTNNITELTIEDM, Y X YES

The cryptographic strength exceeds the following:

A, JMTILTIVALERANLOTHL>T,. 7ILIVRX
LOBDRIN 56 EVFEEZLHLD

Symmetric algorithms with key length exceeding 56

AP 2B L T 0Ss Mot EN 51545 1EB& <, /As opposed to that provided by the Operating System through
API.
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bit

B. JERIFZILTIVALERAN-HDTHHT.
(a) 512 EVNERBZDEHDFRE 57 (RSA )
[ZEDIFHD,
Asymmetric algorithms based on factorization of
integers in excess of 512 bits (e.g. RSA), or
(b) BRADOFEEBEICE TS 512E VN EEBER SR
Bt D 5 E (Diffie-Hellman ) [CE DB D,
Computation of discrete logarithms in a multiplicative
group of a finite field of size greater than 512 bits
(e.g. Diffie-Hellman), or
(c) ERRICHAETHLDOUNDEICH TS 112EY
b A DB B D E (FEF B R L O Diffie-
Hellman %) IZE D<M
Discrete logarithms in a group other than (B.b) in
excess of 112 bits (Diffie-Hellman over Elliptic Curve).

2. PLIdVXLERURE / Algorithms and Key Lengths

Aleo

RC2, RC4

Protocol/Applicatio D

40-128 CryptoAPI/CNG

DES, 3DES 56, 168 CryptoAPI/CNG

AES 128,192, 256 CryptoAPI/CNG
Hardware crypto processor

XTS-AES 128 Hardware crypto processor

AES-CMAC 128, 192, 256 Hardware crypto processor

MD2, MD4, 128 CryptoAPI/CNG

MD5

SHA-1, SHA-2 160, 224, 256, CryptoAPI/CNG

384, 512 Hardware crypto processor

RSA 512-16384 CryptoAPI/CNG
Hardware crypto processor

DH 512-4096 CryptoAPI/CNG

HMAC-SHA1, 160, 224, 256, CryptoAPI/CNG

HMAC-SHA2 384,512

DSA_SIGN 1024 CryptoAPI/CNG

ECDH NIST P-256, P-384, P-521 curves, CryptoAPI/CNG
Hardware crypto processor

ECDSA NIST P-256, P-384, P-521 curves, CryptoAPI/CNG
Hardware crypto processor

GMAC AES Galois message authentication code,
CryptoAPI/CNG

PRNG CTR_DRBG (« Counter » Deterministic Random Bit
Generation) of NIST SP 800-90.
Hardware crypto processor
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3. HEREES OS5 S5 L X2 E / Mass Market Consideration

BEALUTOEHEE-TELDNEID, (The product satisfies the following requirements):

1)

BAICERLTRISOHIBRERZITY . (i) BEEIZEHLTI(I)
XIEERME., (EEE (i) HLLIEERBEDEEIZELSE
XIZ&Y., BRFEEDTEENIRFTEENAEDRIIERE
(2 LTS FIRRA K RIE TIREEIN DD

Generally available to the public by being sold, without
restriction, from stock at retail selling points by means of
(i) over-the-counter transactions, (ii) mail order
transactions, (iii) telecommunication transactions, or
available free without restriction;

[ ]NO

X YES

2)

BE BN FEAEICL>TERTELRLED
The cryptographic functionality cannot easily be changed
by the user ;

[ INO

X YES

3)

FAICERELTHEE R TRTEEDRMZENTETH
BEIERETSNTLNDLD

Designed for use without technical support by the
supplier or the distributor

[ INO

X YES

4. % IEHI5E / Conclusion

EEE3ICELLT, RESTAY S LLTHIESN S5
R.ERZEL RHERBLLEDEZTATILD,

In light of 3 above, is the software a mass-market crypto
program that is not controlled under applicable law?

BEE
NO

EEE
YES
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