Microsoft Corporation

Japan Parameter Sheet
Cryptographic Features
Microsoft Global Trade Compliance
Date issued: 14 February 2020

Visual Studio 2019

S RE/ NTA—E2— (B F)
A4oaYyIr-ga—nN)L-rb—K-avISATUR

This parameter sheet applies to all versions and editions of Visual Studio 2019 and all previous
versions and editions of Visual Studio and Visual Studio Express.

Current editions of Visual Studio are:
Visual Studio 2019 Community
Visual Studio 2019 Professional
Visual Studio 2019 Enterprise
Visual Studio 2019 Test Professional
Visual Studio 2019 Team Foundation Server

This parameter sheet covers for all additional software and tools related to or included with Visual
Studio such as ASP .Net Development Server, Team Explorer, Team Explorer Everywhere for TFS, all
versions of .Net Framework, Intellitrace, Remote tools, Visual C++ redistributables, and various SDKs
and DDKs, including third party tools that are part of Visual Studio such as InstallShield and Crystal
Reports.

1. H5SHEEE / Cryptographic Capabilities

RS HAEILREE. TUALBRRITERS S LEHiEsn | [INO DX YES
=703 LDOETLUNDBRZEET SH,

The cryptographic capabilities are for purposes other than
certification, digital signature, or execution of a copy-
protected program.

SRR RICEHIN TSN, ! >XINO [ ]YES
The cryptographic capabilities are self-contained in the

product

BEEMEXROVTNANIZETILON, [ INO <] YES

The cryptographic strength exceeds the following:

LAPI Z@EL T 0S M bR 2155 (XBR<. /As opposed to that provided by the Operating System through
API.
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A AMTILTVXLERANEDOTH->T,. 7ILTGUX
LOBEDRIN 56 EVLEEZLZED
Symmetric algorithms with key length exceeding 56
bit

A, FEXRFFTILTIXLZEZRN LD TH-T.
(a) 512 EVFEBZSBEBDRELK S #E (RSA F)
[CEIED,
Asymmetric algorithms based on factorization of
integers in excess of 512 bits (e.g. RSA), or
(b) BRADOFEEEICEITSH512EVLEEBALE
BUx B D ETE (Diffie-Hellman ) [CTEI<H D,
Computation of discrete logarithms in a multiplicative
group of a finite field of size greater than 512 bits
(e.g. Diffie-Hellman), or
(c) £RICHETDELDLUNDEIZEITS 112EY
FEB A DRERR I M D EHE (FE M EER L O Diffie-
Hellman ) [ZEDLED
Discrete logarithms in a group other than (B.b) in
excess of 112 bits (Diffie-Hellman over Elliptic Curve),
or
(d) ¥ FIZBIE T D BT VT~
KU (NewHope. Frodo. NTRUEncrypt.
Kyber, Titanium S &2 &Te, ) 2SS LD
Shortest vector or closest vector problems associated
with lattices (e.g., NewHope, Frodo, NTRUENncrypt,
Kyber, Titanium), or
(e) HERFELAE M Hh RO [FIFEGAG DERIR  (ERF 2]
HEAGET TN 2 ET, ) IZESHD
Finding isogenies between Supersingular elliptic
curves (e.g., Supersingular isogeny Key
Encapsulation), or
(f) 7 > X L7255 D1E 5 (McEliece. Niederreiter
FHREET, ) 12#25< H D Decoding random
codes (e.g., McEliece, Niederreiter).

2. ZILdYXLRUEEE / Algorithms and Key Lengths
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AILO ey Leng Protocol/Applicatio 0

RC2, RC4 40-128

DES, 3DES 56, 168 Visual Studio does not contain implementation for those
AES 128, 192, 256 algorithms but it is a tool that allows developers to
MD2, MD4, 128 develop applications that may use cryptography from
MD5 the operating system or the .NET Framework or non
SHA-1, SHA-2 160, 256, 384, Microsoft libraries. Those listed algorithms are those
512 from the Windows operating system and the .NET
RSA 512-16384 Framework crypto classes (as per Windows 10 and .NET
DH 1024-4096 Framework 4.6).
:m:g:z::;’ ;i’g’ 256, 384, Recent versions of Visual Studio ship with the .NET
Framework and the cryptography classes, and SQL
DSA_SIGN 1024 Server Compact and Mobile editions which support
ECDH NIST P-256, P- encryption of the database file with AES-128, and other
384, P-521 development frameworks such as Xamarin. Additionally
curves, the product may use SSL/TLS when communicating with
CryptoAPI/CNG servers through secure channels, and Windows DPAPI to
ECDSA NIST P-256, P- protect passwords used in authentication.
384, P-521
curves,
CryptoAPI/CNG

3. HEREFS A5 5 L2 / Mass Market Consideration

BEMALUTOEBRZERB-TELDMNESH, (The product satisfies the following requirements):

1) BAIBLTRIOFIRE ST, (i) [EEEIZHLTI(I) [ INO X] YES
XIFEME, EEE (i) BLLLTERBEDEEIZLSE
XIZ&Y, RFEEDEENSIRFTFEINSG LD X (I ERE
[ LIS HIRAGCBETIRItEN LD
Generally available to the public by being sold, without
restriction, from stock at retail selling points by means of
(i) over-the-counter transactions, (ii) mail order
transactions, (iii) telecommunication transactions, or
available free without restriction;

2) BERENFERFICLI > TERTELZLED [ INO ] YES
The cryptographic functionality cannot easily be changed
by the user;

3) ERAICBELTHAE IREEDRFTZESTETH | [INO X vEs
BEIIEEESNTLDLD
Designed for use without technical support by the
supplier or the distributor
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4. ZIEHIFE / Conclusion

LR IICEBLLT, MRS TOY S AL EN S WEE EEE
RERZE L RHEEZRALLHTOT S LN, NO YES

In light of 3 above, is the software a mass-market crypt
program that is not controlled under applicable law?
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