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Dynamics AX

All versions

S EE/ T A—2L— (B XK)
TA4YORYIL- T A=\ F—F OV TZ4T VR
Parameter sheet applies to all declinations and all previous versions of the product, specifically:
Microsoft Dynamics AX 2009 (Version 5.0)

Microsoft Dynamics AX 2012 (Version 6.0)
Microsoft Dynamics AX 2012 R2 and R3

1. BB H8E / Cryptographic Capabilities

IS AR, TUANBRRITERT 55 LS| [LINO X YES
=707 S LOERTUNDENERT HH.,

The cryptographic capabilities are for purposes other than
certification, digital signature, or execution of a copy-
protected program.

EESHEE I A RICEHINTLDSEDN, ! ] NO [ ]YES
The cryptographic capabilities are self-contained in the

product

EEHEEIERDVNT ML T HE0D, [ INO X YES

The cryptographic strength exceeds the following:

A JAHTILTIVXLERAN LD TH->T, 7ILTUX
LDBORSN 56 EVREBZZED
Symmetric algorithms with key length exceeding 56
bit

B. EXRFFZILTVALEANEDTHHT.
(a) 512 EVIEBASEHMDHREL S % (RSA F)
[ZEDBD.

LAPI Z@EL T 0S M bR 2155 (XBR<. /As opposed to that provided by the Operating System through
API.
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Asymmetric algorithms based on factorization of
integers in excess of 512 bits (e.g. RSA), or
(b) BRADEEEICHTH512EVNEEBZ L8
Bt D EH & (Diffie-Hellman Z5) [ITE DB D,
Computation of discrete logarithms in a multiplicative
group of a finite field of size greater than 512 bits
(e.g. Diffie-Hellman), or
(c) ERICKHETHLOLUNDEICEITS 112EY
FEiB A HRERI T B D ET R (FEFM BB #R £ O Diffie-
Hellman ) [ZEDED
Discrete logarithms in a group other than (B.b) in
excess of 112 bits (Diffie-Hellman over Elliptic Curve),
or
(d) #& FICBRE# T 2 |~ 7 bV TR
~VRE#E (NewHope. Frodo. NTRUEncrypt.
Kyber, Titanium =& &L, ) IZHES<HD
Shortest vector or closest vector problems associated
with lattices (e.g., NewHope, Frodo, NTRUEncrypt,
Kyber, Titanium), or
(e) AEAFELAE H RO FIFEGAG OPRIR (BT 2]
GG 7L BT, ) IZHSHD
Finding isogenies between Supersingular elliptic
curves (e.g., Supersingular isogeny Key
Encapsulation), or
(f) 7 > & L7ef5 5 D185 (McEliece, Niederreiter
FREET, ) 1255< H D Decoding random
codes (e.g., McEliece, Niederreiter).

2. ZILdYXLRUEE / Algorithms and Key Lengths

FIT)X L/ 7R/ Faba/7FIVr—av /arsk
Algorithm Key Length Protocol/Application/Comment
3DES 168 URL encryption
RC2 128 License key encoding
NTLM Standard algorithms Secure channel communication with SSPI
Kerberos and lengths for SSPI
SSL/TLS from the Windows
operating system

3. HERESE S5 S5 LA / Mass Market Consideration

HENUTOEHZB=TELDHIESID, (The product satisfies the following requirements):

1) BAICBELTELOFIBES G, () EEcsv) | [Ino [ Xves |
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X (FEBE. EEME (i) BELLTERBIEDEEICKSTE
XIZ&kY., BRFEEDFEENSIRFTINDED X IIERAE
[Tt Lo HIRGAKEETRESN LSO

Generally available to the public by being sold, without
restriction, from stock at retail selling points by means of
(i) over-the-counter transactions, (ii) mail order
transactions, (iii) telecommunication transactions, or
available free without restriction;

2) BEHENFERFICL>TERTELLED L INO X YES
The cryptographic functionality cannot easily be changed
by the user;

3) FHAICERLTHEE RERFEEORMZENFTETH | [INO X ves
BEIIEREFTENTLNSDED
Designed for use without technical support by the
supplier or the distributor

4. % IEHIE / Conclusion

FEIICEBLLT, TIRES IO S LLHEESNh 55 BEE] XY
ROEREL. BHIEZLELLDTOTS LD, NO YES

In light of 3 above, is the software a mass-market crypt
program that is not controlled under applicable law?
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