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one or more route tables

Node 1 Mode 2
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Availability zone 1 Availability zone 2
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y
A

Synchronous mirror of
data between nodes

Subnet 3

Mediator
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NFS & CIFS access from within the VPC using Floating IP

i Auto failover

Cluster Management : 172.23.01

Data (nfs,cifs) : Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access

SVM Management : 172.23.0.4

TS HIR G ERRERRENRER - EhaiEmEE VPC Y CIDR &1#EE&H « Cloud Volumes ONTAP LY

KB R1 fERRIEEEE) IP ik o

Transit Gateway Route Table: tgw-rtb-OeaBee291c7aeddd3

Details Associations Propagations Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Q, Filter by attributes or search by keyword

CIDR Attachment Resource type Route type
[rmtioooos e Igw atiach 05677bG3402 0118 | vpo 0b2bc3060ac8c0uD1 | h VRC2 propagated
10.160.0.0/20 Tow-attach-00ebadeac3250a7db | vpc-673ae608 | / \ oo propagated
gw-attach-Ulebadea Od7db | vpc-b73aenl \ L‘\ﬂ;}'/“ static
172.23.0.2/32 tgw-attach-00eba3eac3250d7db | vpe-673ae603 vee, . static
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 ‘E-I-agnant-mg static
172.23.0.4/32 tgw-attach-00ebadeac3250d7db | vpe-673ae603 LB/ Addresses, ...

4. (EUREFRUZE) IP It VPC BRER ©

a. FIYERERIEE EFE) IP {ult o
b. iEERARIBEFIEE HA BCHFR7E VPC B9 CIDR &1 ©

THEAREEET VPC 2 IR * « HPEERETE VPC 1 RIEREMFE) IP (it -

Route state

active
active
active
active
active

active
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5.

6.

7.

16

Route Table: rtb-0569a1bd740ed033f

Summary Routes Subnet Associations Route Propagation Tags
Edit routes

View All routes -
Destination Target
10.100.0.0/16 local
0.0.0.0/0 Igw-07250bd01781e67df
10.160.0.0/20 tow-015b7c249661ac279
172.23.0.1/32 tgw-015b7c249661ac279
172.23.0.2/32 tgw-015b7c249661ac279
172.23.0.3/32 tgw-015b7c249661ac279
172.23.0.4/32 tgw-015b76249661ac279

REREFEUTE IP IR RITIEE
LS ERIFEEE - BBTETM VPC Z BRI o

Status

active

active
\V{=loF
WRCA

active

Floating IR
mioatngjlr

Addresses

el et

active

VPC ~ MUEX HA Bc¥ VPC BYBRERER ©

THSEHIRARERT VPC 1 RIERH® - HRSEBEFE) IP {4tA VPC 2 BIERE ~ M VPC 2 2RIk

AL E o

Summary Routes

TEEREBHAFCHET « BlueXP & BN FHNIPIIE EIRAHR ©

Subnet Associations Route Propagation Tags
Edit routes
View | All routes -

Destination Target Status

10.160.0.0/20 local active

pl-68254001 (com.amazonaws.us-west-2.s3, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22) vpce-cb51a0a2 active

0.0.0.0/0 Igw-b2182dd7 active

10.60.29.0/25 pex-589¢3331 active

I 10.100.0.0/16 tgw-015b7c249661ac279 I \.\JP.\CZ
10.129.0.0/20 pex-fi7e1396 active
172.23.0.1/32 enl-0854d4715558¢c3¢db H
Eloating

172.23.0.2/32 eni-0854d4715559¢c3cdb acti |B

172.23.0.3/32 enl-0f76681216c3108ed Ad d resses
e e N

172.23.0.4/32 eni-0B54d4715558c3cdb active

1 VPC ML 2 MBHEREEM~A [FIEREl o
a B—T [ ERLAZ | ETH [ FRERK] -

b. ##2—T * BEE * R31TH + & HA BCHBEP—EFS) P (UAHEREFAIRVIRIE o

C.}—TF*REMEE" o

d. BEEY * AREEEAIRRA * o

e H—THmERA -

L7248 T ER[*PRAERE ] > AABEEE VPC IP ittt o
g #B—T * #ERA  IEREE
fERFE) P LR HER & EEIR P s o

{EPILUBIE BluexP i TEIEHALE) EIRTH * HESS

T8 ~ 7 BlueXP X EIIEFERY IP itk o



8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

@ Advanced Actions

8. MNRETEREINFS Volume ~ A 7E B HRA T & B B inVPCH F43EE o
"BE RNl 4REEVolume" ©

° FEREL *
° "AWS FHE R BERCH"
° "AWS BYAZERER Cloud Volumes ONTAP"
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EHEFHERPIFEHAR S

#£9.11.1hRFEY4A ~ Cloud Volumes ONTAP AWSZ B2 FCVPCHEINFEMEHAR « VPCit
FAThRE TR AVAR A EL Lt AWSTIR B H B F4RER o« BEEFEALLARRE « A BER EAWSIR
1 « SRBEBAPIZFZHARRE o

B "WVPCHZE" « B—ENEE ENRINFEHALERE S MEMRE : Cloud Volumes ONTAP

* VPCHEBEEIRE ~ AN (VPC -~ F4EE& « BREFRMCloud Volumes ONTAP {RZE$4H)
* BEEIRS - EREC2HITERIEEHEZFHRT (BIEMEHAEEFHN23)

EREERESBEEZETHAEEGT - HAFNTEXEEHSEHEIR - B AVPCHEAEIRE RRERH
7 © Cloud Volumes ONTAPIEAZER TE 1 2 o] LUEERIAMA & ~ LIRS LR o

TEBERIEEZEFS R TTH -
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P o, Y
d-) Shared VPC
1AM role Route table
172.16.0.0 = £
Security
1121610
3
bt 172.16.2.0 Srop

Private subnet

2

| Private subnet

___________________________________

Ay ailabilty Zone A

ONTAP
_ONTAP |

MNode 1

Av ailability Zone B

Mediator - '
1AM role with :

“AssumeRole” I

SRBIERFRAL « AR BRERP LA FHER  ARTEVPCHEAEIRRREILIAMAGNLZE2EEHE -

8217 Cloud Volumes ONTAP 7 :R{EEIRIER - BlueXPE EHEIZIZIAMAR « TG EMINEIREE - A
BEBRRECHEVPCEAEREPEIIMNAMAER « UESFHEHARHBRENKRER o

B
1. EBEERFHLAVPCHER EIRP R FHAEE o

EERHATFHERPEBHARE « MWERITIESER

"AWSX fF : AT AEER"

2. EVPCHEB EWRA S ~ EIICloud Volumes ONTAP —{E% & B¥4H U {EFT o
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"552RICloud Volumes ONTAP Z& £ E##HAR A LIEEREN" - FFEE « EABER/HARNERIULZE
148548 - BlueXPRERKEEBIRERAR

3. EVPCHEBAEBRET ~ BB TH#ENIAMAE !
Action": [
"ec2:AssignPrivateIpAddresses",
"ec2:CreateRoute",
"ec2:DeleteRoute",

"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",

ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses"

4. fEMBlueXP APIZIZ#iCloud Volumes ONTAP FIZIRER 2 TIEIRIR o
AR BHAREE THIMAL
o "ZEEEHAEId"
r22%Groupld) WMOMEEELEVPCHEREEIRFFEINZEMEHE FB2RLHDE2) -
o ThaParam) #4=EY Tassugerme®s /A,

Fassume®1arn) RIEESEEVPCHEEBERAPEZILNIAMAEBARN GE2BELMPTER3) o
fan :

"haParams": {
"assumeRoleArn":

"arn:aws:iam::642991768967:role/mediator role assume fromdev"

}

+
"#ABECloud Volumes ONTAP f#NetApp API"

AWS HZ 2 E+4ARA|

BlueXPEZIZAWSZ 24 E¥4H - Ha3ECloud Volumes ONTAP EE|BFEERIEAF]
EHRA o SR ESRERSEETIR - 2B EFERE L2 MR -

#781 Cloud Volumes ONTAP

BRI LEIHEEN L 214 E#48 Cloud Volumes ONTAP EEEAFMEHFRA o
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BEiRE

FRE
ICMP

HTTP
HTTPS

SSH
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
ubP
ubP
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445
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10000
11104.
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4045
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BHY
Ping $11T{EES

EREEEIE LIF B9 IP i3k ~ WL HTTP 72EX System Manager Web ¥

A2 Cloud Volumes ONTAP Z{EZ %)

~ DR

EARZESELIFMIPAIHE « E4RFConnectorFIHTTPS + FEXSystem Manager Web=®
i

SSH FEREEEIE LIF BY P it sERREEIE LIF

BIREFRE NFS
CIFS HY NetBios BR#S T{EFEER
BENREREEREEIHE

Microsoft SMB/CIFS over TCP 1&# NetBios 224§

NFS #h&

Kerberos

NFS fRlfR2R 17 E

%36 iSCSI &l LIF 77EXiSCSI

NFS #HERBE

NFS BYAEREARRE B

5/ NDMP f&1%

E12 SnapMirror BYEE 5 fEI3E N T1ERSER
EREERE MRS ETT SnapMirror ERHMEE
BIRZFERE NFS

S BV R EIREH T

NFS $#h#

NFS fAIAR2SEE

NFS $HERE

NFS BUABER AR AR EE T

NFS rquotad EEitHE

TEERRBFIARELRE - MRAILUER 57
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EHE e BHY

FRiE ICMP el FRrEBLRE
FRE TCP el FRrEGLRE
FRE®Y udp e FrEBLRE
EREE LR

NREFB2ERAELRERA « AIUERTHIE « (£FEX Cloud Volumes ONTAP ARl E A EITE L&
FREBRVESRIE o
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NetBios & TBARFS
NetBios B} RARTS

NetBios ARFE T {EFSER
LDAP

Microsoft SMB/CIFS over TCP 1&#C
NetBios 224&

Kerberos V S 8B R EZHE (
Set_change )

Kerberos &ig&EIE

Kerberos V #F G EZRE (
RPCSEC_GSS)

Kerberos V Eiz5
NetBios & TBARTS
NetBios B HRARTE

NetBios ARFE T {EFSER

LDAP

Microsoft SMB/CIFS over TCP $&f¢
NetBios 224&

Kerberos V #E K8 EZHE (
Set_change )

Kerberos &8 &8

Kerberos V S 8B G EZHE (
RPCSEC_GSS)

Y& (FE/AHTTPS) AutoSupport

EEFHEREHEHEHTTE
RHTTPSEEAHTTP
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23



AR5 BapE &z KR eyt B89

18
H&ip=E  TCP 5010 &R LIF B ImMIERIES HRRERENDE S3 IEEEE
S3 .
EE FRERE FrE —ESHEEMNFE HMEHEEMNFRE  #£5ER/EN (Cloud Volumes
WE LIF LIF ONTAP £[EAE HA)
TCP 3000 &RBLESIR LIF HA #7% ZAP! IE0Y  ( Cloud Volumes ONTAP
{£FE RHA)
ICMP 1. ENELEIE LIF HA #77 Keepive Alive ( Cloud Volumes
ONTAP {£FE HHA)
4HREME(p HTTP 80  EIEREIE LIF \http 1 4RREE (D {BX E Connector © "JF
. I/Weseloccm/offbo A FEAZ4AREE{NFEZEE" o
xconfig <connector-
IP-address>
DHCP UDP 68  EIEHEIE LIF DHCP $—RFHBER DHCP AR iR
DHCPS UDP 67  ERELEIE LIF DHCP DHCP fafk2es
DNS UDP 53.  ENBLEIE LIF BAERl DNS DNS
LIF (NFS + CIFS
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NDMP  TCP 1860 ENZAEIE LIF B 893t 7 AR 28 NDMP # 7
0 _
1869
9
SMTP TCP 25 ENEEIELIF - EARES BILUER SMTP £7= AutoSupport
RKHANITINRE
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Other AWS accounts

Add other AWS accounts

Other AWS accounts bTd ‘

Specify the AWS accounts that can use this key. Administrators of the accounts you
specify are responsible for managing the permissions that allow their IAM users and

roles to use this key. Learn more [A
| . | ]
arn:aws:iam:: f ' zroot Remove

Add another AWS account ‘
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms :ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": [

"arn:aws:kms:us-east-

l:externalaccountid:
]
by
{

key/externalkeyid"

"Sid": "AllowAttachmentOfPersistentResources",

"Effect"

"Action":

"kms
"kms
"kms

1,

: "Allow",

[
:CreateGrant",
:ListGrants",
:RevokeGrant"

"Resource": |

"arn

raws:kms:us-east-

l:externalaccountid: key/externalaccountid"

1,

"Condition": {
"Bool": {

"kms:GrantIsForAWSResource":

true

=+
MEBULRZFRIEMZFAAE R « 55280 "AWSSF | AstEMIRF B EAEERAKMSER" °

4. NRICEABEEEERICMK ~ FEiECloud Volumes ONTAP TIAMMA /) A T keyfERAE ~ LUE

EICMKHY SRR o

gNR{ETECloud Volumes ONTAP XIEEHRIDERER T ~ REMEFHEFESIRHEFETIER « M BRIT

28


https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html

UEPBR o

REEEEFZE Cloud Volumes ONTAP SERFITIL T ER after ~ AAIAMA G EEEEIL TEIRIZREIA o
(B4R ~ ] LUEIB(ERIRA Cloud Volumes ONTAP BIISIAMAE ~ FLLEIAIE Z B TIL S8R )

"AWS X1 : fREEETR"

HTEIAMA B Cloud Volumes ONTAP LU {EH

BEMRERENIAMA L EHINZESCloud Volumes ONTAP {E&iRL - HAFR T EHEYN
It - #EBlueXPREEIZIAMB B REE « BIEAIUERBECHNAR -

T EAERTE - E{8#EIICloud Volumes ONTAP —ﬂEU’EiaiRH# AR RIEZEBIueXPAIREIIIAMA
& o MRETEMNZE2MFRUERLEBITEIIAMAER « FERE TP o

@ AWS Secret Cloud EERHZE S IAM B o "BEEY1{A7ECloud Volumes ONTAP C2SH1E[
%lﬂﬁlb °

HER
1. BIEAWS IAMEIZS o

2. EUBETHERMNIAMEREY

EAMRENZEMERE R Cloud Volumes ONTAP

29


https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html

30

A

"Version": "2012-10-17",
"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

oo Ao
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",

"Effect": "Allow"

GovCloud (EEH) #&E



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-us—-gov:s3:::*",
"Effect": "Allow"

b A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-us—-gov:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

I

"Resource": "arn:aws-us-gov:s3

"Effect": "Allow"

:::fabric-pool-*",

:::fabric-pool-*",
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32

"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1y

"Resource": "arn:aws-iso:s3

"Effect": "Allow"

:::fabric-pool-*",

:::fabric-pool-*",



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3
"Effect": "Allow"

boo o
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1,

"Resource": "arn:aws—-iso-b:s3
"Effect": "Allow"

° WA ENEEAY#E{7 REBICloud Volumes ONTAP

:::fabric-pool-*",

:::fabric-pool-*",
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A

"Version": "2012-10-17",

"Statement":

{

[

"Action": [

1,

"s3:
"s3:

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

1,

"Resource": "arn:aws:s3:::netapp-backup*/*",

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"53

GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",
GetObjectTagging",

:RestoreObject",
"s3:
"s3:
"s3:
"s3:

GetBucketObjectLockConfiguration",
GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Effect": "Allow"

GovCloud ((H) &



"Version": "2012-10-17",

"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*",
"Effect": "Allow"
by
{
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"
I
"Resource": "arn:aws-us-gov:s3:::netapp-backup*/*",
"Effect": "Allow"

R EE
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-iso:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

I

"Resource": "arn:aws-iso:s3:::netapp-backup*/*",

"Effect": "Allow"



"Version": "2012-10-17",

"Statement": [

° HA #17}

{

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3:::netapp-backup*",

"Effect": "Allow"

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",

"s3:GetBucketObjectLockConfiguration",

"s3:GetObjectRetention",

"s3:PutBucketObjectLockConfiguration",

"s3:PutObjectRetention"
I

"Resource": "arn:aws-iso-b:s3:::netapp-backup*/*",

"Effect": "Allow"
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"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses",

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"sts:AssumeRole",

ec?2:DescribeSubnets"

1,

"Resource": "*"

3. BIUIAMA® « TR EEINFRAMRNESS

4R
IRTE B AT I #Cloud Volumes ONTAP BVE(FIBIERpEIZIAMA R ©

BLEM
* "AWSIZ {4 : EIIIAMRA)"
* "AWSXH 1 RIZIIAMA

{ECloud Volumes ONTAP AWSH5R T B FA IS tEThAERYIR 1

7RTECloud Volumes ONTAP ERECERAMEIREREIEZ & ~ MBI HITREDER ~ 7A8E
TR T{FIBI S R B I MEERIE o

Freemium

12 FreemiumE S ~ Bl R E{EFCloud Volumes ONTAP %3500 GIBHEIBEAE o ""FABEHEFreemiumE

Own
oo °

pg
1. RAEREEINEERF « BEE#TFRE> Canvas* o
2. 71 TEhk) BEL -~ #H—T TMEIFRR) - ARKEBlueXPHIYLERET o

a. T FEEN T HE L » — T RERE>IEEI B ~ ARIKIRIRREIRAWS Marketplace BYHE

38


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#free-trials

EEARNPSES

FRIECHEE500 GBHEEERE « AT EHEILS « TRIAEEBTHHIBLE "EssentialsEF"

Edit Credentials & Add Subscription

Select & subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go

Pay for Cloud Valumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[/?‘] AWS Markeiplace
LN

Subscribe and then click 5et Up Your Account to configure your account.

(27 Cloud Manager
2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel

a.

R[EBluetXPZ % ~ BRZE 188 H%) BEEEFF - 53R Freemium * o

Select Charging Method

Essential By

° Freemium (Up to 500 GiB)

Per Node

Professional By capacity

10101

BEZRF 5T ~ LFECloud Volumes ONTAP AWSHIEIEIHAE" ©

39



https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/concept-licensing.html#packages

RERRE

AERIRETEL I HCloud Volumes ONTAP REHEETIBYE - RERVURHEMA A _package
. EssentialsEf4-gfProfessionalEff o

Essentials#Professional Ef I & fc F3HERTVER -

* MINetAppfE BRI (BYOL)
* RAWS MarketplacesTRIRFEU\EFBE(T (PAYGO)
* AWS MarketplaceIEE &L

"RABRBRERUTRE"

TS ERBB AR ERE L HE R o

BYOL

EENetApp B E R (BYOL) - BIEI#ECloud Volumes ONTAP (A B iR ERF S EZIERHAT ©

55
1. "EBHENetAppI A B LTSS
2. "¥iNetApp STIEARLE (HY R BHIE S FE EEEXP"

BlueXP& HENE#INetApp IR HEARTS « LUEVISNetApp SZIEARLL BITRYIRIRIRF B 2 RENFAER
NSRRALERR © BlueXP Z B ENRHRIERIE ERUUEE o

TRAZES N BlueXP SR B ESIRIE « 7 BEBEC Cloud Volumes ONTAP £ o B FE ~ &nLL "F&)
TSI REETIE = BlueXP BH{u$EE" o

3. 1 N&EhRy BELE ~ #%—T UMEITIERIES ~ ARKEBlueXPHRIIPERETT o

a. TE BRI EE L © R T RESGE > TR « ARIKIRIEREIRAWS Marketplace HIBE
FAREI 5% o

fEENetAppIE B IR E— R M IR A « BNRCRBEEASBNBHIE  MENHENG)
EARISEE S o

40


https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-licensing.html
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/concept-licensing.html
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account
https://docs.netapp.com/zh-tw/bluexp-cloud-volumes-ontap/task-manage-capacity-licenses.html#add-purchased-licenses-to-your-account

Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[f?“] AWS Markeiplace
h% ey

Subscribe and then click Set Up Your Account to configure your account.

(2" Cloud Manager
2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiB - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate,

The next steps:

['f'?“] AWS Markeiplace
-~
Subscribe and then click 5et Up Your Account to configure your account.

(2"} Cloud Manager
<)
Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

* Pay-Per-TiB - Annual Contract Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
&n annual, upfront payment. an hourly rate.

The next steps:

(17 AWS Marketplace
(1)

Subscribe and then click 5et Up Your Account to configure your account.

,:“E“] Cloud Manager
Ly

Sawve your subscription and assodiate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Cloud Manager (for Cloud Volumes ONTAP)

You are currently subscribed to this product and will be charged for your accumulated
usage at the end of your next billing cycle, based on the costs listed in Pricing
information on the right
You are already subscribed to this product

Having issues signing up for your product?
If you were unable to complete the set-up process for this software, Pricing Details

please click here to be taken to the product's registration area

Software Fees
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Details & Protection

Volume Name:

vol

Snapshot Palicy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -
Users / Groups:
engineering

Valid users and groups separated by a semicolon
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"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",
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"iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:ListInstanceProfiles",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"kms:List*",

"kms:Describe*",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelnstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "*"

"sSid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": [
"arn:aws-iso-b:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",

"ec?2:TerminateInstances",



"ec2:AttachVolume",
"ec2:DetachVolume"
1y
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment": "*"

}o
"Resource": |

"arn:aws—-iso-b:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

REEEE
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [

"ec2:DescribelInstances",
"ec?2:DescribelInstanceStatus",
"ec?2:RunInstances",
"ec2:ModifyInstanceAttribute",
"ec?2:DescribeRouteTables",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec?2:CreateVolume",
"ec2?2:DescribeVolumes",
"ec2:ModifyVolumeAttribute",
"ec?2:DeleteVolume",
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",



"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec?2:CreateNetworkInterface",
"ec?2:DescribeNetworkInterfaces",
"ec2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeDhcpOptions",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots",
"ec2:GetConsoleOutput",
"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec2:DeleteTags",

"ec2:DescribeTags",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:ListInstanceProfiles",

"3

iam:CreateInstanceProfile",

iam:DeleteRolePolicy",

iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"kms:List*",

"kms:Describe*",
"ec2:AssociateIamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",



"ec2:DeletePlacementGroup"

1,

"Resource": "x"

"Sid": "fabricPoolPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

I

"Resource": |
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}o
"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"

"ok n
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==

HX 5]

"Version": "2012-10-17",

"Statement":

[{

e e ek
.« .. 7

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3
"Effect": "Allow"

Yoo
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws-iso-b:s3

"Effect":

HEmEs

"Allow"

:::fabric-pool-*",

3 3 3 falorie=poel=*",
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo Ao
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject"
1y
"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

Y HA BR¥ ~ INREITEEBZ Cloud Volumes ONTAP HA Bi2¥t ~ 3574 HA 182821 =A) o



"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses",

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses"

1,

"Resource": "*"
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keytool -import -alias <alias-name> -file <certificate-file-name>
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CERTIFICATE ——--- o
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—-enabled true -port 443
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9. R ERE B INEIL ! storage aggregate object-store show -instance
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