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1. "#¢Azure PortalfZEBXAzure Cloud Shell"
2. FMET BEEEINEE -

az account set -s AZURE SUBSCRIPTION NAME OR TID
az feature register --name EnableHighAvailabilityMode --namespace

Microsoft.Network
az provider register -n Microsoft.Network

3. (FIE) EBEEThAERA M ¢

az feature show --name EnableHighAvailabilityMode --namespace

Microsoft.Network

Azure CLIFE{EEIFRLITYIRER !

"id": "/subscriptions/XXXXXXKXX—XXXKK—KXKXXX—XXKKXXK—

XXXXXXXXXXXX/providers/Microsoft.Features/providers/Microsoft.Network/fe

atures/EnableHighAvailabilityMode",
"name": "Microsoft.Network/EnableHighAvailabilityMode",
"properties": ({
"state": "Registered"

by

"type": "Microsoft.Features/providers/features"
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#Azure Cloud Shell on Azure portal to get VHD image from Azure
Marketplace

a) Set the URN and other parameters of the marketplace image. URN is
with format "<publisher>:<offer>:<sku>:<version>". Optionally, a
user can list NetApp marketplace images to confirm the proper image
version.

PS /home/userl> Surn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

PS /home/userl> $locName="eastus2"

PS /home/userl> SpubName="netapp"

PS /home/userl> S$SofferName="netapp-ontap-cloud"

PS /home/userl> $skuName="ontap cloud byol"

PS /home/userl> Get-AzVMImage -Location $locName -PublisherName
SpubName -Offer SofferName -Sku $skuName |select version

141.20231128
9.141.20240131
9.150.20240213
9150.01000024.05090105

b) Create a new managed disk from the Marketplace image with the
matching image version

PS /home/userl> S$diskName = “9150.01000024.05090105-managed-disk"
PS /home/userl> $diskRG = “fnfl”

PS /home/userl> az disk create -g $diskRG -n S$diskName --image

-reference S$Surn

PS /home/userl> S$sas = az disk grant-access —--duration-in-seconds
3600 --access-level Read --name $diskName --resource-group S$diskRG
PS /home/userl> $diskAccessSAS = ($sas | ConvertFrom-

Json) [0] .accessSas

c) Export a VHD from the managed disk to Azure Storage

Create a container with proper access level. As an example, a
container named 'vm-images' with 'Container' access level is used
here.

Get storage account access key, on Azure portal, 'Storage
Accounts'/'examplesaname'/'Access Key'/'keyl'/'key'/'show'/<copy>.

PS /home/userl> S$storageAccountName = “examplesaname”

PS /home/userl> S$ScontainerName = “vm-images”

PS /home/userl> S$storageAccountKey = "<replace with the above access
key>"

PS /home/userl> $destBlobName = “9150.01000024.05090105.vhd”
PS /home/userl> S$destContext = New-AzureStorageContext



-StorageAccountName S$storageAccountName -StorageAccountKey
SstorageAccountKey

PS /home/userl> Start-AzureStorageBlobCopy —-AbsoluteUri
SdiskAccessSAS -DestContainer S$containerName -DestContext
SdestContext -DestBlob S$destBlobName

PS /home/userl> Get-AzureStorageBlobCopyState -Container
ScontainerName -Context S$destContext -Blob S$destBlobName

d) Download the generated image to your server, e.g., a Linux
machine.

Use "wget <URL of file examplesaname/Containers/vm-
images/9150.01000024.05090105.vhd>".

The URL is organized in a formatted way. For automation tasks, the
following example could be used to derive the URL string. Otherwise,
Azure CLI 'az' command could be issued to get the URL, which is not
covered in this guide. URL Example:
https://examplesaname.blob.core.windows.net/vm-
images/9150.01000024.05090105.vhd

e) Clean up the managed disk

PS /home/userl> Revoke-AzDiskAccess -ResourceGroupName $diskRG
-DiskName $diskName

PS /home/userl> Remove-AzDisk -ResourceGroupName $diskRG -DiskName
S$diskName

WA Linux 1233538 Azure CLI FEH VHD 82

1. fEZH Linux #233558 Azure CLI B THISMYRELE vhd ©
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#Azure CLI on local Linux machine to get VHD image from Azure
Marketplace

a) Login Azure CLI and list marketplace images

% az login —--use-device-code

To sign in, use a web browser to open the page
https://microsoft.com/devicelogin and enter the code XXXXXXXXX to
authenticate.

% az vm image list --all --publisher netapp --offer netapp-ontap-
cloud --sku ontap cloud byol

{

"architecture": "xo64",
"offer": "netapp-ontap-cloud",
"publisher": "netapp",

"sku": "ontap cloud byol",
"urn": "netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105",
"version": "9150.01000024.05090105"

by

b) Create a new managed disk from the Marketplace image with the
matching image version

% export urn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

export diskName="9150.01000024.05090105-managed-disk"

export diskRG="new rg your rg"

d® o oo o°

az disk create -g $diskRG -n S$diskName --image-reference S$urn
az disk grant-access --duration-in-seconds 3600 --access-level
Read --name S$diskName --resource-group $diskRG
{
"accessSas": "https://md-

xxxxxxX.blob.core.windows.net/xxxxxxx/abcd?sv=2018-03-
28&STr=DESI=XXXXXXXX—XXXKX—XXXX—XXXX~—
XXXXXXXESTIRXXKXKKXKKKKKKKKKKKKKKKKKK"

}

% export diskAccessSAS="https://md-
xxxxxX.blob.core.windows.net/xxxxxxx/abcd?sv=2018-03-
28&ST=DESI=XXRXXXXXK~XXXKX XX XX —XXESIJRXXXXXXXXXXXXKXXXKXXKXXKXKXX""
#To automate the process, the SAS needs to be extracted from the
standard output. This is not included in this guide.



c) export vhd from managed disk

Create a container with proper access level. As an example, a
container named 'vm-images' with 'Container' access level is used
here.

Get storage account access key, on Azure portal, 'Storage
Accounts'/'examplesaname'/'Access Key'/'keyl'/'key'/'show'/<copy>.
There should be az command that can achieve the same, but this is
not included in this guide.

export storageAccountName="examplesaname"

export containerName="vm-images"

o® o° oo

export storageAccountKey="xxxxxxxxxx"
export destBlobName="9150.01000024.05090105.vhd"

o°

% az storage blob copy start —--source-uri $diskAccessSAS
--destination-container $containerName --account-name
SstorageAccountName --account-key $storageAccountKey --destination

-blob $destBlobName

"client request id": "XXXX-XXXX-XXXX-XXXX-XXXX",
"copy id": "XXXX-XXXX-XXXX-XXXX-XXXx",

"copy status": "pending",

"date": "2022-11-02T22:02:38+00:00",

"etag": "\"OXXXXXXXXXXXXXXXXXX\"",

"last modified": "2022-11-02T22:02:39+00:00",
"request id": "XXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXxX",
"version": "2020-06-12",

"version id": null

#to check the status of the blob copying

% az storage blob show —--name $destBlobName --container-name
ScontainerName --account-name S$storageAccountName
"copy": {
"completionTime": null,
"destinationSnapshot": null,
"id": "XXXXXXXX—XXXX—XXXX—XXXX—XXXXXXXXX",

"incrementalCopy": null,

"progress": "10737418752/10737418752",

"source": "https://md-
xxxxxxX.blob.core.windows.net/xxxxx/abcd?sv=2018-03-
28&ST=DESI=XXXXXXXX~XXXKX~XXXX~XXXX~XXXXXXXXXXXX",

"status": "success",

"statusDescription": null



by

d) Download the generated image to your server, e.g., a Linux
machine.

Use "wget <URL of file examplesaname/Containers/vm-
images/9150.01000024.05090105.vhd>".

The URL is organized in a formatted way. For automation tasks, the
following example could be used to derive the URL string. Otherwise,
Azure CLI 'az' command could be issued to get the URL, which is not
covered in this guide. URL Example:
https://examplesaname.blob.core.windows.net/vm-
images/9150.01000024.05090105.vhd

e) Clean up the managed disk
az disk revoke-access --name S$SdiskName --resource-group $diskRG
az disk delete --name $diskName --resource-group $diskRG --yes

Azure EL(EESEIEFBERMEINAE ~ £ VHD BEEELRNESFER 1MB £E2E IRV
E 45K 512B EEEIREIRER - BTRESERRF - £/ SHA256 ETHE o [KF
E1¢ VHD 1EZERRAIED 1MB MR4%hR 512B ~ A% E%:5 VHD 1E2ZEEERSD ©
EESEERETIERERE

WUTRIERRERE TIERZE R -

Hash Function ———3! 033b9077D...

Signature
Received data Decrypt Digest valid, when
digests match
E 3 033D90T7D...
Signature Public key

* & Azure Image Digest &2 "NetApp SZiE4FUL" ABTEEUREREZR (.SIG) -~ AHEIEA:
pem ) MELERFEEZE (.pem) o

G
Fa
i
H

:E2R " & Azure Image Digest File" EVBEZE o

* BREE{SIEEA -
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* WABE®RE (.pem) FHEENVARKERE (.pub) o

s BRBENARESEANBEREER - ARBERANMEGEREIINMRINZEFIEREELETTR - I
BrRAER, 1MB B4 E 512 umﬁﬂﬁ’ﬂ*“f °

b BRI 3B 5! openss| L AERL ©
° —fig CLI BERUITFI :

openssl dgst -verify <public key> -keyform <form> <hash function>
-signature <digest file> -binary <temporary file>

° YNRAEZEAMFT « Bl Openss| CLI TEEFET Mgamth AR « MRERFF « WEETR MBRERBU
gﬂl%\ °

Linux EMIEREESSEE
R LUKRER 5P ERER S5 PE HAY VHD RSB ZFAR Linux ©

1. £ F& Azure Image Digest FEZ "NetApp SZHEAAIL" ABEUREREZR (.SIG) ~ AHEWEEER (
pem ) FEE4EREERE (.pem) o

2R " Azure Image Digest File" MEVSEZEH o

2. BRcR{S(EE -

(o

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. BBREIER 1MB (1048576 iI7céH) -~ M4ESR 512 {iyc4HAY VHD &2 o

MNREA MMtail 1 ~ 2IF [ -c +K | FLUSTEEZERN KTH {iIcAARAMAE H(17c4E © FtE ~ 1048577 &85
Z 'tail -¢ ©

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
head -c -512 ./sign.tmp.tail > sign.tmp
rm ./sign.tmp.tail

o°® oo o°

4. 8 openss| {W/RFBHENARKEE « UEAREEZNLHESERIEZENMENEE (signtmp) ©

MREAMEE B « Al @RS
"ERSEIEE " o DRIREETR TRRsERMU o
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(o

./Code-Sign-Cert-Public-key.pub

[o

-sha256 -signature digest.sig -binary ./sign.tmp
Verification OK

[o)

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >

-sha256 -signature digest.sig -binary ./another file from nowhere.tmp

Verification Failure

BEIFRE -

rm ./9150.01000024.05090105.vhd ./sign.tmp

rm *.sig *.pub *.pem

%
o
o

Mac OS FMItERSE =55
TE[LUKEB TFIFER « ESsE Mac OS FEHAY VHD FEZEEE o

/I\
100

1. & Azure Image Digest FEZE "NetApp 2B ABHEEUEEREZ (.SIG)
pem ) FMiELERENE

Z (.pem) o

B2 "F & Azure Image Digest File" MEVSEZ & o

- BRFR{SEsEAE -

(o)

Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

- BPRAVERY IMB (1048576 fiIyc4l) ~ WASSR 512 fiyc4HAY VHD #8358 o

NRFER Mail 1 ~FEIE [ -c+K 1 FLKTH iyTAERGE S (ITE

5

EIEZ o Ak ~ 1048577 FEXE 'tail -c - KYEE 13 HiE

L7E Mac OS _E52R tail 885 ©

head -c -512 ./sign.tmp.tail > sign.tmp

o° o o°

rm ./sign.tmp.tail

4. {5 openss| {E/EEHINAREIE « MEEEEDE
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% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem

5

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail


https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-azure-download-digest-file.html

182 (signtmp) - FREEENLREHR

MRWAERBIBEE - v GRR TBREES) -
BRI TERsgREy

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp
Verified OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./another file from nowhere.tmp
Verification Failure

S. FETF& o

rm ./9150.01000024.05090105.vhd ./sign.tmp

rm *.sig *.pub *.pem

%
o
°

IR T IA$X R Azure oA BRI EME

T Azure BB EME « SBF2RETIES - U T EARTERIEIE NetApp 48
i o
2EEN

* "HEEWRPEIPTE ¢ tNfEER OpenSSL 3 E K ER:E"

* " Azure Marketplace &% Azure Stack Edge Pro GPU £37 VM & | Microsoft Learn"

* "{EH Azure CLI iSsE EHARRE / 83 E|E7FIRF | Microsoft Learn”

* "Azure Cloud Shell Quickstart - Bash | Microsoft Learn"
* "WN{a1Z24E Azure CLI | Microsoft Learn"

* "AZ EEBEIRIZAR#EZS | Microsoft Learn”

* "H Azure CLI B A : B ABERE | Microsoft Learn”
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