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MBEFE  "=IE AWS FHREIE" A1 HA ECHPRTER VPC SMEBEEY HA ECHIR0FE) IP itk

RER
EBlueXPHISEZ NP Z % « RATIRTEENKAR - HHEESETZHIPANMERE - Er:EH
BiRT{ZEY HA Bt o

MBVPCHRE—EFMEBEME (EHHER)  ABlueXPE BB IBIPIIHIEEZ®RER - MREH
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ot 45 S,

ZEREAR « 7ERE) HA BECHE; « SAF5ERUERRIRAR - TR « 2 A P imrIsEHA7FE Cloud

Volumes ONTAP IHEEFR5EZ ©

HIan ~ 5] SEF MU 1E AR S B [E] YRS FR 2R ABRAES o WIRITIEIERAR A MIFRAR B ~ BIEARRMK A 18R

BrAYFAERE PRV A P i B AR ER HA Bl ~ (BEREHER B ABRAN FHERR PRV P in ) #E7FEL o
INERERHRAFMAE ~ 552H "AWS XX | EREHRK" ©

B4R F NetApp BEIETH
EEH NetApp BIET RIBECZ(E AZs Y HA AR  CAMEEREE !

#IE AWS FEFEE" - FERRISRE VPC SN FEEEEIE

1. EREH VPC F1HERE NetApp BEIETH "
NERGZSH) IP st o

2. 7181 NAS B iEHERIA VPC FERE NetApp BIET B « HERHAHASEL NAS AR AL o

HA #HRE S5
TERBZEAZSFHAECH R EERTH | ZERTRERE « —@F4HEE  FEPAUMRBER o
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Floating IP addresses in
one or more route tables

Node 1 Node 2
Virtual Private Cloud 192.168.10.2 192.168.10.4
172.31.0.0/16 192.168.10.3
" " " / \

Availability zone 1 Availability zone 2

Subnet 1 Subnet 2
™ IL/ [
r '\1' - 15 'f“l ‘\;
> i ||_.. =C ) o
Synchronous mirror of ;-;r':'j@r-l;,~ff_§,
data between nodes ; ; f

EIRBETR
MREHRBILERRDS « ERIRBIERZIRAEREX -

* "R AR AR TR K
* "AWSHIH R EEFAERRA"

28 AZs 52 E HA FCEiRY AWS FEfRE

RE AWS BERAE - UEFE HABCH "F5) IP {1i" /& HA BCHFRTERY VPC SMER -
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EEEFFE HA RSN ZE AWS afHEIER 1 VPC REBFEY NAS BHIEs « EE[EAFE) IP (il o
Cloud Volumes ONTAPE S5 4 H[E R ~ 5547 8) IP (Ut R (EEREL 2 RIfeEE « (BEJENE VPC IMERRETEF © 1§
IMFAE IP (3R] VPC SNSBEERE R « BEAIRIE B ENAIEBEINGE o

EETENEMERN SVM BIE LIF thZEEFH) IP it o

WMRETERTE AWS EEREE « FLAER HA ECEFRTER VPC JMSRZEGE SN IP izttt o IERTK VPC LUSMY NAS BB
w40 NetApp BIET AR UEEBCEE) IP o

LUTEH T m1EE R EEREAEELRN VPC o HA RARMUN—E VPC ~ TIAR RN S —E VPC o A% - I&
AILUERZE) IP itk ~ 7P ik E#MEE NAS Volume ©

,
Floating IPs
routed to VPC1
rothe bl
Transit
gateway
" 3
Floating IPs
Floating IPs raiiked to the
(5722503 ) routed to ENs kin' iiied
Mediator Client
N
VPC 2 (10.100.0.0/16)

VPC 1(10.160.0.0/20)

7T ERERBAUN s E AR URTARARS o

TR
1. "B BEHRE « 1 VPC INERE"



https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html

2. VP CEL{EE REIE EX Hh R IE 1L RR o

3.
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a. £* VPC*IRFEH - 32— T~ Transit Gateway Route Tables * o
b. BEEREEFR ©

C. #—TF TRAME) ~ AABEEEY NEEIIRANE o

d. EEZRBNMG (VPC) ~ ABE—TEILRAE" -
15 HA EC¥97%8) IP (it ~ 7EEERFER R ARPEIRA o

A ATEBIlueXPRY TTRIRIFEN) REEFENIPALUL - SEEHT :

NFS & CIFS access from within the VPC using Floating IP

i Auto failover

Cluster Management : 172.23.01

Data (nfs,cifs) : Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access

SVM Management : 172.23.0.4

THSEHIRGERREREENRER - EREiEMmEE VPC B CIDR &1#RE&H « Cloud Volumes ONTAP LY

B R1 {EHERIEEZE) IP fidt o

Transit Gateway Route Table: tgw-rtb-OeaBee291c7aeddd3

Details Associations Propagations Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Q Filter by attributes or search by keyword

CIDR Attachment Resource type Route type

oo @ [gwaliach 05677bA34e29 1B | vpo.Ob2boa0e0dcBe0dbT | h VPC2 —
10.160.0.0/20 Tgw-attach-O0ebaseacdab0d db | vpc-673ae603 propagated

\ bw}'/" static
172.23.0.2/32 tow-attach-00eba3eac3250d7db | vpe-673ae603 & static
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 ‘E -!an.t—l—l-‘g static
172.23.0.4/32 tgw-attach-00eba3eac3z50d7db | vpe-673ae603 _l_B' Addresses ...
ENBEEFEFE IP IR VPC BREHRX ©
a. FEEREIEEEEE IP {ilt o
b. ¥ ERHIEE ML E HA BCHFr7E VPC B9 CIDR &3 ©
THEREARRET VPC 2 NEREHZR ~ HPE1EEE VPC 1 BUEBENIFE) IP ik -

Route state

active
active
active
active
active

active



Route Table: rtb-0569a1bd740ed033f

Summary Routes Subnet ions. Route Tags
Edit routes
View Al routes -

Destination Target Status Propagated

10.100.0.0116 local active No

0.0.0.0/0 Jgw-072500d01781e67df active No
\V/=To%

10.160.0,0/20 1aw-015b7c249661ac278 \Y {“_\.:yl No

172.23.0.1/32 1gw-015b7c249661ac279 active No

172.23.0.2/32 1gw-015b7c249661ac279 E{Qat]ng lB No
S

172.23.0.3/32 1gw-015b7c249661ac279 Addresses No
e

172.23.0.4/32 1gw-015b7c249661a0279 active No

5. BEEEFECEE IP (HMERBIFIEE VPC ~ LB HA Ei¥t VPC HIRRER
WP BIEEEE - AATC LM VPC ZEHIEER o

THIEARGET VPC 1 NERH® - Hp&IE@EFE) IP (4t VPC 2 BIERHE « M VPC 2 R R IRFITE

IR o TEEFEHARCHIES - BlueXP 2 BEIHEZHIPHHIE EIRBE ©

Summary Routes Subnet Associations Route Propagation Tags
Edit routes
View All routes -
Destination Target
10.160.0.0/20 local

pl-68a54001 (com.amazonaws.us-west-2.s3, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22) vpce-cb51a0a2

0.0.0.0/0 Igw-b2182dd7
10.60.29.0/25 pex-589¢3331

I 10.100.0.0/16 1gw-015b7c248661ac279 I
10.129.0.0/20 pex-17e1396
172.23.0.1/32 eni-0854d4715559c3cdb
172.23.0.2/32 eni-0854d4715559¢c3cdb
172.23.0.3/32 eni-0f7668121603108ed
172.23.0.4/32 ni-0854d4715559¢c3cdb

6. # VPC MZ2MBHEREENA FIEREl o
BT [ ERAAER | ETH [ FHERK] -
b. ##—T * BHRE * R31RH ~ & HABCHREP—EES) P (UAEEEPIRAIRIR o
C.Ig—T*ZEMEE " -
d. BEEY * AREREASREA * o
- BB—FAEARA o
L7248 T EW [ FRAERE ] > ARBEEE VPC IP ittt o
g BT * #ERR - UEREE -
7. EFRFE) IP (Ui R E B IR P i o

]

0]

Status

active

active

active

active

VBE2

active

Eloating

ar.ulB

Addresses

active

1WRILUZERR BlueXP ff TEIRHAIEE ) EAR T * #Ean< * B « 7 BlueXP F#xEIEFERY IP fitik o
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

@ Advanced Actions

8. N RIGEHENFS Volume ~ R EEH RS AR iHEVPCH F4IER o
"B RN {PI4REEVolume" ©

° MERGELE *
° "AWS FHE R BERCH"
° "AWS BYAZERER Cloud Volumes ONTAP"

EHE FERPIEHAR
#%£9.11.1hxFEY4A ~ Cloud Volumes ONTAP AWSZ {212 FCVPCHEINFEMEHAR « VPCiE
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SITFIDERFRA « CRE 2 RERPHBFER « AREVPCHEAERFPRIIAMEGBNZ2EEHE -

B &% 17 Cloud Volumes ONTAP R i7:R{EEIZIER  BlueXPE HEIZIZIIAMAR « TG EMINEIFRE - IbA
BERBRTCHEVPCHEAERAPEIIMNAMAER « LUESFEHEHARHBBNKRER o

1. E2EERSHAVPCHEREIRE PHFHIRR o

EEEHATFEETIEHARE « BBEPITILPER o
"AWSX {4 | T F4EER"
2. TVPCHEEBEMRE S ~ E1ICloud Volumes ONTAP — A& & B 4B LUREA o

"#52RICloud Volumes ONTAP Z& £ E##HA A LIEAEREN" - FAE « EABER/HARNERIUZE
148548 - BlueXPREAKEBIREREAR

3. ZEVPCHEBEIRFH - B G TIIHERNIAMAR !

Action": [
"ec2:AssignPrivateIpAddresses",
"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcs",

"ec2:ReplaceRoute",

"ec2:UnassignPrivateIpAddresses"
4. fEMBlueXP APIEIZ#iCloud Volumes ONTAP HYZIAER 2 TIEIRIR o
AR BHAREE THIMAL
o "R EEHAEId"
r22%Groupld) WMOMEEELCEVPCHEREEIRFFEINZEMEHE B2RLHDE2) -
o ThaParam) ##4=EY Tassugerme®s /A,

Fassume®sJarn) RIEESEEVPCHEEBRAPEILNIAMEBARN GESBELMPTER3) o
fan
"haParams": {

"assumeRoleArn":

"arn:aws:iam::642991768967:role/mediator role assume fromdev"

}
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Specify the AWS accounts that can use this key. Administrators of the accounts you
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms :ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": [

"arn:aws:kms:us-east-

l:externalaccountid:
]
by
{

key/externalkeyid"

"Sid": "AllowAttachmentOfPersistentResources",

"Effect"

"Action":

"kms
"kms
"kms

1,

: "Allow",

[
:CreateGrant",
:ListGrants",
:RevokeGrant"

"Resource": |

"arn

raws:kms:us-east-

l:externalaccountid: key/externalaccountid"

1,

"Condition": {
"Bool": {

"kms:GrantIsForAWSResource":

true

=+
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A

"Version": "2012-10-17",
"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

oo Ao
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",

"Effect": "Allow"

GovCloud (EEH) #&E



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-us—-gov:s3:::*",
"Effect": "Allow"

b A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-us—-gov:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

I

"Resource": "arn:aws-us-gov:s3

"Effect": "Allow"

:::fabric-pool-*",

:::fabric-pool-*",
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1y

"Resource": "arn:aws-iso:s3

"Effect": "Allow"

:::fabric-pool-*",

:::fabric-pool-*",



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3
"Effect": "Allow"

boo o
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1,

"Resource": "arn:aws—-iso-b:s3
"Effect": "Allow"

° WA ENEEAY#E{7 REBICloud Volumes ONTAP

:::fabric-pool-*",

:::fabric-pool-*",
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A

"Version": "2012-10-17",

"Statement":

{

[

"Action": [

1,

"s3:
"s3:

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

1,

"Resource": "arn:aws:s3:::netapp-backup*/*",

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"53

GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",
GetObjectTagging",

:RestoreObject",
"s3:
"s3:
"s3:
"s3:

GetBucketObjectLockConfiguration",
GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Effect": "Allow"

GovCloud ((H) &



"Version": "2012-10-17",

"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*",
"Effect": "Allow"
by
{
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"
I
"Resource": "arn:aws-us-gov:s3:::netapp-backup*/*",
"Effect": "Allow"

R EE
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-iso:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

I

"Resource": "arn:aws-iso:s3:::netapp-backup*/*",

"Effect": "Allow"



"Version": "2012-10-17",

"Statement": [

° HA #17}

{

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3:::netapp-backup*",

"Effect": "Allow"

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",

"s3:GetBucketObjectLockConfiguration",

"s3:GetObjectRetention",

"s3:PutBucketObjectLockConfiguration",

"s3:PutObjectRetention"
I

"Resource": "arn:aws-iso-b:s3:::netapp-backup*/*",

"Effect": "Allow"
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"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses",

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec2:DescribeNetworkInterfaces"
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",

ec2:ReplaceRoute",

14

"ec2:UnassignPrivateIpAddresses",

"sts:AssumeRole",

ec?2:DescribeSubnets"

1,

"Resource": "*"
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[f?“] AWS Markeiplace
L

Subscribe and then click Set Up Your Account to configure your account.

(2" Cloud Manager
2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiB - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate,

The next steps:

['f'?“] AWS Markeiplace
-~
Subscribe and then click 5et Up Your Account to configure your account.

(2"} Cloud Manager
<)
Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

* Pay-Per-TiB - Annual Contract Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
&n annual, upfront payment. an hourly rate.

The next steps:

(17 AWS Marketplace
(1)

Subscribe and then click 5et Up Your Account to configure your account.

,:“E“] Cloud Manager
Ly

Sawve your subscription and assodiate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Cloud Manager (for Cloud Volumes ONTAP)

You are currently subscribed to this product and will be charged for your accumulated
usage at the end of your next billing cycle, based on the costs listed in Pricing
information on the right.

Wou are already subscribed to this product
0 Having issues signing up for your product?

If you were unable to complete the set-up process for this software, Pricing Details
please click here 1o be taken to the product's registration area
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Volume Details, Protection & Protocol

Protocol
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Share name: Permissions:
vol_share Full Control -
Users / Groups:
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Valid users and groups separated by a semicolon
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2. FRIERY VPC M F 488 L 153152381 Cloud Volumes ONTAP 1B RRVELR o
3. R S3 fRFEHY VPC imEh o

WRICHEER S E R Cloud Volumes ONTAP REEEFEMER Y4 TFRME « BIEE VPC imEh o

SEF 2 | RTEHER

R E 1AM REIFIA® « 2 Connector 1 Cloud Volumes ONTAP #21#7f AWS Secret Cloud 5§, Top Secret
Cloud FREITEMEFRTRAIHEIR o

TEBIAMRBIFIIAMAERKRHITTIIZIAE :

* Connector#i {T{E R
* H{T{ERECloud Volumes ONTAP
* {1 HABCE ~ Cloud Volumes ONTAP HA R HITIERE (MR TEEIRE HA o)

S ER
1. BEAWS IAMEIZS ~ A8 — T Policies * ©
2. #iIConnectorf {TERERYRA] o

@ ISR LRI B RAZRST 1R AWS IRIBFRA) S3 H7EE o THEBEIITIER « AR EITRERELU
BA%E fabric-pool- o BIEEKFEREEAR AWS Secret Cloud 1 Top Secret Cloud & o
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"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",
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"iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:ListInstanceProfiles",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"kms:List*",

"kms:Describe*",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelnstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "*"

"sSid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": [
"arn:aws-iso-b:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",

"ec?2:TerminateInstances",



"ec2:AttachVolume",
"ec2:DetachVolume"
1y
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment": "*"

}o
"Resource": |

"arn:aws—-iso-b:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

REEEE
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [

"ec2:DescribelInstances",
"ec?2:DescribelInstanceStatus",
"ec?2:RunInstances",
"ec2:ModifyInstanceAttribute",
"ec?2:DescribeRouteTables",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec?2:CreateVolume",
"ec2?2:DescribeVolumes",
"ec2:ModifyVolumeAttribute",
"ec?2:DeleteVolume",
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",
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"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:

"ec?2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?

"ec2:
"ec2:
"ec2:

"clo
"clo
"clo
"clo
"clo

L1
LU
"wa
L1
LI

"3

"iam:

"iam:

"s3:
"s3:
"s3:
"s3:
"s3:

"kms:

"kms:

"ec?2

"ec2:
"ec2:
"ec2:
"ec2:

lam:

lam:

lam:

lam:

lam:

lam:

lam:

lam:

:RevokeSecurityGroupEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",
:ModifyNetworkInterfaceAttribute",
DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
:DescribeKeyPairs",
DescribeRegions",

DeleteTags",

DescribeTags",
udformation:CreateStack",
udformation:DeleteStack",
udformation:DescribeStacks",
udformation:DescribeStackEvents",
udformation:ValidateTemplate",
PassRole",

CreateRole",

DeleteRole",

PutRolePolicy",
ListInstanceProfiles",
CreatelInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",
GetObject",

ListBucket",

GetBucketTagging",
GetBucketLocation",
ListAllMyBuckets",

List*",

Describe*",
:AssociatelamInstanceProfile",
DescribelamInstanceProfileAssociations",
DisassociatelamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",



"ec2:DeletePlacementGroup"

1,

"Resource": "x"

"Sid": "fabricPoolPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

I

"Resource": |
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}o
"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"

"ok n
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==

HX 5]

"Version": "2012-10-17",

"Statement":

[{

e e ek
.« .. 7

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3
"Effect": "Allow"

Yoo
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws-iso-b:s3

"Effect":

HEmEs

"Allow"

:::fabric-pool-*",

3 3 3 falorie=poel=*",
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo Ao
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject"
1y
"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

Y HA BR¥ ~ INREITEEBZ Cloud Volumes ONTAP HA Bi2¥t ~ 3574 HA 182821 =A) o



"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses",

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses"

1,

"Resource": "*"

4. ERAAEHEE Amazon EC2EIIAMAE « WHIINEIESTAI PR ZIAIRA o

BiuAfE:

BARBUEEM ~ CEZA —ERINEESEN IAM A& « 5—{ERAR Cloud Volumes ONTAP & o
HIC HA Y | BRAAM - MEZA—ERNEESN 1AM A€ « —ERAR Cloud Volumes ONTAP £fi
& Z—EMAR HA RS (RECEEE HARCH) o

EINAE

E@ConnectorH{TEREHS « {04 7EEEEY Connector IAMA & o 1 BlueXP #1317 Cloud Volumes ONTAP I {E
IBIEEF « 8B LA Cloud Volumes ONTAP EHY IAM A o

1 HA BR¥ ~ &0 ATEHE BlueXP 37 Cloud Volumes ONTAP T{FIZiERF « 2 Cloud Volumes ONTAP
M HA #:A231EE IAM B

SEE 3 | R AWS KMS
AR ITABFEHLD Cloud Volumes ONTAP R Amazon % ~ :5HER AWS SR EIERFE (KMS) FTFEEK o

1. SAEECHIRPHEMAWSIREREFEEATHNEREEH (CMK) ©

CMK BILLZ AWS :EE8 CMK ~ e UIEEEEE CMK o

2. NRCMKAIFFAWSIRE & « M4k P BT TEEZFZE Cloud Volumes ONTAP MIIRE R[E ~ BJSEEIEZE
$EAIARN o

##£17Cloud Volumes ONTAP —E R4 « (S BIRHEARNESBlueXP ©

3. #Connectorfl I TEREMIAMA BIFIEECMKN T EFEREFE o
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ANE—2R ~ BlueXP#i B A& CMKIEHCZCloud Volumes ONTAP {8

STER 4 . 24 Connector 1% E BlueXP
7ERFY41E B BlueXP 7£ AWS HEB2 Cloud Volumes ONTAP 2 Bil ~ IRAZBA 288 F BlueXP Connector
o Connector;ZBlueXPAESI BIE A A EIRIEFIE RMIERF (BFECloud Volumes ONTAP Z1{EiB12) o

1. EISH/REIRIEE L (CA) BEMMRERE (RARTEILEEEM (PEF) Base - 644RH5AIX - 5094810
) A2REEBNRAERER « UIEISZEE -

#117 AWS Secret Cloud & « 8% 18 NSS Root CA 2 Z&:E -~ WA Top Secret Cloud
() B9amazon root ca 4 M : TSNS HESLEE - TIERHENA o BREENIER
K ~ EETAER A o MNEBINA EANEEE ~ (Al ITERY R {8 ~ 01 F— 5 Fit o

AR ERFIAE LERSE - BBAHTTPSEXEREAWSHE  BlueXPEEREERREE °

2. EREhConnector#{T1ERS :
a. piFE AR BlueXPEIAWS Intelligence Community Marketplace B H ©
b. 7 TBEFTRNEN R5IFH L « BIENEC2E B RE I TERSAVEE o
C. fRIRIE R EHMITIERS o

RENTERERF IR TIEE !

* EEFAT3.xLarge ©

* RRBER TR LAY IAM B o

* CREZRE TR ST o

* ConnectorFiFERVELR /5 7AUNT - SSH ~ HTTPFIHTTPS ©
3. B4R = Connector\{ TEIREHY E 1458 EBIueXP :

a. BREE BB A <a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</
em></a> HH <em>ipaddress</em> &% 4 Connector BY Linux FH#RY IP {ifdt o

b. 57 AR ELR EAWSHRFEAIProxy AliRES °

C. HEEESIPEISHIESE o

d. JEEY * BREHAY BlueXP* ~ ABIKBIZTRERLR
* RIFEHAER © A ConnectorfI R IB R IGHIATILIE o
* B SIEERE  BUAKNEEERSE

IEEREIRPERERM LT - HIXEBBlueXPERERRFEOIRTS

BB L IGEIEEAER  BRIEHESN  RBERCRE*
e. EESTMCAZERHENDE « BREC2EIES EHEEIConnectorF{T{ERE ©

kv A

4. EXREEIConnectorz % ~ FHREALEREFRETREUNAREESERERPEA °
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TERS5 1 (ER) ZELARIVESE

LT BB AWS Secret Cloud 1 Top Secret Cloud #EZERT R - SEELEEMESE (RTEER—TH

PLENIRESE) BAEE -

1. J|HIRAENEREERS °

a. HEIWE occm Container JABHRE ID (5% #EAS T DS-occm-1 ] ) ~ FHIT G L :

docker ps

b. ZE# A occm A8  BHIT &S -

docker exec -it <docker-id> /bin/sh

C. BBE "trust REFEEN " IRIREBUERE « SFIT M < !

env

d. ERIHEEERETREERERNESR ST Me< » WER L —TRERTE -

keytool -list -v -keystore occm.truststore

2. FIGIRE o

a. EEIWE occm Container JABHRE id (5% TEA [ DS-occm-11 ) ~sBHIT &GS .

docker ps

b. EE#E A occm B8  FBEHIT G ¢

docker exec -it <docker-id> /bin/sh

RO B BRI TR ©

C. BEN "trust REFERS " IRIFEHBUNER  SFRIT TGS !

env

d EZREENEEEEFRE « FRTTI6< « LER L —PHEN
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keytool -import -alias <alias-name> -file <certificate-file-name>
—-keystore occm.truststore

e. EEMBERRCLERE AT FsH<
keytool -list -v -keystore occm.truststore -alias <alias-name>

f. ZE4LE ocom BES  HHITFHSHS -

exit
9. EEER occm B2 BTG ¢

docker restart <docker-id>

DER 6 MIBIZHEE BlueXP #{uiZE

UNERITE NetApp FEEISH « BIZEEREINLE BlueXP B{i$EE « WETEEIIIHI Cloud Volumes ONTAP %
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2. 7£* Cloud Volumes ONTAP () *Z5|#2# L ~ I THIzUBE = MENRATUIRRE) o
3. H—TFrRIEIK*
4. 17— TIGRISIRAVIEE] o
5. BIARENFIRN LEIREEE -
6. NRMERBEFEAAIER « AIFEER netapp.com FE)_ HEFERAFFAIESE
a. FifE "NetApp EIEEZEEL R WERLTH NetApp ZIEAILDEERE
b. BAMMZEE « EEER - AR - BRECREELIESEFAEER « RBE—T "X * °
C. EELERBEFEMHSNEE THRIZUL serialNumber.NLF Json #§2E ©
T ¥—TF T3] o
iR
BlueXP iR EMME E#IFRE - WM RI AR - ERIEHREHEEICloud Volumes ONTAP —EZR#R
Rt L o 218 « WEEGBRERUEE M BYOL 1‘?‘&% °

HEX 7 . 1% BlueXP EX&E) Cloud Volumes ONTAP

&R LATE BlueXP HERIIHAY TEIRIE « 7€ AWS Secret Cloud #[ Top Secret Cloud F1E{E) Cloud Volumes
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* CREZIRETEAREE « WEREENZZEEHE -
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REFEREABCHNLEM - FERATANZEEEHE— -

* B RBEET EEAWSIRIERFMZZNIAMAR o
* ERRAWSHERRERRYE AL #4aCloud Volumes ONTAP BYfUEE ©

TR AR REIR & EET R HEEREER -
* AWSHERRAIRIAE ERRLIR R/ NVERE o
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4R
BlueXPZEX&)Cloud Volumes ONTAP E{EHITERE o (AT LUEHRFRIRAVERE o

TER 8 | RRERDENZRMRE
B BEFBREL 2 MRS - 77 8E7E AWS Secret Cloud #1 Top Secret Cloud BigHEITERIDE o

HIAZ Al
1. 1L S3 H#ER

(D A BTRE A B LAREEE fabric-pool-. U fabric-pool-testbucket ©

2. (RBIELEMIRES step 4 F{E e

1. 1ﬁn_,\ SERIR/REERNF step 4 °
2. {#F8 CLI €243 = Cloud Volumes ONTAP %%

3. ZEIRIERE o EAIFEEEIL T ENTER 82X

security certificate install -type server-ca -cert-name <certificate-

name>
4. BIRBETREF - HATERENUNNTE - 8E0FHE ----- BEGIN CERTIFICATE ----- = END
CERTIFICATE —-—-- o

5. fREE CA BHBH(UE/HEA « UEHESRE o
6. {REE CA BIBHNIER/FR ©
7. % AWS Secret Cloud # Top Secret Cloud BIHREMHFME © set -privilege advanced

-confirmations off

8. MITUBLUREDHERE °

EiB Amazon E5E%TE (ARN) EPEUBEABE -iso-b~ il arn:aws-iso-b ° fl
(D o MEXELEBEZEEL ARN ~ B Top Secret Cloud  SIERHBIEA AS us-
iso-b WA -server FEIE c &4 AWS Secret Cloud ~ s5f#/H us-iso-b-1°

storage aggregate object-store config create -object-store-name
<S3Bucket> -provider-type AWS S3 -auth-type EC2-IAM -server <s3.us-iso-
b-1.server name> -container-name <fabric-pool-testbucket> -is-ssl
—-enabled true -port 443

9. Y EREBRINEL ! storage aggregate object-store show -instance
10. BYMHFHREMIINZE Aggregate © SHEMBIESIBAIEZEEILP IR | storage aggregate object-

store attach -aggregate <aggrl> -object-store-name <S3Bucket>
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1. "#€Azure PortalfZEXAzure Cloud Shell"

2. SEfE R AERITIAE

az account set -s AZURE SUBSCRIPTION NAME OR ID

az feature register --name EnableHighAvailabilityMode --namespace

Microsoft.Network

az provider register -n Microsoft.Network

3. (FI#) BRRRThAc= S

az feature show --name EnableHighAvailabilityMode --namespace

Microsoft.Network

Azure CLIFEFDIFELITYIRVEE

"id": "/subscriptions/XXXXXXKXKX—XXXX—KXXX—XXXK—

XXXXXXXXXXXX/providers/Microsoft.Features/providers/Microsoft.Network/fe

atures/EnableHighAvailabilityMode",

"name": "Microsoft.Network/EnableHighAvailabilityMode",

"properties": {
"state": "Registered"
by

"type": "Microsoft.Features/providers/features"
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#Azure Cloud Shell on Azure portal to get VHD image from Azure
Marketplace

a) Set the URN and other parameters of the marketplace image. URN is
with format "<publisher>:<offer>:<sku>:<version>". Optionally, a
user can list NetApp marketplace images to confirm the proper image
version.

PS /home/userl> Surn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

PS /home/userl> $locName="eastus2"

PS /home/userl> SpubName="netapp"

PS /home/userl> S$SofferName="netapp-ontap-cloud"

PS /home/userl> $skuName="ontap cloud byol"

PS /home/userl> Get-AzVMImage -Location $locName -PublisherName
SpubName -Offer SofferName -Sku $skuName |select version

141.20231128
9.141.20240131
9.150.20240213
9150.01000024.05090105

b) Create a new managed disk from the Marketplace image with the
matching image version

PS /home/userl> S$diskName = “9150.01000024.05090105-managed-disk"
PS /home/userl> $diskRG = “fnfl”

PS /home/userl> az disk create -g $diskRG -n S$diskName --image

-reference S$Surn

PS /home/userl> S$sas = az disk grant-access —--duration-in-seconds
3600 --access-level Read --name $diskName --resource-group S$diskRG
PS /home/userl> $diskAccessSAS = ($sas | ConvertFrom-

Json) [0] .accessSas

c) Export a VHD from the managed disk to Azure Storage

Create a container with proper access level. As an example, a
container named 'vm-images' with 'Container' access level is used
here.

Get storage account access key, on Azure portal, 'Storage
Accounts'/'examplesaname'/'Access Key'/'keyl'/'key'/'show'/<copy>.

PS /home/userl> S$storageAccountName = “examplesaname”

PS /home/userl> S$ScontainerName = “vm-images”

PS /home/userl> S$storageAccountKey = "<replace with the above access
key>"

PS /home/userl> $destBlobName = “9150.01000024.05090105.vhd”
PS /home/userl> S$destContext = New-AzureStorageContext

1M



-StorageAccountName S$storageAccountName -StorageAccountKey
SstorageAccountKey

PS /home/userl> Start-AzureStorageBlobCopy —-AbsoluteUri
SdiskAccessSAS -DestContainer S$containerName -DestContext
SdestContext -DestBlob S$destBlobName

PS /home/userl> Get-AzureStorageBlobCopyState -Container
ScontainerName -Context S$destContext -Blob S$destBlobName

d) Download the generated image to your server, e.g., a Linux
machine.

Use "wget <URL of file examplesaname/Containers/vm-
images/9150.01000024.05090105.vhd>".

The URL is organized in a formatted way. For automation tasks, the
following example could be used to derive the URL string. Otherwise,
Azure CLI 'az' command could be issued to get the URL, which is not
covered in this guide. URL Example:
https://examplesaname.blob.core.windows.net/vm-
images/9150.01000024.05090105.vhd

e) Clean up the managed disk

PS /home/userl> Revoke-AzDiskAccess -ResourceGroupName $diskRG
-DiskName $diskName

PS /home/userl> Remove-AzDisk -ResourceGroupName $diskRG -DiskName
S$diskName

e Linux 1233538 Azure CLI (B VHD 182

1. 7 #% Linux 14233538 Azure CLI ¥ HISMEELXE vhd
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#Azure CLI on local Linux machine to get VHD image from Azure
Marketplace

a) Login Azure CLI and list marketplace images

% az login —--use-device-code

To sign in, use a web browser to open the page
https://microsoft.com/devicelogin and enter the code XXXXXXXXX to
authenticate.

% az vm image list --all --publisher netapp --offer netapp-ontap-
cloud --sku ontap cloud byol

{

"architecture": "xo64",
"offer": "netapp-ontap-cloud",
"publisher": "netapp",

"sku": "ontap cloud byol",
"urn": "netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105",
"version": "9150.01000024.05090105"

by

b) Create a new managed disk from the Marketplace image with the
matching image version

% export urn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

export diskName="9150.01000024.05090105-managed-disk"

export diskRG="new rg your rg"

d® o oo o°

az disk create -g $diskRG -n S$diskName --image-reference S$urn
az disk grant-access --duration-in-seconds 3600 --access-level
Read --name S$diskName --resource-group $diskRG
{
"accessSas": "https://md-

xxxxxxX.blob.core.windows.net/xxxxxxx/abcd?sv=2018-03-
28&STr=DESI=XXXXXXXX—XXXKX—XXXX—XXXX~—
XXXXXXXESTIRXXKXKKXKKKKKKKKKKKKKKKKKK"

}

% export diskAccessSAS="https://md-
xxxxxX.blob.core.windows.net/xxxxxxx/abcd?sv=2018-03-
28&ST=DESI=XXRXXXXXK~XXXKX XX XX —XXESIJRXXXXXXXXXXXXKXXXKXXKXXKXKXX""
#To automate the process, the SAS needs to be extracted from the
standard output. This is not included in this guide.
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c) export vhd from managed disk

Create a container with proper access level. As an example, a
container named 'vm-images' with 'Container' access level is used
here.

Get storage account access key, on Azure portal, 'Storage
Accounts'/'examplesaname'/'Access Key'/'keyl'/'key'/'show'/<copy>.
There should be az command that can achieve the same, but this is
not included in this guide.

export storageAccountName="examplesaname"

export containerName="vm-images"

o® o° oo

export storageAccountKey="xxxxxxxxxx"
export destBlobName="9150.01000024.05090105.vhd"

o°

% az storage blob copy start —--source-uri $diskAccessSAS
--destination-container $containerName --account-name
SstorageAccountName --account-key $storageAccountKey --destination

-blob $destBlobName

"client request id": "XXXX-XXXX-XXXX-XXXX-XXXX",
"copy id": "XXXX-XXXX-XXXX-XXXX-XXXx",

"copy status": "pending",

"date": "2022-11-02T22:02:38+00:00",

"etag": "\"OXXXXXXXXXXXXXXXXXX\"",

"last modified": "2022-11-02T22:02:39+00:00",
"request id": "XXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXxX",
"version": "2020-06-12",

"version id": null

#to check the status of the blob copying

% az storage blob show —--name $destBlobName --container-name
ScontainerName --account-name S$storageAccountName
"copy": {
"completionTime": null,
"destinationSnapshot": null,
"id": "XXXXXXXX—XXXX—XXXX—XXXX—XXXXXXXXX",

"incrementalCopy": null,

"progress": "10737418752/10737418752",

"source": "https://md-
xxxxxxX.blob.core.windows.net/xxxxx/abcd?sv=2018-03-
28&ST=DESI=XXXXXXXX~XXXKX~XXXX~XXXX~XXXXXXXXXXXX",

"status": "success",

"statusDescription": null
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d) Download the generated image to your server, e.g., a Linux
machine.

Use "wget <URL of file examplesaname/Containers/vm-
images/9150.01000024.05090105.vhd>".

The URL is organized in a formatted way. For automation tasks, the
following example could be used to derive the URL string. Otherwise,
Azure CLI 'az' command could be issued to get the URL, which is not
covered in this guide. URL Example:
https://examplesaname.blob.core.windows.net/vm-
images/9150.01000024.05090105.vhd

e) Clean up the managed disk

az disk revoke-access --name S$SdiskName --resource-group $diskRG
az disk delete --name $diskName --resource-group $diskRG --yes
EREEE

Azure ?&%Eﬁ%’éﬁir‘ R ERMEINEE - % VHD EEZEEXASHIER 1MB E=&IHMHE
“Mi455R 512B FE2EIRERE - AT HERERRR » £ SHA256 E1THZE ° IG5
gﬁié VHD $EZ#BMRa1E 1MB M R4LHk 512B ~ A% E::E VHD 122 HEHERIZED -

EERZERETIEREHE

KT RIEEEERE LIFRERF RIS

k-

Hash Function —————3 033b9077D...

Signature
Received data Decrypt Digest valid, when
digests match
iii 3 033D9077D...
Signature Public key

* & Azure Image Digest 182 "NetApp ZIEHIL" ABEIUEEREZR (.SIG) -~ AMEB/KREER (
pem ) MELEREEZE (.pem) o

2R " Azure Image Digest File" UEVSEZEH o

* BRR (SRS o
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* WABE®RE (.pem) FHEENVARKERE (.pub) o

s BRBENARESEANBEREER - ARBERANMEGEREIINMRINZEFIEREELETTR - I
BrRAER, 1MB B4 E 512 umﬁﬂﬁ’ﬂ*“f °

b BRI 3B 5! openss| L AERL ©
° —fig CLI BERUITFI :

openssl dgst -verify <public key> -keyform <form> <hash function>
-signature <digest file> -binary <temporary file>

YNSRAEZEAETT ~ Bl Openssl CLI TR ST MBEMTh S ~ MRERER

AT~ BIgER TEREERRU
Eﬂl%\ °

Linux ERMEZRESERE

TR ARER T35 BRBesE EE HAY VHD ERZFZEAMN Linux °
TR

1. %% Azure Image Digest 12 "NetApp ZIEAFLL" AR HEEUEERZE (.SIG)

“ NRERIREER (
pem ) FEEFERFBER (.pem) o

AR "T & Azure Image Digest File" UEVEEZEH ©
2' Eﬁnﬁr\_{EinD

Q

o

o

openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem

Certificate-9.15.0P1 azure.pem: OK

3. #BRAIER 1IMB (1048576 {iI7TéH) -~ WAESR 512 {ic4HAY VHD &2 -

MBREA MMtail 1 ~ 2IA [ -c +K | FLUSTEREZERN KTH {iI7cAARIMAE H(A17c4E o FEtE ~ 1048577 &{85%
F 'tail -c ©

tail -c +1048577 ./9150.01000024.05090105.vhd >

./sign.tmp.tail
head -c -512

o° oo o°

./sign.tmp.tail > sign.tmp
rm ./sign.tmp.tail

4. {EF openss| EFERINAKEE « MEASSEZNLHEBRESEDMAVER (signtmp) o

yuiﬁﬂu)\# EBEE  BEETSmT
"ERSEIEE " o [RGEER TEEERByU o
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(o

./Code-Sign-Cert-Public-key.pub

[o

-sha256 -signature digest.sig -binary ./sign.tmp
Verification OK

[o)

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM

-sha256 -signature digest.sig -binary ./another file from nowhere.tmp

Verification Failure

BETEE o

rm ./9150.01000024.05090105.vhd ./sign.tmp
rm *.sig *.pub *.pem

%
o
o

Mac OS HiEZEEEER:E

RA]LUKBB T 545 5% « Baz8 Mac OS FEHHAY VHD tE2%E o

1. %% Azure Image Digest 128 "NetApp ZiEAFLL" AR HEEUEEREE

pem ) FEELEREERE (.pem) o

FH2B0 "R & Azure Image Digest File" MEVSEZE o

2. ERE{S1ESEAS o

(o

Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. BPRAETERY 1MB (1048576 fiijtéH) - 45K 512 (icZHRY VHD FEZ ©

WMREH Ntail ; ~ 88 [ -c +K | L KTH {uc4ERRRE A TiE

5

EIEZEM o Ak ~ 1048577 EEZEE tail -c - KNEE 13 Pt

LA7E Mac OS t5ehk tail 85 % ©

head -c -512 ./sign.tmp.tail > sign.tmp

o oo oo

rm ./sign.tmp.tail

4. {EF openss| /GBI AKEE - WEREEEHE!

(.SIG)

F AREREEER (

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
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182 (signtmp) - FREEENLREHR

MRWAERBIBEE - v GRR TBREES) -
DRIRFEETR TBRsERy o

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp
Verified OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./another file from nowhere.tmp

Verification Failure

S. FETF& o

rm ./9150.01000024.05090105.vhd ./sign.tmp

o3
(]
% rm *.sig *.pub *.pem

fAIEE R LA R Azure RAREREERVELME R

N Azure 2R ERERVEMEBN « SF2RT7IES - TN EERTEEITEIE NetApp 48
U o

* "EEMIEESEAS | W{AIEA OpenSSL = E K Euzg"

* "8 Azure Marketplace B{&#% Azure Stack Edge Pro GPU 37 VM BRf& | Microsoft Learn"

* "FF Azure CLI 1T EHAREE L / 83 (#7ZIRE | Microsoft Learn"

* "Azure Cloud Shell Quickstart - Bash | Microsoft Learn"

\

* "YN{aI%4E Azure CLI | Microsoft Learn"
* "AZ EEFEEBEIRFAMREZ | Microsoft Learn"
* " Azure CLI EA : B ABERE | Microsoft Learn”

F1afEFA Google Cloud

7£Google CloudH#i® A FiCloud Volumes ONTAP
DELEDER « FLAERIIAEACloud Volumes ONTAP & Google CloudRIfERFZE o
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ALRA

From:
Identities:
[User Email Address]
Source > All sources allowed

To:
Projects =
[Service Project]
Services =
Service name: iam.googleapis.com
Service methods: All actions
Service name: compute.googleapis.com
Service methods:All actions
5
From:
Identities:
[User Email Address]
Source > All sources allowed
To:
Projects =
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
=7
From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
Source > All sources allowed
To:

Projects =
[Service Project]
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
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From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
To:
Projects =
14190056516
Service =

Service name: compute.googleapis.com
Service methods: All actions
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Create service account

& Service account details

Grant this service account access to project
(optional)

Grant this service account access to OCChW-Dev so that it has permission to
complete specific actions on the resources in your project. Leam more

Select arole Condition

[ = storage admin »

Cloud ML Service Agent

Cloud ML service agent cen act a3 fog writer, Cloud Storage admin,
Artifact Registry Reader, BigQuery writer, and Senvice sccount access
token creator

Storage Admin

e G Full control of GCS resources: @ __Jna”

Storage HMAC Key Admin

Full control of GCS HMAC Keys

Storage Object Admin

Coill momtenl af 22 abijcnte

MANAGE ROLES

c. E?’ﬁﬁﬁ & IEARTEIR B BITZEE - #&ConnectorfRTSIR B #TIE A _Service Account User_E ILEFTHIARTFS IR

IEDEMEBRINERIDE © BlueXP B EERAREULINGE -
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Create service account

Service account details

Grant this service account access to project
(optional)

Grant users access to this service account (optional)

Grant access to users or groups that need o perform actions as this service
account. Learn more

Service account users role
netapp-cloud-manager@i® 98 iam.gserviceaccount.com & (7]

Grant users the permissions to deploy jobs and ViMs with this service account

Service account admins role (7]

Grant users the permission 1o administer this service account

o JEN

ETRIE ?

#2137 Cloud Volumes ONTAP —EEZ{FIRIER - I(ETHREEEEZERTEIRE ©
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Details and Credentials

default-project grp-sub
Edit Project
Google Cloud Project Marketplace Subscription
Details Credentials
Working Environment Name (Cluster Name) User Name
cloudvolumesontap admin
Fassword
Service Account M

_ Confirm Password
Service Account Name

accountd -

o Add Labels Optional Field | Up to four labels

122 Cloud Volumes ONTAP EHEZ R EIENNZ L8

gE#AGoogle Cloud Storage B2 & ita AR Z BISTIIZ B R ~ (BIE0] LUEHEBlueXP API
2REEILCloud Volumes ONTAP {£F_KXFEENMEEE_NZIRRGR - BEEEEH
Cloud Key Management Service £ GCP RESX K EBHEE o

TR
1. F3BlueXP ConnectorfRBSIRS EHRER (HESBNER) WHERIER -

HEIRGEPRME EESRFIRFERKTER" - ENREERZHEREBERFNENES « QIREEEE
=8

R

cloudkms.cryptoKeyVersions.useToEncrypt

cloudkms.cryptoKeys.get

cloudkms.cryptoKeys.list

cloudkms.keyRings.list

2. FEERRIBRFENRE "Google Compute EngineflRF5LIEZT" BB £#HBICloud KMS Encrypter/Decfi fRE1#
MR o

ARFSIR S 2B EA THIM T ¢ service-[service_project number]@ compute-

system.iam.gserviceaccount.com] °
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Details & Protection

Volume Name:

vol

Snapshot Policy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicelon
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$ gcloud compute images export \
--destination-uri DESTINATION URI \
-—image IMAGE NAME

# For our example:
$ gcloud compute images export \

--destination-uri gs://vsa-dev-bucketl/example-user—-exportimage-
gcp-demo \

--image example-user-20230120115139

## DEMO ##

# Step 1 - Optional: Checking access and listing objects in the
destination bucket

$ gsutil 1ls gs://example-user-export-image-bucket/

# Step 2 - Exporting the desired image to the bucket

$ gcloud compute images export —--image example-user-export-image-demo
-—-destination-uri gs://example-user—-export-image-bucket/export-
demo.tar.gz

Created [https://cloudbuild.googleapis.com/vl/projects/example-demo-
project/locations/us-centrall/builds/XXxXxXXXxXXXxX] .

Logs are available at [https://console.cloud.google.com/cloud-
build/builds; region=us-centrall/XXXXXXXXXXXX?PrOJeCL=XXXXXXXXXXXX] .
[image-export]: 2023-01-25T18:13:48%Z Fetching image "example-user-
export-image-demo" from project "example-demo-project".
[image-export]: 2023-01-25T18:13:49Z Validating workflow
[image-export]: 2023-01-25T18:13:49Z Validating step "setup-disks"
[image-export]: 2023-01-25T18:13:49Z Validating step "image-export-
export-disk"

[image-export.image-export-export-disk]: 2023-01-25T18:13:497%7
Validating step "setup-disks"
[image-export.image-export-export-disk]: 2023-01-25T18:13:497
Validating step "run-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50Z
Validating step "wait-for-inst-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "copy-image-object"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "delete-inst"

[image-export]: 2023-01-25T18:13:51Z Validation Complete
[image-export]: 2023-01-25T18:13:51Z Workflow Project: example-demo-
project

[image-export]: 2023-01-25T18:13:51Z Workflow Zone: us-centrall-c
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[image-export]: 2023-01-25T18:13:51Z Workflow GCSPath: gs://example-
demo-project-example-bkt-us/

[image-export]: 2023-01-25T18:13:51Z Example scratch path:
https://console.cloud.google.com/storage/browser/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px
[image-export]: 2023-01-25T18:13:51Z Uploading sources

[image-export]: 2023-01-25T18:13:51Z Running workflow

[image-export]: 2023-01-25T18:13:51Z Running step "setup-disks"
(CreateDisks)

[image-export.setup-disks]: 2023-01-25T18:13:51Z CreateDisks: Creating
disk "disk-image-export-image-export-r88px".

[image-export]: 2023-01-25T18:14:02Z Step "setup-disks" (CreateDisks)
successfully finished.

[image-export]: 2023-01-25T18:14:02Z Running step "image-export-export-
disk" (IncludeWorkflow)

[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "setup-disks" (CreateDisks)
[image-export.image-export-export-disk.setup-disks]: 2023-01-
25T18:14:02Z CreateDisks: Creating disk "disk-image-export-export-disk-
image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Step
"setup-disks" (CreateDisks) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "run-image-export-export-disk" (CreatelInstances)
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:02Z CreatelInstances: Creating instance "inst-image-
export-export-disk-image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:087Z Step
"run-image-export-export-disk" (CreateInstances) successfully finished.
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:08%Z Createlnstances: Streaming instance "inst-image-
export-export-disk-image-export-image-export--r88px" serial port 1
output to https://storage.cloud.google.com/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px/logs/inst-
image-export-export-disk-image-export-image-export--r88px-serial-
portl.log

[image-export.image-export-export-disk]: 2023-01-25T18:14:08Z Running
step "wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:08Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
watching serial port 1, SuccessMatch: "ExportSuccess", FailureMatch:
["ExportFailed:"] (this is not an error), StatusMatch: "GCEExport:".
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":



StatusMatch found: "GCEExport: <serial-output key:'source-size-gb'
value:'10'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Running export tool."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:297Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Disk /dev/sdb is 10 GiB, compressed size

will most likely be much smaller."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Beginning export process..."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Copying \"/dev/sdb\" to gs://example-
demo-project-example-bkt-us/example-image-export-20230125-18:13:49-
r88px/outs/image-export-export-disk.tar.gz."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Using \"/root/upload\" as the buffer
prefix, 1.0 GiB as the buffer size, and 4 as the number of workers."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance

"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Creating gzipped image of \"/dev/sdb\".

[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 1.0 GiB of 10 GiB (212 MiB/sec),
total written size: 992 MiB (198 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:59Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 8.0 GiB of 10 GiB (237 MiB/sec),
total written size: 1.5 GiB (17 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished creating gzipped image of
\"/dev/sdb\" in 48.956433327s [213 MiB/s] with a compression ratio of
6."
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[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished export in 48.957347731s"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: <serial-output key:'target-size-gb'
value:'2'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
SuccessMatch found "ExportSuccess"
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
successfully finished.

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "copy-image-object" (CopyGCSObjects)
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "delete-inst" (DeleteResources)
[image-export.image-export-export-disk.delete-inst]: 2023-01-
25T18:15:197Z DeleteResources: Deleting instance "inst-image-export-
export-disk".

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"copy-image-object" (CopyGCSObjects) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:15:347Z Step
"delete-inst" (DeleteResources) successfully finished.

[image-export]: 2023-01-25T18:15:347Z Step "image-export-export-disk"
(IncludeWorkflow) successfully finished.

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> source-
size-gb:10

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> target-
size-gb:2

[image-export]: 2023-01-25T18:15:34Z Workflow "image-export" cleaning
up (this may take up to 2 minutes).

[image-export]: 2023-01-25T18:15:35Z Workflow "image-export" finished
cleanup.

# Step 3 - Validating the image was successfully exported
$ gsutil 1ls gs://example-user-export-image-bucket/
gs://example-user-export-image-bucket/export-demo.tar.gz

# Step 4 - Download the exported image
$ gcloud storage cp gs://BUCKET NAME/OBJECT NAME SAVE TO LOCATION



$ gcloud storage cp gs://example-user-export-image-bucket/export-
demo.tar.gz CVO GCP Signed Digest.tar.gz
Copying gs://example-user-export-image-bucket/export-demo.tar.gz to
file://CVO_GCP Signed Digest.tar.gz

Completed files 1/1 | 1.5GiB/1.5GiB | 185.0MiB/s

Average throughput: 213.3MiB/s

$ 1s -1

total 1565036

-rw-r--r—-—- 1 example-user example-user 1602589949 Jan 25 18:44
CVO GCP_Signed Digest.tar.gz

PR ER M AES

M

# Extracting files from the digest
$ tar -xf CVO GCP Signed Digest.tar.gz
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GB]

View and download checksums
View and download checksums

DOWNLOAD
9150P1_V_IMAGE.TGZ.PEM [451 B] DOWNLOAD
9150P1_V_NODAR_IMAGE.TGZ.PEM
View and download checksums [451 B]
DOWNLOAD View and download checksums
9150P1_V_IMAGE.TGZ.SIG [256 B]
DOWNLOAD
View and download checksums 9150P1 V NODAR IMAGE.TGZ.SIG
[256 B]

View and download checksums

© TEEREBNdisk JRIG 1852
* SRR A R R
* ERSAEAHERNREREEEEZENHEE
* EAAHERETERZNRE « URBIRGIERE
° BB TR RIG EENEE
° LEE M EEEIE R LUETTER S

Signature
Received data Decrypt Digest e valid, when
: _ digests match
Signature Public key

fEFOpenSSLEREMHIIE. RAWIE M EEZEAS

ER]LIRIB R BB SR EREZEANSR  BRsEGoogle Cloud T & AYdisk. RAWFEZE "NSS"
fEFOpenSSL °

(D PREEmREE0penSSLAS HLinux « Mac OSFIWindowsH 8182 «

HER
1. {EFOpenSSLER:E /&:E o
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# Step 1 - Optional, but recommended: Verify the certificate using
OpenSSL

# Step 1.1 - Copy the Certificate and certificate chain to a
directory

$ openssl version

LibreSSL 3.3.6

S 1s -1

total 48

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0-20230119-0XXXXX.pem

-rw-r--r—--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

# Step 1.2 - Get the OSCP URL

$ oscp url=$ (openssl x509 -noout -ocsp uri -in <Certificate-
Chain.pem>)

$ oscp url=$ (openssl x509 -noout -ocsp uri -in Certificate-Chain-
GCP-CV0-20230119-0XXXXX.pem)

$ echo Soscp url

http://ocsp.entrust.net

# Step 1.3 - Generate an OCSP request for the certificate

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -reqout <request.der>

$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -reqgout req.der

# Step 1.4 - Optional: Check the new file "reqg.der" has been
generated

$ 1s -1

total 56

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

—-rw-r—--r—-—- 1 example-user engr 120 Jan 19 16:50 reqg.der

# Step 1.5 - Connect to the OCSP Manager using openssl to send the
OCSP request

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -url ${ocsp url} -resp text
—-respout <response.der>
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$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -url ${ocsp url} -resp text
—-respout resp.der
OCSP Response Data:
OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: C = US, O = "Entrust, Inc.", CN = Entrust Extended
Validation Code Signing CA - EVCS2
Produced At: Jan 19 15:14:00 2023 GMT
Responses:
Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 69FA640329AB84E27220FE0927647B8194B91F2A
Issuer Key Hash: CE894F8251AA15A28462CA312361D261FBF8FETS
Serial Number: 5994B3D01D26D594BD1DOFA7098C6FF5
Cert Status: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

Signature Algorithm: shabl2WithRSAEncryption
Ob:b6:61:4:03:5£:98:6f:10:1c:9%a:f7:5f:6f:c7:e3:f4:72:
£2:30:f4:86:88:9a:b9:ba:le:d6:f6:47:af:dc:ea:ed:cd:31:
af:e3:7a:20:35:9e:60:db:28:9c:7f:2e:17:7b:a5:11:40:4f:
le:72:f7:f8:ef:e3:23:43:1b:bb:28:1a:6f:c6:9c:c5:0c:14:
d3:5d:bd:9%b0:6b:28:fb:94:5e:8a:ef:40:20:72:a4:41:df:55:
cf:f3:db:1b:39:e0:30:63:c9:c7:1f:38:7e:7f:ec:f4:25:7b:
1e:95:4¢c:70:6c:83:17:c3:db:b2:47:e1:38:53:ee:0a:55:c0:
15:6a:82:20:b2:ea:59:eb:9c:ea:7e:97:aa:50:d7:bc:28:60:
8c:d4:21:92:1¢c:13:19:b4:e0:66:cb:59:ed:2e:£f8:dc:7b:49:
e3:40:£f2:b6:dc:d7:2d:2e:dd:21:82:07:bb:3a:55:99:£7:59:
5d:4a:4d:ca:e7:8f:1c:d3:9a:3f:17:7b:7a:c4:57:b2:57:a8:
b4:c0:a5:02:0d:59:9¢:50:32:f£:16:01:65:3a:9¢c:8c:70:3b:
9e:be:bc:4£:£9:86:97:01:62:3c:b2:29:46:08:be:6b:1b:3c:
24:14:59:28:c6:ae:e8:d5:64:b2:f8:¢cc:28:24:5c:b2:¢c8:d8:
5a:af:9d:55:48:96:f6:3e:c6:bf:a6:0c:ad4:c0:ab:d6:57:03:
2b:72:43:b0:6a:9f:52:ef:43:bb:14:6a:ce:66:cc:6c:4e:66:
17:20:a23:64:e0:¢c6:d1:82:0a:d7:41:8a:cc:17:£fd:21:b5:c6:
d2:3a:af:55:2e:2a:08:¢c7:21:41:69:el:44:ab:al:dd:df:6d:
15:99:90:cc:a0:74:1e:e5:2e:07:3f:50:e6:72:a26:b9%:ae:fc:
44:15:eb:81:3d:1a:f8:17:b6:0b:£f£:05:76:9d:30:06:40:72:
cf:d5:c4:6£:80:¢c9:14:76:09:6b:3d:6a:70:2c:5a:c4:51:92:
e5:cd:84:b6:£9:d9:d5:bc:8d:72:b7:7c:13:9¢c:41:89:a8:97:
6f:4a:11:5f:8f:b6:¢c9:b5:df:00:7e¢:97:20:e7:29:2e:2b:12:
77:dc:e2:63:48:87:42:49:1d:fc:d0:94:a28:8d:18:£f9:07:85:
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ed4:d0:3e:9a:4a:d7:d5:d0:02:51:¢c3:51:1c:73:12:96:2d:75:
22:83:a6:70:5a:4a:2b:f2:98:d9%:ae:1b:57:53:3d:3b:58:82:
38:fc:fa:cb:57:43:3f:3e:7e:e0:6d:5b:d6:fc:67:7e:07:7e:
fb:a3:76:43:26:8f£:d1:42:d6:a6:33:4e:9e:e0:a0:51:b4d:c4:
bc:e3:10:0d:bf:23:6c:4b
WARNING: no nonce in response
Response Verify OK
Certificate-GCP-CVO-20230119-0XXXXX.pem: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

# Step 1.5 - Optional: Check the response file "response.der" has
been generated. Verify its contents.

$ 1s -1

total 64

-rw-r--r—--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CV0-20230119-0XXXXX.pem

-rw-r--r-- 1 example-user engr 120 Jan 19 16:50 reqg.der
-rw-r—--r—-- 1 example-user engr 806 Jan 19 16:51 resp.der

# Step 1.6 - Verify the chain of trust and expiration dates against
the local host

$ openssl version -d

OPENSSLDIR: "/private/etc/ssl"

$ OPENSSLDIR=S (openssl version -d | cut -d '""' -£f2)

$ echo SOPENSSLDIR

/private/etc/ssl

$ openssl verify -untrusted <Certificate-Chain.pem> -CApath <OpenSSL
dir> <Certificate.pem>

$ openssl verify -untrusted Certificate-Chain-GCP-CV0-20230119-
0XXXXX.pem -CApath ${OPENSSLDIR} Certificate-GCP-CV0-20230119-
0XXXXX.pem

Certificate-GCP-CV0O-20230119-0XXXXX.pem: OK

2. BT HEHMdisk.JRIA 1EE - BRRRERERREF -
3. {EFOpenSSLIL/RE ARV ARS8 o
4. FREINNARMSBREEL « WEE TEHMisk. 718 EEARZR

7.
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# Step 1 - Place the downloaded disk.raw,

certificates in a directory
$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff

staff

# Step 2 - Extract the public key
$ openssl x509 -pubkey —-noout -in

(public key.pem)

$ openssl x509 -pubkey -noout -in
0XXXXX.pem > CVO-GCP-pubkey.pem

$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r—--r—--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff
staff

staff

Jan

Jan

Jan

Jan

19

19

19

19 1e6:

the signature and the

15:

15:

15:

42

42

42

39

Certificate-Chain-

Certificate-GCP-CVO-

GCP_CVO_20230119-

disk.raw

from the certificate

(certificate.pem) >

Certificate-GCP-CV0O-20230119-

Jan

Jan

Jan
Jan

Jan

19

19

19
19

19

15:

15:

17:
242

15

16:

42

42

02

39

Certificate-Chain-

Certificate-GCP-CVO-

CVO-GCP-pubkey.pem
GCP_CVO 20230119-

disk.raw

# Step 3 - Decrypt the signature using the extracted public key and

verify the contents of the downloaded disk.raw

$ openssl dgst -verify (public key)

—-keyform PEM -sha256 -signature

(signed digest) -binary (downloaded or obtained disk.raw)

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary disk.raw

Verified OK

# A failed response would look like this

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary

../sample file.txt
Verification Failure
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