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security key-manager external aws enable -vserver data svm name -region
AWS region -key-id key ID -encryption-context encryption context

4. HIBIRTRES « BRARESE o
5. FEsY AWS KMS BIFFERTE -

security key-manager external aws show -vserver svm name
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Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy
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Create an access policy X
@ Ppermissions e Principal Application (optional) (1) Review + create

Only 1 principal can be assigned per access policy
Use the new embedded experience to select a principal. The previous popup experience can be accessed here. Select a principal

Search by object ID, name, or email address

Selected item

Mo item selected
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#2317 Azure Active DirectoryiinZh ({£FEHA)

1. ABEEAzure Key Vaults:Z EZHA Cloud Volumes ONTAP IHAEIRIZR « A EEHITILIZR o
2. fEAzure AOEIE ~ BIBEE T EHIAER) o
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SERVICE ENDPOINTS

over service endpoints. Learn more

Create service endpoint policies to allow traffic to specific azure resources from your virtual network

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

METWORK POLICY FOR PRIVATE ENDPOINTS

Private endpoint network policy

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Disabled
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set advanced -con off
3. BRIFTEMBERISVM ~ MESSELDNS4HAE : lvserver services name-service DNS show

a. QD%FE EERNSVMIIDNSIEE Z7E « BEEFRE EAzure DNSIER ~ BIREEREUEAI1TE) - MNRR
AR BERSVMITIEDNSEARESIER  LUIE[MAzure DNS ~ FABDNST RSB E[ARES © EEZTEHE
'"’é‘EESVME’\JIEE . Tvserver services name-service DNS create -vserver svm_name-domain_-name
-servers ip_address|

b. B ABRISVMEIIDNSHRTS : lvserver services name-service DNS show
4. FHERRERESREHENE R IRIDAE S IDZREAAzuUre Key Vault :

security key-manager external azure enable -vserver SVM name -client-id
Azure client ID -tenant-id Azure tenant ID -name key vault URI -key-id
full key URI

(D ° full key URI BEWEER <https:// <key vault host name>/keys/<key
label> #&3 ©

5. FINELA Azure Key Vault % ~ 588 A client secret value HIRIETREF o
6. BESH/EIBRENIRE | TZ2EREEENINBazurelZE BHABTNT :

::*> security key-manager external azure check

Vserver: data_svm_name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status

Status: UNKNOWN

Details: No volumes created yet for the vserver. Wrapped KEK status
will be available after creating encrypted volumes.

3 entries were displayed.

MERE service reachability AREERZ OK » SVMEELFTE L ERVEAR R IR ELR EAzure Key
VaultBRFS o SERRIEAIAzure AR R AR R S #4EAIFAB vNet ~ fEE 5% T Azure KeyVault Public
i B o Qﬂiﬁ B5 RIEAAzurethB inE: ~ REvNetRFEEIRE © LA gE R R EESVM LM EIRE
B ~ UEITREERIFAR IPALE ©

° kms wrapped key status fFE¥RE UNKNOWN ¥ISR4HRSEF - HAKRGIKEES ok MBS —EHEE 2
%o
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l'vol create -vserver Svm_name-volume volVolume _name-Aggregate aggr _-size _size-state online
-policy default]

WNREELERE « Cloud Volumes ONTAP Bl & B&h% 17 Volumeili EYF Volume % o

8. METHEE B EMEII N - MREMEE ~ T-is-Encrypted] BHEEETS ltruel ° lvol show
-vserver svm_name-Fields isfl# ]
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£/ Cloud KMS B ~ s57 & ~ 1R¥ETER « &FEHM Data SVM B LIF Bl inEig BIRimasma - LB IEER A
PRI EREEEIRTE (oauth2.googleapis.com) #E1TE c NRBEMIRRE IR « EEFE LR
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2. A&Cloud Volumes ONTAP EHBRFEIRFIEI BEI AR o

A

gcloud iam roles create kmsCustomRole
--project=<project id>
--title=<kms_custom role name>
-—description=<custom role description>

--permissions=cloudkms.cryptoKeyVersions.get, cloudkms.cryptoKeyVersions.

list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVersions.

useToEncrypt, cloudkms.cryptoKeys.get, cloudkms. keyRings.get, cloudkms.loca

tions.get,cloudkms.locations.list, resourcemanager.projects.get
--stage=GA
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3. BBEFTA®IEK S Cloud KMS£$&EICloud Volumes ONTAP EFARFEIRE : TgCloud kms&##add-iam-
policy-binding key name-keyring key ring_name-location -member ServiceAccount
_service_Account_Name-roleZ®Z&/customer_project _id/ros/ros/kmsCustomrole |

4. THRFEIRE Json&d®& . gCloud iamBRISIRF 48 7] 2 3 &8 1E % -iam-account=sa-name@project-

id.iam.gserviceaccount.com|

Cloud Volumes ONTAP
1. FERICRIFHNSSHRE P IR B EREETIELIF o
2. AT EREERELR - Tet -priviEse R

3. BERISVMEIIDNS o TEITHFIHC <project >_.internal -name-servers server_address-vserver
Svm_name]

4. #BICMEKIER : &£2%BBIBRERIMEGCPRYA-vserver Sym_name-project -id project _-key-
ring_name _key ring_name-key-ring_location key_ring_stip-key-name key name]

5. HIRIRTEF AN GCPIRAEARISIRE JsonEig o
6. HIRENRERKY) - T2 R EERERXINBGCPIEE-vserver svm_name]

R BarREE LCRIENE Tvolvol create volvolvole _name-Aggregate Aggregate _-vserver
_vserver_name-size 10G1

~

REREBEAR
MBEEBFREAR  AIUDNE RSB MES HFNRIGREST APIRZEE :

1 . uJ’xd%ﬁu

2. "ystemShell -node_node_-command tail -f /mroot/etc/log/mlog/kmip2_client.log"

CXEPh SRS RERAS R RE

HRUERB A GRE —ENRMHE « BRMEE - BlueXP A: uﬁ%%?h% FmiE
NetApp BRG % | BhElE RN RMERERNESHHRUNEMRE (ARP) o BLEMAR
AEMRHAMNIA « LRI RE « 2RIF0HER
Pl s R REESERRIES

%38 BlueXP ~ IZRENRS(RELRTE AI:ESF A ONTAP FPolicy THAESR L& E R RERSIERAIEREE -

TER
1. 7£ Canvas HE L - %l MEREAM RV RENR KT HE o
2. 15 PR ZRSIMEH L ~ #%—T TIHEE) @ik - RBIR—T * HERVEE(RE « SHHERT o
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Information

Features

Working Environment Tags

Scheduled Downtime

S3 Storage

Classes

Standard-Infrequent Access

Tags

4P
=+

Instance Type mb5.xlarge
Write Speed Normal
Ransomware Protection Off

Support Registration

CIFs Setup

Not Registered

VNNV INIINIDNID

3. E{F NetApp $IRREMBRSTE :

a. NREHIHEFR & KBS Snapshot [RRI ~ 55— I * B(&) Snapshot Policy* | ©

11




NetApp Snapshot KT (£ R RAERENRURISHRAR T  fINERVRARENERZRAAIHH
IR ° Snapshot AR MEE ~ AIFTLEEIZRINASEAR o PIAEIRMIBME - B E—E5ERETE
KRG RRR TS FEHIRRER ©

. ¥—TF T * BX&h FPolicy* 1 LUEXF ONTAP By FPolicy SR ZE « tLERR 5 ZErI RIS RIS 2 AR E18H

=B
BIRTAMMR S F A HHE RN RUEEEFEL  BINEFRE - BRBRUEEKRE -
FasFPolicysEE Z 81 T 7 BIIEHAVESE :

™~ 102 ~ $H7E ~ 2R ~ INZR ~ crinf, r5a ~ XRNT, XDBL » R16M01D05 ~ Pzdc ~ #F ~ & ! ~ XM
! ~\RDM + RRK * 1ZRS - crjoker » EnCipErEd * LeChiffre

E1ZEENCloud Volumes ONTAP A RATHBEAIFPolicyBs ~ BlueXPFA & RIS ESEE o Ib
HER RIS RN RBAERIER o EAILUBACIoud Volumes ONTAP ZRETH B
EICLIFY_vserver fpolicy scoon__ 3% IR BT SHMBIESR o

Ransomware Pratection

Ranscmware attacks can cost a business time, resources, and reputation. The NetApp solution for ransemware provides effective tools for visibility, detection, and remedistion. Learn More

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

50 % @

Protection

ONTAP's native FPolicy configuration monitors and blocks file operations
1 volumes without a Snapshat Policy based on a file's extension.

To protect your data, activate the default Snapshot policy for these volumes Wiew Denied File Names

Activate Snapshot Policy Activate FPolicy

BE#HRNIS(RE

Cloud Volumes ONTAP %X1& TE#/#HZRHNERZE] (ARP) IhEs - IHITFEHERITON « THEALES
AIRERTRRIEN BN EE G

EUFBIRMAIERRIERREDH "PENERERT" « ARP EEEEALTIEEHI N « BREBENZN TEE
mE ) RETRERETEERHNKE - PRUISRERTEM ARP IR H5ECER « LIRMEmRIEREEER

LY,
Eo

ARP IEE(2E AN LR A ERARERN N U S EAERNREEL « BEEAN BYOL&X# (1 X 36 &
BHARR) - G BRHARIGREY NetApp SHERKR « LUIBEMBVEIZMINRE « LHSEC Cloud Volumes ONTAP FIEY
ARP IHEEfEA °

ARP Z1EWIRA TZE)) B « ERTEAZRITE— Cloud Volumes ONTAP #{T{ERE « MBRIUERES
{& Cloud Volumes ONTAP I&1& o
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https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-protecting-ransomware.html#protection-from-common-ransomware-file-extensions
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-protecting-ransomware.html#protection-from-common-ransomware-file-extensions
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-protecting-ransomware.html#protection-from-common-ransomware-file-extensions
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-protecting-ransomware.html#protection-from-common-ransomware-file-extensions
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-protecting-ransomware.html#protection-from-common-ransomware-file-extensions
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-protecting-ransomware.html#protection-from-common-ransomware-file-extensions
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-protecting-ransomware.html#protection-from-common-ransomware-file-extensions
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-protecting-ransomware.html#protection-from-common-ransomware-file-extensions
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-protecting-ransomware.html#protection-from-common-ransomware-file-extensions
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/task-protecting-ransomware.html#protection-from-common-ransomware-file-extensions

@ TERAEAE! Cloud Volumes ONTAP AR ARP IhAERYIE R « BRI R & ETE Digital Wallet
MR o R3RHRZSHY Digital Wallet &R 1R EIRLE ARP FERZERIINAE ©

FEE NN REN i HATE = Digital Wallet & ~ SR LAER Cloud Volumes ONTAP LU BHERARR & 2 B 5 2R B A
ARP ° ARP IR E ZIRIZE A ARP IRt EALBEMIREERE - LHEEBRTE - RIERESES 1TB
°o Aid - ARP IEERERIBARERES ©

EEE ARP HigR & AR T8 E) 3 TEAT AISENRE o (@] ARP iREEE TEEH) NEEREESRE
BERRTERRE 29 o EN ~ BF 30 TiB BEEEAER Cloud Volumes ONTAP 1218 « a2 (EHA 15 @ TiB Wik
ERFE ~ WEYF ARP ©

TR E R ARP 4885 23%E1E ONTAP Z4AEIESH ONTAP CLI #1117

MM ONTAP RAEEIREF CLI FF ARP WEHEE « 520 R B Y Z 0 RE -

Autonomous Ransomware Protection
0 TiB 100 TiB O TiB
Protected Capacity Precommitted capacity PAYGO

BYOL 100 TiB

Marketplace Contracts O TiB

() =xmuEmE  AFEEERERNE -
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