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TEE0E HA ABRERY AWS &I « A VPC RYFE) IP (Uit#f 78I CIDR @Rz 5 o i FE) IP b8 %5
IR IGFRTE#E VPC MRV EE F4EEK o

T3 EEHIEET AWS B HESH) IP (it VPC Z ERIRAA o BEFAESE) IP (A3 FRrE VPC B CIDR &1
Z9h s BRI B BRARKEERE FHER o

AWS region

VPCA VPCB VPC C
172.16.0.0/16 172.17.0.0/16 10.0.0.0/16

VPCD VPCE
10.1.0.0/16 10.2.0.0/16

Floating IP addresses
192.168.10.2
192.168.10.3
192.168.10.4

@ BlueXP& BEZIAFAEIP{IL ~ LUHISCSITEEURALEVPCIMNER A R IHTFEINAS o EAREEmE
BLHERY P (LAY ERIESK o

EEfFEE « A1 VPC SMERERFEEE) IP 77EX
MBEFE  "=IE AWS FHREIE" A1 HA ECHPRTER VPC SMEBEEY HA ECHIR0FE) IP itk

RER
EBlueXPHISEZ NP Z % « RATIRTEENKAR - HHEESETZHIPANMERE - Er:EH
BiRT{ZEY HA Bt o
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BrAYFAERE PRV A P i B AR ER HA Bl ~ (BEREHER B ABRAN FHERR PRV P in ) #E7FEL o
INERERHRAFMAE ~ 552H "AWS XX | EREHRK" ©

B4R F NetApp BEIETH
EEH NetApp BIET RIBECZ(E AZs Y HA AR  CAMEEREE !

#IE AWS FEFEE" - FERRISRE VPC SN FEEEEIE

1. EREH VPC F1HERE NetApp BEIETH "
NERGZSH) IP st o

2. 7181 NAS B iEHERIA VPC FERE NetApp BIET B « HERHAHASEL NAS AR AL o
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Floating IP addresses in
one or more route tables

Node 1 Node 2
Virtual Private Cloud 192.168.10.2 192.168.10.4
172.31.0.0/16 192.168.10.3
" " " / \

Availability zone 1 Availability zone 2

Subnet 1 Subnet 2
™ IL/ [
r '\1' - 15 'f“l ‘\;
> i ||_.. =C ) o
Synchronous mirror of ;-;r':'j@r-l;,~ff_§,
data between nodes ; ; f

EIRBETR
MREHRBILERRDS « ERIRBIERZIRAEREX -

* "R AR AR TR K
* "AWSHIH R EEFAERRA"

28 AZs 52 E HA FCEiRY AWS FEfRE

RE AWS BERAE - UEFE HABCH "F5) IP {1i" /& HA BCHFRTERY VPC SMER -
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Cloud Volumes ONTAPE S5 4 H[E R ~ 5547 8) IP (Ut R (EEREL 2 RIfeEE « (BEJENE VPC IMERRETEF © 1§
IMFAE IP (3R] VPC SNSBEERE R « BEAIRIE B ENAIEBEINGE o

EETENEMERN SVM BIE LIF thZEEFH) IP it o

WMRETERTE AWS EEREE « FLAER HA ECEFRTER VPC JMSRZEGE SN IP izttt o IERTK VPC LUSMY NAS BB
w40 NetApp BIET AR UEEBCEE) IP o

LUTEH T m1EE R EEREAEELRN VPC o HA RARMUN—E VPC ~ TIAR RN S —E VPC o A% - I&
AILUERZE) IP itk ~ 7P ik E#MEE NAS Volume ©

,
Floating IPs
routed to VPC1
rothe bl
Transit
gateway
" 3
Floating IPs
Floating IPs raiiked to the
(5722503 ) routed to ENs kin' iiied
Mediator Client
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VPC 2 (10.100.0.0/16)

VPC 1(10.160.0.0/20)
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a. £* VPC*IRFEH - 2 —F* Transit Gateway Route Tables * o
b. BEEREEFR ©

C. #—TF TRAME) ~ AABEEEY NEEIIRANE o

d. EEZRBNMG (VPC) ~ ABE—TEILRAE" -
15 HA EC¥97%8) IP (it ~ 7EEERFER R ARPEIRA o

A ATEBIlueXPRY TTRIRIFEN) REEFENIPALUL - SEEHT :

NFS & CIFS access from within the VPC using Floating IP

i Auto failover

Cluster Management : 172.23.01

Data (nfs,cifs) : Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access

SVM Management : 172.23.0.4

THSEHIRGERREREENRER - EREiEMmEE VPC B CIDR &1#RE&H « Cloud Volumes ONTAP LY

B R1 {EHERIEEZE) IP fidt o

Transit Gateway Route Table: tgw-rtb-OeaBee291c7aeddd3

Details Associations Propagations Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Q Filter by attributes or search by keyword

CIDR Attachment Resource type Route type

oo @ [gwaliach 05677bA34e29 1B | vpo.Ob2boa0e0dcBe0dbT | h VPC2 —
10.160.0.0/20 Tgw-attach-O0ebaseacdab0d db | vpc-673ae603 propagated

\ bw}'/" static
172.23.0.2/32 tow-attach-00eba3eac3250d7db | vpe-673ae603 & static
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 ‘E -!an.t—l—l-‘g static
172.23.0.4/32 tgw-attach-00eba3eac3z50d7db | vpe-673ae603 _l_B' Addresses ...
ENBEEFEFE IP IR VPC BREHRX ©
a. FEEREIEEEEE IP {ilt o
b. ¥ ERHIEE ML E HA BCHFr7E VPC B9 CIDR &3 ©
THEREARRET VPC 2 NEREHZR ~ HPE1EEE VPC 1 BUEBENIFE) IP ik -

Route state

active
active
active
active
active

active



Route Table: rtb-0569a1bd740ed033f

Summary Routes Subnet ions. Route Tags
Edit routes
View Al routes -

Destination Target Status Propagated

10.100.0.0116 local active No

0.0.0.0/0 Jgw-072500d01781e67df active No
\V/=To%

10.160.0,0/20 1aw-015b7c249661ac278 \Y {“_\.:yl No

172.23.0.1/32 1gw-015b7c249661ac279 active No

172.23.0.2/32 1gw-015b7c249661ac279 E{Qat]ng lB No
S

172.23.0.3/32 1gw-015b7c249661ac279 Addresses No
e

172.23.0.4/32 1gw-015b7c249661a0279 active No

5. BEEEFECEE IP (HMERBIFIEE VPC ~ LB HA Ei¥t VPC HIRRER
WP BIEEEE - AATC LM VPC ZEHIEER o

THIEARGET VPC 1 NERH® - Hp&E@EFE) IP (iI4tF VPC 2 BIERHE « M VPC 2 R R IRFITE

IR o TEEFEHARCHIES - BlueXP 2 BEIHEZHIPHHIE EIRBE ©

Summary Routes Subnet Associations Route Propagation Tags
Edit routes
View All routes -
Destination Target
10.160.0.0/20 local

pl-68a54001 (com.amazonaws.us-west-2.s3, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22) vpce-cb51a0a2

0.0.0.0/0 Igw-b2182dd7
10.60.29.0/25 pex-589¢3331

I 10.100.0.0/16 1gw-015b7c248661ac279 I
10.129.0.0/20 pex-17e1396
172.23.0.1/32 eni-0854d4715559c3cdb
172.23.0.2/32 eni-0854d4715559¢c3cdb
172.23.0.3/32 eni-0f7668121603108ed
172.23.0.4/32 ni-0854d4715559¢c3cdb

6. # VPC MZ2MBHEREENA FIEREl o
BT [ ERAAER | ETH [ FHERK] -
b. ##—T * BHRE * R31RH ~ & HABCHREP—EES) P (UAEEEPIRAIRIR o
C.Ig—T*ZEMEE " -
d. BEEY * AREREASREA * o
- BB—FAEARA o
L7248 T EW [ FRAERE ] > ARBEEE VPC IP ittt o
g BT * #ERR - UEREE -
7. EFRFE) IP (Ui R E B IR P i o

]

0]

Status

active

active

active

active

VBE2

active

Eloating

ar.ulB

Addresses

active

1WRILUZERR BlueXP ff TEIRHAIEE ) EAR T * #Ean< * B « 7 BlueXP F#xEIEFERY IP fitik o
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

@ Advanced Actions

8. N RIGEHENFS Volume ~ R EEH RS AR iHEVPCH F4IER o
"B RN {PI4REEVolume" ©

° MERGELE *
° "AWS FHE R BERCH"
° "AWS BYAZERER Cloud Volumes ONTAP"

EHE FERPIEHAR
#%£9.11.1hxFEY4A ~ Cloud Volumes ONTAP AWSZ {212 FCVPCHEINFEMEHAR « VPCiE
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s SRB(EAAPIZFZHARE o

E_lli\i llV

PCHEZ" R—EIHES ENEINFEHABRE 2 M m{ENRS © Cloud Volumes ONTAP

* VPCHEEEEIRE ~ B (VPC ~ 743 » BRERRMCloud Volumes ONTAP {RZ5E#4H)
* ZEFIRF - HREC2HITERIEETHZFHERT (BIEMEHAEEEFMGNER)

EREERSBETZEATREEBET - HARTREAREZSEEIR « 7 ERAVPCHEAEIRA FRIEH
% © Cloud Volumes ONTAPEZRER TE 1aH B AT LUEHRBIAMA & ~ DUR IS LR -

TEFERIEZEFS REITTH

|
W Participant account

o
ey

lAM role

2

M
"

[

e

(2]

Shared VPC

' -

Frivate subnet

Private subnet

Route table

172.16.1.0
172.16:2.0

Private subnet™.
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SITFIDERFRA « CRE 2 RERPHBFER « AREVPCHEAERFPRIIAMEGBNZ2EEHE -

B &% 17 Cloud Volumes ONTAP R i7:R{EEIZIER  BlueXPE HEIZIZIIAMAR « TG EMINEIFRE - IbA
BERBRTCHEVPCHEAERAPEIIMNAMAER « LUESFEHEHARHBBNKRER o

1. E2EERSHAVPCHEREIRE PHFHIRR o

EEEHATFEETIEHARE « BBEPITILPER o
"AWSX {4 | T F4EER"
2. TVPCHEEBEMRE S ~ E1ICloud Volumes ONTAP — A& & B 4B LUREA o

"#52RICloud Volumes ONTAP Z& £ E##HA A LIEAEREN" - FAE « EABER/HARNERIUZE
148548 - BlueXPREAKEBIREREAR

3. ZEVPCHEBEIRFH - B G TIIHERNIAMAR !

Action": [
"ec2:AssignPrivateIpAddresses",
"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcs",

"ec2:ReplaceRoute",

"ec2:UnassignPrivateIpAddresses"
4. fEMBlueXP APIEIZ#iCloud Volumes ONTAP HYZIAER 2 TIEIRIR o
AR BHAREE THIMAL
o "R EEHAEId"
r22%Groupld) WMOMEEELCEVPCHEREEIRFFEINZEMEHE B2RLHDE2) -
o ThaParam) #)4=EY Tassugerme®s /A,

Fassume®sJarn) RIEESEEVPCHEEBRAPEILNIAMEBARN GESBELMPTER3) o
fan
"haParams": {

"assumeRoleArn":

"arn:aws:iam::642991768967:role/mediator role assume fromdev"

}
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Add other AWS accounts

Other AWS accounts bTd ‘

Specify the AWS accounts that can use this key. Administrators of the accounts you
specify are responsible for managing the permissions that allow their IAM users and

roles to use this key. Learn more [A
| . | ]
arn:aws:iam:: f ' zroot Remove

Add another AWS account ‘
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms :ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": [

"arn:aws:kms:us-east-

l:externalaccountid:
]
by
{

key/externalkeyid"

"Sid": "AllowAttachmentOfPersistentResources",

"Effect"

"Action":

"kms
"kms
"kms

1,

: "Allow",

[
:CreateGrant",
:ListGrants",
:RevokeGrant"

"Resource": |

"arn

raws:kms:us-east-

l:externalaccountid: key/externalaccountid"

1,

"Condition": {
"Bool": {

"kms:GrantIsForAWSResource":

true

=+
MEBULRZFRIEMZFAAE R « 55280 "AWSSF | AstEMIRF B EAEERAKMSER" °
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A

"Version": "2012-10-17",
"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

oo Ao
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",

"Effect": "Allow"

GovCloud (EEH) #&E



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-us—-gov:s3:::*",
"Effect": "Allow"

b A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-us—-gov:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

I

"Resource": "arn:aws-us-gov:s3

"Effect": "Allow"

:::fabric-pool-*",

:::fabric-pool-*",
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1y

"Resource": "arn:aws-iso:s3

"Effect": "Allow"

:::fabric-pool-*",

:::fabric-pool-*",



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3
"Effect": "Allow"

boo o
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1,

"Resource": "arn:aws—-iso-b:s3
"Effect": "Allow"

° WA ENEEAY#E{7 REBICloud Volumes ONTAP

:::fabric-pool-*",

:::fabric-pool-*",
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A

"Version": "2012-10-17",

"Statement":

{

[

"Action": [

1,

"s3:
"s3:

ListBucket",
GetBucketLocation"

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [

1,

"Resource": "arn:aws:s3:::netapp-backup*/*",

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"53

GetObject",
PutObject",
DeleteObject",
ListAllMyBuckets",
PutObjectTagging",
GetObjectTagging",

:RestoreObject",
"s3:
"s3:
"s3:
"s3:

GetBucketObjectLockConfiguration",
GetObjectRetention",
PutBucketObjectLockConfiguration",
PutObjectRetention"

"Effect": "Allow"

GovCloud ((H) &



"Version": "2012-10-17",

"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*",
"Effect": "Allow"
by
{
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"
I
"Resource": "arn:aws-us-gov:s3:::netapp-backup*/*",
"Effect": "Allow"

ReHEE
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-iso:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

I

"Resource": "arn:aws-iso:s3:::netapp-backup*/*",

"Effect": "Allow"



"Version": "2012-10-17",

"Statement": [

° HA #17}

{

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3:::netapp-backup*",

"Effect": "Allow"

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",

"s3:GetBucketObjectLockConfiguration",

"s3:GetObjectRetention",

"s3:PutBucketObjectLockConfiguration",

"s3:PutObjectRetention"
I

"Resource": "arn:aws-iso-b:s3:::netapp-backup*/*",

"Effect": "Allow"
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"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses",

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec2:DescribeNetworkInterfaces"
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",

ec2:ReplaceRoute",

14

"ec2:UnassignPrivateIpAddresses",

"sts:AssumeRole",

ec?2:DescribeSubnets"

1,

"Resource": "*"
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Edit Credentials & Add Subscription

Select & subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go

Pay for Cloud Valumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[/?‘] AWS Markeiplace
LN

Subscribe and then click 5et Up Your Account to configure your account.

(27 Cloud Manager
2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel

a.

R[EBluetXPZ % ~ BRZE 188 H%) BEEEFF - 53R Freemium * o

Select Charging Method

Essential By

° Freemium (Up to 500 GiB)

Per Node

Professional By capacity
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[f?“] AWS Markeiplace
L

Subscribe and then click Set Up Your Account to configure your account.

(2" Cloud Manager
2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Select Charging Method

Essential

Freemium (Up to 500 GiB)

Per Node

(0101
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiB - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate,

The next steps:

['f'?“] AWS Markeiplace
-~
Subscribe and then click 5et Up Your Account to configure your account.

(2"} Cloud Manager
<)
Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Select Charging Method
° Professional "
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

* Pay-Per-TiB - Annual Contract Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
&n annual, upfront payment. an hourly rate.

The next steps:

(17 AWS Marketplace
(1)

Subscribe and then click 5et Up Your Account to configure your account.

,:“E“] Cloud Manager
Ly

Sawve your subscription and assodiate the Marketplace subscription with your AWS credentials.

Continue Cancel

b. JREIBlueXP2Z % « BEEE TRESZE BEEF - FENAEBNEN -

Select Charging Method

° Professional

Essential

Freemium (Up to 500 GiB)

Per Node

101
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select Charging Method
© Kepsone ~
Storage management
Charged against your MetApp credit
Keystone Subscription
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Cloud Manager (for Cloud Volumes ONTAP)

You are currently subscribed to this product and will be charged for your accumulated
usage at the end of your next billing cycle, based on the costs listed in Pricing
information on the right.

Wou are already subscribed to this product
0 Having issues signing up for your product?

If you were unable to complete the set-up process for this software, Pricing Details
please click here 1o be taken to the product's registration area

Software Fees
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Cloud Manager (for Cloud Volumes ONTAP)

You are currently subscribed to this product and will be charged for your accumulated
usage at the end of your next billing cycle, based on the costs listed in Pricing
information on the right
You are already subscribed to this product

Having issues signing up for your product?
If you were unable to complete the set-up process for this software, Pricing Details

please click here to be taken to the product's registration area
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Details & Protection

Volume Name:

vol

Snapshot Palicy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -
Users / Groups:
engineering

Valid users and groups separated by a semicolon
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"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",
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"iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:ListInstanceProfiles",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"kms:List*",

"kms:Describe*",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelnstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "*"

"sSid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": [
"arn:aws-iso-b:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",

"ec?2:TerminateInstances",



"ec2:AttachVolume",
"ec2:DetachVolume"
1y
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment": "*"

}o
"Resource": |

"arn:aws—-iso-b:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

REEE &
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [

"ec2:DescribelInstances",
"ec?2:DescribelInstanceStatus",
"ec?2:RunInstances",
"ec2:ModifyInstanceAttribute",
"ec?2:DescribeRouteTables",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec?2:CreateVolume",
"ec2?2:DescribeVolumes",
"ec2:ModifyVolumeAttribute",
"ec?2:DeleteVolume",
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",



"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec?2:CreateNetworkInterface",
"ec?2:DescribeNetworkInterfaces",
"ec2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeDhcpOptions",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots",
"ec2:GetConsoleOutput",
"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec2:DeleteTags",

"ec2:DescribeTags",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:ListInstanceProfiles",

"3

iam:CreateInstanceProfile",

iam:DeleteRolePolicy",

iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"kms:List*",

"kms:Describe*",
"ec2:AssociateIamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",



"ec2:DeletePlacementGroup"

1,

"Resource": "x"

"Sid": "fabricPoolPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

I

"Resource": |
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}o
"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"

"ok n
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HX 5]

"Version": "2012-10-17",

"Statement":

[{

e e ek
.« .. 7

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3
"Effect": "Allow"

Yoo
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws-iso-b:s3

"Effect":

HEEs

"Allow"

:::fabric-pool-*",

3 3 3 falorie=poel=*",
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo Ao
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws-iso:s3

"Effect": "Allow"

:::fabric-pool-*",

:::fabric-pool-*",

Y HA BR¥ ~ INREITEEBZ Cloud Volumes ONTAP HA Bi2¥t ~ 3574 HA 182821 =A) o



"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses",

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses"

1,

"Resource": "*"

4. ERAAEHEE Amazon EC2EIIAMAE « WHIINEIESTAI PR ZIAIRA o

BiuAfE:

BARBUEEM ~ CEZA —ERINEESEN IAM A& « 5—{ERAR Cloud Volumes ONTAP & o
HIC HA Y | BRAAM - MEZA—ERNEESN 1AM A€ « —ERAR Cloud Volumes ONTAP £fi
& Z—EMAR HA RS (RECEEE HARCH) o

EINAE

Ef#ConnectorHl{TEIREHF « {04 7EEEEY Connector IAMA & o 1 BlueXP #1317 Cloud Volumes ONTAP I {E
IBIEEF « 8B LA Cloud Volumes ONTAP EHY IAM A o

1 HA BR¥ ~ &0 ATETE BlueXP 37 Cloud Volumes ONTAP T{FIZiERF « 2 Cloud Volumes ONTAP
M HA #:A231EE IAM B

SEE 3 | R AWS KMS
AR ITABFEHD Cloud Volumes ONTAP R Amazon % ~ :5HER AWS SR EIERFE (KMS) FEEXK o

1. SAEECHIRPHEMAWSIREREFEEATHNEREEH (CMK) ©

CMK BILLZ AWS :EEB CMK ~ e UEEEEE/ CMK o

2. NRCMKAIFFAWSIRE & « M4k P BT TEEZFZE Cloud Volumes ONTAP MIIRE R[E ~ BJSEES %S
$EAIARN o

##£17Cloud Volumes ONTAP —E R4 « (S BIRHEARNESBIueXP ©

3. #Connectorfl I TEREMIAMA BITIEECMKN T EFEREFE
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ANE—2R ~ BlueXP#i B A& CMKIEHCZCloud Volumes ONTAP {8

STER 4 . 24 Connector 1% E BlueXP
7ERFY41E B BlueXP 7£ AWS HEB2 Cloud Volumes ONTAP 2 Bil ~ IRAZBA 288 F BlueXP Connector
o Connector;ZBlueXPAESI BIE A A EIRIEFIE RMIERF (BFECloud Volumes ONTAP Z1{EiB12) o

1. EISH/REIRIEE L (CA) BEMMRERE (RARTEILEEEM (PEF) Base - 644RH5AIX - 5094810
) A2REEBNRAERER « UIEISZEE -

#117 AWS Secret Cloud & « 8% 18 NSS Root CA 2 Z&:E -~ WA Top Secret Cloud
() B9amazon root ca 4 M : TSNS HESLEE - TIERHENA o BREENIER
K ~ EETAER A o MNEBINA EANEEE ~ (Al ITERY R {8 ~ 01 F— 5 Fit o

AR ERFIAE LERSE - BBAHTTPSEXEREAWSHE  BlueXPEEREERREE °

2. EREhConnector#{T1ERS :
a. piFE AR BlueXPEIAWS Intelligence Community Marketplace B H ©
b. 7 TBEFTRNEN R5IFH L « BIENEC2E B RE I TERSAVEE o
C. fRIRIE R EHMITIERS o

RENTERERF IR TIEE !

* EEFAT3.xLarge ©

* RRBER TR LAY IAM B o

* CREZRE TR ST o

* ConnectorFiFERVELR /5 7AUNT - SSH ~ HTTPFIHTTPS ©
3. B4R = Connector\{ TEIREHY E 1458 EBIueXP :

a. BREE BB A <a href="https://<em>ipaddress</em>" class="bare">https://<em>ipaddress</
em></a> HH <em>ipaddress</em> &% 4 Connector BY Linux FH#RY IP {ifdt o

b. 57 AR ELR EAWSHRFEAIProxy AliRES °

C. HEEESIPEISHIESE o

d. JEEY * BREHAY BlueXP* ~ ABIKBIRTRERLR
* RIFEHAER © #AConnectorfI 2B R IGHIATILIE o
* B EIRERE  BUAKNEEERSE

IEEREIRPERERM LT - HIXEBBlueXPERERRFEOIRTS

BB L IGEIEEAER  BRIEHESN  RBERCRE*
e. EESTMCAZERHENDE « BREC2EIES EHEEIConnectorF{T{ERE

kv A

4. EXREEIConnectorz % ~ FHREALEREFRBEPREUNAREESERERPEA
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TERS5 1 (ER) ZELARIVESE

LT BB AWS Secret Cloud 1 Top Secret Cloud #EZERT R - SEELEEMESE (RTEER—TH
R IRIRRE) RAERE -

1. FIHIRENE LRSS °
a. HEIWE occm Container JABHRE ID (5% #EAS T DS-occm-1 ] ) ~ FHIT G L :
docker ps
b. ZE#E A occm A28 * FAHIT FI@ES ¢
docker exec -it <docker-id> /bin/sh
o BB "rust (EEFEHE " BERUNESE « BRTTIRS
env

d. ERIHEEERETREERERNESR ST Me< » WER L —TRERTE -

keytool -list -v -keystore occm.truststore

2. FIGIRE o

a. EEIWE occm Container JABHRE id (5% TEA [ DS-occm-11 ) ~sBHIT &GS .
docker ps

b. HEEA occm A28~ FFHITIIISRS !
docker exec -it <docker-id> /bin/sh

RO B BRI TR ©

C. BEN "trust REFERS " IRIFEHBUNER  SFRIT TGS !
env

d EZREENEEEEFRE « FRTTI6< « LER L —PHEN
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keytool -import -alias <alias-name> -file <certificate-file-name>
—-keystore occm.truststore

e. EEMBERRCLERE AT FsH<
keytool -list -v -keystore occm.truststore -alias <alias-name>

f. ZE4LE ocom BES  HHITFHSHS -

exit
9. EEER occm B2 BTG ¢

docker restart <docker-id>

DER 6 MIBIZHEE BlueXP #{uiZE

YNERITIE NetApp BEEIRIE « BISEEHEINILE BlueXP BI$EE « WUBEFEEIIHHI Cloud Volumes ONTAP %
ARBFEEEURE - BB B SIS ERR AERIETK o
1. #¥BlueXPEEINAER S « EEC EE> URE" o
2. 7£* Cloud Volumes ONTAP () *Z5|#2# L ~ I THIzUBE = MENRATUIRRE) o
3. H—TFrRIEIK*
4. 17— TIGRISIRAVIEE] o
5. BIARENFIRN LEIREEE -
6. NRMERBEFEAAIER « AIFEER netapp.com FE)_ HEFERAFFAIESE
a. FifE "NetApp EIEEZEEL R WERLTH NetApp ZIEAILDEERE
b. BAMMZEE « EEER - AR - BRECREELIESEFAEER « RBE—T "X * °
C. EELERBEFEMHSNEE THRIZUL serialNumber.NLF Json #§2E ©
T ¥—TF T3] o
iR

BlueXP #SHEFIEEH(IIRE o BERWRFARIEK « BRI EBFCloud Volumes ONTAP I—E &4
R ALE - 21 « BEFETREHMEEHA BYOL 1‘?‘&% °

HEX 7 . 1% BlueXP EX&E) Cloud Volumes ONTAP

&R LATE BlueXP HERIIHAY TEIRIE « 7€ AWS Secret Cloud #[ Top Secret Cloud F1E{E) Cloud Volumes
ONTAP #{T{ERS o
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BB Z Al
1t HABCE « A BB SIBECE « A REENE 88! SSH ER:848 HA RN E o

1. 77 TIRIBIR) BEELE ~ #B—T TS TERE o
2. 7 * B3 * T ~ B Cloud Volumes ONTAP o

HIHA . £ * 83L * T ~ B Cloud Volumes ONTAP X Cloud Volumes ONTAP HA o

3. ZRBEDNHLEELUEECloud Volumes ONTAP BBEZ 4 o

EREPETEER « 5707 * IRFS * TER * ERRMEDEARERE * M * HHESR* o7&
* FESCERERVEIEE ¢ R « AR * (BEEAER ¢ WHTE G R EDUEA EMELIE o AWS Secret
Cloud #1 Top Secret Cloud & FZiRTEM R ENEM ~ MNRIER ~ KB HRFGRM o

EZEAYEEFEZ Cloud Volumes ONTAP HA H9 = E1E
BIC5ER HABCHBER - SR FRE T5IEE

* BREZETAMER (AZs) FEFZE Cloud Volumes ONTAP HA B ~ FEZE EFHRE - FF2RH "&E
AWS EEfE"

* EREBARAEUNT ~ AIATEMEF « AWS Top Secret Cloud A MIE AZs AT :
° HiRG1  TREEEA
° EiRk2 . ATAEEEB
° A7t L AT EEFHAB

7£E—F HA Ei%5 282 Cloud Volumes ONTAP B =2 EI1E
SRR ERE R F5EE .

* CREZIRETEAREE « WEREENZZEEHE -

FALERNLZEMEHEE S Cloud Volumes ONTAP —LE3881) ~ ZLERRI 2 R BB AR IEFZE(EFRFREY © 40
REFEREABCHNLEM - FERATANZEEEHE— -

* B RBEET EEAWSIRIERFMZZNIAMAR o
* ERRAWSHERRERRYE AL #4aCloud Volumes ONTAP BYfUEE ©

TR AR REIR & EET R HEEREER -
* AWSHERRAIRIAE ERRLIR R/ NVERE o

T FEZ B Z R IR P R BB RV K/ © MNFREBSMBERIEFHAE « B2 RAWSX S ©
* HERR/N\Z R LFABHERAITRR K/ ©

@ REHBRFEZREA/N ~ AIUER NEREE ) ERRELERFERNEIRNES
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4R
BlueXPZEX&)Cloud Volumes ONTAP E{EHITERE o (AT LUEHRFRIRAVERE o

TER 8 | RRERDENZRMRE
B BEFBREL 2 MRS - 77 8E7E AWS Secret Cloud #1 Top Secret Cloud BigHEITERIDE o

HIAZ Al
1. 1L S3 H#ER

(D A BTRE A B LAREEE fabric-pool-. U fabric-pool-testbucket ©

2. (RBIELEMIRES step 4 F{E e

1. 1ﬁn_,\ SERIR/REERNF step 4 °
2. {#F8 CLI €243 = Cloud Volumes ONTAP %%

3. ZEIRIERE o EAIFEEEIL T ENTER 82X

security certificate install -type server-ca -cert-name <certificate-

name>
4. BIRBETREF - HATERENUNNTE - 8E0FHE ----- BEGIN CERTIFICATE ----- = END
CERTIFICATE —-—-- o

5. fREE CA BHBH(UE/HEA « UEHESRE o
6. {REE CA BIBHNIER/FR ©
7. % AWS Secret Cloud # Top Secret Cloud BIHREMHFME © set -privilege advanced

-confirmations off

8. MITUBLUREDHERE °

EiB Amazon E5E%TE (ARN) EPEUBEABE -iso-b~ il arn:aws-iso-b ° fl
(D o MEXELEBEZEEL ARN ~ B Top Secret Cloud  SIERHBIEA AS us-
iso-b WA -server FEIE c &4 AWS Secret Cloud ~ s5f#/H us-iso-b-1°

storage aggregate object-store config create -object-store-name
<S3Bucket> -provider-type AWS S3 -auth-type EC2-IAM -server <s3.us-iso-
b-1.server name> -container-name <fabric-pool-testbucket> -is-ssl
—-enabled true -port 443

9. Y EREBRINEL ! storage aggregate object-store show -instance
10. BYMHFHREMIINZE Aggregate © SHEMBIESIBAIEZEEILP IR | storage aggregate object-

store attach -aggregate <aggrl> -object-store-name <S3Bucket>
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BH44{E FAMicrosoft Azure

Azure P HIIHEERIE A FICloud Volumes ONTAP
DELEHEE « Cloud Volumes ONTAP FLAERIMAER AR Azure FITHAE o

o FERVEE L

WMRERE "EiE25" A - IR BIEEFEREI @RS o "BERIIMTE Azure FiE17 Connector”

HEE ~ NREAEETECloud Volumes ONTAP A FEVAEPR AHRR A F AR hEPE T 15 ~ AN BFEIZL
4t Connector * i fFEXEZConnector L {TAIBlueXP{ERE/TE o "B & £ F AR R I & F5)

Z#EConnector”

9 RETHYAERS

BlueXPIRMTT & TIFR BT RMNFBELREEMN « HELGH TR H SRVER - RTEZER SRAER « B
BRAECTFRYIETR o R ABERER" o

e RE CRIHERE

1. FE(RICHY Vnet F1F4BER AT 2 1B #1583 8 Cloud Volumes ONTAP ZiBRVEIEINAE o
2. B BE1EVPC for NetApp AutoSupport BI{EH 48R 4B IR 7ZENTHAE o

NRIEFECloud Volumes ONTAP HLAFEEREIRNMU B ESRE « IFEERITIED R -

o {#EFABlueXPEEICloud Volumes ONTAP
¥B—TF T mEIT(ERE * 1 ~ ENEERENRRER RABTHRBEPND R o "FIEEZSIER"
TERAELE

* "¢BlueXPEEI[EIE2"

* "## Azure Marketplace #3I Connector"

* "7£ Linux 4 E%4E Connector #RAE"

* "BlueXPEEHEREHITHAE"

rm

7E£Cloud Volumes ONTAP AzureFiRE| R —iE4HAE

7£ Cloud Volumes ONTAP Azure FERERF « (R LUEERN S TIEAHERNTELERER
4~ AT BITIEEILARRE o MNRIIEIZEF S RVAERE  FEZIRARR] FARYIETE o
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1. "#€Azure PortalfZEXAzure Cloud Shell"

2. SEfE R AERITIAE

az account set -s AZURE SUBSCRIPTION NAME OR ID

az feature register --name EnableHighAvailabilityMode --namespace

Microsoft.Network

az provider register -n Microsoft.Network

3. (FI#) BRRRThAc= S

az feature show --name EnableHighAvailabilityMode --namespace

Microsoft.Network

Azure CLIFEFDIFELITYIRVEE

"id": "/subscriptions/XXXXXXKXKX—XXXX—KXXX—XXXK—

XXXXXXXXXXXX/providers/Microsoft.Features/providers/Microsoft.Network/fe

atures/EnableHighAvailabilityMode",

"name": "Microsoft.Network/EnableHighAvailabilityMode",

"properties": {
"state": "Registered"
by

"type": "Microsoft.Features/providers/features"
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3. #1572 Linux 1 MacOS ~ S BHIT NS ER ~ 78BS T & Azure Image Digest 1§22HY md5sum #
shav256sum °
##3 md5sum ~ FEEIA mdSsum B3 ©
%73 shaf256sum ~ FE#IA sha256sum 3% ©
4. B%58 md5sum M sha256sum {ERFE Azure Image Digest File T# ©
5. 7£ Linux 1 Mac OS £ ~ #1T tar -xzf X tar.gz IERHH<L ©

FEENHY TAR o gz RO IWEREE (.sig) ~ ARESBESESR (.pem) MELEREER (pem) o
° HI| B ARER4R tar.gz HEZERIAE R

$ 1s cert/ -1

SE—Ee——== 1 netapp netapp 384 May 13 13:00 9.15.0P1 azure digest.sig
SEfj—Eom—== 1 netapp netapp 2365 May 13 13:00 Certificate-

9.15.0P1 azure.pem

—rw-—r---—-—- 1 netapp netapp 8537 May 13 13:00 Certificate-Chain-
9.15.0P1 azure.pem

=E—Ee——== 1 netapp netapp 8537 May 13 13:00 version readme

BRRE Azure Marketplace FE

—B VHD BREEME Azure Bifm ~ ZIEIAEH NetApp BIE © M MmBVBRERIX
1£ Azure T35 _E ° Azure ¥t VHD E’J“Ej‘& 1MB 452 512B BVE B 21 Azure Hi5 9 EL
BB R RFEE ARy - BEEESEE VHD 12Z2MEE - Azure 182489 VHD BREAZEINE
Azure TIZEEL ©
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EEENES
(S BT RME L RIS BITRS, o

* Azure CLI B%&4E « 5} Azure Cloud Shell 3538 Azure A O4FuLBER AT (H(EA o

() mEmmssE Azure CLI MEHEEH - #5868 "Azure HBASC(E | IT%% Azure CLI o
FER
1. {#F3 version_readme.Me #EZHIAA ~ 1§ ONTAP hRZAHFEE Azure HIHIRERRRES ©

HARA  EREZRETY|ESERAEFE - ONTAP RRZASL T buildname 1 3|/ ~ Azure TSI {&RARZS
LA T version ] &R

BN ~ FETIURRAS _ FBFHAEZED « ONTAP hikZs [9.15.0P1 | HEZE Azure HiGIR{RRRES T
9150.01000024.05090105 J ° It Azure TIZBRRRRZASTHE G AR EME URN o

"buildname": "9.15.0P1",
"publisher": "netapp",
"version": "9150.01000024.05090105"

2. HREEET VM &8 o
RETIHZIEEY URN B ~ ItEIHBBEZAE  locName | E#BIE ©
a. HEBWnIAEIGAEE « 558IA az account list-locations -o table 885 ©

ETRP - BIRAEES TR R

$ az account list-locations -o table

DisplayName Name RegionalDisplayName
East US eastus (US) East US

East US 2 eastus? (US) East US 2

South Central US southcentralus (US) South Central US

3. AT RPIGEIEIE VM HELHER SKU 478 o
EREHIZIREI URN B « SKU REERAE I skuName | E8HIE -

BN ~ B—ENEEEREREREA [ ONTAP ZEif byol | SKU %78 ©
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VM ZELER SKU %78
—Ei%
ATH

jm

ONTAP ZTi%

o 488

K

ONTAP £i% _ byol_ha

4. ONTAP HrZs#0 Azure TG G FESER % ~ BIAIE%E Azure Cloud Shell 8§ Azure CLI ~ #¢ Azure TG E
H VHD #£2% o

%33 Azure AO4EuE ERY Azure Cloud Shell EEH VHD 1822

1. #¢ Azure Cloud Shell #TISBEELZ vhd  (image2 4N 9150.01000024.05090105.vhd ) ~ SR
HELRAREMES (B30 Linux #2385 Windows PC) o
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#Azure Cloud Shell on Azure portal to get VHD image from Azure
Marketplace

a) Set the URN and other parameters of the marketplace image. URN is
with format "<publisher>:<offer>:<sku>:<version>". Optionally, a
user can list NetApp marketplace images to confirm the proper image
version.

PS /home/userl> Surn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

PS /home/userl> $locName="eastus2"

PS /home/userl> SpubName="netapp"

PS /home/userl> S$SofferName="netapp-ontap-cloud"

PS /home/userl> $skuName="ontap cloud byol"

PS /home/userl> Get-AzVMImage -Location $locName -PublisherName
SpubName -Offer SofferName -Sku $skuName |select version

141.20231128
9.141.20240131
9.150.20240213
9150.01000024.05090105

b) Create a new managed disk from the Marketplace image with the
matching image version

PS /home/userl> S$diskName = “9150.01000024.05090105-managed-disk"
PS /home/userl> $diskRG = “fnfl”

PS /home/userl> az disk create -g $diskRG -n S$diskName --image

-reference S$Surn

PS /home/userl> S$sas = az disk grant-access —--duration-in-seconds
3600 --access-level Read --name $diskName --resource-group S$diskRG
PS /home/userl> $diskAccessSAS = ($sas | ConvertFrom-

Json) [0] .accessSas

c) Export a VHD from the managed disk to Azure Storage

Create a container with proper access level. As an example, a
container named 'vm-images' with 'Container' access level is used
here.

Get storage account access key, on Azure portal, 'Storage
Accounts'/'examplesaname'/'Access Key'/'keyl'/'key'/'show'/<copy>.

PS /home/userl> S$storageAccountName = “examplesaname”

PS /home/userl> S$ScontainerName = “vm-images”

PS /home/userl> S$storageAccountKey = "<replace with the above access
key>"

PS /home/userl> $destBlobName = “9150.01000024.05090105.vhd”
PS /home/userl> S$destContext = New-AzureStorageContext
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-StorageAccountName S$storageAccountName -StorageAccountKey
SstorageAccountKey

PS /home/userl> Start-AzureStorageBlobCopy —-AbsoluteUri
SdiskAccessSAS -DestContainer S$containerName -DestContext
SdestContext -DestBlob S$destBlobName

PS /home/userl> Get-AzureStorageBlobCopyState -Container
ScontainerName -Context S$destContext -Blob S$destBlobName

d) Download the generated image to your server, e.g., a Linux
machine.

Use "wget <URL of file examplesaname/Containers/vm-
images/9150.01000024.05090105.vhd>".

The URL is organized in a formatted way. For automation tasks, the
following example could be used to derive the URL string. Otherwise,
Azure CLI 'az' command could be issued to get the URL, which is not
covered in this guide. URL Example:
https://examplesaname.blob.core.windows.net/vm-
images/9150.01000024.05090105.vhd

e) Clean up the managed disk

PS /home/userl> Revoke-AzDiskAccess -ResourceGroupName $diskRG
-DiskName $diskName

PS /home/userl> Remove-AzDisk -ResourceGroupName $diskRG -DiskName
S$diskName

e Linux 1233538 Azure CLI (B VHD 182

1. 7 #% Linux 14233538 Azure CLI ¥ HISMEELXE vhd
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#Azure CLI on local Linux machine to get VHD image from Azure
Marketplace

a) Login Azure CLI and list marketplace images

% az login —--use-device-code

To sign in, use a web browser to open the page
https://microsoft.com/devicelogin and enter the code XXXXXXXXX to
authenticate.

% az vm image list --all --publisher netapp --offer netapp-ontap-
cloud --sku ontap cloud byol

{

"architecture": "xo64",
"offer": "netapp-ontap-cloud",
"publisher": "netapp",

"sku": "ontap cloud byol",
"urn": "netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105",
"version": "9150.01000024.05090105"

by

b) Create a new managed disk from the Marketplace image with the
matching image version

% export urn="netapp:netapp-ontap-

cloud:ontap cloud byol:9150.01000024.05090105"

export diskName="9150.01000024.05090105-managed-disk"

export diskRG="new rg your rg"

d® o oo o°

az disk create -g $diskRG -n S$diskName --image-reference S$urn
az disk grant-access --duration-in-seconds 3600 --access-level
Read --name S$diskName --resource-group $diskRG
{
"accessSas": "https://md-

xxxxxxX.blob.core.windows.net/xxxxxxx/abcd?sv=2018-03-
28&STr=DESI=XXXXXXXX—XXXKX—XXXX—XXXX~—
XXXXXXXESTIRXXKXKKXKKKKKKKKKKKKKKKKKK"

}

% export diskAccessSAS="https://md-
xxxxxX.blob.core.windows.net/xxxxxxx/abcd?sv=2018-03-
28&ST=DESI=XXRXXXXXK~XXXKX XX XX —XXESIJRXXXXXXXXXXXXKXXXKXXKXXKXKXX""
#To automate the process, the SAS needs to be extracted from the
standard output. This is not included in this guide.
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c) export vhd from managed disk

Create a container with proper access level. As an example, a
container named 'vm-images' with 'Container' access level is used
here.

Get storage account access key, on Azure portal, 'Storage
Accounts'/'examplesaname'/'Access Key'/'keyl'/'key'/'show'/<copy>.
There should be az command that can achieve the same, but this is
not included in this guide.

export storageAccountName="examplesaname"

export containerName="vm-images"

o® o° oo

export storageAccountKey="xxxxxxxxxx"
export destBlobName="9150.01000024.05090105.vhd"

o°

% az storage blob copy start —--source-uri $diskAccessSAS
--destination-container $containerName --account-name
SstorageAccountName --account-key $storageAccountKey --destination

-blob $destBlobName

"client request id": "XXXX-XXXX-XXXX-XXXX-XXXX",
"copy id": "XXXX-XXXX-XXXX-XXXX-XXXx",

"copy status": "pending",

"date": "2022-11-02T22:02:38+00:00",

"etag": "\"OXXXXXXXXXXXXXXXXXX\"",

"last modified": "2022-11-02T22:02:39+00:00",
"request id": "XXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXxX",
"version": "2020-06-12",

"version id": null

#to check the status of the blob copying

% az storage blob show —--name $destBlobName --container-name
ScontainerName --account-name S$storageAccountName
"copy": {
"completionTime": null,
"destinationSnapshot": null,
"id": "XXXXXXXX—XXXX—XXXX—XXXX—XXXXXXXXX",

"incrementalCopy": null,

"progress": "10737418752/10737418752",

"source": "https://md-
xxxxxxX.blob.core.windows.net/xxxxx/abcd?sv=2018-03-
28&ST=DESI=XXXXXXXX~XXXKX~XXXX~XXXX~XXXXXXXXXXXX",

"status": "success",

"statusDescription": null
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d) Download the generated image to your server, e.g., a Linux
machine.

Use "wget <URL of file examplesaname/Containers/vm-
images/9150.01000024.05090105.vhd>".

The URL is organized in a formatted way. For automation tasks, the
following example could be used to derive the URL string. Otherwise,
Azure CLI 'az' command could be issued to get the URL, which is not
covered in this guide. URL Example:
https://examplesaname.blob.core.windows.net/vm-
images/9150.01000024.05090105.vhd

e) Clean up the managed disk

az disk revoke-access --name S$SdiskName --resource-group $diskRG
az disk delete --name $diskName --resource-group $diskRG --yes
EREEE

Azure ?&%Eﬁ%’éﬁir‘ R ERMEINEE - % VHD EEZEEXASHIER 1MB E=&IHMHE
“Mi455R 512B FE2EIRERE - AT HERERRR » £ SHA256 E1THZE ° IG5
gﬁié VHD $EZ#BMRa1E 1MB M R4LHk 512B ~ A% E::E VHD 122 HEHERIZED -

EERZERETIEREHE

KT RIEEEERE LIFRERF RIS

k-

Hash Function —————3 033b9077D...

Signature
Received data Decrypt Digest valid, when
digests match
iii 3 033D9077D...
Signature Public key

* & Azure Image Digest 182 "NetApp ZIEHIL" ABEIUEEREZR (.SIG) -~ AMEB/KREER (
pem ) MELEREEZE (.pem) o

2R " Azure Image Digest File" UEVSEZEH o

* BRR (SRS o
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* WABE®RE (.pem) FHEENVARKERE (.pub) o

s BRBENARESEANBEREER - ARBERANMEGEREIINMRINZEFIEREELETTR - I
BrRAER, 1MB B4 E 512 umﬁﬂﬁ’ﬂ*“f °

b BRI 3B 5! openss| L AERL ©
° —fig CLI BERUITFI :

openssl dgst -verify <public key> -keyform <form> <hash function>
-signature <digest file> -binary <temporary file>

YNSRAEZEAETT ~ Bl Openssl CLI TR ST MBEMTh S ~ MRERER

AT~ BIgER TEREERRU
Eﬂl%\ °

Linux ERMEZRESERE

TR ARER T35 BRBesE EE HAY VHD ERZFZEAMN Linux °
TR

1. %% Azure Image Digest 12 "NetApp ZIEAFLL" AR HEEUEERZE (.SIG)

“ NRERIREER (
pem ) FEEFERFBER (.pem) o

AR "T & Azure Image Digest File" UEVEEZEH ©
2' Eﬁnﬁr\_{EinD

Q

o

o

openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem

Certificate-9.15.0P1 azure.pem: OK

3. #BRAIER 1IMB (1048576 {iI7TéH) -~ WAESR 512 {ic4HAY VHD &2 -

MBREA MMtail 1 ~ 2IA [ -c +K | FLUSTEREZERN KTH {iI7cAARIMAE H(A17c4E o FEtE ~ 1048577 &{85%
F 'tail -c ©

tail -c +1048577 ./9150.01000024.05090105.vhd >

./sign.tmp.tail
head -c -512

o° oo o°

./sign.tmp.tail > sign.tmp
rm ./sign.tmp.tail

4. {EF openss| EFERINAKEE « MEASSEZNLHEBRESEDMAVER (signtmp) o

yuiﬁﬂu)\# EBEE  BEETSmT
"ERSEIEE " o [RGEER TEEERByU o
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(o

./Code-Sign-Cert-Public-key.pub

[o

-sha256 -signature digest.sig -binary ./sign.tmp
Verification OK

[o)

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM

-sha256 -signature digest.sig -binary ./another file from nowhere.tmp

Verification Failure

BETEE o

rm ./9150.01000024.05090105.vhd ./sign.tmp
rm *.sig *.pub *.pem

%
o
o

Mac OS HiEZEEEER:E

RA]LUKBB T 545 5% « Baz8 Mac OS FEHHAY VHD tE2%E o

1. %% Azure Image Digest 128 "NetApp ZiEAFLL" AR HEEUEEREE

pem ) FEELEREERE (.pem) o

FH2B0 "R & Azure Image Digest File" MEVSEZE o

2. ERE{S1ESEAS o

(o

Certificate-9.15.0P1 azure.pem
Certificate-9.15.0P1 azure.pem: OK

3. BPRAETERY 1MB (1048576 fiijtéH) - 45K 512 (icZHRY VHD FEZ ©

WMREH Ntail ; ~ 88 [ -c +K | L KTH {uc4ERRRE A TiE

5

EIEZEM o Ak ~ 1048577 EEZEE tail -c - KNEE 13 Pt

LA7E Mac OS t5ehk tail 85 % ©

head -c -512 ./sign.tmp.tail > sign.tmp

o oo oo

rm ./sign.tmp.tail

4. {EF openss| /GBI AKEE - WEREEEHE!

(.SIG)

F AREREEER (

% openssl verify -CAfile Certificate-Chain-9.15.0P1 azure.pem

tail -c +1048577 ./9150.01000024.05090105.vhd > ./sign.tmp.tail
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182 (signtmp) - FREEENLREHR

MRWAERBIBEE - v GRR TBREES) -
DRIRFEETR TBRsERy o

% openssl x509 -pubkey -noout -in ./Certificate-9.15.0P1 azure.pem >
./Code-Sign-Cert-Public-key.pub

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./sign.tmp
Verified OK

% openssl dgst -verify Code-Sign-Cert-Public-key.pub -keyform PEM
-sha256 -signature digest.sig -binary ./another file from nowhere.tmp

Verification Failure

S. FETF& o

rm ./9150.01000024.05090105.vhd ./sign.tmp

o3
(]
% rm *.sig *.pub *.pem

fAIEE R LA R Azure RAREREERVELME R

N Azure 2R ERERVEMEBN « SF2RT7IES - TN EERTEEITEIE NetApp 48
U o

* "EEMIEESEAS | W{AIEA OpenSSL = E K Euzg"

* "8 Azure Marketplace B{&#% Azure Stack Edge Pro GPU 37 VM BRf& | Microsoft Learn"

* "FF Azure CLI 1T EHAREE L / 83 (#7ZIRE | Microsoft Learn"

* "Azure Cloud Shell Quickstart - Bash | Microsoft Learn"

\

* "YN{aI%4E Azure CLI | Microsoft Learn"
* "AZ EEFEEBEIRFAMREZ | Microsoft Learn"
* " Azure CLI EA : B ABERE | Microsoft Learn”

F1afEFA Google Cloud

7£Google CloudH#i® A FiCloud Volumes ONTAP
DELEDER « FLAERIIAEACloud Volumes ONTAP & Google CloudRIfERFZE o
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ALRA

From:
Identities:
[User Email Address]
Source > All sources allowed

To:
Projects =
[Service Project]
Services =
Service name: iam.googleapis.com
Service methods: All actions
Service name: compute.googleapis.com
Service methods:All actions
5
From:
Identities:
[User Email Address]
Source > All sources allowed
To:
Projects =
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
=7
From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
Source > All sources allowed
To:

Projects =
[Service Project]
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
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From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
To:
Projects =
14190056516
Service =

Service name: compute.googleapis.com
Service methods: All actions
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Create service account

& Service account details

Grant this service account access to project
(optional)

Grant this service account access to OCChW-Dev so that it has permission to
complete specific actions on the resources in your project. Leam more

Select arole Condition

[ = storage admin »

Cloud ML Service Agent

Cloud ML service agent cen act a3 fog writer, Cloud Storage admin,
Artifact Registry Reader, BigQuery writer, and Senvice sccount access
token creator

Storage Admin

e G Full control of GCS resources: @ __Jna”

Storage HMAC Key Admin

Full control of GCS HMAC Keys

Storage Object Admin

Coill momtenl af 22 abijcnte

MANAGE ROLES

c. E?’ﬁﬁﬁ & IEARTEIR B BITZEE - #&ConnectorfRTSIR B #TIE A _Service Account User_E ILEFTHIARTFS IR

IEDEMEBRINERIDE © BlueXP B EERAREULINGE -
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Create service account

Service account details

Grant this service account access to project
(optional)

Grant users access to this service account (optional)

Grant access to users or groups that need o perform actions as this service
account. Learn more

Service account users role
netapp-cloud-manager@i® 98 iam.gserviceaccount.com & (7]

Grant users the permissions to deploy jobs and ViMs with this service account

Service account admins role (7]

Grant users the permission 1o administer this service account

o JEN

ETRIE ?

#2137 Cloud Volumes ONTAP —EEZE{FIRIER - I(ETHREEEEZERTEIRE ©
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Details and Credentials

default-project grp-sub
Edit Project
Google Cloud Project Marketplace Subscription
Details Credentials
Working Environment Name (Cluster Name) User Name
cloudvolumesontap admin
Fassword
Service Account M

_ Confirm Password
Service Account Name

accountd -

o Add Labels Optional Field | Up to four labels

122 Cloud Volumes ONTAP EHEZ R EIENNZ L8
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TR
1. F3BlueXP ConnectorfRBSIRS EHRER (HESBNER) WHERIER -

HEIRGEPRME EESRFIRFERKTER" - ENREERZHEREBERFNENES « QIREEEE
=8

R

cloudkms.cryptoKeyVersions.useToEncrypt

cloudkms.cryptoKeys.get

cloudkms.cryptoKeys.list

cloudkms.keyRings.list

2. FEERRIBRFENRE "Google Compute EngineflRF5LIEZT" BB £#HBICloud KMS Encrypter/Decfi fRE1#
MR o

ARFSIR S 2B EA THIM T ¢ service-[service_project number]@ compute-

system.iam.gserviceaccount.com] °
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"Google CloudX {4 : {ERIAMIZECCloud KMSTER-IZTEIRAR"

3. BERSEIEM NDy ~ AWM [/GCP/ VSA /&R GCPINZE S APIMIUE MGety % ~ 5
EGCPE#EAaM S8 L2 TCopy Resource Name) (HEHEREIE) o
4. MEFERARFEENNESBN D BERRYGHEERE « BIBlueXPEES FERERMNEIBIRINZFEL
it o (BT BH B Google Cloud Storagef#7F i@ « A BEEAE LS ¢
a. IR TFIFEEFHGoogle Cloud StoragefRFEIEFZTL "Google Cloud>fF : EXiSCloud Storagefr#5
RIEER" o

b. BIEEMZELE - W5 KE A Cloud KMS Encrypter/DecypterfPRfIGoogle Cloud StoragefRF5{ IR
= o

ME#AE ~ 5528 "Google CloudXft : FRAREEENMNZEE"
5. BII T {FIBIERs « 55#& I GepEncryption | 242D APl EREM o

° gl
"gcpEncryptionParameters": {
"key": "projects/project-1/locations/us—-east4/keyRings/keyring-

1/cryptoKeys/generatedkeyl"
}

E20 "BEEXPEINEXMH" MFEEER T GopEncryption | S28AVEFHAE

7ZCloud Volumes ONTAP Google Cloud® & E B b oIS

7RTECloud Volumes ONTAP ERECERMEIREREIEZ & ~ B BIRHITRELER « 718k
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Freemium

EEiEFreemiumE Sy ~ BNA] % E{EACloud Volumes ONTAP %3500 GIBHECERE o ""EAEEFreemiumE
TR
1. WERIEEIFERT  FEE#TERHE> Canvas* o
2. 175 Tk BEL BT THETEIRIE] ~ ARKEBlueXPHREYZERETT o
a. TEr s S Em L }ﬁ T 4REESDEE>HIE TR « AR KIBIEREIBIGoogle Cloud
Marketplace R HIRE FABE(T 75 2
FRIEZBES00 GBMERERE - AT EHMBTBIAS « BAIFGEATHIBIRTE "EssentialsE(F" o

b. 3R[EIBluetXP2 % -~ ERE)E FTES LI EMEEF - :5%EE Freemium * o

171


https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/getting-service-agent
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://cloud.google.com/storage/docs/encryption/using-customer-managed-keys
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html
https://docs.netapp.com/us-en/bluexp-automation/index.html

Select Charging Method

Professional Epacity S

Essential

@ Freemium (Up o500 GiB)

Per Node

i K B
10101
<

":H2RZE P Cloud Volumes ONTAP ~ 7£Google Cloud® k&) TIhEERZL "o

RERRE

RERNGHET R ECloud Volumes ONTAP A2 EETIB{TE - R2EURH#ERA A _package
. EssentialsE{4 g} ProfessionalEf§ °

Essentials#1Professional Ef rl & fc F3HERTNER :

* MNetAppfEERVIRHE (BYOL)
* #Google Cloud MarketplacezTRIBF&U\BEBE(T (PAYGO)
* FEEH

"RABRA SRS

TS ERPBM AR ERE L HE R -

BYOL

EhMNetAppEE S (BYOL) - BNAJ7ECloud Volumes ONTAP 1R al Eip it ER B LIE A

5
1. "EHENetAppIE A B IBS B
2. "NetApp BRI (OH A BHIES L EREXP"

BlueXP & HEEANetApp YR HEARTS « LUEVISNetApp SZ1EATLL BITAYIRIRIR S AERE 2 RN FHAE K o
MERRAEEHR « BlueXP G EBRIRENMEEHEE o

BB BlueXP BB EISIRHIE « 7 BEHEED Cloud Volumes ONTAP £/ - IAEZE ~ Al "F)
IR EITIE ZE BlueXP EERE" o

3. 7£ &by BEL «#%—T TMEIERIR) - ARKEBlueXPHIIS BRETT -

a. EEHMERERE EE L« #2— T /RERE> LT « SARMKERIR RETRGoogle Cloud
Marketplace P HIBEFARBE(T 5 ZE ©

172


https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-nss-accounts.html#add-an-nss-account

TrEINetAPPIE ERIRE— G RININER  ENRECEERETENRERN  AISKHENE/ \RKE
KRAOWHEER o

b. JREIBlueXPZ % « BEEE IREHZE BEEF - FENAEBREN -

Select Charging Method

o Professional apacity R

Essential

Freemium (Up to 500 GiB)

4 B B
10101
<

Per Node

"H2RZE L5 RCloud Volumes ONTAP ~ £Google Cloud® k&) TThRERZL "o

PAYGO:TH
RERHEENTISIRES « 8/)\RZf4—

B 1&E I Cloud Volumes ONTAP —{EEEIRIER - BlueXPE 1R &5TBIGoogle Cloud MarketplaceiR &
4 o ZEIRZ BT FIRITE IR - UWEETRE o B UEEMTERIZEPERMERETR ©

1. RERIEEINFERT « EECE7FRE> Canvas® o
2. 71 TEhk) BEL -~ #H—T TMEIFRR) -~ ARKEBlueXPHIYLERET o

a. E BRSNS Em L ?i‘ T REERE> G TRT* « AEMKERIRRE]RIGoogle Cloud
Marketplace R HIRE FABE (T 75 2

b. iX[EBluexPz# « BtEE tEHE BEF - FENSEREN -

173



Select Charging Method

o Professional capacity R

Essential By S

Freemium (Up to 500 GiB) By v

Per Node

111

B2 ZE P $5RCloud Volumes ONTAP ~ 7£Google CloudEXEh ThEERZ] "o

BRI TR > (3058 EEEIERSIRAERIMNGoogle Cloud Marketplaces TR o "BEf#UN
SR HGoogle CloudsBs5 Bz TRI"

FEEN
BEFEASY - EF%{ICloud Volumes ONTAP —{i4EE o

1. BHAEEHINetAppIHENRUBEFERL

B #I8]7EGoogle Cloud Marketplacel{_Private {BEAZ IR o

ENetAppIERZFAABE 2% ~ EIUETERIREIIAR ~ #£Google Cloud MarketplacezsJEEE /5

2= o
2. 7 TEiR BHEL 2T HEIERIE) -~ ARKEBlUeXPHRISEHETT o

W)

CESHAE R EE L~ TR >HTILE TR ~ AARMKERIR RTEGoogle Cloud Marketplace
FIREERE -

- #£Google Cloud¥ ~ ZEEETHIRFE HENFESE « ABRIF— T3 -
c. iR[EBlueXPZ & ~ BINEIE (78BS E BHEHF  FENREREN -

(o

174


https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html

Select Charging Method

° Professional capacity R

Essential By S

Freemium (Up to 500 GiB) By v

111

Per Node

B2 ZE P $5RCloud Volumes ONTAP ~ 7£Google CloudEXEh ThEERZ] "o

KeystonezJEd
Keystone sJRIR—IERER RITEFTRIARTS o ""FABEAE NetApp Keystone 5JF" ©
P

1. MRIEHARETE ~ "BHH4ENetApp”

2. mailto : ng-keystone-success@netapp.com [ B#48 NetApp] LAE— 2@ Keystone 5] RIARIZETHY
BlueXP fEREIRE ©

3. NetAppRELEHINRE 2% « "E4ETHETRABLUHECIoud Volumes ONTAP $EEREA" ©
4. 71 TEhR) BELE ~#—T TEITEIRIE] ~ ABRKIEBlueXPHIRYSP BRETT ©
a. ERFIRTERZETES AR - 5518 Keystone Subscription ZTE 7% ©

175



https://www.netapp.com/forms/keystone-sales-contact/
https://www.netapp.com/forms/keystone-sales-contact/
https://www.netapp.com/forms/keystone-sales-contact/
https://www.netapp.com/forms/keystone-sales-contact/
https://www.netapp.com/forms/keystone-sales-contact/
https://www.netapp.com/forms/keystone-sales-contact/
https://www.netapp.com/forms/keystone-sales-contact/
mailto:ng-keystone-success@netapp.com

Select Charging Method

° Keystone

Storage rmanagement

Charged against your MetApp credit

Keystone Subscription

A-ANMRITAT

Professional

Essential

Freemium (Up to 500 GiB)

Per Node

g

capacity

10101

"HE2RZFFECloud Volumes ONTAP ~ 7£Google Cloud®Ei&E) TThREARZE] "o

7ZCloud Volumes ONTAP Google Cloud_-E{&f

& 8] LACloud Volumes ONTAP £ 8

EINHE o

BEtA 2 Al
CRETIIER A AR TIFRIE -

© BRENIEITRYEZSS ©

° MR "HE T FEMERNERZSR" o

° "I FECZPERFEEF YT B Connector fRIFHEE" ©

° B Connector HHEARVBRFSIRA " B &P ER VIR
© BRRRICE(ERRVARRE o

IRREZ BT M  EEARL « LRRAREIESIIFGoogle CloudA¥RRE - 1NF
Cloud Volumes ONTAP {RRYSESRARAE" o

* BEfEESE Cloud Volumes ONTAP ESsEIHAEFREHIE(E o

176

EZHEEIN

EL\
FEZ

—ENEE4ERE s 7EGoogle Cloudd AHABCE IS TER

B "HRE



https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/concept-connectors.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-permissions-gcp.html

"R AR IR E R o

* Google Cloud APIfER% 2 "TE IS EZEHRE" ©
> Cloud Deployment Manager V2 API

° EUmsCHER AP

o Cloud Resource Manager API
EHS|Z AP

° BOHAEEFIRERE (IAM) AP

f£Google CloudERENE —EiEh R 471

fEBlueXPH# 1L T {FIR1E  7£Cloud Volumes ONTAP Google Cloudsh# HIhBEEHT o

TR

1.

WAREEINERF « EEH#EFRME> Canvas* ©

2. [[TRANE TEhR) BEEL -~ #E—T TFETIERIE) ~ ARKBIRTET

3. *BEEAIE * 3 * Google Cloud * 1 * Cloud Volumes ONTAP

4

S. BHMERIEIETEE | BNNER  IETRESHE  EIEMHIERRIFIRS « EIEMRITLIRE « ARIEENEE

NIRRT « "EIEESE"

TRAPBICAIRET ISR

1L S5t

TRIRIRSATE BlueXP{E A TEIRIEA A& Cloud Volumes ONTAP 238 &4 M Google
Cloud VM#{T{ERS - MR ICEAGZIREE « EHEFERALBHATRAEEREZEY
BH4EMYRTER o

ARFEIR B 218 MREFTEER "ERDE" 5 "BlueXP EHEER" B TEEINEE « BMEER
BRI ARFEIR A ~ RN A B AL EEHEEIEEABHNARTEIRS © Cloud
Volumes ONTAP "B fEU1{r] 32 37 IRFZIRE" ©

FIEARE ZH EGoogle CloudERRIHAEE R © BlueXPEHIZEFIE Cloud Volumes
ONTAP EHA#BRIMN B R4 Google Cloud& iR » B TIEIRIRH « KR
LU ERENEMIGERE - ABRTEEIZBIMEESER iﬁ/ia “IE
B TERIER - API R ﬁl‘ﬁ%‘]‘”ﬁﬂ% TERRE - NFREWAERIEN ~ 552
& "Google Cloud X4 : BREIR" °

FRELBNZENE j5LEECloud Volumes ONTAP ERAM BEZREEIESIRFMNEEN o &Y
fERELEETEER - Cloud Volumes ONTAP 518 System Manager 8(E CLI
%&?im EEREE o (REBTERAY_admin_EFAERLTE - AFHEELABIEAES

177


https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://cloud.google.com/apis/docs/getting-started#enabling_apis
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://docs.netapp.com/us-en/bluexp-backup-recovery/concept-backup-to-cloud.html
https://cloud.google.com/compute/docs/labeling-resources
https://cloud.google.com/compute/docs/labeling-resources
https://cloud.google.com/compute/docs/labeling-resources
https://cloud.google.com/compute/docs/labeling-resources
https://cloud.google.com/compute/docs/labeling-resources
https://cloud.google.com/compute/docs/labeling-resources
https://cloud.google.com/compute/docs/labeling-resources
https://cloud.google.com/compute/docs/labeling-resources
https://cloud.google.com/compute/docs/labeling-resources
https://cloud.google.com/compute/docs/labeling-resources
https://cloud.google.com/compute/docs/labeling-resources
https://cloud.google.com/compute/docs/labeling-resources
https://cloud.google.com/compute/docs/labeling-resources
https://cloud.google.com/compute/docs/labeling-resources
https://cloud.google.com/compute/docs/labeling-resources

i ki AR
HREEHZ i;éﬂi Cloud Volumes ONTAP R EEI BV EZE o TE:RH Z EBlueXPFRTENE
= (o]

MRE TR FERRERINEMEMESE - %ﬁ?f@fﬁiﬁﬂ%’rBlueXPﬂEﬁmﬁﬁéﬂ
Hh= 22 7R - B1{E Google Cloud FiEE& ~ BIEX IAM ARTS « JARIEEE
o H%ﬂﬁBlueXP@@E’JHE?*'I’E}E ¥ﬁimx'?%§ o fRNAES S EEREEIL
WER

()  BROBBUXPREMMRIES « WA o

B—T* TERIgsTRE) * ~ iEENAVER R B R B TRAZE AL RAR o
EEEIBEFAPE(ICloud Volumes ONTAP IHAERITHAE M RIB R 4%  I(REE

fCloud Volumes ONTAP Google Cloud Marketplaceié?%i—iﬂl%ﬁlbﬁ'éﬁEﬁ
AGoogle CloudZ 2 -

TR R SR BB BE R BE T IRFE Th 155 T B RAE = Google CloudH 2% o 3#E ~ sAMKEBRR S ERETR
#&MarketplacezJEIE2Google CloudsBs5 I REHE" EER ©

¢ Google Cloud Marketplace 5]F BlueXP

6. * BR#% * | EEVEEEI AR L EANARTS o HEEER BlueXP H{HEUEIR « SR BlueXP 8 ~ 4 HE

7.

8.

178

T3 EF'? ERRFEIRA ©

WNREEERFH WORM MERDEINGE  [E47B5H BlueXP {7 BIE/R - WEFE 9.8 Rk
FE#ARZA<HEY Cloud Volumes ONTAP IT’Eiaiﬂ °

(B RELR | BIEAE - BIEHANAERA WS Google Cloudf# 72 EHVAERRELR « LUETTERIDE °
TRRPBIEAISEREISEAIRIL

1R st

EAREREE EERSEBERDBZEGoogle Cloud Storagef#7F/& ~ Cloud Volumes ONTAP @4
/EI%%I“’WJ?WE% EAFABEGoogle Access ° WIEERIIE ~ 82 "Google
Cloud X : 5%EFAH Google Access" °

EERH AR NREBlueXPRICEEMN NAERR ~ LA REZARFFRENSR ¢

* MNRAEFEIRAIVPC only ((BVPC) * ~ BIEARENRIRETESR AP

%VPCE’J?*HE%%EI MR %2RFREVPCRY FHERSEE - BEEHMVE

* MRIEFFRAVPC ~ EARERHRIRENFEES730.00.0.0/0 IPEEE -

FERIRENMRNEERR WREERIRERIBLAAREREE EHAEEHENFRA o 4L ¢ Learn i
% Cloud Volumes ONTAP E’Jﬁﬁkﬁifﬁﬁﬂ °

FEETIREINSSIRE | {EE CEEECUIERRERINEREIR « ARIEENetAppSERILIRS


https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-quick-start-connector-google.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=373b96de-3691-4d84-b3f3-b05101161638
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=373b96de-3691-4d84-b3f3-b05101161638
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=373b96de-3691-4d84-b3f3-b05101161638
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=373b96de-3691-4d84-b3f3-b05101161638
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=373b96de-3691-4d84-b3f3-b05101161638
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=373b96de-3691-4d84-b3f3-b05101161638
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=373b96de-3691-4d84-b3f3-b05101161638
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://cloud.google.com/vpc/docs/configure-private-google-access
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#firewall-rules
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#firewall-rules
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#firewall-rules
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#firewall-rules
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#firewall-rules
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#firewall-rules
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#firewall-rules
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#firewall-rules
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#firewall-rules
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#firewall-rules
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#firewall-rules
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#firewall-rules
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#firewall-rules
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#firewall-rules
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#firewall-rules
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#firewall-rules
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#firewall-rules

° “ZHEABECloud Volumes ONTAP f25# FAHL L ThAERYIZESEIE" o
o "BEARUN{AIER EIRHE" o

0. * RARENEN * | ERHAP—EEMHLUIREEZE Cloud Volumes ONTAP EEFERAR ~ Sz—T * 12
TFHECHIMERS * o

MRECEEEP—EEH ~ IRFEE—E Volume ~ ARIBRILAZEAER o

10. #Z# : f8Cloud Volumes ONTAP EEEE B IbhRZS « AR SEEVI4 AR o

SRFFERR A BBV S TR  — MR P SRS IR bR  AMER T THHIB SR
(D) - BuexPEISRHEEMEZIRA o HIS « TIRLIRIECloud Volumes ONTAP 7 [E53
THAE ~ SEENEITEH © R R Bt —EHRA S RIS —(EHRA « N4t 0.6 3 9.7 o

.~ BEREEER * . BEIEY048 Aggregate MIERTE © SHEMAIERIBEFREERIFI A/ ©
MR AR BB AR IR E - IEA] IR REHIR & BEEREAMIRER -

HERR R/ NE R R #1BAggregate P RIFR B HEEE ~ LUK fEEA Simple ProvisioningZEIERF ~ BlueXPFrE 1L BY{E 1
HfthAggregate o & LUFEREFSRCE RIS « BIUFHAFRESEX/NNESE o

YNSRI R RV A A/ NAIERBE ~ 332 R0 "7E Google Cloud FEAZEER4IRIE" o
12. * Flash Cache - B AEREE WORM * :

a. NBEE « :5EA * Flash Cache* ©

@ ¢ Cloud Volumes ONTAP 9.13.1 B#4 + n2-Standard-32 * n2-Standard-48 #1 n2-
Standard-64 H{T{EREFERI IR Flash Caches © f&EXTEEFE%(EA Flash Cache °

b. MRFE + FEEEE "N BERBARE
"RABREEARE"

SEAZRENSEHEN (MTU) 8 -~ 896 {it/ARIFER * 5 * B AREIEIEE o It
@ 46 ~ BEHIMTUZS ~ 896 ~ EEEEIEVPC-1 » VPC-2F1VPC-33EITEE o YNFTEVPC-1
~ VPC-2F1VPC-38Vs34E M ~ 552F "VPC-1 ~ VPC-2F1VPC-38Y#REI" o

C. REBHH—REA ~ ZXEH (WORM) f#TFRfH °

R ELACloud Volumes ONTAP B3 EINFE ~ HIZEVFHWORM 9.7 K E{EhR A - BAFEWORMFI
[E% - #&Cloud Volumes ONTAP & i{tH iR R i f& 4R E4)149.8 ©

EABEZ WORM (#1758 1E" o

a. MREEENWORMEETER M ~ FAERR L HARA ©
13. * Google Cloud PlatformHYE RIS E* | FEIER T EEWIBAggregate LRV ERIDE - FEIEREENE R

FHFLER s ABEIEEATEATEERHEEEABNARISIRE (Cloud Volumes ONTAP RN B AR AHIE
HhRZs) ~ S 2EEGoogle CloudiRE (Cloud Volumes ONTAP A iEX B R IBINAED.6) o

AR MIEIR

179


https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#requirements-for-the-connector
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#requirements-for-the-connector
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#requirements-for-the-connector
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#requirements-for-the-connector
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#requirements-for-the-connector
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#requirements-for-the-connector
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#requirements-for-the-connector
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#requirements-for-the-connector
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#requirements-for-the-connector
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#requirements-for-the-connector
https://docs.netapp.com/us-en/bluexp-cloud-volumes-ontap/reference-networking-gcp.html#requirements-for-the-connector

° BlueXP&7£Cloud Volumes ONTAP E{EBIZHRERFEIRE o IEARFFIRPIREE RSB E Google

Cloud Storage ##FERVHER o 557544 Connector IRFH IR A #TIE 40 B ARFSIR P RVERE « [AIEEE
#EBlueXPHIEE L IR A

° NFEHIEGoogle CloudtkFARIERAA ~ 2/ "HRIE K Google CloudiRF ~ MUEEA9.6EITERDE

o R IR BUAREEAIRE BT « IEIBR ERNHIRE D ERA) -
* MRERERDE ~ ERIUTTRERIAggregate LRI ~ BINHRERPARL « LGoogle Cloud XS

HIBARFEIRE o
"RABRRRERDE" o

14. * 37 Volume * : BIATHIREAVSFAEERL ~ Siz—T *Bi@ * o

180

"BRA IRRVA P inEE R E AR A"

FEFREARAIRAA BEER o TRAPERISEFERERIMNIL -

1ML a5t
R~ TR AR RARN « TERCRNICERSRUBRHECE « EBrRICRILE AR

AABRFEFEEANEKRE -

FEEER] (BEAIN NFS BLHRAEERFHERTAIFEEIREIAER ° \RIFFER - BlueXPEBA—

)

B8 ~ UHERFHERFRIFENITERE -

HEIREMERE /854 (2 BEMUARCERIERENRE (hWREAEEUEHBEZACL) HHEAEFH

R CIFS) B4R o SR LUETE A4 54915 Windows # &S E 4H « 5 UNIX fERE S E:
48 o UNRITISE A Windows EFRESTE  BINEF R \ (FRELEER
RESFEAENRSE

Snapshot [REI Snapshot 8RR 215E BENEILAY NetApp Snapshot #EZsHISEZRFIEK

£ ° NetApp Snapshot EAR—BARHEMAENREMIEZRAMME - FER
DHEFRE o MAILUEIETAR R SR o Mo ST R EREE MR ¢
%0 ~ Microsoft SQL Server B Tempdb ©

HEFEIE ((ZEMAN NFS AMHAREEEE NFS hRZ ¢ NFSv3 8 NFSv3 °

)

EyEhasas#BA0 IQN ({238 iSCSI #FB1RE4 LUN (BEE ) - MREERREENTAZ2RGEER -
FARL iSCSI) FYEhasE¥4E 2 iSCSI MR IBRIRE « AIEHIMPLE RSN 25 A 7 EUFLE LUN

° iSCS|I BIZnE@IREZKAEEAEFE (NIC) -~ TCP E#S5|%¥ (TOE)
+ (EEREERENES)  BAERAEE (CNA) HEBEAFHERENEE (
HBA) EAREAEE - WH iSCSI &M% (1QN) #5Y o BILiISCSIHEFEE

B ~ BlueXPE BHAKEEIILUN - B R BEESEMGEEZEI—E LUN ~ FH5E
CERSER TAE ~ RLEAEEEIE o By MEE 2% ~ "F/H IQN R FidEg s
LUN" o

TERET CIFS F#tHEN  Volume 1 (HiikE) HmE :


https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-adding-gcp-accounts.html

Details & Protection

Volume Name:

vol

Snapshot Policy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicelon
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$ gcloud compute images export \
--destination-uri DESTINATION URI \
-—image IMAGE NAME

# For our example:
$ gcloud compute images export \

--destination-uri gs://vsa-dev-bucketl/example-user—-exportimage-
gcp-demo \

--image example-user-20230120115139

## DEMO ##

# Step 1 - Optional: Checking access and listing objects in the
destination bucket

$ gsutil 1ls gs://example-user-export-image-bucket/

# Step 2 - Exporting the desired image to the bucket

$ gcloud compute images export —--image example-user-export-image-demo
-—-destination-uri gs://example-user—-export-image-bucket/export-
demo.tar.gz

Created [https://cloudbuild.googleapis.com/vl/projects/example-demo-
project/locations/us-centrall/builds/XXxXxXXXxXXXxX] .

Logs are available at [https://console.cloud.google.com/cloud-
build/builds; region=us-centrall/XXXXXXXXXXXX?PrOJeCL=XXXXXXXXXXXX] .
[image-export]: 2023-01-25T18:13:48%Z Fetching image "example-user-
export-image-demo" from project "example-demo-project".
[image-export]: 2023-01-25T18:13:49Z Validating workflow
[image-export]: 2023-01-25T18:13:49Z Validating step "setup-disks"
[image-export]: 2023-01-25T18:13:49Z Validating step "image-export-
export-disk"

[image-export.image-export-export-disk]: 2023-01-25T18:13:497%7
Validating step "setup-disks"
[image-export.image-export-export-disk]: 2023-01-25T18:13:497
Validating step "run-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50Z
Validating step "wait-for-inst-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "copy-image-object"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "delete-inst"

[image-export]: 2023-01-25T18:13:51Z Validation Complete
[image-export]: 2023-01-25T18:13:51Z Workflow Project: example-demo-
project

[image-export]: 2023-01-25T18:13:51Z Workflow Zone: us-centrall-c
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[image-export]: 2023-01-25T18:13:51Z Workflow GCSPath: gs://example-
demo-project-example-bkt-us/

[image-export]: 2023-01-25T18:13:51Z Example scratch path:
https://console.cloud.google.com/storage/browser/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px
[image-export]: 2023-01-25T18:13:51Z Uploading sources

[image-export]: 2023-01-25T18:13:51Z Running workflow

[image-export]: 2023-01-25T18:13:51Z Running step "setup-disks"
(CreateDisks)

[image-export.setup-disks]: 2023-01-25T18:13:51Z CreateDisks: Creating
disk "disk-image-export-image-export-r88px".

[image-export]: 2023-01-25T18:14:02Z Step "setup-disks" (CreateDisks)
successfully finished.

[image-export]: 2023-01-25T18:14:02Z Running step "image-export-export-
disk" (IncludeWorkflow)

[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "setup-disks" (CreateDisks)
[image-export.image-export-export-disk.setup-disks]: 2023-01-
25T18:14:02Z CreateDisks: Creating disk "disk-image-export-export-disk-
image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Step
"setup-disks" (CreateDisks) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "run-image-export-export-disk" (CreatelInstances)
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:02Z CreatelInstances: Creating instance "inst-image-
export-export-disk-image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:087Z Step
"run-image-export-export-disk" (CreateInstances) successfully finished.
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:08%Z Createlnstances: Streaming instance "inst-image-
export-export-disk-image-export-image-export--r88px" serial port 1
output to https://storage.cloud.google.com/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px/logs/inst-
image-export-export-disk-image-export-image-export--r88px-serial-
portl.log

[image-export.image-export-export-disk]: 2023-01-25T18:14:08Z Running
step "wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:08Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
watching serial port 1, SuccessMatch: "ExportSuccess", FailureMatch:
["ExportFailed:"] (this is not an error), StatusMatch: "GCEExport:".
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":



StatusMatch found: "GCEExport: <serial-output key:'source-size-gb'
value:'10'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Running export tool."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:297Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Disk /dev/sdb is 10 GiB, compressed size

will most likely be much smaller."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Beginning export process..."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Copying \"/dev/sdb\" to gs://example-
demo-project-example-bkt-us/example-image-export-20230125-18:13:49-
r88px/outs/image-export-export-disk.tar.gz."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Using \"/root/upload\" as the buffer
prefix, 1.0 GiB as the buffer size, and 4 as the number of workers."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance

"inst-image-export-export-disk-image-export-image-export--r88px":

StatusMatch found: "GCEExport: Creating gzipped image of \"/dev/sdb\".

[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 1.0 GiB of 10 GiB (212 MiB/sec),
total written size: 992 MiB (198 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:59Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 8.0 GiB of 10 GiB (237 MiB/sec),
total written size: 1.5 GiB (17 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished creating gzipped image of
\"/dev/sdb\" in 48.956433327s [213 MiB/s] with a compression ratio of
6."
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[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished export in 48.957347731s"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: <serial-output key:'target-size-gb'
value:'2'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
SuccessMatch found "ExportSuccess"
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
successfully finished.

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "copy-image-object" (CopyGCSObjects)
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "delete-inst" (DeleteResources)
[image-export.image-export-export-disk.delete-inst]: 2023-01-
25T18:15:197Z DeleteResources: Deleting instance "inst-image-export-
export-disk".

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"copy-image-object" (CopyGCSObjects) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:15:347Z Step
"delete-inst" (DeleteResources) successfully finished.

[image-export]: 2023-01-25T18:15:347Z Step "image-export-export-disk"
(IncludeWorkflow) successfully finished.

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> source-
size-gb:10

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> target-
size-gb:2

[image-export]: 2023-01-25T18:15:34Z Workflow "image-export" cleaning
up (this may take up to 2 minutes).

[image-export]: 2023-01-25T18:15:35Z Workflow "image-export" finished
cleanup.

# Step 3 - Validating the image was successfully exported
$ gsutil 1ls gs://example-user-export-image-bucket/
gs://example-user-export-image-bucket/export-demo.tar.gz

# Step 4 - Download the exported image
$ gcloud storage cp gs://BUCKET NAME/OBJECT NAME SAVE TO LOCATION



$ gcloud storage cp gs://example-user-export-image-bucket/export-
demo.tar.gz CVO GCP Signed Digest.tar.gz
Copying gs://example-user-export-image-bucket/export-demo.tar.gz to
file://CVO_GCP Signed Digest.tar.gz

Completed files 1/1 | 1.5GiB/1.5GiB | 185.0MiB/s

Average throughput: 213.3MiB/s

$ 1s -1

total 1565036

-rw-r--r—-—- 1 example-user example-user 1602589949 Jan 25 18:44
CVO GCP_Signed Digest.tar.gz

PR ER M AES

M

# Extracting files from the digest
$ tar -xf CVO GCP Signed Digest.tar.gz
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# Step 1 - Optional, but recommended: Verify the certificate using
OpenSSL

# Step 1.1 - Copy the Certificate and certificate chain to a
directory

$ openssl version

LibreSSL 3.3.6

S 1s -1

total 48

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0-20230119-0XXXXX.pem

-rw-r--r—--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

# Step 1.2 - Get the OSCP URL

$ oscp url=$ (openssl x509 -noout -ocsp uri -in <Certificate-
Chain.pem>)

$ oscp url=$ (openssl x509 -noout -ocsp uri -in Certificate-Chain-
GCP-CV0-20230119-0XXXXX.pem)

$ echo Soscp url

http://ocsp.entrust.net

# Step 1.3 - Generate an OCSP request for the certificate

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -reqout <request.der>

$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -reqgout req.der

# Step 1.4 - Optional: Check the new file "reqg.der" has been
generated

$ 1s -1

total 56

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

—-rw-r—--r—-—- 1 example-user engr 120 Jan 19 16:50 reqg.der

# Step 1.5 - Connect to the OCSP Manager using openssl to send the
OCSP request

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -url ${ocsp url} -resp text
—-respout <response.der>
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$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -url ${ocsp url} -resp text
—-respout resp.der
OCSP Response Data:
OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: C = US, O = "Entrust, Inc.", CN = Entrust Extended
Validation Code Signing CA - EVCS2
Produced At: Jan 19 15:14:00 2023 GMT
Responses:
Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 69FA640329AB84E27220FE0927647B8194B91F2A
Issuer Key Hash: CE894F8251AA15A28462CA312361D261FBF8FETS
Serial Number: 5994B3D01D26D594BD1DOFA7098C6FF5
Cert Status: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

Signature Algorithm: shabl2WithRSAEncryption
Ob:b6:61:4:03:5£:98:6f:10:1c:9%a:f7:5f:6f:c7:e3:f4:72:
£2:30:f4:86:88:9a:b9:ba:le:d6:f6:47:af:dc:ea:ed:cd:31:
af:e3:7a:20:35:9e:60:db:28:9c:7f:2e:17:7b:a5:11:40:4f:
le:72:f7:f8:ef:e3:23:43:1b:bb:28:1a:6f:c6:9c:c5:0c:14:
d3:5d:bd:9%b0:6b:28:fb:94:5e:8a:ef:40:20:72:a4:41:df:55:
cf:f3:db:1b:39:e0:30:63:c9:c7:1f:38:7e:7f:ec:f4:25:7b:
1e:95:4¢c:70:6c:83:17:c3:db:b2:47:e1:38:53:ee:0a:55:c0:
15:6a:82:20:b2:ea:59:eb:9c:ea:7e:97:aa:50:d7:bc:28:60:
8c:d4:21:92:1¢c:13:19:b4:e0:66:cb:59:ed:2e:£f8:dc:7b:49:
e3:40:£f2:b6:dc:d7:2d:2e:dd:21:82:07:bb:3a:55:99:£7:59:
5d:4a:4d:ca:e7:8f:1c:d3:9a:3f:17:7b:7a:c4:57:b2:57:a8:
b4:c0:a5:02:0d:59:9¢:50:32:f£:16:01:65:3a:9¢c:8c:70:3b:
9e:be:bc:4£:£9:86:97:01:62:3c:b2:29:46:08:be:6b:1b:3c:
24:14:59:28:c6:ae:e8:d5:64:b2:f8:¢cc:28:24:5c:b2:¢c8:d8:
5a:af:9d:55:48:96:f6:3e:c6:bf:a6:0c:ad4:c0:ab:d6:57:03:
2b:72:43:b0:6a:9f:52:ef:43:bb:14:6a:ce:66:cc:6c:4e:66:
17:20:a23:64:e0:¢c6:d1:82:0a:d7:41:8a:cc:17:£fd:21:b5:c6:
d2:3a:af:55:2e:2a:08:¢c7:21:41:69:el:44:ab:al:dd:df:6d:
15:99:90:cc:a0:74:1e:e5:2e:07:3f:50:e6:72:a26:b9%:ae:fc:
44:15:eb:81:3d:1a:f8:17:b6:0b:£f£:05:76:9d:30:06:40:72:
cf:d5:c4:6£:80:¢c9:14:76:09:6b:3d:6a:70:2c:5a:c4:51:92:
e5:cd:84:b6:£9:d9:d5:bc:8d:72:b7:7c:13:9¢c:41:89:a8:97:
6f:4a:11:5f:8f:b6:¢c9:b5:df:00:7e¢:97:20:e7:29:2e:2b:12:
77:dc:e2:63:48:87:42:49:1d:fc:d0:94:a28:8d:18:£f9:07:85:
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ed4:d0:3e:9a:4a:d7:d5:d0:02:51:¢c3:51:1c:73:12:96:2d:75:
22:83:a6:70:5a:4a:2b:f2:98:d9%:ae:1b:57:53:3d:3b:58:82:
38:fc:fa:cb:57:43:3f:3e:7e:e0:6d:5b:d6:fc:67:7e:07:7e:
fb:a3:76:43:26:8f£:d1:42:d6:a6:33:4e:9e:e0:a0:51:b4d:c4:
bc:e3:10:0d:bf:23:6c:4b
WARNING: no nonce in response
Response Verify OK
Certificate-GCP-CVO-20230119-0XXXXX.pem: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

# Step 1.5 - Optional: Check the response file "response.der" has
been generated. Verify its contents.

$ 1s -1

total 64

-rw-r--r—--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CV0-20230119-0XXXXX.pem

-rw-r--r-- 1 example-user engr 120 Jan 19 16:50 reqg.der
-rw-r—--r—-- 1 example-user engr 806 Jan 19 16:51 resp.der

# Step 1.6 - Verify the chain of trust and expiration dates against
the local host

$ openssl version -d

OPENSSLDIR: "/private/etc/ssl"

$ OPENSSLDIR=S (openssl version -d | cut -d '""' -£f2)

$ echo SOPENSSLDIR

/private/etc/ssl

$ openssl verify -untrusted <Certificate-Chain.pem> -CApath <OpenSSL
dir> <Certificate.pem>

$ openssl verify -untrusted Certificate-Chain-GCP-CV0-20230119-
0XXXXX.pem -CApath ${OPENSSLDIR} Certificate-GCP-CV0-20230119-
0XXXXX.pem

Certificate-GCP-CV0O-20230119-0XXXXX.pem: OK

2. BT HEHMdisk.JRIA 1EE - BRRRERERREF -
3. {EFOpenSSLIL/RE ARV ARS8 o
4. FREINNARMSBREEL « WEE TEHMisk. 718 EEARZR

7.
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# Step 1 - Place the downloaded disk.raw,

certificates in a directory
$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff

staff

# Step 2 - Extract the public key
$ openssl x509 -pubkey —-noout -in

(public key.pem)

$ openssl x509 -pubkey -noout -in
0XXXXX.pem > CVO-GCP-pubkey.pem

$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r—--r—--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff
staff

staff

Jan

Jan

Jan

Jan

19

19

19

19 1e6:

the signature and the

15:

15:

15:

42

42

42

39

Certificate-Chain-

Certificate-GCP-CVO-

GCP_CVO_20230119-

disk.raw

from the certificate

(certificate.pem) >

Certificate-GCP-CV0O-20230119-

Jan

Jan

Jan
Jan

Jan

19

19

19
19

19

15:

15:

17:
242

15

16:

42

42

02

39

Certificate-Chain-

Certificate-GCP-CVO-

CVO-GCP-pubkey.pem
GCP_CVO 20230119-

disk.raw

# Step 3 - Decrypt the signature using the extracted public key and

verify the contents of the downloaded disk.raw

$ openssl dgst -verify (public key)

—-keyform PEM -sha256 -signature

(signed digest) -binary (downloaded or obtained disk.raw)

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary disk.raw

Verified OK

# A failed response would look like this

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary

../sample file.txt
Verification Failure
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2. 7£* Cloud Volumes ONTAP () Z3[{ZH Lt % —TF MEEREJEHE o

Professional

4TiB 0TiB 4TiB

Consumed Capacity BYOL PAYGOD \"

Add License | Change Charging Method
D Capacity-Based Licenses

Serial Number + Package Type ¥ Package Flavor L | License Capacity * | License Expiry

3. BINTHRIR « BENMRERSE - ARHICHBEBEFRIERGLERBER -
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Change Charging Method

Lelect a working environment

CloudVolumesOMNTAP2

Select new Cloud Volumes OMTAP charging method

Essentia

understand that changing the package type will affect service charges

Change Charging Method | Cancel

4 B—TEBEWESE

4R
BlueXPE#& Cloud Volumes ONTAP TEERFENTES X ©

WRIAEL & T E BlueXP BUREEENEESEAEGHHEENEARE - UEREHIHMNEE -

BIrREREE
MRFERREBMAFHEER « CRLUBERREBER o

1. #¢BlueXPEEINFERT « EECEIE>-HUIEE" o
2. 1£* Cloud Volumes ONTAP () Z3I1RHE L ~ #H—TREZHEEINAER « RBEEVRIRIEHE -
3. B—T I*#br~ 1 LUREST -

E12 Keystone 3]

€ BlueXP B EFi2 1 E1E Keystone 51H + RERIA Cloud Volumes ONTAP 5TRd ~ i
EREFTRRFEERNEEREZENT o BIRFBEREKRLEINAE « AJAAEEIE ONTAP
&3 Cloud Volumes ONTAP R#AIRMHE ZEAFZER o

NetApp Keystone ZEEHIBR RN ETRERT « IR RTFEENSIMIFEAZHHEENET R  RHESE
AEER
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"= ABEfZE Keystone"

IERTHIRR

7E BlueXP FERAFEIE Keystone FTREIZ A ~ [SAZETEIAE NetApp ~ LURHERRY BlueXP ERERAFH
Keystone 51R °

TER
1. #BlueXPEEINFERT « EEUEIE>S(UEE o
2. JEHY * Keystone * ©
3. MBEEREDERENetApp Keystone SAEI"EE - :AEXEFEHEE @ _EFRFIAYMIL o
NetApp TG IZELCHNFERAERDFZEGTR « LRIBEAEREE o

4. 3R[E] * Keystone Subscription* #2123 &KAYETRE ©

39.8 T _ =Y 12.6/22 s 10.5/11.8 1e 2.93/6.09 T

Committed 1 = E X =
Capacity gl On Premises CVO Primary CVO Secondary

6 subscriptions

Subscription Number © Consumed = | @ =z of Instances = Expiration Date

A-500014001 664 TIB @ 4.35 TiB ] July 29th, 2022
A-500014002 G664 TIB @ 435GB 0 July 28th, 2022
A-500014003 664 TiB @ 4,35 TiB (1] July 28th, 2022
A-500014004 664 TIB @ 4.35TiB ] July 29th, 2022

BAEE]RY

NetApp IEELZRIRE % - SR LIESE Keystone 5TBILAIEED Cloud Volumes ONTAP fE/ o ILENERI:EFEHRE
EEEE TR A $TCloud Volumes ONTAP KREITHAER RN E A% ©

HER
1. {EBlueXPEEINFER T « EE- B> E* o
2. 3EHY * Keystone * °
3. NBEEFAENETR ~ AT oo RBEEEL" ©
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Subscription Number = | © Committed = | © Consumed = | © # of Instances Expiration Date

A-500014001 6.64 TiB @ 435TiB 0 July 29th, 2022 (D]
View detail and edit
A-500014002 6.64 TiB @ 435TiB 0 July 29th, 2022
Link @
A-500014003 6.64 TiB @ 435TiB 0 July 29th, 2022

ER
STRARARIREELEEEAIBlueXPIRE ~ BITEEEIZCloud Volumes ONTAP E{FIRIFZAFEEE o

HRESHEINERIRE

MRCEBESFIRRFERIZAIRE - AJUUEIEN BlueXP BXERKZE NetApp ° BIRFEEBHREKREEINA
£ AJAREZIEELES Cloud Volumes ONTAP RATIRHAE Z{#1Z 2R/ o

T

1. ¥BlueXPEEINFER ~ EEEIE>HIERE" o

2. JEHY * Keystone * ©

3. MEEABAEMETR « BT « ARBEIISRHABRI4REE"
4 MA—HZETHFABENERREE ©
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Subscription Modification for A-S00014001

Cumrent Commitied Capacity Current Consumed Capacity - Requested Committed Capacity

Extreme 0.977 TiB 0293 TiB i TiB
Pramium 0.977 TiB 0458 TiB E t TiE
Performance 0 TiB [gi=] nife TiB
Standard 0.732TiB 0.438 TIE E TiE
Value 0.977 TiB @ 0879 TIB TiB
Data Tiering 0TiE 0TiB 1 B
CVO Primary 1.96 TiB @ 176 TiB 3 TiE
CVO Secondary 1.02TiB 0.435 TIE it B

Additional Information

Is there anything else we should know about your request?

Please be as descriptive as possible.

. [T « MARBIEAEMFEER « ARK—THER °

+
i

THYERSE ETENetApp RAT 1T Ticket U ERIE o

SR RE
BlueXP EIEERIERN AR ITESHE Keystone s]RERAEN EA RS ©

"R BRI T B E R R
BUHET s

W RIEARIEBER Keystone Subscription with BlueXP ~ eI IBGHETRIELE o s5E R « KR BEBUHE LS KM
HMZEIRACloud Volumes ONTAP HIETRIAAAIETE o

FER
1. #BlueXPEEINFER T « EA FIE>HIERE" o
2. 3EHY * Keystone * °
EERCHEATTR BT « REENCECHELS" ©

MR
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7 BlueXP 2B EIREEAEISHR « LUIFERE(E Cloud Volumes ONTAP R4AEER
BEEMMESEMNE IR o

_NodeZ!#Z1E_ Bri—{E#ERX (RERRHER)
* MNetAppfEEBYOLE#E
* RERBEFNTIZIRS)EPET (PAYGO)

_BlueXP {26 _ FIEERE—(IEEIE Cloud Volumes ONTAP RYIEHE o R URTISIRHEN EHIRA R
T o

" ABECloud Volumes ONTAP R AIAN{A ERAS IR HE" o

EIEPAYGOIZE

BlueXP Hfi$26 B o] ;2% 1R S8 PAYGO Cloud Volumes ONTAP Z4ARVEE4AIE R « BFEFSRA PAYGO
RAEEERY o
HER

1. #¥BlueXPEHEINFERT ~ EEVEIE>HULE" o

2. 7£* Cloud Volumes ONTAP () *Z=3|11ZH L ~ W THN/FEIEE MERLERE o

3. #—T* PAYGO* °

4. BERBPIRIFSEPAYGORIENFAER! o

License Distribution

5

Total Licenses

| 1

= BYOL Licenses

£y ° =

Free Trial Eval

BYOL (1) PAYGO (4) EVAL (0)

Cloud Volumes ONTAP Name |

a5 | CYOPAYGO Single Nade 590520130000000007043 standard Manage PAYGO License 7
Node 1 :90920140000000001010
BN cvopAvGO2 High Availability s::d:2 e standard Manage PAYGO License 7

' cvopaygos Single Node 90520130000000001 045 premium Manage PAYGQ License A

S. MNBRE - AR — T EIEPAY GO B TEPAY GO S B B TEASEREY -
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BYOL (14) Eval (2) Unassigned (3) PAYGO (6) Add Unassigned Licenses

Serial Number = Type 5 | Cloud Provider = | License Expiry = | Status = |

0123456789012345678%0 Single Node All Providers April 20, 2022 Unassigned l\ Exchange License = )

012345678901234567891 Single Node ¥ Arure April 20, 2022 Unassigned ( Exchange License ~ )

5. BV ESE I RAORRES o

6. WIRBIET « FEAHARHERERIMIRAE -

7. IARREE | ARR-TRE

KR

BlueXPE & RIS /KBR AR ITIEIBARTS - CAILE TERIRERE) RBPIEANRE -
RS AAERR
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&) EHIRHEER - MRERBITEREZ « oI LU netapp.com BUS ©

TR
1. Bi1E "NetApp HEIEIEZEEL 2" WFERLH NetApp STIBAIETIEE A ©
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License Generator

The following fields are pre-populated based on the NetApp 350 login provided.

To download the corresponding NetApp license file, re-enter your $50 password along with the correct

Product Line and Product Serial number.

First Name
Last Name
Company
Email Address

Username

Product Line™

ONTAF Select - Standard

) ) ) ONTAF Select - Premium
Mot only is protecting your data required by ONTAP Select - Premium XL

=l

(] 1 have read NetApp's new Global Dat Cloud Volumes ONTAP for AWS (single node)
may use my personal data. Cloud Volumes ONTAP for AWS (HA)

Cloud Vaolumes ONTAF for GCP (si

ngle node or HA)

Cloud Valumes ONTAR for Microsoft Azure (single node)
Cloud Volumes ONTAP for Microsoft Azure (HA)
Service Level Manager - SLO Advanced

StorageGRID Webscale
| StorageGRID WhiteBox

SnapCenter Standard (capacity-based)

3 EELEEAEFE A EZE NEHIZI serialNumber.NLF

B RMEE

HIE B ARNetApp A RBLIBYOLETREIRF « BlueXPE HEI1ENetApp BV HTIZHE « WG EH Z4E7ECloud

Volumes ONTAP %% 4% L o

Y1RBlueXPEZEB R EHVREFEREGTFIIREES « AL BTISIER - ARFIHRERLEE

BluXP o
$HER
1. #BlueXPEEINFERT IV EIE>HAIEEE* o
. 7£* Cloud Volumes ONTAP () *ZT5[1Z# L - I TFhizBE

Json FEZE o

FRIEEY MEIRLEUIRAE

. 7 ™ BYOL*] &% - FERICloud Volumes ONTAP AR EEAZKRVFHAE KL o

- HEREER (EEAHALRE - BIBER) -

2
3
4. BT RRREZHENEINAER « AR BHREAE
5
6. #&—T * ERRE * o

KR
BlueXP& E#Cloud Volumes ONTAP B{E{FZE RFAAIIZHE o

BRI A ERE

o

eI L BB E Cloud Volumes ONTAP ZESNA ER AT (EARSBYOLN AL « UECEBIB368TIBHIBYOLA LR
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mmm aggri @ ONLINE eee

INFO CAPACITY

Disk Type GP3 3000 |OPS Provisioned size ~ 907.12 GiB
Disks 4 EBS Used 1.13 GiB
Volumes 2 S3 Used 0 GiB
Elastic Volumes Enabled

S3 Tiering Enabled
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a. EEVEGHE - AEE—T * o (HESREIR) > FgRig * o
b. BEEVEINGHHIEHE « ABE—T* TAdd* (g *) 4 o
3. MR LBECHRARTARE  FRILNMNESHE o

WNEEEAHE ~ 3528 "1 Aggregate” ©

4. {FF System Manager 5 CLI iRt EFEE Aggregate ©
S EAZHIBRT ~ &R LUFEH System Manager R EHLIRE o

WMEABRAIET ~ 552 " () (9 Volume Move Express Guide ) (¥3) ONTAP" o
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s Wit EEERN o

* Volume E@EREEXHRERE °
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UNER7E 9.4 IR B RhRASHY Aggregate ERVBRERIDE - B ZEHARENGRECE o
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1%%5 FlexGroup Volume
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48 o b5 ~ & AT LAZELE Volume #RTUHE ~ 7 Volume B ETR T35 K HEF FlexGroup Volume ©

FlexGroup Volume

% Volume @ ONLINE Manage Volume
INFO CAPACITY

Disk Type GP3 Provisioned 150 TiB

Storage VM svm_name EBS Used 40.2TiB

Tiering Policy Snapshot only S3 Used 26.3TiB

Tags 3

Protection @
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HIThAEE AR ~ BB EERKIRAHER o
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EIIIIB aggr‘l B ONLINE ooe
INFO CAPACITY

Disk Type GP3 3000 IOPS Provisioned size  907.12 GiB

Disks 4 EBS Used 1.13 GiB

Volumes 2 S3 Used 0 GiB

Elastic Volumes Enabled

S3 Tiering Enabled

EEERLRASEND R
1. £ System Manager & ~ #—TF * Storage > Tiers* ©
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Change Tiering Policy

Volume_1

Tiering Policy

@ Auto - Tiers cold Snapshot copies and cold user data from the active file system to object storage.

Minimum cooling days: 31 (2-183)

O All - Immediately tiers all data (not induding metadata) to object storage.

O Snapshot Only - Tiers cold Snapshot copies to object storage.

O Mone - Data tiering is disabled.

53 Storage classes

53 Storage Encryption Key

Standard-Infrequent Access

aws/s3

(D This action is non-disruptive and changing the tier impacts cost, performance, and maximum capacity. Refer to

BlueXP documentation for more details.

MR E RS EEIAggregate RTETE ~ HIBlueXP & Af4HRE L #THYAggregate ©
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ER& #14% EX4HEE o

1. RRERIEBEINFERD  EE#FRE> Canvas® o
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3. KERIEIRIE - HE
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TEEESEERE - MEAEN D EUMMH#EFER -

B9t Volume ~ BRI EHEEE

ERHMIREN TIFRI

E S3 Tiering

s Enabled

Disabled

i What are storage tiers?

Mote: If you enable 53 tiering, thin provisioning must be enabled on volumes created in this aggregate.
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o Disk Type @ hggregate details @ Tiering Data @ Review

Select Disk Type

Disk Type

GP3 - General Purpose 55D Dynamic Performance

% General Purpose 55D (gp3) Disk Properties

Description: General purpose 550 volume that balances price and

performance (performance level is independent of storage capacity)

IOPS Value @ Throughput MB/s i ]
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RAREIE T
AR Aggregate =R E ~ &R LUEASystem ManageriG it &5 E HAthAggregate ©

1. ERIEETHRERT ~ EECEFRHE> Canvas* ©

2. 71 T&Hr) BELE « ¥ T Cloud Volumes ONTAP G2 EIRESREMINAE M TIFIRIE o
3. EI{FIRIEH ~ #—F * Aggregate * 12

4. 7 Aggregate ZR5|1RH L ~ BIEEFMEEE « ARIE—T * o (HEFRESR) * o

E"I"ﬂ aggri B onNLINE | G
INFO CAPACITY|

Disk Type GP3 3000 IOPS Provisioned size ~ 907.12 GiB

Disks 4 EBS Used 1.13 GiB

Volumes 2 S3 Used 0 GiB

Elastic Volumes Enabled

S3 Tiering Enabled

5. BIB{TH Aggregate :

T 178

R AR Aggregate B TE ... (REFFSREIR) IWEERT ~ #—T * 117 Aggregate details* ©
TE45E Aggregate EEIIHERE 1E ... (HESSREIMR) IORERT ~ #F—T * #1iE Volume * ©
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Timeline
Credentials

HTTPS Setup
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B2 EFHEEEE BEEUHEE - 2 BEENTE Cloud Volumes ONTAP IEIE o

Aggregate Capacity Eg511E - XD BRI AZERLER
TEFBERDEERERE WHEDR B MEEE (IR FEZ/VIAZER -

BB RHR KBRIVES RIFEEES o HARERINERIBCloud Volumes ONTAP  HSEHRITS SR04
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HIFEEEIIE ONTAP BT I AZ R E RS « AT AP IR HEFREEN R
7% o {RATRERNBE B SVM T vserver © IRIETERR ~ RAIRE—EFHETE VM ~ BB D4HRE
ERIEREIMIEETE VM o Cloud Volumes ONTAP

TIEMETE VM B2

FHULBRE TR ZEFETEVM o BifE "2£17:R88 Cloud Volumes ONTAP" E&zECloud Volumes ONTAP ZiBRf#
BEVMHBERLBERAN ERIRRAENZIE

FERZEREVM
BlueXP3x1E &1 System Managers{ CLIZE I FIERIE Mt EETFEVM o

fign ~ TEFERUMAEITERIL Volume FFEEZREE VM o

Details & Protection

Storage VM Name :

svim_name W

Volume Mame Size (GIB) i

Snapshot Policy
default v

Default Policy

TEERMAEFEHIEREREREMARE « BT VM -
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Destination Volume MName

volume_copy

Destination Storage VM Name

sym_name1 w

Destination Aggregate

Automatically select the best aggregate -
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% ~ Ao LAf System Manager ~ CLI 3¢ API Ef#7E VM BUH8 o B0 ~ ol sER ERIBETA ONTAP B
COHNEEMLHEFERESRNA AR -

7£Cloud Volumes ONTAP AWSHE 17 B ARTS EFE VML EfF

FEFEEISZ3E ONTAP BT X IENZPRY E#I4 LS - I AKMA iR HEFERER R
7% o {RATRERNBEE B SVM T vserver © IRIETERR ~ RAERE—ERFHTE VM ~ B3 D4ERE
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TEAWSH S ECIP{IiE
ERMNREEVMEILLESHAZ AT « AR ARIPVAIIHSERGAWS RRYEEReOa ©

HAR N BEVMNERABELIFEETE —MMAMRNE—AZNHAR S LERFABIPAIL o tEEIELIFATELR
ZESnapCenter F#BNVMware X EBIETH o

1. Z AAWSIBIEYEC2ARFS ©
2. #EHYCloud Volumes ONTAP TEEEH)) ~ A%BER—T T4E8&) o

MREEEHARE I #FVM « FEEEIR o
3. ATHHMERRNE"  ARE— TN EID* UEIFEEEeOa °

‘ = Name v Insta... Instance state ¥ Instance type ¥ Status checi:
; i
| [ danielleAws i-070... @ Running @8 m5.2xlarge ® 2/2 checl
| [_] ocem Tiering0702 i-0a7... O stopped @ m5.2xlarge — ;
cvoTiering 1 i-02a... © stopped @G, m5.2xlarge = |
[ . = = = '
B |
| = |
Interface ID Description \ i

| eni-07c301... Interface for Node & Cluster Management, Inter-Cluster Communication, and Data - e0a
: & |

4. ERVAEERNE ~ ABE—T TeifEl > TERIPMIL) ~o
5. RRe0afdIPAAEEEE o
6. ER:BIP{IL
a. stHEAEIPIINEE « U ERIBR TR M AR EMIP o

CEZEAEARE F—EPHEENESIENIPAIIE LR -
b. 3%F : AifECLI Cloud Volumes ONTAP #1T* 4 &\ Eshow* AR SE P UL ERIE(FE RS o
WRIPAHEREFERT ~ S LG H BRI EEFEVMBEEER -

7. BEIFIAWSERZER ~ #F— T RIRHAIPAIAL « {RIFFFEF VMRS 22RIETRERIMIIPALIL o
© BERRR | FE—EREAIRELEIP

EETEMFVMLEREIEELF - AIREERANRELRIP
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B—AZFHHARCY : B3 ERE—ERERANRELAIP
AEEHFVMLEEZIEELF « MIBEERANRELFIP

° ZEAZsHRHAEY : SEMMEE—ERERANRELEIP -
8. MREBEE—AZRDEHAECHRIPAILL « SBRUA* RFFEMIERRETAR IPVAfIILE* o
Q. B—TF M f#FE"1
10. INRICEZEAZSHPHEHARCE « BIZRHHHENR2EREBLESH o

TE—RRELBIFHFM

ELE S ER R BE— BB A EEITIAIEETEVM o ZBIINAS LIFEE—EFAEIPAML ~ IR EEEETEIELIF
BEES—EEANFABIPAIL

1. BT ERE SRS T T E RN ERRE o

vserver create -rootvolume-security-style unix -rootvolume root svm 2
-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

2. FIINASLIF o

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port ela -address private ip x -netmask
nodelMask -1if ip nas 2 -home-node cvo-node

Hrh Private IP x:@e0a_ L RERWRERFIP o

3. EA  BIUfEFEVMEBIELIF o

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address private ip y -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-node

Hrep_Private IPEe0a L5 —(EXRERIIREFLRIP o
4. R—ENZEESEIREFHTVM
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vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ERVEDSR - AAHNHEFEVMEZREFIED—EAggregate » 7 BETERHFVM LRI HARE o

i

TEE—AZRHARCH LT #EFVM

LD BRAITE E—AZRIHARCE EEIIHIVREEFVM o BIINAS LIFRE—EFAA P « MREHERITE
ELIF ~ AIEES—(EZEARFAE P

S ELE e REERE DECEIENEL1 £ o YIRBERE « AR PO T INTEEIRE Z 88 o
pg
1. BT E R SRS T FHFE R RS o

vserver create -rootvolume-security-style unix -rootvolume root svm 2
-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

2. 7TERZE1 FEEIINAS LIF ©

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port ela -address private ip x -netmask
nodelMask -1if ip nas 2 -home-node cvo-nodel

Hrh Private IP x@CVO&i241 eOa L RFEHANREFLEIP o TEZER - ILIPAIH AT EFHE[LZECVO-node?2
fe0a « HARKEENTELSRERTIPAIBEE S VEB LS o

3. EEM . TEIEY EEBNHEVMEBIELIF o

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address private ip y -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

Hrep_Private IPEe0a L5 —{EXRERIIREFLRIP o
4. R—ENZEESEIRREFHTVM

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2
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ERVESR - ARHNHEFEVMEZEFIE D —EAggregate 74 BETE#FVM EZ T HERE o
S. MRIEHITCloud Volumes ONTAP BIZhRAA 2 EHThRASAIRRZS ~ SHIECL#TF VMRV ARFSRA o

LEEHARTS ~ E#ACloud Volumes ONTAP Sk Al FE(R 2 $EIhAE AT #%iSCSI LIFAR B H EIRELR ©

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client

EZEAZsHIHARC Y E I {#FVM
S BRI T S EAZSHIHARL B _ 227 FnRIfETFEVM o

NAS LIFEEE & Pl - BIELIFEAER - L FHIPUUAREELIEAWSHDEFAEIP o MIEEIEAWS
HRHERTEEREZHIP - LIsAE—EVPCHAIFEEIELENI

77 BT BIPSESIEECONTAP £/ ~ M AESEMR LHNSERFVMEREFLR P  BRIREUTH
&~ HARiSCSI LIFZ7E 8R4 1#1 81852 E#1T -
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1. B ERE SRR T E RS REH o

vserver create -rootvolume-security-style unix -rootvolume root svm 2
-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

2. 7TER2E1 EFEIINAS LIF ©

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port eOa -address floating ip -netmask
nodelMask -1if ip nas floating 2 -home-node cvo-nodel

° FEEPEHABERRRAWSEIH « FrAVPCHYZENIPAIUE B CIDRERZSM © 192 - 168 - 0 - 27—
EFFENIPHULEIBIF o "R ABRRRUNEREEFEIPAAL"

o TIRFFRBIFERERHER ) RTRIPAUBEESES T, -
3. R . (EENEH1 EEBIIETREVMEIELIF o

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address floating ip -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

4. 1EEIZE1 EF#ITISCSILIF ©

network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmask nodeilMask -1if
ip nodel iscsi 2 -home-node cvo-nodel

° IEiISCSI LIF @2 E#FVMAFZEIPRILIFISEFR L ER c ER—ERISCSI LIF ~ (BEEAREEHRLZ H
BEg o

o TERFSRBIFER BRI &R RAIPIIIASEENEL 2 RIS o
° Private IP2CVO&iZ 1feth0 (e0a) LERIFEAMREFMBIPALLE ©
S. 7EEAEE2 FFEITISCSILIF ©
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network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmaskNodeZMask -1if

ip node2 iscsi 2 -home-node cvo-node2

° LEISCSI LIFR SR EFVMAZEPHILIFEEFILFTR o EX—ERISCSI LIF « (BEEAREEMMZHE
%E o

° TERFBRAFERERNER] RRIPAAR SRR EBE -

° _Private IP2CVOR&IFE2/7eth0 (e0a) LERFEMAIREMFIPALAL ©

6. H—ERZEESERISKEHTFVM o

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ERUVESR - AAMNEEVMEZRENED —EAggregate * A SEEHFVM LRI HIRE o
7. MNRIEHITCloud Volumes ONTAP BIZBhRAA 2 EHThRZASAIRRZS ~ SHIECLf#TF VMRV ARFSRA o

FEEHIRTE « EACloud Volumes ONTAP 1S THER X IEINAERTIFISCSI LIF N i Bl -
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network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client

7E£Cloud Volumes ONTAP Azure 217 B ARTFSFHFEVMLUE EfE R

(RIFEHEI% 23 2 ONTAP #ITH IE A SRRV EHHAES « Al AP iR HEFEER AR
7% o {ER]REMZBIEZ SVM T vserver ° IRIETERR ~ RAZRE—EEEFEVM ~ {B1EAzure
LEHITE « BIZIBEE M{E#7EVM ° Cloud Volumes ONTAP Cloud Volumes ONTAP

EEENEEINIERIIRFSFHEVM ~ SN BEAzure PECEIPAIILE « AR HITONTAP RIETHAEIES ~ LI
FEVMFITERILIF o

@ EZHITHM NIC H8RAT(F ~ ISR LUITE Azure PIEREAEE#IRNERSAEAGHBTA
& o MNFBELE NIC HRAHERBVEFAAE R « 5H2B "Microsoft Azure X" o
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BLIFRY S —EEARTmIP ©
a. I REFT ~ B— T HilRIPAHRE* o
b. #%—T Mg >, o

C. I ABTERIPAYSFE « IEENCloud Volumes ONTAP 32 FABIRA THEREHARY ) -~ 3 TH#RE]
I8 M7 M EEE PRE NEiE-HiE) 818 - URFREEHIERIPAIH AT #EFER o

3. RENE1 B BRILIFEE AT IRIPARAS « IEENRG27ZENERILIFAYRIIRIPARAS « UIKRf#EIEVM (SVM) &

yee
2

Microsoft Azure

Home > Load balancing > azureha1011s3-rg-lb >

Add frontend IP configuration

azurehal011s3-rg-lb

Mame * | ip-for-svmz2 v |
Virtual network Default-Metworking-vnet

Subnet * | default (172.19.2.0/24) s
Assignment (®) Dynamic () Static

Availability zone * O | Zone-redundant ~ |

d. #—TIEHIA ZIATRIPAERRTE « RIER-EE R B - ARR—TRHEF -

iﬁﬁ%ﬁ%mﬁm\E%ﬁ%mﬂﬁﬁmﬁﬁxﬁﬁﬁ~E%%E%KAE%E%EK¢%E

4. ZITAE NS ERR PSR TIRE

a. FRHTHBRE T ~ BT EERRRE
b. $%—TF T*#mg~*, o

c. E]\ﬁ@%ﬁﬁiﬂ? REtAIRHE ~ RABEATH630058165000 2 FEIRYEHHESRES o fREHAREMIATER

ERIBSRES AT 63005/1650002 f © Al ~ MIREER UL =R ZARIRET ~ ATNBALEH

&iﬁ%ﬁsﬁessoos 63006F0163007 A9t ©

253



2 Search resources, services, and

Microsoft Azure

Home > Load balancers > azurehal011s3-rg-lb

Add health probe

azurehal011s3-rg-lb

Name * | svm2-health-probet /]
Protocol * | 1co v |
Port* @ | 63005 /|
Interval * (3 | 5 |

seconds
Unhealthy threshold * @ | 2 |

consecutive failures

Used by & Mot used

S. ZHEERRIPEILNE S TEHRA o
a. TEHFHBNRET  B— T BEHFERA" -
b. #—T* TAdd* (¥rig*) 1 ~ ABWMAFTEEN
" 58 L BARBIRY AR o
* *|P Version : 3EHY IPV* o
" AImIPAIAE @ BRI RV AT IR Ptz — o
" HAEIRIRY | BRAILERIA o
" BIRER  REEENNTERRBIRER -
" BENRRE | ENCAPIERIRIPPREIINEZAKRE
* TRREERFrEE © B E- o
" FENIP  EEERA o
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6. HEs¥Cloud Volumes ONTAP #ER L INAERIASER 2 2 B4R AR B n] s R B £ T 1858 i E P BR4FREE L

Add load balancing rule

chandanaTcpRst3-rg-b

ﬂ A load balancing rule distributes incoming traffic that is sent to a selected IP address and port
combination across a group of backend pool instances. Onby backend instances that the health probe
considers healthy receive new tratfic.

Mame ™

I jlmn'rg.-'Jnew_rule v I

IP Warsion ¥

(@)pwd () IPv6

Frontend IP address = ()

| 10.1.0.156 (dataAFIP) “
[<] HA Pere O

Backend pool 0

| backendPool (2 virtual machines) v |

Health probe )

| dataAProbe (TCP:63002) |

Session persistence ()

| None 7 |

Moating 1P (1)

I: Disabled @IERE ’:I

MEERTREFIETCPRE  FHER - EERRIAETHY o

ERUNVIEE

FARSMBERNIPI SR ETEHTHRT  UETRLESHBESMHRE « P U EE HE

Rl o

CEEESH T EHSRPEL FHIPALL

B —IPiik ~ AIEENEG 1 ZERNASERILIF

B —|P{iftit ~ AIEERRL2ZEANASERILIF
SEVMEZBHINIC 0 EiEL1 EiSCSI LIFEY—{EIP{iziit
242 _FiSCSI LIFFy—{EIP{iiit

DNSFISMBIEIZEZEiSCSI LIF © iSCSI LIFARLEER « AACA ST ERERE -
#FEVM (SVM) BIBLIFRYEERA Pt

BB IFR] 4R E SnapCenter :EMVMwareZEIET B o
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1. EAzure ACHHILH ~ FIRR B 8T HI88ARFS ©

2. H—THABCH R B H T E2eaiE o
3. (EAERFSVM LIFEIIFFEMRIRIPAEREER -
@ FiimIP REEE S EEHFESVMBINIC 0TI o MNEINAHFIPAILFTIE ZSVM NIC 0RVEE4H
B ~ FB2E TH5R7 [hyperlink].
a. R E T ~ H—THilRIPAERE o
b. #—T M*FHig*, o

C. BARIRIPAITE « #EHCloud Volumes ONTAP 32 F4ARk {2 TERREHAERY) 1R TEhAE)
5 a7 T A& PRE TEIR-FE) B8 - URREEBIERIPAAL o &R o

Microsoft Azure

Home » Load balancing » azurehal011s3-rg-lb »

Add frontend IP configuration

azurehal011s3-ro-lb

MName * | ip-for-svma ~/|

Virtual network Default-Networking-vnet

Subnet * | default (172.19.2.0/24) s |

Assignment (®) Dynamic () Static

Availability zone * O | Zane-redundant ~ |
d. #—TIEHIAZIRAIRIPAERRTE « RIEREE R B - ARR—TR#EF -

?/;th"ﬁﬁﬁa?ﬁﬁle_Lth EAFFRIPAIREMRIPALAEEE « APRER AL ENERRENREE

4. BITWEINSERIRIPIIERENTIRE
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2 Search resources, services, and

Microsoft Azure

Home > Load balancers > azurehal011s3-rg-lb

Add health probe

azurehal011s3-rg-lb

Name * | svm2-health-probet /]
Protocol * | 1co v |
Port* @ | 63005 /|
Interval * (3 | 5 |

seconds
Unhealthy threshold * @ | 2 |

consecutive failures

Used by & Mot used

S. ZHEERRIPEILNE S TEHRA o
a. TEHFHBNRET  B— T BEHFERA" -
b. #—T* TAdd* (¥rig*) 1 ~ ABWMAFTEEN
" 58 L BARBIRY AR o
* *|P Version : 3EHY IPV* o
" AImIPAIAE @ BRI RV AT IR Ptz — o
" HAEIRIRY | BRAILERIA o
" BIRER  REEENNTERRBIRER -
" BENRRE | ENCAPIERIRIPPREIINEZAKRE
* TRREERFrEE © B E- o
" FENIP  EEERA o
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Add load balancing rule

chandanaTcpRst3-rg-b

ﬂ A load balancing rule distributes incoming traffic that is sent to a selected IP address and port
combination across a group of backend pool instances. Onby backend instances that the health probe
considers healthy receive new tratfic.

Mame ™

I jImI’!T!,-'JTIEW_TulE o I
IP Warsion ¥

(@)1Pvd () IPv6

Frontend IP address = ()

| 10.1.0.156 (dataAFIP) -

[<] HA Pere O

Backend pool 0

| backendPaol (2 virtual machines) v |

Health probe )
| dataAProbe (TCP:63002) |

Session persistence ()

| None 7 |

Moating 1P (1)

I: Disabled @IELIED)

6. HEs¥Cloud Volumes ONTAP #ER L INAERIASER 2 2 B4R AR B n] s R B £ T 1858 i E P BR4FREE L
MRS TIFEFEETCPIRE c FHIE « EETERATN -

7. HHRISCSI LIF ~ sBHTIENIC 089IPfiLit o
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e |—T T~¥g~, o

258



= Microsoft Azure

AR Search resources, services, and docs (G+/) T 0 & @ & &
Home connector1 | Networking >connector1-614
g connector1-614 | IP configurations * X
Network interface
[ £ search « + Add save X Discard () Refresh
@ Overview IP forwarding settings
B Activity log IP forwarding (@ETD enabled )
A Access control (IAM) Virtual network Vnet2
Te
@ Tags IP configurations
Settings Subnet* © Subnet2 v ‘
& IP configurations
0 Search IP configurations ‘
= DNS servers
Name IP Version Type Private IP address Public IP address
@ Network security group
ipconfig1 1Pv4 Primary * (Dynamic) % (connector... ***
{l! Properties
& Locks
Monitoring
@ Insights
B8 Alerts
a1 Metrics
A ae 574 e ae AR e *EEFH*
f. BAIPAEAREYRTE « BEENEIAE « ARIF—THEE" ©
— Microsoft Azure P Search resources, services, and docs (G+/) ﬂ_—‘v n i'é:} @ ,('Kj . &
Home >connector1 | Networking > connector1-614 Add |P configuration X
Fg connectorl-614 | IP configurations * eonnectort 614
Network interface
Name *
| 2 Search ‘ « + Add save X Discard () Refresh ||
@ Overview IP forwarding settings IP version
E Activity log IP forwarding [ Disabled Yo 8) Jrvd Ihve
Type
A2 Access control (IAM) Virtual network Vnet2 C
Te
@ Tags IP configurations
Settings Subnet * © Subnet2 @ Primary IP configuration already exists
& IP configurations
‘ O Search IP configurations
= DNS servers Private IP address settings
Name IP Version Type Private | Allocati
& Network security group P ocation -
ipconfigl 1Pv4 Primary (@ULELIY Static
il Properties
8 iods I?ubl!c IP address )
(Q@EEIED) Associate )
Monitoring
@ Insights
E Alerts
& s =

g B—TEEAZIMIPERERMNE « RIS KEERFRE

R H— T o
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ERFE(F
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iSCSI
SR IKIE NI D BRI VM ~ LURFREBILIF o
1. BT ERE SRS T T E RN ERAERE o

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -vserver <svm-name> -destination 0.0.0.0/0
-gateway <ip-of-gateway-server>

2. BYEHRILIF

network interface create -vserver <svm-name> -home-port ela -address
<iscsi-ip-address> -netmask-length <# of mask bits> -1if <lif-name>
-home-node <name-of-nodel> -data-protocol iscsi

3. #EA | BAURTFEVMEIELIF -

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default

4. B—EHZEESEIEKGRHTVM

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

0

BRUVEDR - AAMN#EEVMEEZEFNE D —EAggregate « A BEEEFVM LRI HIRE o

NFS
A IKER T BRI BVRHFVM ~ LURFREERILIF

1. B HFERE SRS T HFERM RIS o
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vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -vserver <svm-name> -destination 0.0.0.0/0

-gateway <ip-of-gateway-server>

2. BYERILIF

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nas-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

3. #EA | BAURFEVMEIELIF -

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
—-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover-group Default

4 H— AR EESRISTRAHEVM o

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

BRUVEDER - AAMN#EEVMEEZEFNE D —EAggregate « A BEEEFVM LRI HIRE o

ERUNVISE S
RIRIE NI D BRI REEVM ~ LURFREEBILIF o

1. B HFERE SRS T T E RN ERAERE -

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix
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network route create -vserver <svm-name> -destination 0.0.0.0/0
-gateway <ip-of-gateway-server>

2. FITERILIF

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nas-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

3. A BIUfEFEVMEBIELIF o

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover—-group Default

4. B—EANSEESBEISRAREM
vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ERUVETR - ASMNEEVMEBEEZEEFINE D —EAggregate « A BEEEFVM EZ T HIRE -

HARC %

SNAIFEHAER S BB fATEVMAILIF ~ BURR IS ERNHEESMIRE
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iscCsl
sARIR T D BRIV ETEVM ~ LURFrERRILIF

IR
1. B AF RS A R R 83 ER A -

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -vserver <svm-name> -destination 0.0.0.0/0
-gateway <ip-of-gateway-server>
2. BYUBRERE
a. ER TS EEE1 _EFEILISCSILIF ©

network interface create -vserver <svm-name> -home-port e0la
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. ERA e < TEEIRE2 EEITISCSI LIF ©

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

3. 1A : TEEH FEITHEVMEBIELIF o

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default

BB IFR] 4R E SnapCenter EMVMwareZ &2 T H o

4. B—EHZEESEIEKERHTFVM

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2
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ERVESR - ARHNHEFEVMEZEFNE D —EAggregate A BETE#FVM EZ T HERE o
S. MRIEHITCloud Volumes ONTAP BIZBhRAA 2 EHThRASAIRRZS ~ SHIECL 7T VMRV ARFSRA o
a. A TS UFBGERRL

::> set adv -con off

ZEERART ~ EACloud Volumes ONTAP Sk A RS2 B IIRE R #iSCSI LIF RS H E1EE
AR o

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>

-policy default-data-iscsi -service management-nis-client

NFS
SR IKIR IS BRI ETFVM ~ LURFREBBILIF o
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1. B ERE SRR T E RS REE o

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -vserver <svm-name> -destination 0.0.0.0/0
-gateway <ip-of-gateway-server>

2. BUBER4YESRE -
a. FATYIGSIEERE1 EFEIINAS LIF ©

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-nodel> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probel>

b. ERATHe < 1EEIEE2 EEIINAS LIF ©

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-node2> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probe2>

3. F&ILiSCSI LIFLUR{HEDNSE: -
a. FR TSI STEEEL1 EFETISCSI LIF ©

network interface create -vserver <svm-name> -—-home-port e0a
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. R T5ep<1EENEE2_ FEITiISCSI LIF ©
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network interface create -vserver <svm-name> -home-port e0a
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

4. R TS FEHFEVMEBIELIF o

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default -probe-port <port-number-
for-azure-health-probe3>

LB IELIFRE4R E SnapCenter A YIVMware X EIET A ©

5. 2R EER1 EEIEFVMEIRLIF o
network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover—-group Default -probe-port <port-number-
for-azure-health-probe3>

B LIFRE4R E SnapCenter EWVMwareEEIETH o

6. f—(ERSEESBIERAREEM o
vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ERVESR - ARHNHEFEVMEZEFIE D —EAggregate 7 BETER#FVM EZ T HERE o
7. INRE#HITCloud Volumes ONTAP RIZhRZASAF = EHTHRASHINRZS ~ sAECU#TF VMBS ARFSRA
a. A TGS UGFBGERRL

::> set adv -con off

BEEXERFS - KZ&Cloud Volumes ONTAP Stk Al IR 1B TNAE AT #&iSCSI LIFAME L E18E
43 o
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network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>

-policy default-data-iscsi -service management-nis-client

ERUNVIEE S
SRR TS BRI TBVHEFVM ~ LUK FREERILIF o

TR
1. B HFERR SIS T RHFERM RIS o

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -vserver <svm-name> -destination 0.0.0.0/0

-gateway <ip-of-gateway-server>
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2. BIUNASERIERE
a. EATYIS L EMR1 ERINAS LIF -

network interface create -vserver <svm-name> -1lif <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-nodel> -status-admin
up —-failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probel>

b. EA TS IEEEL2 EFEIINAS LIF ©

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-node2> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probe2>

3. #1I7iSCSI LIFLUR{HDNSE :
a. EA TS EEEE1 EFILISCSI LIF ©

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. R T Iep<TEENEE2_ EEITiISCSI LIF o

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

4. FEMA R ERUFEEVMEIRLIF

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
—-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default -probe-port <port-number-

for-azure-health-probe3>
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BB IFR] 4R E SnapCenter :EMIVMwareZEI2T B o

. B—EHZEESREIERGHEVM o

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

BERUVEDER - AAMN#EEVMEEZEFNE D —EAggregate « A BEEEFVM LRI HIRE o
6. MRETHTTCloud Volumes ONTAP FIZHRAT & EHAR AR ~ HIECUHF VMAVAREARFSRA
a. WA T e < UFEGERSET -

::> set adv -con off

EEEKARTS - AACloud Volumes ONTAP SRR B INAEATEiISCSI LIFFEREH E18E
4% o
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network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>

-policy default-data-iscsi -service management-nis-client

BRI ?

TEHABRS FIBTTREEVM T 18 ~ BUFLE L1 2/\Bs ~ BTESVM L FR B 27708 o NBTHIRE (21) B
46 ~ BlueXP & LU 2/)\BFRY B ] I PRIF HEHABCE B 8 F #1835 FY5RE  Cloud Volumes ONTAPYIRAHTEISVM
ABlueXP & RIA AI MR FET B RIERHEIRTE

7ZCloud Volumes ONTAP Google Cloud™#E37 &k IRFSHFEVMLUE ELE A
BFEREESE ONTAP BTN ZIRAIPMEERES - IAKHNAPIGREFEEERR

5 o [EAIgERNEE 2 SVM T vserver ° IRIETESR ~ R E—(A#EE VM ~ {BEf4ARE
L IEREIMNIEETE VM o Cloud Volumes ONTAP
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XERHT VM EE

£9.11.1hRBA%A ~ Cloud Volumes ONTAP Google Cloud 8945 E LB IHAE A S IE ZERETFEVM o BifE "2517:0ER
Cloud Volumes ONTAP" E&#5Cloud Volumes ONTAP S EME#EFEVMEEE R EANREHRAN S 1E o

FREHEAM Cloud Volumes ONTAP BISZIRINAEITSA IR EE—BRRESF VM ~ DUk —EB AR W IRIERI B B9t
7 VM o IIRKIRFEFVMEEERE « (GRS B Bt R VMETTERHFE ©

Bif#EFEVM

MRITHEZIE « BRINEE—EHMARFIHAR S LT ZERFVM o FHER B AFEABlueXP APITEHARD
i FEIEHIFEVM ~ SB[ EACLIEISystem Managerft EE—EIZE A 4R LI FHTEVM o

E—MAR

BLESRERCLIEE—MRAR LEIDMIVETFVM - EUSKLIFRE—EABIPL « MREBERIE
ELIF ~ AIEES—(EZEARFAE P

1. #£Google Cloud™ -~ #ZECloud Volumes ONTAP &%) - TASELIFEFIZ—@EIPAILZEnicO °
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Edit network interface ~
Metwork *
default - @
Subnetwork *
default IPv4 {10.138.0.0/20) - @
L} ] To use IPv6, you need an IPvé subnet range.  LEARN MORE
IP stack type
® IPv4 (single-stack)
f:,:l IPv4 and 1Pw6 [dual-stack)
Primary internal IP _
gopevevmHEp-nicl-nodemgmt (10.138.0.46) - 8 .
Alias IP ranges
Subnet range 1 - - Alias IP range 1 # —
Primary (10.138.0.0/20) 10.138.0.25/32 9 |
, Subnet range 2 - Alias IP range 2 * \
Primary (10.138.0.0/20) 10.138,0.23/32 (7] |
- Subnet range 3 - Alias IP range 3 * \
Primary (10.138.0.0/20) 10.138.0.21/32 [ 7] |
Subnet range 4 Alas IP range 4 *
Primary (10.128.0.0/20) 10.138.0.31/32 [ 7] l
4+ ADD IP RANGE
External IPv4 address
Meone - @

MRERAEEFYMLERIIEELIF ~ BIFE

—EIPUL AR ERILIF ~ S5—EZERIPMLE o

"Google CloudX ¥ : #rigA% IPEEEIREHITERE"

2. B HFERESNAT AT EREEERE -

vserver create -vserver <svm-name> -subtype default -rootvolume <root-

volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name> -gateway

<ip-of-gateway-server>

3. 5E&EIEGoogle CloudFFTIERIIPHLIE ~ WAL ERILIF ©
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iSCSI

network interface create -vserver <svm-name> -home-port ela -address
<iscsi-ip-address> -1if <lif-name> -home-node <name-of-nodel> -data
-protocol iscsi

NFSE(SMB

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nfs-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

4. =R . 15 TEGoogle CloudHHTIEHIIPAIL ~ LRI EFEVMEIELIF ©

network interface create -vserver <svm-name> -1if <lif-name> -role data
-data-protocol none -address <svm-mgmt-ip-address> -netmask-length
<length> -home-node <name-of-nodel> -status-admin up -failover-policy
system-defined -firewall-policy mgmt -home-port ela -auto-revert false
-failover-group Default

. B—EHNZEESREIERGHEFVM o

vserver add-aggregates -vserver <svm-name> -aggregates <aggrl,aggr2>

SRV EDR « AAMNREEVMERENE D —(BAggregate * 7 BETE#FVM_ LRI HIRE o

HARC %

& ZB(EFBIueXP APITECIoud Volumes ONTAP Google CloudIE B R4 LRI H#1EVM o B BlueXP & A
FRERRILIFARFS 2R EFETFVM ~ LUK d H SMB/CIFSIBEFAEAYISCSI LIF ~ EUtHEEFEHAAPI (f3ESystem
ManagergfCLI) ©

AR Bluexpﬁreoogle CloudHECEFFERIPANE « WERBERILIFAEIFHEZEVM » LUEITSMB/NFSTE
By « M{EFAISCSI LIFZREITE L SMBIE ©

HERGoogle Cloudi#[R

ConnectorBEE4SEREIR « A AEE I R EIECloud Volumes ONTAP £72VM ~ LIFIBITREHAECE o FREE#EIR
BETEF "NetApp FRHAERA" o

1. A THAPIMEIY I FEFVM .
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TPOST /occm/api/gep/hal/iitA IR1E/ {we_ID} /svm/]

FREAIBREE YRR -

{ "svmName": "myNewSvml" }

BIEHARCH ERYETFEVM

BlueXP APIthZIRTEHAFC Y E Effan & R MIFREH#EFVM o
SRR EEVM

MBERE - ERUBEREEFHTFVMIATE o

1. A THIAPIEIERan R EFVM !

TPPUT /occm/API/GCP / ha /T{E¥&tE/ {we ID} /SVMJ
EREATIBIE IR T5IEE -

{

"svmNewName" : "newSvmName",

"svmName": "oldSvmName"

}

MBS EE7ZEVM
MREREFBREHEVM ~ AU Cloud Volumes ONTAP {Z1EIHAERIBE o

1. 5 THIAPINEIL SR BREETEVM

M#BR/occm/api/gep/hal/ T{E IRi%E/ {we_ID} /Svm/ {Svm_name} |

—ﬂ-l“ﬂ SVM (((%ﬁ |\j‘11§

BlueXP FARRAEMFHEE VM (SVM) KEERIERIERE SRz 1E o [Swi7EfEA System
Manager 2% CLI °

WNRTEME Cloud Volumes ONTAP &4t Z BIs&E SnapMirror SVM 5 ~ 2 X BN ME HA BECH R 4ok
EE—ERRAE 2 o GEETE HA BB E - R ZERE SnapMirror SVM &5 ©

Y0%E CLI 357 ~ SH2 R T -
"SVM K8 IR IESE"
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* "SVM Disaster Recovery Express 157"
(wan =5z \|Is =
ZEEEERNE
573 NetApp INZEMRRTS RINEHIEE

% #&NetApp Volume Encryption (NVE) #INetApp Aggregate Encryption (NAE) Cloud
Volumes ONTAP o NVEHINAER RSB ARR 7T ZE ~ RIRRFAEFIPS 140- 212 MR B R E
BRNEINEE o "R ABRRE LN RRFE"

SMER IR EIEIZTUIENVERNINAE ©

£/ AWS IR EERFEEER

R LUER "AWS VS8 EIRART (KMS ) " {R:E AWS ZPEFEAEXNHA ONTAP 1N
&g o

EE]AER CLI 8 ONTAP REST API 2RESF AWS KMS HIEIBETE ©

B KMS B « 3533 ~ 1RIETER ~ BEl SVM W LIF € BN EE GRS IRIRELE o e S IR4ER At E
AWS MIEGEIRFSHEITE - MRZBEPRB[TEA LR « EERE L FIREASEREIERT -

FAYaZ Al
* Cloud Volumes ONTAP #ZB#17T 9.12.0 AR E #hRk 2
* WA %8 Volume Encryption (VE ) #2#EN
* TR RESTHAMESRERE (MTEKM) =21 o
* B AR RENSVMEIRS
* BB BN AWS 5T

()  ERERTHEN SMBRE -

rm

L
4ARE

AWS
1. R T BRREEMEN IAM B EFIERR AWS KMS £i§ © IAM S8 EE S 5T FIEE
YRR :

° DescribeKey
° Encrypt

° Decrypt
BEBIUKRT - B2 "AWSSF" ©

2. "BRAFMIEEFEZE IAM A& o " [REIFESE DescribeKey » Encrypt M “Decrypt &i& :

Cloud Volumes ONTAP
1. YIHZEEH Cloud Volumes ONTAP IB1E o
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2. AT ERERERELAR - et -priviiss 1R
3. BYF AWS £igEERER :

security key-manager external aws enable -vserver data svm name -region
AWS region -key-id key ID -encryption-context encryption context

4. HIBIRTRES « BRARESE o
5. FEE2 AWS KMS BIFFESRE :

security key-manager external aws show -vserver svm name

fEFAAzure Key VaultEI2 £ 1%

@ﬂuﬁm "Azure Key Vault (AKV) " fEONTAP AzureZBEMERRE R PRELNRME

AKVE] IR {R:E "NetApp Volume Encryption (NVE) £i&" {EERAMNERISVM o
fERAKVHI SR EIE A BIBCLIZLONTAP REST APIZRERF o

EFAKVES ~ 551 R ~ TEREFEAEBERSVM LIFEEiREIRERIREEITEN - S IRHAR AN EEiRHtER
BYER:8ARTE (login.microsoftonline.com) #1173 - RFERRREA LR - EERBE LI LREASHEEIERE
BRT o

FEYaZ Bl
* YAZEFN1T.10.1FREXEHFHTHRA<Cloud Volumes ONTAP

* BZ#Volume Encryption (VE) ### (NetApp Volume EncryptioniZ & H&hZ 47 Cloud Volumes
ONTAP [aNetAppxz RIS EZIE R4 L)

c BN BHREZHEANZSBEIE (MT_EK-Mgmt) 1%
* AR EENSVMEES
* IR AzuresTRY
PR
* AKVREETEERISVM ERTE
* Nae RA[{EMA AKV © Nae FEIMBZIER KMIP {RARES ©

MBRERERF

R AT 2P B sREAYN A M Cloud Volumes ONTAP AzuresH &R NERAERS ) ~ MUKRUNEIEILAzure Key Vault
MR - MRECHETRSLED B - AREE TR ERIVERRE - 7',\ £ 37 Azure Key Vault » SATE4%
#& #BAECloud Volumes ONTAP ©

* AzurefE 2T EE

* EirAzure F Pimt& %

* 17 Azure Key Vault

* BUMBZRER

* #17Azure Active DirectoryiinZ ({£FEHA)

277


https://docs.microsoft.com/en-us/azure/key-vault/general/basic-concepts
https://docs.microsoft.com/en-us/azure/key-vault/general/basic-concepts
https://docs.microsoft.com/en-us/azure/key-vault/general/basic-concepts
https://docs.microsoft.com/en-us/azure/key-vault/general/basic-concepts
https://docs.microsoft.com/en-us/azure/key-vault/general/basic-concepts
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html

* #HRECloud Volumes ONTAP

AzurefEFFZTNEEM

1. KBS TEAzUres TR E T AIFEAFZ Cloud Volumes ONTAP ~ Z BEfEF IEIhAEZR7FEXAzure Key
Vault © EAzure AO48uE ~ BEEY TFEFATETNEEM o

2. BEE THERR) o

3. IRMHFEAR NS « WIEEHIEMERREREER o Azure Key VaultlE TR E—TBREIEREERK ©
2 53 o

4. fE£Azure Overview (Azure#E2%) RES « EIEEAMOERRER - BEBEX (BFi%) ID*fM*B#t (
fAF) ID*ERINZRMNE - EHENGZMERT - BEFEEELETIAR -
#2137 Azure 8 P imik =R
1. #EAzure A 4L AZure Key VaultfEFRTET ~ Y M /BB M%7 | &g o

2. 3 M3 AP °§Hu7\ﬁﬁ§mfﬁﬁlﬁﬂr§f%fﬁ°NetApp@ HEFA24E B REAE ~ FBEHEESR
Im R RATRERERRMRE ©

3 #B—T THE) LB AR IREE - B TValue*) WFFPRFIBMEF & « M HRFEFELEHIEUHE
& fEF 4HEAECloud Volumes ONTAP ° TEEREFEEE - T BREATIMEE

J£37Azure Key Vault

1. MNRIEFIRBRIAzure Key Vault ~ IEEJ LG EELR ZE Cloud Volumes ONTAP (G EEARRS ; Fib ~ BB
RRIEFE YRR E SRR R EURA ©

2. FAzure AQMEIER ~ BIEEE T RASEISE) BER o

3. f5—T MR  AEWAFREN - EEFE  HEREEER - 1t - BRARBMRHREE
MR REELBREEPER MERAERRE -

4. EE R—%) DUEEERURA o
S. R TFIER !
a. 7f T7FER4ERE*) T ~ EE MEREFERRA o
b. £ M&JRFE) T - BEE [ AzureBERENNZE ) LUETTVolumeNZE* o
6. 3EER M+#37) LS EEURA] o
7.1 TREA KT T~ B—TF MIINEER ~ ABER M8 - HERREEE) &k o

8. BESE THIVERINGER (88  WE BE) - AREVRERBFEIRREEMRA" « LUEEFTA AR
IR - ISFEZUER

° RASEREIR | BiEER2018
o M HENR | JEIE8IH
o EILEHERR © 16IEEIEEY
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Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy

F,rl"‘I”JIIl‘ m
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?iié T IF—%) LCERGEEREPETMN MEE) * AzurestMERER AzurefEFREZR M o 888 TF—
J [e]

() sERNRLESE—EEN-

Create an access policy X
@ Ppermissions e Principal Application (optional) (1) Review + create

Only 1 principal can be assigned per access policy
Use the new embedded experience to select a principal. The previous popup experience can be accessed here. Select a principal

Search by object ID, name, or email address

Selected item

Mo item selected

10. MR F—F) ~ BERIEIRE TEEWET) Bk - A%E—T T2 o
N8 E I'F—F) EA MER &R

12 BEIZEENREREIG S « 3EEHE TFEMR) M TEE+E1L) REUSHREREFE - (ERERAGETSE
HRERASNEHNEERRLZEBRE )

13. REREIBEURI : EERIMNEBETD « FIEE MR8 AR - ARULAIMER ™ vault URLY © &%
B IETHAE ~ MUBRHERET ©
BIIMEEE
1. 7£1&%Cloud Volumes ONTAP ZZ1i7HIKey VaultThRERT ~ BIEBE M Keys) #EIE o
2. EEY TELEAL MBILHMEE o
3. BiEEERA MEE) o
4. RETHEH -
° INEEHRTE
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° TIRIEE I RSA
° RSAEI®A/ © 2048
- BRA I E

5. EY 23T UBIIINZEEIE o

6. JR[E] M4ZiE) IHAER  AMBIEEUGHIR I AYIRSE -

7. 7£ THAEIRRA) THERERID « BNaigRERmAs o

8. #E M &IRABES) BAI o MURIEREIBREIFEH/NENFS o

#2317 Azure Active Directoryiin2t (f£fEHA)

1. ABEEAzure Key Vaults:Z EAHA Cloud Volumes ONTAP IHAEIRIZRF « A EEHITILIZR o
2. fEAzure AO#EIE ~ BIBEE T EHIAER) o

3. #FEEVERZE Cloud Volumes ONTAP T 2{EINAEE R EHRAEE - ABENBEEARIA M*Subnets)  (F4IER)
INRESR

4. {itCloud Volumes ONTAP B EHIEINE I E R FAHER L1
5. BIBE MiRFSuREL) 1RRE o /£ FhINIIAER ~ I TFIIER !
o **Microsoft.AzureActiveDirectory

o Microsoft.KeyVault
° *Microsoft.Storage (%F)
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SERVICE ENDPOINTS

over service endpoints. Learn more

Create service endpoint policies to allow traffic to specific azure resources from your virtual network

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

METWORK POLICY FOR PRIVATE ENDPOINTS

Private endpoint network policy

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Disabled

6. BEE M #fF) LUREVEHIRE ©

4ARECloud Volumes ONTAP
1. FERIECRFHNSSHRE PR EIFEREETIELIF o
2. EAERERIEINONTAP
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set advanced -con off
3. BRIFTEMBERISVM ~ MESSELDNS4HAE : lvserver services name-service DNS show

a. QD%FE EERNSVMIIDNSIEE Z7E « BEEFRE EAzure DNSIER ~ BIREEREUEAI1TE) - MNRR
BB BERSVMITIEDNSEAREIIER  LUIE[MAzure DNS ~ FABDNST RSB B[RS © EEZTEHE
'"’é‘EESVME’\JIEE . Tvserver services name-service DNS create -vserver svm_name-domain_-name
-servers ip_address|

b. B ABRISVMEIIDNSHRTS : lvserver services name-service DNS show
4. FHERRERESREHENE R IRIDAE S IDZREAAzuUre Key Vault :

security key-manager external azure enable -vserver SVM name -client-id
Azure client ID -tenant-id Azure tenant ID -name key vault URI -key-id
full key URI

(D ° full key URI BEWEER <https:// <key vault host name>/keys/<key
label> #&3 ©

5. FINELA Azure Key Vault % ~ 588 A client secret value HIRIETREF o
6. BESH/EIBRENIRE | TZ2EREEENINBazurelZE BHABTNT :

::*> security key-manager external azure check

Vserver: data_svm_name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status

Status: UNKNOWN

Details: No volumes created yet for the vserver. Wrapped KEK status
will be available after creating encrypted volumes.

3 entries were displayed.

MERE service reachability AREERZ OK » SVMEELFTE L ERVEAR R IR ELR EAzure Key
VaultBRFS o SERRIEAIAzure AR R AR R S #4EAIFAB vNet ~ fEE 5% T Azure KeyVault Public
i B o Qﬂiﬁ B5 RIEAAzurethB inE: ~ REvNetRFEEIRE © LA gE R R EESVM LM EIRE
B ~ UEITREERIFAR IPALE ©

° kms wrapped key status fFE¥RE UNKNOWN ¥ISR4HRSEF - HAKRGIKEES ok MBS —EHEE 2
%o

7. 1A : BICAIER Volume L BEFENVERITHAE o
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l'vol create -vserver Svm_name-volume volVolume _name-Aggregate aggr _-size _size-state online
-policy default]

WNREELERE « Cloud Volumes ONTAP Bl & B&h% 17 Volumeili EYF Volume % o

8. METHEE B EMEII N - MREMEE ~ T-is-Encrypted] BHEEETS ltruel ° lvol show
-vserver svm_name-Fields isfl# ]

HFAGoogleNEinEig B IERFE K EIEEE

&R LAER "Google Cloud Platformfy&ig E 2R (ZixKMS) " TEONTAP Google
Cloud PlatformZZERRER P RELNARINE EE

HEKMSH £ I8 E 1 0] FBCLIE{ONTAP REST APIEZA °

\/

£/ Cloud KMS B ~ #5515 « 1RIETESR « &FEMA Data SVM B LIF AR in S e S IRHE0A o S SIEMEKRA
R EE iR EREREIRT (cauth2.googleapis.com) 1T o MRFBENRREAFIERE - REREEIERE
FHRLSREIERT o

FEYa Z Al
© WEEI1T9.10.1ARELEHTHRASCloud Volumes ONTAP
* B%4EVolume Encryption (VE) 151
* ZEZHELAMESHEE (MTEKM) #H# » {¢Cloud Volumes ONTAP hRZASE#E59.12.1 GARHYA °
* B AREENSVMEES
* 1A Google Cloud Platformz]Bg

PR
* BIEKMSHBEEERISVM LR TE

#ERE

Google Cloud
1. FE&HGoogle CloudIRIEH ~ "E HTBHGCPEIRIRAEIE" o
2. #&Cloud Volumes ONTAP EHERISIRE B B ]A R o

gcloud iam roles create kmsCustomRole
--project=<project id>
-—title=<kms custom role name>
-—description=<custom role description>

--permissions=cloudkms.cryptoKeyVersions.get, cloudkms.cryptoKeyVersions.

list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVersions.

useToEncrypt, cloudkms.cryptoKeys.get, cloudkms. keyRings.get, cloudkms.loca

tions.get,cloudkms.locations.list, resourcemanager.projects.get
-—-stage=GA
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3. BBEFTA®IEK S Cloud KMS£$&EICloud Volumes ONTAP EFARFEIRE : TgCloud kms&##add-iam-
policy-binding key name-keyring key ring_name-location -member ServiceAccount
. _service_Account_Name-roleEZ&/customer_project _id/ros/ros/kmsCustomrole |

4. THRFEIRE Json&d®& . gCloud iamBRISIRF 48 7] 2 3 &8 1E % -iam-account=sa-name@project-

id.iam.gserviceaccount.com|

Cloud Volumes ONTAP
1. FERICRIFHNSSHRE P IR B EREETIELIF o
2. AT EREERELR - Tet -priviEse R

3. BERISVMEIIDNS o TEITHFIHC <project >_.internal -name-servers server_address-vserver
Svm_name]

4. #BICMEKIEER : TZ22EEERERIMNBGCPEYA-vserver Sym_name-project -id project _-key-
ring_name _key ring_name-key-ring_location key_ring_stip-key-name key name]

5. HIRIETEF AN GCPIRAEARTEIRE Jsonk g o
6. HIRENRERKY) - T2 R EERERXINBGCPIEE-vserver svm_name]

R BarREE LCRIENE Tvolvol create volvolvole _name-Aggregate Aggregate _-vserver
_vserver_name-size 10G1

~

REREPEAR
MREFEERHBAE « FJUBE R EWED BRPNRIGREST APIGEH

1. "Bldz %"

2. "ystemShell -node_node_-command tail -f /mroot/etc/log/mlog/kmip2_client.log"
CREPhEEN REASRIBE S

RPN B A EFREE—ENRE « BIRMEZE  BlueXP AR B RIS EFME
NetApp BRGE @ BhEiE RN RHEEIERNEHHRUERE (ARP) o BLEMER
AEAREAMNIA « UFIRIRE « [=RIFIFHERL

Pk E RERIAEEREIES

%38 BlueXP ~ BIZRENAS(RELLE AI:ESH) A ONTAP FPolicy THAESR L& E RV REREERAIERER -

1. 1 Canvas HEL * M MIREAD R RENRARTE o
2. 7 THEt) REIRE L ~ 32— ThEE) @Rk ~ ARIR—T * IRNERE * FHMEET
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Information Features

Working Environment Tags Tags

4P
=+

Scheduled Downtime

S3 Storage

Standard-Infrequent Access
Classes
Instance Type mb5.xlarge
Write Speed Normal

O
=

Ransomware Protection

Support Registration Not Registered

CIFs Setup

VNNV INIINIDNID

3. E{F NetApp $IRREMBRSTE :

a. NREHIHEFR & KBS Snapshot [RRI ~ 55— I * BX&) Snapshot Policy* | ©
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NetApp Snapshot KT (£ R RAERENRURISHRAR T  fINERVRARENERZRAAIHH
IR ° Snapshot AR MEE ~ AIFTLEEIZRINASEAR o PIAEIRMIBME - B E—E5ERETE
KRG RRR TS FEHIRRER ©

b. #—T T * Bx&) FPolicy* 1 LLERXA ONTAP B FPolicy FERAZE ~ IR R E R RIEEERIE LR
FERIEE -

BIRTAMMR S F A HHE RN RUEEEFEL  BINEFRE - BRBRUEEKRE -
FasFPolicysEE Z 81 T 7 BIIEHAVESE :

™~ 102 ~ $H7E ~ 2R ~ INZR ~ crinf, r5a ~ XRNT, XDBL » R16M01D05 ~ Pzdc ~ #F ~ & ! ~ XM
! ~\RDM + RRK * 1ZRS - crjoker » EnCipErEd * LeChiffre

E1ZEENCloud Volumes ONTAP A RATHBEAIFPolicyBs ~ BlueXPFA & RIS ESEE o Ib
HER RIS RN RBAERIER o EAILUBACIoud Volumes ONTAP ZRETH B
EICLIFY_vserver fpolicy scoon__ 3% IR BT SHMBIESR o

Ransomware Pratection

Ranscmware attacks can cost a business time, resources, and reputation. The NetApp solution for ransemware provides effective tools for visibility, detection, and remedistion. Learn More

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

ONTAP's native FPolicy configuration menitors and blocks file operations

1 volumes without a Snapshat Policy based on a file's extension.

9

To protect your data, activate the default Snapshot policy for these volumes Wiew Denied File Names

Activate Snapshot Policy Activate FPolicy
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Upgrade Cloud Volumes ONTAP version
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You are about to upgrade Cloud Volumes ONTAP €}

9.11.1 =2 912.1RC1 (Nev 1, 2023)

Select older versions

This upgrade also includes a new Mediator version

31 = 3.2 (Mar1,20283)

End User License Agreement {EULA}

y DEFINITIONS

1.1. "Documentation” means technical documentation
describing the features and functions of the Software.
1.2. "NetApp Cloud Provider” means a third party
authorized by MetApp to offer or enable the use of the

Software as part of such provider's cloud-based service.

1.3. "NetApp Partner” means an authorized NetApp
distributar, reseller or other channel partner.

1.4. "Dpen Source Software” means third party software
that is openly and freely licensed under the terms of a
public license designated by the third party.

1.5. "Software"” means all NetApp-branded software in

object code format comprising backup and recovery,
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"user-private-dns-zone-settings" : {

"resource-group" : "<resource group name of the DNS zone>",
"subscription" : "<subscription ID>",

"use-existing" : true,

"create-private-dns-zone-1link" : true
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"rollback-on-private-link-failure": true
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Default Default
domain

Destination

—M New’
s |Pspace broadcast
Lesean Destination- T St

network security |

group

Vserver peering

VNet routable Intercluster LIF Cluster peering

Source network

A — Source-subnet
Default Default
domain
Source
FtEZ Al

IR TIEEER !

s IRHBENFE — NIC FiEZE Cloud Volumes ONTAP B—E&i24E HA FC¥EfE (VM $ITERS) -~ LUETT
SnapMirror SRE72PE ©

* BEWIE NIC ~ EEER VM HUTERREILBEARERBI NIC ©

s RRFEENEHNMEERETZEMERENERAR (vnet) o BRYMZEER Azure FH9 Cloud Volumes
ONTAP %4t o BIREZEERILUE Azure FHY Cloud Volumes ONTAP %4 ~ a2 ONTAP 4kt o

SRR 1 L BIERSMY NIC MR INE BRIt VM

RENR AN Efth NIC LiAF EMIINZE B At VM AYERER - BV VM =2 Azure A Cloud Volumes ONTAP
RUEE—ERELEY HA BB R4t « (SRIUEE PR EZEIMNY NIC o

TR
1. 7£ ONTAP CLI A ~ {2158k o

dest::> halt -node <dest node-vm>

2. 7£ Azure ACOMEIE ~ B VM (BifL) REERSEEFLE -

az vm get-instance-view —--resource-group <dest-rg> --name <dest-vm>
-—-query instanceView.statuses[1l].displayStatus

3. {#F3 Azure Cloud Shell HfJ Bash IBIE A(Z L ETZE o
a. (S1FEREL o
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az vm stop --resource-group <dest node-rg> --name <dest node-vm>
b. BUH A ECERR, o

az vm deallocate --resource-group <dest node-rg> --name <dest node-
vm>

4. REMRZZEEERD - EMEFER CRERETFERMERETFHER) BERILEH -
a. LB/ VM EZITHERAI NIC o
b. SHAREEFHEEKFHEE ID °

az network vnet subnet show -g <src vnet-rg> -n <src_ subnet> --vnet
-name <vnet> --query id

C. BRI VM LEIFRINIC ~ WIRMHAREE TR FAEEE ID o TELEEART NIC B

az network nic create -g <dest node-rg> -n <dest node-vm-nic-new>
--subnet <id from prev command> --accelerated-networking true

d. #72FAF IP fitdit o It IP itk <new_added_nic_primary_addr> FIR7E RS #ERT LIF EE49 -

NIC BYZEEER] LIF o
5. BRI NIC EIEE VM o

az vm nic add -g <dest node-rg> --vm-name <dest node-vm> --nics
<dest node-vm-nic-new>

6. BB VM (ERBh) o

az vm start --resource-group <dest node-rg> --name <dest node-vm>

7. 12 Azure AO#EIEH ~ FI1E * 48R * WHESDHTAY NIC (40 NIC $789) 7272 H ERUAINIRAGRRELR o

az network nic list --resource-group azure-59806175-60147103-azure-rg
-—-query "[].{NIC: name, VM: virtualMachine.id}"

B HABRCHEE  FHHGFRHHMEREEDER -

il
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HEE 2 | A3 NIC EILFH IPspace - EiB4HIFI#EER LIF
= EMEPRERVEIL IPspace RAITE & 2 METHERIHERINGE Z MIREEBED IR o
#AfEF ONTAP CLI #IfT RFPER o

1. B3T3 IPspace (new_IPSpace) °

dest::> network ipspace create -ipspace <new ipspace>

2. 73719 IPspace (new_IPSpace ) _FIEIEEAD - SABITIE NIC FriEigieg o

dest::> network port show

3. W EBEEAL « MMERVEIHER e0b o HIXAATEWIRN HAFCHEE « MGRYERNESR e0d © HIY
H7A H@E Blobs 8 HA BECHEBE ~ #IEHVERHRES e0e o EAERLLTBMIE VM K78 o ITENRIHR B EIREE

8 node show ©

dest::> broadcast-domain create -broadcast-domain <new bd> -mtu 1500
-ipspace <new ipspace> -ports <dest node-cot-vm:eOb>

4. TEHBVEREAE (new_bd ) FFTEINIC (NIC #f) LEIIFERLIF o

dest::> net int create -vserver <new ipspace> -1if <new dest node-ic-
1if> -service-policy default-intercluster -address

<new added nic primary addr> -home-port <eOb> -home-node <node> -netmask
<new netmask ip> -broadcast-domain <new bd>

O. BREUENEEEER LIF AUEEIL o

dest::> net int show

HIC HABCHERE « SR HSEBHMEREELEDR
B3 1 BRI B A Y R EHSME
AENTR AN BR R AR B At R 4R 2 I ERAARIET o
A ONTAP CLI 1T F5ILER
BER
1. FESD B RO ER EERVEREE R LIF BT ping MBZRIREREERVEREER] LIF - A BRIEBENITILS S « ALLERN
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2.

#h 1P iR AR LRSS LIF IP ik o

dest::> ping -1if <new dest node-ic-1lif> -vserver <new_ ipspace>
—destination <10.161.189.6>

HERDRIRER R VRS LIF AJLL ping BERMEERNFRER LIF - BRMZEEBRIM EZRIIAY NIC BY IP
fidk o

src::> ping -1lif <src node-ic-1lif> -vserver <src svm> -destination
<10.161.189.18>

HIC HARCHEE  FHHGFRHHNMEREEDER -

TER 4 TERREB ARG BRI SVM HERA
AER AR AR B Bt R 2 T SVM HERRRRTIET ©

#E(EF ONTAP CLI $11T FHFHER o

1.

fERZRIREREM LIF IP itz ~ TR BT REHERR -peer-addrs © B HAECH ~ B M1E
ENFRARYARIRER S/ LIF IP fii3t31% -peer-addrs ©

dest::> cluster peer create -peer-addrs <10.161.189.6> -ipspace
<new_ipspace>

B AN ST BT TR ©

EFAERIMEREE LIF IP it ~ ERIE LRI BREHERF peer-addrs © $Ht HA ECH ~ 5B M1EIER
BB RUMMEEEER LIF IP fii3t%)% -peer-addrs ©

src::> cluster peer create -peer-addrs <10.161.189.18>

BA N ST BT TR ©
BERERTCHEER -

src::> cluster peer show

TR BER AR S FEET * AIA * o
TEERYM LT SVM HERR o RIRFBRIM SVM HEZZEER SVM
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dest::> vserver peer create -vserver <dest svm> -peer-vserver <src svm>
-peer-cluster <src cluster> -applications snapmirror '

7. ¥% SVM H%R1% o

src::> vserver peer accept -vserver <src svm> -peer-vserver <dest svm>

8. FHiE SVM EL5ERE -

dest::> vserver peer show

HEIRAEFET peered MEETHEMEMATEZN snapmirror ©

S5 | ARRER M A Z IR SnapMirror R AR
A EIR AN RIRER B U R 4L 2 FE 1L SnapMirror R BAARIFET ©

EERFHITEB SnapMirror £ RBAA KN BLRHENIRER SnapMirror 5% ~ AR BRI
SnapMirror & Ri{% o

5 ONTAP CLI 14T~ ER o

1. 7B/ SVM 237 ERHEER Volume ©

dest::> vol create -volume <new dest vol> -vserver <dest svm> -type DP
-size <10GB> -aggregate <aggrl>

2. £ B89th E#I7 SnapMirror 22 /1% ~ EEHE SnapMirror [REIFIEEHER ©

dest::> snapmirror create -source-path src svm:src vol -destination
-path dest svm:new dest vol -vserver dest svm -policy
MirrorAllSnapshots -schedule 5Smin

3. #1¥a1L B RYh_ERY SnapMirror B RBE% o

dest::> snapmirror initialize -destination-path <dest svm:new dest vol>

4. 7£ ONTAP CLI H ~ 1T T 5dp < LAEREE SnapMirror BA{RARES :
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dest::> snapmirror show

RARAIRRES Snapmirrored MEARINE2IRIME true ©

S. B[ : 7£ ONTAP CLI # » ZE{TIU T an @& F SnapMirror B{RRVIRIERESEE0ER

dest::> snapmirror show-history

E ~ EA LS EZRRT BRIMEIRE « SRR ARRMEIRE « 1SRG RS EEESE B -

Google Cloud&1E

# ¥ Google Cloudi%2348%!Cloud Volumes ONTAP LU {3

7£Cloud Volumes ONTAP Google Cloud_EERENRF ~ o] A S i@ esfa R i TIEE o
AR FEFFITERERI AR/ NENTZE K ~ Er] PSR E E M TERE S 23 4E T o

RIRER I

* BEIIRIEXLZETE Cloud Volumes ONTAP —{E B EMRIER HABC¥) LRV (GERTERRE) ° NRA
B BEERTEM -

"HIERIAX M | REBEMIERE S ONTAP"

 EEHIRER AT REE R ZGoogle CloudIRFEEH ©
* IbEEZEFEE) Cloud Volumes ONTAP o
HNE—FEEARS « /0 Ghlf o
it HABCH ~ @FFHETFZE - HA BCH T E2EIREER o
BlueXPE BRI ENIEE I EFEIRE - — X HAEIEEEE—(EEE2E - NetApp B9 QA BERB7EE
AR T EANEBRIERMNEES « URZFERETRIRETARRE - BBEEGFEE  FH

EEEEU I/0 BMRANEHRE « BREMAENZEAEMN T NFS/CIFS EARMELERE NEE
Kkl ©

TR
1. 7 Canvas B@E L -« I TFIRLE o
2. 15 PR ZRSIMEH L ~ #%—T TIHEE) @ik ~ ABIR—T I~ #eS4Ea « | SBMERR o
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INFORMATION FEATURES
Working Environment Tags 0 Tags
CIFS Setup Not Configured
Scheduled Downtime Off
Storage Class Standard Storage
Machine Type n2-standard-4 ﬁ
.Luk
Write Speed Mormal
Ransomware Protection ofr
Support Registration NOL Reglstered

a. NRIEEMABZERE PAYGO 21 ~ IEAILUREARRIRVREMMERIER « 75IAR21R—T * IREEE -
EHEHEET o

3. EEIEMIIAET « QIEZEN SRS GRS ENE AR —T *#E * o
4R
LU 4BREEEFRBII o Cloud Volumes ONTAP

{ERIEREIEIR R EIECloud Volumes ONTAP

WMRIBEEHTTCloud Volumes ONTAP #EPERIZ IR EIRINAE ~ ATLAEAONTAP X
EONTAP ILEIHEERYSZIRINAE ~ EEMAERMEMMN—ERANEENTE - HMEAFSystem
Manager/TEIEZABIlueXP ~ ELL AR ERERFBlueXPETTEEEIE -
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BlueXPHYZ PSR Al R G F BV A th E IR ThAE
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© ERREEE
BIE—EEHE - HAR - gtree ~ BLEEMRETFVM ©
* ERERE
EIFIPspace ~ R TH ~ EEHIREN O K FERERIR o
* SEBNETE
AR S ECE « RIRET « TIFMNE&aCH o
* EFEERMRE
TREMEVM » LUNR—ERIEEEAE o
© EHRER

R ESANEREN 2R BFAAFINFSF A iy o

SIRRVAERE

%3BSystem ManageriEFE B IBINAE ~ Cloud Volumes ONTAP BI7EiZ# E i@ 5t L 1B A S 1 IR A &0
~ 10.0 B BERfThRAS ©

ARZEEGovCloud &5 /8 B SMEHERF AR R I EX Y (& 15 22 & System Manager ©

PR

THIHEEAR 18 HIRTESystem Manager/ T EIF Cloud Volumes ONTAP FYZBITHAE :
* BlueXP 98

Cloud Volumes ONTAP £3z1& BlueXP ' @ARF o I IR ER « N BEEBlueXPRVZZERTEERE
BERDBEYIGHERE -

* PEfE
System ManagerFXRESEE (BEAKERNERE) - CUAEEEBlUeXPH) NMREMERE BIEE

=1
* BIREFHAR
ARZ#ECloud Volumes ONTAP 1 E &> E EE BHEMIE o
IESh ~ R3Z1ESystem Managerfyf &R 72 EUIZ ] o

WNEIRAYAEER
BEXCloud Volumes ONTAP —{BiE(FIRIE « ABI—T &SR] BEIE o
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1. RAERIEEIHRER D « BV ETFRE> Canvas* ©
2. 7 TE£Rk) EEL ~ M FCloud Volumes ONTAP E{EZRAHITE o
3. FE LA ~ B—TUBAEEREERR o

Account Workspace 2 ‘ Connector S ‘ ‘ _a 0 e

MyAccount Newone

Switch to Advanced View @ ‘ Timeline ‘ (D O @

4. WNRLHIRFEDAL ~ FAFAHBIE « ABE—T R -
S. £ System Manager?REIECloud Volumes ONTAP IfAE ©
6. IBHRE « AR —TUHAEIRERR « BiBEBlueXPREFEEIE o

1B {EA System Manager

WNRITEERED ~ 55Cloud Volumes ONTAP 2 (System Manager with) (BEFERRAEERER) "4AUE
ONTAP" XEUS ?ﬂ??a/‘l_'\ o TN BB rTSER EBIRVEL !

* "VolumeELUNEIE"
s "HEREIR
s "ERl{RE"

{#¢Cloud Volumes ONTAP CLIEIE

A FBLEIOEE ~ AT LITRIEMEIRM < » S TIFa{FA CLIRFMREERE o Cloud
Volumes ONTAP{E ] LU Secure Shell ( SSH) #EH4RZE CLI o

FIsEZ Al

& {E A SSH #&#4% Cloud Volumes ONTAP Z| Suse B4/ BB EZE Cloud Volumes ONTAP Suse V48RRI
42 o YN ~ ISP BEEEN B iRt FER AR PRI EIE T EITSSH °

@ EERERZ1{E AZs B Cloud Volumes ONTAP - EAZ&) IP (iiBETHESENE - BRI
ERER R EE(E A o A BIREERE—E RS R4S A F 13T o

HER
1. 7EBlueXPH ~ R EEEETENIPALLE

a. IEEAIEBEIhEERT « BEH EfFEE> Canvas* °
b. 7 N#ERky BE L - #EE Cloud Volumes ONTAP T&4%) o
C. BRATRPRETHNREEE P Uik
2. {F3 SSH EGEFAEIEIRANWEEEENTE IP {idt o
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o &l *
TFEZEREER Putty BYEEH

Specify the destination you want to connect to

Host Name (or IP address) Port
admn@192.168.111.5 |22 |
Connection type:

(OBRaw (OTeinet O Rlogn ®SSH (O Senial

3. EEARTT ~ HiA admin IRERIZRES ©
o i *

Password: *****x*x*x%

COT2: :>

RFERMRE S

E&AutoSupport :5ILEE

ATEMEERGR IR « LA BANCtAppEHTSIEEIFT © AutoSupportiRiETa
%  AutoSupport SEERE: L SR EAZEA  UBERHTTPSHHURGHHEGA
SERERATRIE - RIFHHAUOSUpport LML TAEME o

ME— A ERVAERE D BREFE(RCloud Volumes ONTAP & A0 E R E H AVREIREER - NFFAE R « F2H
EinHFERHRIEREK o

ZEKAutoSupport

S HENetAppTHAEM 2 IR ENEE R 2 IMS AU AERRZENINAE ~ LEINAERT EEEEIERAB MR ~ Wi SEE
4NetAppFefti sz #BEBFT  Cloud Volumes ONTAP AutoSupport

E&ERAIBA N AS RSB ARTHE HTTP / HTTPS REEEE T5iHEs « Cloud Volumes ONTAP 7 BE:E T3 imEh
&3 AutoSupport BIREEILE ©

* https://support.netapp.com/aods/asupmessage

* https://support.netapp.com/asupprod/post/1.0/postAsup
YN RAE H BB PR AR R E 4R B A F X AutoSupport THAEMEEILE ~ BIBlueXP& BEh#Cloud Volumes ONTAP fREJIf
REM B R AR TE A Connectorfi{ZProxyAIAR S o M—HFRREM(REZBRNL R EBHE N FTEZIR3128
FHIEAELR - EREConnectorz % ~ (CEERARNILERE o

MNRIEEE T Cloud Volumes ONTAP EAEEIEH B ST « ABEECloud Volumes ONTAP &4 B RSz
1B5I1REIEIB31282 17 Outbound EARMIZ R 4EHA -

RO LUF IS PR AR 2 8 ~ R LRI AutoSupport IAFEREESNERLES o WNERHERATE ~ A2
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Category: smtp
Component: mail-server
Status: failed
Detail: SMTP connectivity check failed for destination:
mailhost. Error: Could not resolve host -
'mailhost'’

Corrective Action: Check the hostname of the SMTP server

Category: http-https
Component: http-put-destination
Status: ok
Detail: Successfully connected to:
<https://support.netapp.com/put/AsupPut/>.

Component: http-post-destination
Status: ok
Detail: Successfully connected to:

https://support.netapp.com/asupprod/post/1.0/postAsup.

Category: on-demand
Component: ondemand-server
Status: ok
Detail: Successfully connected to:
https://support.netapp.com/aods/asupmessage.

Category: configuration
Component: configuration
Status: ok
Detail: No configuration issues found.
5 entries were displayed.
R http-httpsFBRIBIAREEZ Tok) ~ FRAutoSupport B IEFEERE ~ i Al {5
3. INBRARRERIER - 5555 =Cloud Volumes ONTAP {E&IZ5AIProxy URL :
{AutoSupport ###% . FE&proxy-url’)
4. N8R Proxy URLZEE R « 5552 E Cloud Volumes ONTAP fEAEE 25 AProxy :
{AutoSupport 12 : modify -proxy-URL http://<connector Private IP>:3128)
5. B EsAutoSupport F5LIEAREE :
(FHE%1E) AutoSupport

6. INRARBEIIAKEL ~ 555855 Cloud Volumes ONTAP FEiBEIZIE3 12855 B B E IR 2 R M EIES
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FREAER -
7. MMRRREIDTEEEE R R ERRINKN  FEFASSHEREEIESS -

"EABEARERE T Linux VM for the ConnectorBY BRI E A"

8. sBRIfE [opt/sapplication/netapp/cloudmanager/dock_occm/data/" |

9. BHRKProxy#BREHE Tshquid.conf]
BENERGEHEUT -
http port 3128

acl localnet src 172.31.0.0/16
acl azure aws metadata dst 169.254.169.254

http access allow localnet

http access deny azure aws metadata
http access allow localhost

http access deny all

localnet srcfEECloud Volumes ONTAP 52 E:BF2HAYCIDR o

10. ¥NERCloud Volumes ONTAP A EIERPISENHE RN EHEF/AAKNCIDRER « AFHZETHILE T3
(=

FACL cvAd =2RiE<CIDR >}
YNRICHTEULHIER « /S 7 #E RFFER ¢
"hitpTFEX St 5Fcvonet”
SEBHT :
http port 3128
acl localnet src 172.31.0.0/16

acl cvonet src 172.33.0.0/16
acl azure aws metadata dst 169.254.169.254

http access allow localnet

http access allow cvonet

http access deny azure aws metadata
http access allow localhost

http access deny all

M. {REAHREIEZ & ~ SAEFREProxy B 23{EASudo -
'DockerEZ=HEXEsid
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12. JR[EICIoud Volumes ONTAP E3BECLI ~ FEEZCloud Volumes ONTAP IhAER 2 AEE%EAutoSupport THAER
BHAE

(FRHEE1E) AutoSupport

ZEEMS

EHEERA (EMS) TUEONTAP EE AR AN ER A LHNEHEN - EEE
WEHER ~ eI U ESEHBREMRESHB M (EFE AU - SNMP RfEE
13y syslog fRIAR2S) FIEHERE ©

] LAERS CLI 527 EMS ° fIEEHRRAYE~ ~ 5526 "X | EMSAEREAEEEONTAP" ©
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* E#hRZ~Cloud Volumes ONTAP

NOTICE nv.data.loss.possible: An unexpected shutdown occurred while in
high write speed mode, which possibly caused a loss of data.
* f%£9.11.0%9.11.1 Cloud Volumes ONTAP

DEBUG nv.check.failed: NVRAM check failed with error "NVRAM disabled due
to dirty shutdown with High Write Speed mode"

ERROR wafl.root.content.changed: Contents of the root volume '' might
have changed. Verify that all recent configuration changes are still in
effect..

* FEE9.8%]9.10.1 Cloud Volumes ONTAP

DEBUG nv.check.failed: NVRAM check failed with error "NVRAM disabled due
to dirty shutdown"
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ERROR wafl.root.content.changed: Contents of the root volume '' might
have changed. Verify that all recent configuration changes are still in
effect.
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

{3} Advanced Actions
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

{3} Advanced Actions
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Ransomware Protection

Ranscmware attacks can cost a business time, resources, and reputation. The NetApp solution for ransomware provides effective tools for visibility, detection, and remediation. Learn Mora

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

50 % @

Protection

OMTAP's native FPolicy configuration monitors and blocks file operations
1 volumes without a Snapshot Policy based on afile's extension,

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy
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