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8. [ Key Identifier (F—3BIF**) 174 —ILRZEL X T, URIZIGERDXFIUNDEICIE—L F

o

Azure Active DirectoryT > KRR > ~DERR (HADH)

1. 2o 70O+t Xk, HA Cloud Volumes ONTAP {EXIRIERHICAzure Key Vaultx 8 E T 35S ICDOARET
ER

2. Azure7R— 4 JL T, Virtual Networks|CF81 L £,

3. Cloud Volumes ONTAP {E¥RBZ BRI L -IREXR Y T —0 % FIRL. R—ZOEAIICH S Subnets X
::L_%igj:RL/ia—o

4. Cloud Volumes ONTAP IREBOH Ty h&ZE U X MO 5ERLE T,

S.[—EXIVRRAVKMEHLICBEHLEY, FOYTIEIUAZa2—T, ROWVWTNHZBRL F
ER

o Microsoft.AzureActiveDirectory

o Microsoft.KeyVault
° Microsoft.Storage (#+ 7> 3>)



SERVICE ENDPOINTS

over service endpoints. Learn more

Create service endpoint policies to allow traffic to specific azure resources from your virtual network

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

Private endpoint network policy

METWORK POLICY FOR PRIVATE ENDPOINTS

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Disabled

6. RFZERLT. REZBUFLF T,

Cloud Volumes ONTAP #&5%

1. BHSSHYSA 7Y b ERL T I RAEELIFICESRLEX I,
2. ONTAP Tadvancedi&fRE— RICYIDEZX X7,




set advanced -con off
3. BDOT—HRSVMEREL. TDDNSKREEMEEL 9, [vserver services name-service dns show

a. BRODT—HSVMODNSIT Y FUBEEL. EDOIY FUICAzure DNSOITY RUNDEENTWVWDG
Bl MLIIHREBEHD FHA. RRSNABWEEIE. Azure DNS. 7514 R—KDNS. F/zldg4+ >~
LAY —N%IETT—HESVMDDNSH—NITY r)ZEBMLEYT, I 75 XFXEESVMOI
YR E—EHLTWBHELRHD X9, vserver services name-service dns create -vserver
_svm_name -domains_domain_name-servers _ip_address '

b. ¥ —42SVMAICDNSHY —E XDMERINI-C t #/EEE L £ 9, vserver services name-service dns
show

4 7FI)r5—2 a3 DERBICRESNISA4 7 MDETF > MMD%ZFER L T Azure Key Vaultz B3
ICLFEd,
security key-manager external azure enable -vserver SVM name -client-id
Azure client ID -tenant-id Azure tenant ID —-name key vault URI -key-id
full key URI

@ o _full key URIfBIE. <https:// <key vault host name>/keys/<key
label> DFENTASIL

3. Azure Key Vaulth'BXNICHR o725, client secret value 7AY T MHRRINIS.

6. +—BEBY—-IDAT—RA%RL £, [security key-manager external Azure check) H77I&RD &
SIZBEDET,

::*> security key-manager external azure check

Vserver: data svm name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status

Status: UNKNOWN

Details: No volumes created yet for the vserver. Wrapped KEK status
will be available after creating encrypted volumes.

3 entries were displayed.

RHRICIGC T service reachability AT —R AN TIEH D FEA OK Tld. BELRIRTOERL
MEBR %= fEF L TSVMAYAzure Key Vaultthf —E X7V X§3 3 TET £ A AzureD Ry N7 —2
RUS—=I—T1 2TIC& 2T T54~R— FVNeth'Azure KeyVault/N 7' ) w I TV RRA > MMIE)E
TERVESICLTLIET L. ZDBEIE. Azure 7S A R— I YRR FEFEBHL TVNetIH 5+
—JFx—=ILMMITIOERTBZEEREILTLIETV, IVRRAVEDTSAR—KPT7 KL XZHER
TBRHIC. SYMICENRIA NIV MU ZEMT ZHENDHEZHELHDE T,



o kms wrapped key status D#RE L 9 UNKNOWN {IHAERERf. XA T— X ANIEDLD £ 0K &)
DR a—LHESEEINH .

1. 77232 INVEDOKBEZREE T 5T X bR 2 —LZERT
vol create -vserver_svm_name_-volume_name_-aggregate _aggr_size_state online -policy default’

FLLERESTNTULUX, Cloud Volumes ONTAP TR a—LABEIICER I N R 12— LES1L
BEMICHED £,

8 AR a—LDELLIERSSURBSILINI e E2EELET, TDHBE. lHis-encrypted) /NTX—4&
I& Ttruel EFRIRENE T, vol show -vserver_svm_name_-fields is-cencrypted T9

GoogleDCloud Key Management ServiceZ{FF L T*—% &
BLET

Z{ERATZE X9 "Google Cloud Platform DF—&IEH—E X (Cloud KMS ) " Google
Cloud PlatformB A 7 1) 7 — 3 > TONTAP BBt ¥ —%=fREL £ 7

Cloud KMSZfER L 7=+ —BI8|d. CLIZX7-IZONTAP RESTAPIZEAHAL TEMICT AN TEF X7,

Cloud KMS%ZER$ 35ald. T 74 ETIET—XSVMODLIFAA I SO REF—BIBIY RRA Y b D@EE

ICERTINBZZEITEELTLEE VL, /—REEBRY FT—2E. 5T R TONA A DOEREY —E X
(oauth2.googleapis.com) EDBEICHFERAINE T, V7 RXEZRXY M IT—IHELLEREINTULEWLE,

USAATEF—EEBY—EXNBUICHBINEFE A

EEZBAT 271l
* Cloud Volumes ONTAP T/N\— 3 Y910 1N RITINTVEIRELRHD £
* Volume Encryption (VE) ZAEYZANA VI b=LENTWV3B

* Cloud Volumes ONTAP 9.12.1 GAMI&. TILFFF > FEE(LF—BE (MTEKM) ST EY N1V R
F—=ILENTVET,

U RREBEXIISVMOBEEBETHZIMVELNHDET
* 727+ 77 Google Cloud Platformt 7 X2 1) 7> 3>

HiFR
* 57 RKMSIZT—RSVMTODARETCETET

RIE
Google Cloud
1. Google Cloud RIZETld. "W#GCPF—1) v J v —%{ER L £9"
2. Cloud Volumes ONTAP H—E X7 H U Y FNEOHRAZLO—ILZERL £T,
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gcloud iam roles create kmsCustomRole
--project=<project id>
-—title=<kms custom role name>
-—description=<custom role description>

--permissions=cloudkms.cryptoKeyVersions.get, cloudkms.cryptoKeyVersions.
list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVersions.
useToEncrypt, cloudkms.cryptoKeys.get, cloudkms. keyRings.get, cloudkms.loca
tions.get,cloudkms.locations.list, resourcemanager.projects.get

—--stage=GA

3. AR AR LA—)L% Cloud KMS# — ¥ Cloud Volumes ONTAP f —E X7 AU > MMIEID HTE
9, lgcloud kms keys add -iam-policy binding_key name_--
keyring_key_ring_name — location_key_location_- member serviceAccount
. _service_account_Name —role project_id_id_roles/custommskmsk key

4. H—EXT7HTY FDISONF—%ZAT>O—RLET, Tgcloud iam service-accounts keys create key-

file --iam-account=sa-name@project-id.iam.gserviceaccount.com

Cloud Volumes ONTAP
1. B%RSSHY S T2 h AL TI S AXEEBLIFICERLE I,
2. advancedt&fR L NJLICHI D 2 % 9 :'set -privilege advanced

3. F—4SVMHAEDDNS% ERL’dns create -domains C.<7O = ¥ k>.internal -name
-servers_server_address_-vserver _svm_name _

4. CMEKIT > U Z{ER L £9 : 'security key-manager external GCP enable -vserver_svm_name_project
-id_project_-key-ring-name_key_ring_name_-key-ring -location_key_ring_location_-key
-name_key _name_’

S. OV T EHRREINIS. GCPT7 AT Y FDISONF—ZASLFT,

6. BENRTOCIBHIM LI e #MEEL £9, [security key-manager external GCP check -vserver
_svm_name _|

1. 723> BES1L Tvol create _volume_namel Z7 X 93K a—L%ZEML £, -aggregate
-aggregate_aggregate_aggregate—vserver vserver_name _size 10GT9

ST a—FT4 2 T%1T5
ST a—T+ YIONBERIBEE. LRORED2DOFIETRESTAPIOrawdJ &2 F—ILTE £,

1. Tsetd)

2. Tgystemshell -node node] 1< > Rtail -f /mroot/etc/log/mlog/kmip2_client.log

SOY LT THh L DFREZRL

UYL T TREIZ. EDRIFR. VY —X, FTHZETIESIAEELHD £
o BlueXPTld. SH LT T T7REITO2DDNetAppY ) a—> 3V ERETEET,
—RNBRS T LTI T I 7AIILEFHISDFREL. BEES VY LT T 7R
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(ARP) TY, CNH5DYUa—arid, BIfRL. RH. BEDIDDIMRNGY —
iR L F T,

—MRNBZ Y LD T T DT 7 A IVEERFD S RE

BlueXP CRIBRIBER S VU LD T 7 XEREEXZFEHT S . ONTAP FPolicytgex=FB L T. —f&MAS >
YLD T7 7 7AINLERFRA THEFRETETET,
Fg

1. [Canvas]R—I T, VT AT I T7HRHERICKRELIEC AT LDEFIZATINI )OI LET,

2. [Overview]® 7 T. [Features]/\®JL%Z 2 1) v L. *[Ransomware Protection]*DH&EICHZRAET7 A%
o)y LET,

12



Information

Features

Working Environment Tags

Scheduled Downtime

S3 Storage

Classes

Instance Type

Write Speed

Standard-Infrequent Access

Tags

4P
=+

mb5.xlarge

Normal

Ransomware Protection

O
=

Support Registration

CIFs Setup

Not Registered

VNNV INIINIDNID

3. XYy TPV TIDIUH LTI TAITY Va -3V EEATS

a. Snapshot KU —HEMICER > TVWAEWRY a—LHHZHEIE. * Snapshot KU —D 7o T«
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i 2oy o LFET,

NetApp Snapshot 72/ OJIE. SV H LTI 7OBEICERESOV ) a—> a3 ERHLET,
DANDZRINTHESZICIE. BELTWVWERWNY I T Y IHBE I ITBIEHEET

9o Snapshot IE—I3FHAWMODERTHD ., SV LTI T7ICLDWEXHELES, B—DT 741
LA —FRRBREBTAHFRLZVANIY ) 2a—23 0D X—SEERT 3BOBEMUERMT S
_EHTETET,

b. FPolicy D725+ 71t * %4 1) w4 LT ONTAP @ FPolicy V) 2a—> 3 >aEMICLET. Chic
D, T71IDIEFICEODVWT 7 7L E= Oy o TEXd,

COFBVIa—>aride SUTLUITHRENSDREZBILT B3 —RNRS Y LTI T T 7
TINEATZ2TOv I LET,

T 7 #I)L b® FPolicy R A—Fld. ROMLRFZ=HFO>7 7M1= OvILET,

Y1700 BE. Ov o, B, BSt. BSfbcrinf. rba. XRNT. XTBL. R16M01D05
« pzdc. good. LOL!. OMG!. RDM. RRK. encryptedRS . crjoker. enciphered .
LeChiffre

Cloud Volumes ONTAP TFPolicyz 77 7« 71td2d . COXA—THEREINE

To COURMEI —OBI VLD TDIT7AINEATICEDVWTVWET, 70O
VIENBZT 7AIEFENRXEY A XF3ICIF. Cloud Volumes ONTAP CLI 'S
_vserver fpolicy policy scope. AY¥ > K ZEAL £,

Ransomware Pratection

Ranscmware attacks can cost a business time, resources, and reputation. The NetApp salution for ransomware provides effective tools for visibility, detection, and remedistion. Learn Mors

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

9

ONTAP's native FPolicy configuration monitors and blocks file operations
1 volumes without a Snapshot Policy based on a file's extension.

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy

BENLE S Y LD 7

Cloud Volumes ONTAPI|Z. Autonomous Ransomware Protection (ARP) #fexHR— L TWET, D
BElX. 7—oO0—FEDHL. SOV LD THREDRIGEMDHIBRERT VT« ET427O7 071 7IC
BHLTESLEY,

TREINZ 7 77 IIVILEFRECIIRIC. "Z 0T LT - 70ERE'ARPEREIE. 7—2o0O— RO EER
LT, BHEIN: TEERT7ITAET 21 ICEDVTEENARRBICOVWTA—HFICBELET, UYL
U I 7XERRE CARPKEEOHM A EZHAEHE T, SENARSI VT LTI 7HEEITOIECHNTEET,

ARPHEEEIF. / — RR—IEBER—XOEHEDZAEZYZXETILT. BYOLZAIEV XA TOAERTETET
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(1~3618) o Cloud Volumes ONTAPDARPHEETHERTIHLWT RA VS A1V XZR&EBATS
IZ1E. NetAppDEHEIBHEZFICEBULWEHLE LTI,

ARPSAERE T7O0—FTa>F1 A4 REBRINET, DD, BE—DCloud Volumes ONTAP
VARV RICNA Y RENT. EHDCloud Volumes ONTAPERIE|ICEEATE 9,

/ — R~R—Z®DCloud Volumes ONTAP S 1 2 > X TOARPH#EEDFE L. IRTEDigital WalletiZ
IEFRMENTVEEA. /— RR—IXDARPERRRZRTT 2HBEIL. S&BDUI)—X
TDigital Wallet CRIFfF TE 3 £ SICBR D FETY.

TRAVZAEVREBALTTORILT 4Ly MMIEMT % L. Cloud Volumes ONTAPZER L THY 2
— LB TARPZEMICTEF XY, ARPOFERIE. ARPHEEENEMICH>TWVWEAR) a—LDTFOEY 3=
VUBRBEDEFICEDVWT, R a—LLRNILTHAIhES, INFAIEYIBEIFITBTY, FE

L. ARPHEEDR/NBREREIIHD FtH Ao

ARPHERNARRY) a—LDREEIG TS—=2 P E—R) Rl 179571071 ICH8DE T, ARPIREE

' Disabled) DR 2 —LIFBEXMRHISBEATNET, o XX, 0TBOBEN O 3=V Eh
7=Cloud Volumes ONTAPEEIE Tld. ARPHABMAR15TBORY 2 —LDO—EDIHZZHBI N TETET,
R 2—LDARPDEETEIE. ONTAP System Manager & ONTAP CLIZ B L TETLE T,

ONTAP System Managerd$ & 'CLITARPZBIC T DA EDFMICDOVWTIE. ZBRLTLKLETVW"EFH S
LUz TREZEMLE

Autonomous Ransomware Protection
0 TiB 100 TiB O TiB
Protected Capacity Precommitted capacity PAYGO

BYOL 100 TiB

Marketplace Contracts O TiB

() srerapmur. STEYRSNIMEOERIFY£— FShEEA,
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