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AWS region

VPC A VPC B VPC C
172.16.0.0/16 172.17.0.0/16 10.0.0.0/16

VPCD VPCE
10.1.0.0/16 10.2.0.0/16

Floating IP addresses
192.168.10.2
192.168.10.3
192.168.10.4
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Floating IP addresses in
one or more route tables

Node 1 Node 2
Virtual Private Cloud 192.168.10.2 192.168.10.4
172.31.0.0/16 192.168.10.3
" " " / \

Availability zone 1 Availability zone 2

Subnet 1 Subnet 2

Synchronous mirror of
data between nodes
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Cloud Volumes ONTAP HA 18R HDMEED AWS 7RA SE Y TV =BT TW3IE8IE. VPC AH
S5DONAS T—AR7VZABIC7O0—FT4 YT IP7RLADMMUBETYT, cN5O70—T0 T IPF7RLR
3. BEORERIC/ —RETRITTEETN. VPCOABHSRA T4 TICT7IERTRLIETEZEE
Ao VPC OABHSDT—RT7 I RETSAN—FIP 7RLATIREINEFTH, BEI7zMILA—/N—
IFREINEFH A

VIRAZBBA V=T IAREATa>OSYMEELIFICHT7O-T4 2T IP7RLABBETT,

AWS BLXT — N VT A 2_BET D L. HARTHEESINT VPC OANAEH S T70O0—T0 > J IP 7 RLXIC
TOELATEBRLIICBDET, DED. VPCDAZRICHBZ NAS V547> bRy b7y TOERY —
he70—FT4 YT IPICT7IERTEET,

UTFIC. PSPy M= bIxAqIC&>TEREINT2 DD VPC OFETRLET, HAVXTLIZ1 DD
VPCIZTFTEL. 253147 MEHS5—ADVPCICEELE T, 0%, 7O—Ta VI IP7RLX%ZEA
LTNASRYa—LEISATVNINIRTEET,

|

Floating IPs
routed to VPC1

route table

172.23.04

Transit
gateway
Y Y
i “\ 7 ™
( 1722301 ) |
Floating IPs
Floating IPs routed to the
( 172.230.3 ) routed to ENIs transit gateway
= Mediator Client
BN S | \. J
_ , VPC 2 (10.100.0.0/16)
. J

VPC 1 (10.160.0.0/20)
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TS, FEfRDOBRZHRET 5FIBEZRLET,
FIE
LSSy M=z A%ZER L. VPC ZICERLET — bz 1%
2VPC L hTUPy M=o zAI)l— bT—T I EEERT 3,
a. *VPC H—E X T. *Transit Gateway Route Tables* Z 2 1) w2 L X9,
b. L— b TF—TINZHERLET,
C. [*Associations] Z2 ') w2 L. [Create associations] Z:ERL £,
d BE&EIT3RMTT771I)L (VPC) ZFIRL. *BEEMTOER*EZIVvILFT,

S HART7D7O-T4 VI IPT7RLAZEBEL T BET —~ I TADIL— b T—TILICIL— b ZERL

£9,
70—7+ >JIP7 R L XIE. BlueXPOEERFBRIR—JICHD T, KIcHlERLET,

NFS & CIFS access from within the VPC using Floating IP

i Auto failover

Cluster Management : 172.23.01

Data (nfs,cifs) : Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access

SVM Management : 172.23.0.4

RORNE. AT — b T T DIL—rT—TILERLTVWET, CDIL—KIZIE. 2 DD VPC @ CIDR
JOvIAD)L— k&, Cloud Volumes ONTAP TEAHINZ 4 2D 7O—T 4 VT IP 7RLAVEE

nx9,

Transit Gateway Route Table: tgw-rtb-OeaBee291c7aeddd3

Details Associations Propagations Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Q Filter by attributes or search by keyword

CIDR Attachment Resource type Route type
I 10.100.0.0/16 tgw-attach-05e77bd34e2ff91f8 | vpe-0b2bc30eldc8eldbt I h "‘-VP..C‘z' propagated

10.160.0.0/20 Taw-attach-00ebaleaca250d7db | vpc-673ae603 ! \ "y propagated
—_— y
gw-atiach-U0ebadea: Ud7db | vpc-b/3aebl \ \"‘W}J" static

172.23.0.2/32 taw-attach-00eba3eac3250d7db | vpc-673ae603

FI VPC‘t. static
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 --'--th-l—n\g static
172.23.0.4132 {gw-attach-00ebadeac3250d7db | vpc-573ae603 _l_B‘ Addresses, ...
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Route state

active
active
active
active
active

active
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4. JO-FTA4 VI IPTRLRICTIELRATBIHENHD VPC DIL—T 1 I T—TINZ2ZELFT,

a JO—74>YJIP7RLRACIL—bI>RUEBMLET,
b. HART7HEFEET S VPC O CIDR 7OvZICIL— I MU EBMLE T,

RDEIF. VPC1ADII—beT7O—TFT14 YT IP7RLRAZELCVPC2DIL—+T—TIL%ZRLT
W&,

Route Table: rtb-0569a1bd740ed033f

Summary Routes Subnet ions. Route Tags
Edit routes
View All routes -

Destination Target Status Propagated

10.100.0.0/16 lacal active No

0.0.0.0/0 Igw-072500d01781e67d! active No
\Vi={o%

10.160.0,0/20 1aw-015b7c249661ac279 \Y {‘-_\.:yl No

172.23.0.1/32 1gw-015b7c249661ac279 active No

172.23.0.2/32 1gw-015b7c249661ac279 Ek}at]ng IB No
=,

172.23.0.3/32 1gw-015b7c249661ac279 Addresses No
e

172.23.0.4/32 1gw-015b7c249661ac279 active No

5. JO—FT4 YT IP7RLAADT I IAHNMRER VPC ANDIL— +EEIMLT. HARTZ®D VPC DJL—
TAVIT—TINEZTELET,

VPC DI =T« VTN TI5D. COFIRIFEETT,
RDBEF. VPC1DIL—rT—TINZERLTWVWET, 7O0—T1 YT IP7RLIAADIL—hE, 751

7Y RDEETNTWVS VPC2 ADIL— DB EENE T, BlueXPTid. HARTZZRRE T2 . 70—7T
1« JIPHIL— b TF—TILICEBNICEMNMEINE LT

Summary Routes

Subnet Associations Route Propagation Tags
Edit routes
View All routes -

Destination Target Status

10.160.0.0/20 local active

pl-68a54001 (com.amazonaws.us-west-2.s3, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22) vpce-cb51a0a2 active

0.0.0.0/0 Igw-b2182dd7 active

10.60.29.0/25 pcx-589¢3331 active

I 10.100.0.0/16 tgw-015b7c249661ac279 I \MP.\CZ
10.129.0.0/20 pex-fi7e1396 active
172.23.0.1/32 eni-0854d4715559¢c3cdb H
Eloating

172.23.0.2/32 eni-0854d4715559c3cdb acti | 2,

172.23.0.3/32 eni-0f76681216c3108ed Add resses
e e N

172.23.0.4/32 eni-0854d4715559¢c3cdb active

6. VPCOIARTD LS T4 v Il e2EFa) 710 I—TREZEFHLET,
a. [Virtual Private Cloud] T, *[H 7%y rPZ U v o L% T,

b. [Route table]*Z 7% 2 1) v o L. HARZOWIFNHADT7O—T 1 VJIP7 RL XILFERT I REZE
RLFT,
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Cl[ExalT«JIL—T1%20)vILET,

d [REIL-IOREZFBRLE I,

e [L—ILoEMm=ZY ')y I LET,

L [Type]lTHIRTD ST 1 v I FEIRL. VPCOIPT FLXZBIRL X7,
g L=ILoFRErZIVy I L TEEZERLE T,

7. 20-TFT4> T IPT7RLRAZFERLT. RUa—LZIFATYMIRIVELEFET,

22

BlueXPTIELWP7 R L X%ZHEERT B ICIE. BlueXP®D[Manage Volumes]/\JLIC 3 3 *[Mount
Command*Z 7> a>zEARALET,

8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

@ Advanced Actions




8. NFSHhUa—LZEIYIVETBIHEIF. VA7 MVPCOY TRy hE—HTBLSICTIRR—
RS —ZRELE T,

"R a—L%ZREIT D HEICOVWTEHRALES
o BRI > *
c"AWS ICBITBRANATRASE Y T4 RT"
° "Cloud Volumes ONTAP in AWS D% b — o &

HART7 ZHEBH Ty MIEALET

9.11.1) 1) —XLIPETIE. VPCEIEHE $3AWSTCloud Volumes ONTAP HAR 7 hi 7R
—hSNFT, VPCHEERFERTZ . tHOAWSTHO > e TRy FEHBETEE
To COWBMEFERTRICIE. AWSIERIEZ Y 7 v L. APIZER L THART7 2 &
ATBIRELRHD £,

%{EMA "vPCHHE"Cloud Volumes ONTAP HARERR IX. KD2DDT7Ho > MR INET,

c Xy hNI—U%FRBEIBVPCFREE AT~ (VPC. TRy b IL—F 4 >4 F—7)L. Cloud
Volumes ONTAP £ a5+ Z)L—7)

*EC2AVARAVANHEY TRy b QDOHA/ —REXTA I —R—%5T) ICEATNTLEIEME
Thork

BHOTRASEY T4 —=VICE =N > TEA TN TULSCloud Volumes ONTAP HABBE DB S 1. HAX
FA4I—R—hBVPCFREET DI bDIL—FT 4 T T—TILCEFTATLT-ODEEDHERENHNETT, X
TAI—R—THETETAAMO—-I/LZRELT. CNEDM¥EREZIEETIHNENHD £7,

RORIE. COZBAICBEETZIAVR—RY FERLTVWET,

23


https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/task-manage-volumes.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://docs.netapp.com/ja-jp/bluexp-cloud-volumes-ontap/concept-ha.html
https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/
https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/
https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/
https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/
https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/

&R Shared VPC

1AM role Route table I
1
172.16.0,0 = i !
Security i
172.16.1.0 I
grou
¥ 172.16.2.0 Srop :

Ay ailabilty Zone A

e e . e S e e S i e R e . S e B S e e e e e e e e e e e B e e, e e S

P Y )
K f‘ :
ONTAP

iy R ALl

MNode 1

2

| Private subnet

Mediator
1AM role with

i
|
|
I
I
|
]
I
I
I
]
I
I
!
)
L
I
|
I
I
I
|
|
I
I
|
|
)
I
, Av ailability Zone B
I "
b
]
|
|
I
I
|
I
I
I
|
)
I
I
|
|
I
I
|
|
|
I
|
| “AssumeRole” [
I [
I

UTOFIETEHAT B ELSIC. TRy bEEMETHO Y FEHBL. VPCAREETAY Y FAICIAMO—
NetxFa TN —T= kT 2RENHD T,

Cloud Volumes ONTAP {EBIE# T2 . BERICIAMO—ILAMER TN, X T 1 T—4 —|ZBhER T
bNEYT, COO—ILIE. VPCRREET7 AV > FTERLZIAMO—=I)LZHilRE LTED. HAR T ICEEN
ITeNTWVWBIL—FTao > T7—TIL2ZTELET,

Flig
1. VPCFREET7 AV cOY TRy hEBMEBET7HO VN EHBLET,

COFIEIF. HARTZHBET TRy MCEATBHICHETT,

"AWSKRFaxX> bk :HJTxwy bhada"

24


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet

2. VPCFREE 7 H™7 > kT, Cloud Volumes ONTAP Ot F*a T4 FIL—T%ERK L £7,

"Cloud Volumes ONTAP Ot a2l 5T JIL—FIL—ILEZEBBLTLIEETV's HAXT4I—2—DtF
AVTFA I —TEERTINEIEHD T Ao BlueXPIZZFD LS HRe#IRMHEL 9,

3. VPCFREE 7 AV Y h T, ROERZZTIAMO—ILZIEREL 9,

Action": [
"ec2:AssignPrivatelIpAddresses",
"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses"

4. BlueXP APIZfEMA L T# L L \Cloud Volumes ONTAP {E2IBIE%# R L X T
RDT4—=ILREIBETZIHNELRHD XTI,
o "securityGroupld"

'securityGroupldl 7« —JLRICI&. VPCRABET7 AT Y b TERR LTt 2 ) T4 JIL—TZIERE
TRIBELRHD FT (LEEDOFIE2ZER) .

° "haParams"# 7> T2 kMD"amereRoleAm"%=8E L £ 9

MREB—ILT—n1 71 —ILRICI&. VPCFRAEET 177> K TIER L 7CIAMO— JLODARNZ 58 % @4
ENHDET (LEROFIEZER) -

i :
"haParams": {
"assumeRoleArn":

"arn:aws:iam::642991768967:role/mediator role assume fromdev"

}

+
"Cloud Volumes ONTAP APIICDWTERBAL £ 9

AWS DtEFxalUF«JIL—TIL—I

BlueXPTl&. Cloud Volumes ONTAP W IEREICBNMET B T-DICHBRA VNIV RET
TRNTURDIL=ILEZECANSTEXaA )T TIL—THERRENE I, X MNEBZE
FI3mEO X2 ) T I —T2FERT 35815 A—rEE2BLTIETL,

25


https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html
https://docs.netapp.com/us-en/bluexp-automation/cm/overview.html

Cloud Volumes ONTAP DJL—)L

Cloud Volumes ONTAP Ot F a2 U T4 JIL—FICId. A1 VNTYRIIL—ILET T MNT Y RIL=ILOEAEH

HETTY,

1TONTYRIL=IL

ERRBZER L. FRIERSNcEF a2V T I -T2 BRI ZHBE. ROVWITNHDEEATHS T«
VO RFATEDLDIERTET XD,

* FIRLIVPCODH i 1 VNTVR ST 4w IDY —XI&, Cloud Volumes ONTAP & X7 LDVPCOH
Txy hEE. SLVARIEIDEFEETIVPCOY TRy FEEITY, ChHERINZF T3> T

ER

CFIRTOVPCH* i A YNTIV R RS T4y IDY —2XI%0.0.0.0/0DIPEE T,

JOk3
L

R—bk

IANTD IANT

ICMP
HTTP

HTTPS

SSH
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
ubP
ubP
uUbP
ubP

26

80

443

22
111

139
161-162
445
635
749
2049
3260
4045
4046
10000
11104
11105
111
161-162
635
2049

B89

AYRARYAD ping ZRITLET

VS ZARXEELIF D IP 7 R L X%ZERA L7z System Manager Web J>Y —JLAD
HTTP 71t X

ARV EANDEH L. 75 RAXEBLIFOIPT R L X% R L 7=System Manager Web
A = I)ILADHTTPS 7Vt X

ISZAREELIF £1cld/ —RFEELFDIP7RLIXAD SSH 7€ X
NFSOUE—rFO>—v -1

CIFS @ NetBIOS H—EXRt v 3>

EZxy bU—oEBTIOMIL

NetBIOS 7 L — LRIHA% fEF L 7= Microsoft SMB over TCP
NFS ¥ > b

Kerberos

NFS H—N7—FE>

iSCSI 7—# LIF Z/t L7z iSCSI 77 X
NFSOvoT—E>

NFS DRy b T —JRT—RXAEZH

NDMP ZfER LNy o7 v

SnapMirror DV 5 A2 fEBEEy > 3 > DEE

25 XA LIF Z{EA L 7z SnapMirror 7 — X Erix
NFSOUE—r7O>—v -1

EHxy hT—oBEBEIOMNIL

NFS ¥ > b

NFS H—N7—FE>



JOk3d R—+b B
L

UDP 4045 NFSOv o T7—EY
UDP 4046 NFSDXYy hT—JXAT—RXAEZHX
UDP 4049 NFS rquotad 00 kJJL

TIORNTYRIL=IL
Cloud Volumes BDEHERERBAEFAUT 1 JIL—TONTAP IZ. IRTDRERS TavIxA—TF2L

F9. CNDAIRBZSIE. BERNGT T NI Y RIL—ILIZREVWE T &DBEEIL—ILIBRERIZSIE.
BEBRTIMNTYRIL=IILZERALE Y,

BEAXNBRTOMNTYRIL=IL

Cloud Volumes ONTAP BDERBFAEF AU T FIL—TICIF. KOTIRNTYRIL—IIBREFEFNTULE
ER

ZOok3al R—k BHHY

FARTD ICMP IART ITRTOEENZT1v Y
IARTD TCP IART TRTCDEENZTT1v T
gARTD UDP IAT IRTORENZT1 VD

BEBRTIRNTYRIL—IL

REFT 71 v IIlBIBRIL—ILDRERIZEIE. ROBHEFER L T. Cloud Volumes ONTAP (C &k 2 FE
BEICHERR—FDAHZERLIENTEET,

@ source |&. Cloud Volumes ONTAP > XFLDA >R —T x4 X (IP7KRLR) TY,

27



H—EX OO
L

Active TCP
Directory
UDP
UDP

TCP

TCP & &L
U UDP

TCP

TCP

UDP

TCP

TCP

ubP

ubP

TCP

TCP & &
U UDP

TCP

TCP

UDP

TCP

28

o
=

88

137

138

139

389

445

464

464

749

88

137

138

139

389

445

464

464

749

V=2

J—REELF
J—REELF
/J—REELIF
J—REELIF
J—REELIF
J—REELIF
J—REELIF
J—REELIF
J—REELIF

F—4& LIF (NFS
. CIFS. iscsl)

F—4& LIF (NFS
. CIFS)

F—4& LIF (NFS
. CIFS)

F—4& LIF (NFS
. CIFS)

F—#& LIF (NFS
. CIFS)

F—4 LIF (NFS
. CIFS)

F—4& LIF (NFS
. CIFS)

F—4 LIF (NFS
. CIFS)

F—4 LIF (NFS
. CIFS)

5B5%

Active Directory 7 =
LXK~

Active Directory 7 =
LRk

Active Directory 7 =
LRk

Active Directory 7 =+
LRk

Active Directory 7 =+
LXK

Active Directory 7 =
L Xk

Active Directory 7 =+
LXK

Active Directory 7 =+
LAk

Active Directory 7 #
LRk

Active Directory 7 #+
LXK~

Active Directory 7 =
LRk~

Active Directory 7 =
LXK~

Active Directory 7 =
LRk

Active Directory 7 =+
LRk

Active Directory 7 =+
LXK

Active Directory 7 =+
LRk

Active Directory 7 =+
LRk

Active Directory 7 =+
LXK

BHrY

Kerberos V 53

NetBIOS r—LH—E X
NetBIOS T—%4J 5 LY —EX
NetBIOS ' —EXtwvi 3>

LDAP

NetBIOS 7 L —LFEEA%EEA L 1=
Microsoft SMB over TCP

Kerberos V /X2 — RDZEE £ 5%
E (SET_CHANGE)

Kerberos + —&18

Kerberos V Change & Set Password
(RPCSEC_GSS)

Kerberos V 585

NetBIOS r—LH—E X
NetBIOS 7 —&RJ S LHF—E X
NetBIOS H—EXtv> 3>

LDAP

NetBIOS 7 L — LRIER%=FHEAH L=
Microsoft SMB over TCP

Kerberos V /XX T — RDZEB L%
F (SET_CHANGE)

Kerberos  —&18

Kerberos V Change & Set Password
( RPCSEC_GSS)



H—EX

AutoSupp
ort

S3AND
NV DT
v

VIR AR

D /N
I Ty
7
DHCP
DHCP
DNS

NDMP

SMTP

SNMP

ZOk3
L

HTTPS

HTTP

TCP

TCP

FTARTD
ST«
v

TCP

ICMP

HTTP

UDP
UDP

ubpP

TCP

TCP

TCP
ubpP
TCP
ubP

o
=

443

80

3128

5010

ERAN
<o
S
74
A

3000

80

68

67
53

1860
0~
1869

25

161
161
162
162

V=2

J—REELIF

J—REELIF

J—REELIF

5 XA LIF

120/ —FREDT

ARTOD LIF
J—RE’LIF
J—RE’LIF
J—REELIF
J—RE’LIF
J—REELIF
J—REELF T
—4& LIF (NFS.
CIFS)
J—REELIF
J—REELIF
J—REELIF
J—REELIF
J—RE’LIF
J—REELIF

5B5%

support.netapp.com

support.netapp.com

dxoX

Ny OIT7yvTITUR
RAVEEEIFUR
E7IYVRARAV B

H53—AD/—FD
IARTDLIF

HAXTF 14 I—%4&

HAXTF 4 I—%4&

http://<connector-IP-
address>
/occm/offboxconfig

DHCP

DHCP
DNS

BT —N

A=)l =N

H—NZzERLET
H—NeBERLET
H—NZzEHRLET
H—NZzERLET

B89

AutoSupport (77 #JL b &
HTTPS)

AutoSupport (X 70 k JJLA
HTTPS »'5 HTTP ICEE SN 1=15
BDH)

TINNTYRDA VR —Fy bE
BAMERTEARWVESIC. ORIR
o7FOx>H—N%ENL
TAutoSupport X vt —C%XET
%)

SIADNY I Ty B ) X
738 7« —F v — (Feature)

275 X2 EEE (Cloud Volumes
ONTAP HA D &)

ZAPI J—JL ( Cloud Volumes
ONTAP HA O &)

*—77>4147 (Cloud Volumes
ONTAP HA D &)

B/ o 7w TR AR RIEE
LEd. "BRENVITVvTT7A
JULICDWTERBEL £ 97"

#Elty k7w 7HD DHCP 75
17>

DHCP H#—N
DNS

NDMP JE—

SMTP 75—k, AutoSupport |ZfF
HATEET

SNMP k5w FIC K28R
SNMP b5 v FIC K BB
SNMP kJvw FIC K 28R
SNMP k5w FIZ k28R

29


https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/node-cluster-config-backed-up-automatically-concept.html

H—EX ORI R— VY—2X S5 B

L ~
SnapMirr  TCP 1110 S5 XA/ LIF ONTAP 25 X4 SnapMirror D 5 XA ZREEEL v
or 4 LIF a3 OEE
TCP 1110 o5 XA/ LIF ONTAP 25 X 4R SnapMirror IC& BT —RERX
5 LIF
syslog ~ UDP 514  J/—REELIF syslog #F—/\ syslog Bmx X vt —

HA Mediator A&+ 21U F o JIL—TDIL—IL

Cloud Volumes ONTAP HA Mediator BICERIERZ NN EF ) T JIL—FITIE. ROAVNDT VR
IW=ILET I NIV RIL—IBEEFNATVET,

1TONTYRIL—=IL

HAXT 4 T—2—DEFEEINTcEF a2V T TIL—TI2IE RDA NI RIL=ILAFENTLE
ER

7Okl R— b V—2 BHY
TCP 3000 %2 XDCIDR qAXU 2N 5D RESTUIAPI 7 7€ X

TIRNTYRIL=IL
HAXT A T—2DERBAEFAVTATIN—TE IRTORENS T v I ZBETFT. O EIEER

BRI BRI MNT Y RIL—ILCRRVWET, KDERBIL-IDBERGRIE. RERTY RNTY
FIL—ILZzERLET,

HAMBRTIMNTYRIL—IL
HA Mediator BOEZRBZA X2 T JIL—FIlF. ROT I RNTY RIL—ILAEENE T,

JOr3l R—bk B
IANTOD TCP IANT IRTCOREBENZ T vy
IARTOD UDP IART IRTOEEBENZT T vy

BEBRTIRNTYRIL=IL

RIESS T« v IICBRBIL-IIDBERSZRIE. ROBWZEAL T HAXT 1 T—RICLBZREEEIC
BBGR—FRITZRCIENTEE T,

JOokr3a AR—F than B

L

HTTP 80 AWSEC2A VARV ADMARIR ATAI—R—DT7 v L—RaAdo>O—
DIP7RFL X FLEY

HTTPS 443 ec2.amazonaws.com 2AhL—=O0T7TAINA—N—FFELEFT

UDP 53 ec2.amazonaws.com ARL—OT7TAINA—N—EFELET

30



@ R—b 443 BLV B3 2K KHDIC. 2=y b TRy DS AWS EC2 H—E XADA
VRA—TITARAVPC IV RRAY M EERTE £,

HABRORE X2 ) 7o JIL—FICETSIL—IL
Cloud Volumes ONTAP HABR B ICERIER SNI-ASEF a2 T JIL—FICIE. ROIL—=ILHBEENTWV

F9. COEFaVTAIIN—TZERTBE. HA/—FE. XTI —%—r ./ — FEDOBEHAIREICHE
DEYJ,

BlueXPTIZEICCDEF 2T VIL—THMERENE T, MBDA TS aviEH D A

T FIL—=IL

N>
ERIERINLEFaUTAJIL—TICIEF ROEBIL—IHIFFENRTVET,

Okl R—Fb B89
IARTDOLTTay TART HA XTI —4¥ HA /—RED&EE
7

TIRNTYRIL=IL
ERBARADELF2UT I =TI ROEBIL-IHFENT T,

Zokal R—Fk B8y

IRTDOLZTary IANT HAXT 4 T—2 ¥ HA / — RREDBEE
Z

qARTEDIL—IL

"ARTADEFA) T4 IIN—FI—ILERRLET"
AWS KMS Ootzwv 7w

Cloud Volumes ONTAP T Amazon EES{tZ AT 25 5IE. AWS Key Management
Service (KMS) ZHRETIHENHD XY,

FliE
1. 77207« 77 Customer Master Key (CMK) D FEETI xR LE T,

CMK |Z. AWS BIED CMK X/ IZBEREIED CMK ICT B3N TE £9, BlueXP*Cloud Volumes
ONTAP LBILAWS7HT Y M3 H. FIDAWSTHI Y MIEHBZeHTEEXT,

"AWS R a1 X> k. T Customer Master Keys (CMK ; HRAY—Y XX —F—) | "
2. BlueXPIC Ta_key user | MRR%ZIRM T ZIAMO—/LZEBIML T. ECMKOF—HRKU>—2ZBL X,

IAMO—/LZ*—21—H ¥ L TEMT S L. Cloud Volumes ONTAP TCMK% 9 3 7= 8 DBlueXPHERR
MI5EINET,

31


https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-ports-aws.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys

"AWS DRFaxX>h: TE—DiRE"
3. CMK D' BID AWS 7 hH oY MIHhBEEIE. ROFIEEZRTLET,

a CMKAEFEETST7HIUYEMSKMS OAVY —JLIC77EALET,
b. +—%Z#EIRL £,
C. General configuration * X1 > T, F—DARN zdE—L &7,

Cloud Volumes ONTAP & X F L% ER T % & Fid. BlueXPICARNZIRIETINERH D £,

d. [* Other AWS accounts (ZDMDAWST7 AT > k) |RA > T, BlueXPIZHERZ(H5 9 5AWST7 A
VhzEEMLET,

FEAEDIZE. CNUIBIUeXPHFEIET ST AT b TY, BlueXPHAWSICA Y X b—JLEnTWV
BWIERIE. BlueXPICAWST7 VXA F—ZRMH L7 AT MIBD T,

| Other AWS accounts

Add other AWS accounts

Other AWS accounts e

Specify the AWS accounts that can use this key. Administrators of the accounts you
specify are responsible for managing the permissions that allow their IAM users and

arm:aws:iam:: | :root Remove

Add another AWS account ‘

roles to use this key. Learn more [A

€. RIC. BlueXPICHERRZ (59 3AWST7 AT Y MMCYIDEZ T, IAMOVY —ILEZBEETFT,
L. LUTOMREST IAM AR S —%E/HLET,
g ZOR)I—%. BlueXPIZXt T R1ERZRM T DIAMO—)L £ IXIAMI—HCEEEM T E T,

RDOR) =3, BlueXPHNEBAWS T AT Y b SCMKZER T 2 1 DICHBELRMERZRMI L &
Yo TWY—=X1 €023>T V=232 8T7ATYRIDZHBTEELTLLET L,

32


https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": [
"arn:aws:kms:us-east-
l:externalaccountid:key/externalkeyid"
]
by
{

"Sid": "AllowAttachmentOfPersistentResources",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms:RevokeGrant"

1,

"Resource": |
"arn:aws:kms:us-east-

l:externalaccountid: key/externalaccountid"

I

"Condition": {
"Bool": {

"kms:GrantIsForAWSResource": true

=+
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"Version": "2012-10-17",
"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

oo Ao
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",

"Effect": "Allow"
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-us—-gov:s3:::*",
"Effect": "Allow"

b A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-us—-gov:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

I

"Resource": "arn:aws-us-gov:s3

"Effect": "Allow"

Top SecretfiF

:::fabric-pool-*",

:::fabric-pool-*",



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject”
I
"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

=Ly hk)=3ay



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject”
I
"Resource": "arn:aws-iso-b:s3:::fabric-pool-*",
"Effect": "Allow"

° Cloud Volumes ONTAP / —R®D/\w I 7w TR S —
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

by

{
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

I

"Resource": "arn:aws:s3:::netapp-backup*/*",

"Effect": "Allow"

GovCloud (US) U—> 3>
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*",
"Effect": "Allow"
by
{
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"
I
"Resource": "arn:aws-us-gov:s3:::netapp-backup*/*",
"Effect": "Allow"
}
]
}
Top SecretfEis



"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-iso:s3:::netapp-backup*",
"Effect": "Allow"

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

I

"Resource": "arn:aws-iso:s3:::netapp-backup*/*",

"Effect": "Allow"
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"Version":

"Statement": [

{

*HAXT 4 IT—%

"Action": [

"2012-10-17",

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource":

"arn:aws-iso-b:s3:::netapp-backup*",

"Effect": "Allow"

"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",

"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

1,

"Resource":

"arn:aws—-iso-b:s3:::netapp-backup*/*",

"Effect": "Allow"



"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses",

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses",
"sts:AssumeRole",

ec?2:DescribeSubnets"

1,

"Resource": "*"
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[f?“] AWS Markeiplace
L

Subscribe and then click Set Up Your Account to configure your account.

(2" Cloud Manager
2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select & subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Valumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

['}T\] AWS Markeiplace
¥ 7
Subscribe and then click 5et Up Your Account to configure your account.

(27} Cloud Manager
2

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

* Pay-Per-TiB - Annual Contract Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
&n annual, upfront payment. an hourly rate.

The next steps:

(17 AWS Marketplace
(1)

Subscribe and then click 5et Up Your Account to configure your account.

,:“E“] Cloud Manager
Ly

Sawve your subscription and assodiate the Marketplace subscription with your AWS credentials.

Continue Cancel

b. BlueXPICR 275, [BEAEIR—JICTIELALTRER—IADNYT—JEFERLET,

Select Charging Method

° Professional

Essential

Freemium (Up to 500 GiB)

101

Per Node
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3. Ry MY TIDREEROTH I b EHFALI-H L. "Cloud Volumes ONTAP TERTZ2H T X0 T
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Select Charging Method

5

° Keystone

Storage management

Charged against your MetApp credit

Keystone Subscription

A-AMRITAT

Professional capacity RV

Essential

Freemium (Up to 500 GiB)

4 B K
10101
<

Per Node
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Details & Protection

Volume Name:

vol

Snapshot Policy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicelon
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You are currently subscribed to this product and will be charged for your accumulated

usage at the end of your next billing cycle, based on the costs listed in Pricing
information on the right.

You are already subscribed to this product
0 Having issues signing up for your product?

If you were unable to complete the set-up process for this software, Pricing Details
please click here to be taken to the product's registration area
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"Version": "2012-

"Statement": [{

"Effect":
"Action":
"ec2:
"ec2:

"ec?2
"ec?2

"ec?

"ec2:
"ec2:
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

10-17",

"Allow",

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

:ModifyVolumeAttribute",
"ec2:

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupkEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",



"iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:ListInstanceProfiles",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"kms:List*",

"kms:Describe*",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelnstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "*"

"sSid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": [
"arn:aws-iso-b:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",

"ec?2:TerminateInstances",
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"ec2:AttachVolume",
"ec2:DetachVolume"
1y
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment": "*"

}o
"Resource": |

"arn:aws—-iso-b:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

Top SecretfBig
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [

"ec2:DescribelInstances",
"ec?2:DescribelInstanceStatus",
"ec?2:RunInstances",
"ec2:ModifyInstanceAttribute",
"ec?2:DescribeRouteTables",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec?2:CreateVolume",
"ec2?2:DescribeVolumes",
"ec2:ModifyVolumeAttribute",
"ec?2:DeleteVolume",
"ec2:CreateSecurityGroup",
"ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",



"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec?2:CreateNetworkInterface",
"ec?2:DescribeNetworkInterfaces",
"ec2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeDhcpOptions",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots",
"ec2:GetConsoleOutput",
"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec2:DeleteTags",

"ec2:DescribeTags",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ValidateTemplate",
"iam:PassRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",
"iam:ListInstanceProfiles",

"3

iam:CreateInstanceProfile",

iam:DeleteRolePolicy",

iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",

"kms:List*",

"kms:Describe*",
"ec2:AssociateIamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
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"ec2:DeletePlacementGroup"

1,

"Resource": "x"

"Sid": "fabricPoolPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

I

"Resource": |
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}o
"Resource": |

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [

"arn:aws-iso:ec2:*:*:volume/*"

"ok n
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"Version": "2012-10-17",

"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso-b:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso-b:s3
"Effect": "Allow"

Yoo
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

I

"Resource": "arn:aws-iso-b:s3

"Effect": "Allow"

Top SecretfEiE

:::fabric-pool-*",

3 3 3 falorie=poel=*",



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo Ao
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws-iso:s3

"Effect": "Allow"

:::fabric-pool-*",

:::fabric-pool-*",

HAR7IZCDWT. Cloud Volumes ONTAP HAR 728 A 9§ 3HB8F. HAXT 4 T—2—DHR) > —%1E

L&Y,
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"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"ec2:AssignPrivateIpAddresses",
"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses"

1,

"Resource": "*"

4. 24 7H Amazon EC2 @ IAM O—I)LZ{ERL L. BIOFIETIER L /=R > —=EE I E 9,

A—LzfEl L £,

RYS—ERRIC. ORI ZICIFIAMO—JLH1 D, Cloud Volumes ONTAP ./ — RIZIZIAMO— )LD D4

BT,
HART7 DIBE : RS —E#RIC. %2 2. Cloud Volumes ONTAP./ — RF. HAXFT 14 IT—4—F
(HART7ZE AT 3158) BICIAMO—ILAMDHBETT,

O—ILZZERLET,

AXTERA DV RAV IR T D EIC. ARIZIAM O—I)LZ BRI ZIHBEHLHD £J, Cloud
Volumes ONTAPDIAMO —JLId. BlueXPCCloud Volumes ONTAP{EX£IRIEZ#ER T D L FIEIRTE £

ER
HAR 7 D35 E. BlueXPTCloud Volumes ONTAPTERIRIEZ{ER 9 5 & T, Cloud Volumes ONTAP

DIAMO—JLEHAXF 4 T—R2—%8IRTE £,
ATFv T3 AWSKMSZ=tw k7w d3

Cloud Volumes ONTAP CAmazontg St = EE 3 35 &ld. AWSFHF—BIEH—E X (KMS) OEH#INELE
NTVWBRZEFHESELTLIEEL,

FIE

1. 72 7«1 77 Customer Master Key (CMK ; ARXAIY—XRAZ—F—) BN7AD >~ FIEFID AWS
TAIYMIGEET R =R LET,

CMK [&. AWS EBE®D CMK F7IFBEEEED CMK ICT 32N TEEXT,

2. Cloud Volumes ONTAP #EBA§ 237 HU > b EIERD AWS 7HT Y MMZ CMK ZECE T 35 E1E. D
*—®OARN 2SI Z3HNEHLHD £9,
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Cloud Volumes ONTAP ¥ X 7 L% ER T % & Fid. BlueXPICARNZIRIETIHRELRH D £T,

3 ARIAA IV ARZYZADIAMO—)LZCMKOF—1—H D X MMIEBML F 7,

ZNIZ LD, Cloud Volumes ONTAP CTCMK%fER T % 7= DBlueXPiERN S5 2 51 E 7,

Flg4 : A% 2% XA b—=)LLTBlueXPzt v ~b7v 793

BlueXP% f&EF L TAWSICCloud Volumes ONTAP% & A ¢ 3 HilC. BlueXP Connectorz 1 X k—JLLTtE

W 7w TITBRZHERDHD £, ConnectorzfERAT B L. BlueXPIZ/N\T U wo oSy REBEROUY —I L
TOvXZEEBTEEY (Cloud Volumes ONTAP Z&51)

=2}
1. Privacy Enhanced Mail (PEM ) Base-64 TL > 1— R &N X509 FXRXDEREER (CA) HEHLT:
JL— NEEBREZES I ZEBAEZEZ AF 93 (CIE. HHBDR) > — FIEEBRBL T T L,

AWS Secret Cloud!) —2 3 > D#HHIE. NSS Root CA 2 FFAE. &K U Top Secret
CloudD#Z & 1d. Amazon Root CA 4 #fAE., Fr—22MATIdAR <. TNSDIBED

(D)  #&E7y7O-RLTRSV, FRBFT—>07 71 LAKE VLD, 7y TO— K
ISR BRIREMD B D £ 9, EMDIRENH ZHZEIE. ROFIETHAT S L SIS,
BTy O—RTEEY,

Ty c 7y T TOCRRICERBEE 7Yy TO—RITI3HREHLHD £9, BlueXPTlE. HTTPSHEHE TAWS
ICEREXETDESZIERESINIEIAENMERINE I

2. ARV BAVREVREEBL T,

a. AWS Intelligence Community Marketplace DBIueXPDR— 72X L X T,

b. Custom Launch # 7T, EC2 OAVYV—IH'BA VARV RAEZEIHTEIA T a>VEBIRLET,
C OV MILT. 1VREVAERELET,

AVREAVAEHTRETBERICIF. ROBISEELTLET L,

* t3.xlarge ZHEDHL XTI,
* MEFRDRRERHCIER L EIAMO — L E &R 2 URBHH D 7,
*TIANMDRL—=2F T2 aVEEDERRICLTELBELRHD £,
* AR RICRBRESSEIF. SSH. HTTP. HTTPS TY,

3 ARV BRAVRB Y REHRINTWSB KRR HS5BlueXPEty 7y 7L ET,

a. Web 75 0H%ZRE. CASIL X7 <a href="https://<em>ipaddress</em>"

class="bare">https://<em>ipaddress</em></a> _ipaddress_|&. ARI X %Z 1 > X k—)L L 7zLinux7k
ALDIP7 FLXTY,

b. AWS H—E RICEBRT 570D TOFSH—NEBELF T,

C. FlE1 THIGLIEIEAEZ 7 v 70— R L E T,

FTLULBlueXPOtw 7w I &EIRL. 7OV T MR- T RATLEEY 7Y T LET,
* URTLOFM ARV RDAEIERHBZANILET,
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FCEBEI-Y-0OER T Y RXTLOEEEI - —ZERLE T,

COA—HT7AHIYMIZZATLETO-DILIZERITENE T, BlueXPH 5 IFAUthO —E R ICHE
MCTETFEA

3 e SR L. EAFFEEEKICAREL T, "By b7y T EERL E 9,

e. CAEZLHAZEDA VA M—ILERTT3ICIE. EC2 AVY =LA B ARIEA Y RAA Y A= BiLH
LEd,

4 AU DBEFLIS. By b TPy T U - RTERLICEBEI - T7HUY befERALTAT A
L&Y,

FIB5: (AF>3ay) FSAR—EE—RIBEEEAIVALN—ILTS

CDFEIZ. AWS Secret Cloud!) — 3 > ¥ Top Secret Cloud!) =2 3 > TlEA 7> a > THO. gIDFIET
AR b=)LLTIL— MEERREUAN DEMDAEN H 2 HEICOABET T,

Fg
1. A AF=ILETNTWEEFEDIFFRRE R R
a. occmd > 77+ Docker ID (5% TDS-occm-11 ) ZUNET BICIE. XDAX Y RZERITLET,

docker ps

b. occmI YT FRICABICIF. XOOAYV REETLET,

docker exec -it <docker-id> /bin/sh

C. Ttrust_store_password] RIBZHHNS/NIXT—REPNRETSICIF. KOOIV RERITLET,

env

d EEIALTICA VA M=ILEINTUVBZ IR TOIAEEE—BRTIDICIF. XOIATY RERTL.
BIDFIETIRELT=NRT—RZEFERBLFET,

keytool -list -v -keystore occm.truststore

2. SFEEEEEMLE Y,
a. occmd Y7 FDocker ID (3&%A% Tds-occm-11 ) ZUET BICIE. XOOAT Y RERTLET,

docker ps

b. occmd>TFFRICABICIF. XOOAXV REEITLET,

76



docker exec -it <docker-id> /bin/sh

MLWERRE 7 7 7L Z ICRFL £ 9

c. Ttrust_store_password) RIBZHHS/NAT—RENETZICIE. XOOATY REETLET,

env

d. GFRAZAEEX M 7IEBMT3ICIE. KOOIV RERTL. BIOFIBD/N AT — REFERAL T,

keytool -import -alias <alias-name> -file <certificate-file-name>
-keystore occm.truststore

e FEREN A VA M —ILETNTVWE e ZHER T 3ICIE. ROOVY Y RZEITLET,
keytool -list -v -keystore occm.truststore -alias <alias-name>

focemId YT FEKRT§3ICIE. OOV REEITLET,.

exit
g occmd>TFFHEULEY bFTBICIE. ROAY Y REERTLET,

docker restart <docker-id>

FiE6 : BlueXPTAIL U+ Lwy NI XEEINT S

NetAppHh'5 51 A=A LI5S, 1L U \Cloud Volumes ONTAPY R T LZ1ER T3 & SICT1EY
AZBRTEBR LI, TDTAEVRZBIUeXPTU I+ Ly MIEBMTABENHD T, TOXIL
ALy hE INSDTIEYREZREIDETELTHALET,
FIE

1. BlueXPFE# ' —> 3> X=Za—H 5. * Governance > Digital Wallet *% &R L £,

2. [*Node] Cloud Volumes ONTAP # 7 T. ROw 747 >H 5[*Node Based Licenses]Z &R L £ 9,

3. [*KEDHT* (Unassigned*) ]

4 [REIDEHTSIEYROBM]ZIV Y I LET,

S. A YADII)TINEBSEANTZI SAEV AT 74N Z2T7yTO—RLTLIEEL,
6

CTAE YR TFAILDELBRVBEIE. netapp.comh'B AR T 7ML EFETTY Yy TO—R$ 34
EhHhHDET,
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a [TV EALEXS "Ry F TPV T TA O RT AN L —2" &1 v L. NetApp Support
Slted)ﬁ Lrroyilcad14>LEd,

b. NZT—RZAAL. EREBRLTOUTILESEZEANL. TI3ANI—RUS—%HH BEL
fclezmRLTH S, *Submit* Zo v I LET,

C. BFA—I) FHIFEEAL Y > O— R T serialnumber.nlf JSON 7 7 A )LEZETRIHESIHEEIRL
ER

TSRV RDEM U Yo LET,

ER

BlueXPIZT I RIL T 4Ly MISAEYRZEMLET, F7E2XIE HLL) Cloud Volumes ONTAP &
AT LICEEMITZETIRIREDETEAREINE T, TOR. SAEVREITIHILT L v FD[BYOL]
2TICBHLET,

25w 77 . BlueXPH 5 Cloud Volumes ONTAP %= f{2&h 9 %

BlueXPT# L WEEIRIBEZ ER S % C ¥ T. AWS Secret Cloud# & U'Top Secret Cloud TCloud Volumes
ONTAPA Y XA RZA VR %ZRETE X,

e = BAIR S B HIIC
HART7 DIBE. HAXT A T—R —A\DF —R—XADSSHRAFZBMCTBICIFE. F—RTFHBETT,

Flg
1 EERIER—U T, " FEEREOEBM*Z7 v I L% T,
2. [Create]*T. Cloud Volumes ONTAP%#iRL £9,

HADIZE  *[{EF]*T. [ Cloud Volumes ONTAP ] 7zI&[ Cloud Volumes ONTAP HA]%Z &R L £ 9,

3. 4 HF—RDFEICH>T. Cloud Volumes ONTAP > X F L%EEEIL £,

T4 - F'C“E?R%?‘_I'Biﬁﬁt& [t/ — E X]*T[Data Sense & Compliance] & [Backup to
Cloud] % #ER L2 W T 72T L\, [Preconfigured Packages]* C[Change Configuration]

@ Only|ZzZERL. oA F 3 /75\ EIREINTVWERWVWC e ZHERLET, BRIRESINTN
w/r —JIEAWS Secret Cloud!) —2 3 > & Top Secret Cloud!) —> 3 > TldHR— TN
THoHd. BRTZ 7 7O1ICKBLET,

BEDT7NASE YT 1Y) —>IZCloud Volumes ONTAP HAZ B A § 315 DT =2EIE
HART7 DI 4« ' — RE2RTT3IE. ROBITEELTLEEIL,

c BHDTARASE) T4 —> (AZ) IZCloud Volumes ONTAP HAZE A 3 3185, FSU2wy ko —
FOTARKRETDINELNHDF T, ZBBLTLKIETVW"AWS XS — b4 ZRELET

* \FABF = TAWS Top Secret Cloud CHRIARIRERAZIZ2D LAV AL o Fcfod. KDL SICHEREEA L F
ED

/=R ITRASEUTFAI—VA
°/—R2ITRAZEUT1Y—VB
CAFAI—B— 1 TRASEUF 1Y~ AETIEB

YT/ —REHA/ — RDMEAICCloud Volumes ONTAPEZEA § 3IBEDIEEIE
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CEREINTEF AV T AN —TZEATRICIE. TIAILEDF TS 3>z 20T RICLTELLED

HHEY,

EREEIN XU T IL—FICIE. Cloud Volumes ONTAP AIEEICEET B DICHER)L—
I ENTVE T, MEOEGLNHZI5EIE. TOEFXFaVTFTodIIL—T0Eo>a>asBLTLKE

L,

* AWS BB ZERDOMICER LT IAM O—ILEBIRTZIHENH D 9,
s ERRY 113D AWS T 1 XU+ 7IZ Cloud Volumes ONTAP O#JHA7R) 2 —LHA T,

MEDRY 2—LTIE BOT1 XI21TZERTETET,

*AWS T4 RITDINT #—IVRET 4 A1 XITHEKIFELE T,

BBRNT #—I 2 A2 HHNICIRM T 3T 1 A9 A X2 BRI ZBENHD EJ. EBS D/NT 4 —

VADFEMICOWTIE. AWS D RFa XY R EZSBLTLIETL,

CTARIVTAZE PRTLEDIRTDTAAIDT I AL M AT,

@ HETHAIREESTINENDH B35S, Advanced allocation 7> 3 > #FER L T,
BWEDHAADT A RV %ERTZ 77 )5 — b2 ENTEXJ,

"R
Cloud Volumes ONTAP 1 Y AZ VY ANEFHLE T, X1 LSA Y TEHEITREZEHFTETEXT,

FIE8 : T—APEEBILRADEF 2T (AT EA VA —ILT B

e

AWS Secret Cloud!) —< 3 > Y Top Secret Cloud) =2 3 > TTF — 2 DEBILZ=BMICT BICIF. EFa )T

1(HARAZEEFHTAI VR =T BRERDD XTI,

%A T 380IC
1. S3 Ny NEERT B0

@ NT Y FERDEBICHHMTVWTWVWE e 2R L XY, fabric-pool-. HIZRIF fabric-
pool-testbucketo

2. AR R=)LLTEIL—FEEBBEEFRIFLE T, step 4 ERTI,
Fg

LAY RAM=I)LLTIL— FEERRED S THF X MEIE—L T, step 4o

2. CLI%ZfER L TCloud Volumes ONTAPY R F LCEF a 7ICEHEL £,

3. JL—EEREEZ A VA b=ILLE T, HEICH LT, ENTER EHEF—%#7
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security certificate install -type server-ca -cert-name <certificate-

name>
4. OV I rPRERINES, AE—LETFX M2 FZANLES, ————- BEGIN CERTIFICATE
————— &7 . -——-— END CERTIFICATE -----

S. HETBRTETZLSIC. CABRTPAIIMBEDIE—ZH®RELTHVTLLIEEL,
6. CARYIIFHZED VU 7 IILBESIIFRELE Y,
7. AWS Secret Cloud!) —< 3 > & Top Secret Cloud') =Y 3 VBOA TV TV C A7 ZRELF T, set

-privilege advanced -confirmations off

8 ATV MANTEERETSICIZ. COOAXVREETLED,

IARTDAmazon')V —2% (ARN) ICH T 1w I X% -iso-b RE “arn:aws-

@ iso-bo o RIE. VY= =23 0 ZFTARNDKRELIGE. Top Secret Cloud|C &
EWSanaiRBZFERALES, us-iso-b XUV WU LET -server 774, AWS
Secret CloudDiZ & & us-iso-b-1o

storage aggregate object-store config create -object-store-name
<S3Bucket> -provider-type AWS S3 -auth-type EC2-IAM -server <s3.us-iso-
b-1l.server name> -container-name <fabric-pool-testbucket> -is-ssl
—enabled true -port 443

9. AT U NI MTHMER SN Z#HERL £ 9, storage aggregate object-store show

-instance

10 ATz R R NTE TV —RMIERELET,. COREBIE. FHILWTFI VS =R CICBRDRIHRE
hbD£d, storage aggregate object-store attach -aggregate <aggrl> -object
-store-name <S3Bucket>

Microsoft Azure THIBEZRIBLEL &5

Azure T® Cloud Volumes ONTAP DU 1w A X— K
W< DHDFET. Cloud Volumes ONTAP for Azure ZEWLWEH F L & S0

o AR Z22ElLES

ZROTVWARITNE "ORIE" el THO Y NEBERTHD Y 2B T 2HENHD £, "Azure
TARV Z 2T B AEICDOVWTEHRBALE T

AR =y N T O EERTEFHULY TRy MCZCloud Volumes ONTAP ZE A 3 318 I1E. ORI X%
FFTAIVAP=ILL. FOOARIEZTEITINTWVWBBIUeXPA—H A VA —T A XTI RTIHNE
BHDET, "10F—R Yy MITIVEXTERWVGFRICOARIZZFHTI VA M=ILTBHEICDVWTEH
BHL 9
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"Microsoft.Compute/diskEncryptionSets/read",
"Microsoft.Compute/diskEncryptionSets/write",
"Microsoft.Compute/diskEncryptionSets/delete"
"Microsoft.KeyVault/vaults/deploy/action",
"Microsoft.KeyVault/vaults/read",
"Microsoft.KeyVault/vaults/accessPolicies/write",
"Microsoft.ManagedIdentity/userAssignedIdentities/assign/action"
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az account set -s AZURE SUBSCRIPTION NAME OR ID

az feature register --name EnableHighAvailabilityMode --namespace
Microsoft.Network

az provider register -n Microsoft.Network

3. MEICHL T, HEENEREINI I ZREBLE T,

az feature show --name EnableHighAvailabilityMode --namespace

Microsoft.Network

Azure CLIDSXRD K S BIERMNREINBZ e xR L £,

"id": "/subscriptions/XXXXXXKXX—XXXKK—XKXXX—XXKKXX=

XXXXXXXXXXXX/providers/Microsoft.Features/providers/Microsoft.Network/fe

atures/EnableHighAvailabilityMode",
"name": "Microsoft.Network/EnableHighAvailabilityMode",
"properties": {
"state": "Registered"

by

"type": "Microsoft.Features/providers/features"
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Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering
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From:
Identities:
[User Email Address]
Source > All sources allowed

To:
Projects =
[Service Project]
Services =
Service name: iam.googleapis.com
Service methods: All actions
Service name: compute.googleapis.com
Service methods:All actions
FlE
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From:
Identities:
[User Email Address]
Source > All sources allowed

To:
Projects =
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
FlE
From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
Source > All sources allowed
To:
Projects =
[Service Project]
[Host Project]
Services =
Service name: compute.googleapis.com
Service methods: All actions
HAL—IL
From:
Identities:
[Service Project Number]@cloudservices.gserviceaccount.com
To:
Projects =
14190056516
Service =

Service name: compute.googleapis.com

Service methods: All actions

FREo7OC o hESIE. %R K Cloud Volumes ONTAP D X—S =&Y 2 7=8IC
X b7y IHMEBR T B project_name cloudmanager_used T,
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Create service account

& Service account details

Grant this service account access to project
(optional)

Grant this service account access to OCChW-Dev so that it has permission to
complete specific actions on the resources in your project. Leam more

Select arole y Condition &

[ = storage admin »

Cloud ML Service Agent

Cloud ML service agent cen act a3 fog writer, Cloud Storage admin,
Artifact Registry Reader, BigQuery writer, and Senvice sccount access
token creator

Storage Admin

e G Full control of GCS resources: @ __Jna”

Storage HMAC Key Admin

Full control of GCS HMAC Keys

Storage Object Admin

Coill momtenl af 22 abijcnte

MANAGE ROLES

CH*ZDH—ERTHOYMADT U2 AMZI—H—|ZfF5 *: Connector H—ERXT7 AT > b%
A_Service 7HT > bk User ELTZOFHLWH—ERT7HDY MIEMLET,

COFBIFT—XERBILICOANRETT . BlueXPO/NY I 7y Fe)ANVICIFBEDLD £H A
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Create service account

Service account details

Grant this service account access to project
(optional)

Grant users access to this service account (optional)

Grant access to users or groups that need o perform actions as this service
account. Learn more

Service account users role
netapp-cloud-manager@i® 98 iam.gserviceaccount.com & (7]

Grant users the permissions to deploy jobs and ViMs with this service account

Service account admins role (7]

Grant users the permission 1o administer this service account

o JEN

ROFIE

H—EXTHT 2RI
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Details and Credentials

default-project grp-sub
Edit Project
Google Cloud Project Marketplace Subscription
Details Credentials
Working Environment Name (Cluster Name) User Name
cloudvolumesontap admin
Fassword
Service Account M

_ Confirm Password
Service Account Name

accountd -

o Add Labels Optional Field | Up to four labels

R=JDR7)—=>23a3v b "

EEBRNEIET ZESL+—% Cloud Volumes ONTAP TfERHT 3

Google Cloud Storage Tld. T—2 D71 AVICETIAZFNZAIICEBICES{LEINE T
H. BlueXPAPIZEAL T. FEHXRHIEET ZESL*— %R T SCloud Volumes
ONTAP S X7 LZ{ERTEF £9, CnNHidE. Cloud Key Management Service Z {8 L
TGCP TERBSLUEETSF—TY,

FIE

1. F—HRMINTWVWB IO T M T BlueXP Connectort —EX7Ho > b 7OS Y KLARJTIE
LW O REFA%#Fo-TWA I e xERLE T,
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$ gcloud compute images export \
--destination-uri DESTINATION URI \
-—image IMAGE NAME

# For our example:
$ gcloud compute images export \

--destination-uri gs://vsa-dev-bucketl/example-user—-exportimage-
gcp-demo \

--image example-user-20230120115139

## DEMO ##

# Step 1 - Optional: Checking access and listing objects in the
destination bucket

$ gsutil 1ls gs://example-user-export-image-bucket/

# Step 2 - Exporting the desired image to the bucket

$ gcloud compute images export —--image example-user-export-image-demo
-—-destination-uri gs://example-user—-export-image-bucket/export-
demo.tar.gz

Created [https://cloudbuild.googleapis.com/vl/projects/example-demo-
project/locations/us-centrall/builds/XXxXxXXXxXXXxX] .

Logs are available at [https://console.cloud.google.com/cloud-
build/builds; region=us-centrall/XXXXXXXXXXXX?PrOJeCL=XXXXXXXXXXXX] .
[image-export]: 2023-01-25T18:13:48%Z Fetching image "example-user-
export-image-demo" from project "example-demo-project".
[image-export]: 2023-01-25T18:13:49Z Validating workflow
[image-export]: 2023-01-25T18:13:49Z Validating step "setup-disks"
[image-export]: 2023-01-25T18:13:49Z Validating step "image-export-
export-disk"

[image-export.image-export-export-disk]: 2023-01-25T18:13:497%7
Validating step "setup-disks"
[image-export.image-export-export-disk]: 2023-01-25T18:13:497
Validating step "run-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50Z
Validating step "wait-for-inst-image-export-export-disk"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "copy-image-object"
[image-export.image-export-export-disk]: 2023-01-25T18:13:50%
Validating step "delete-inst"

[image-export]: 2023-01-25T18:13:51Z Validation Complete
[image-export]: 2023-01-25T18:13:51Z Workflow Project: example-demo-
project

[image-export]: 2023-01-25T18:13:51Z Workflow Zone: us-centrall-c



[image-export]: 2023-01-25T18:13:51Z Workflow GCSPath: gs://example-
demo-project-example-bkt-us/

[image-export]: 2023-01-25T18:13:51Z Example scratch path:
https://console.cloud.google.com/storage/browser/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px
[image-export]: 2023-01-25T18:13:51Z Uploading sources

[image-export]: 2023-01-25T18:13:51Z Running workflow

[image-export]: 2023-01-25T18:13:51Z Running step "setup-disks"
(CreateDisks)

[image-export.setup-disks]: 2023-01-25T18:13:51Z CreateDisks: Creating
disk "disk-image-export-image-export-r88px".

[image-export]: 2023-01-25T18:14:02Z Step "setup-disks" (CreateDisks)
successfully finished.

[image-export]: 2023-01-25T18:14:02Z Running step "image-export-export-
disk" (IncludeWorkflow)

[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "setup-disks" (CreateDisks)
[image-export.image-export-export-disk.setup-disks]: 2023-01-
25T18:14:02Z CreateDisks: Creating disk "disk-image-export-export-disk-
image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Step
"setup-disks" (CreateDisks) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:14:02Z Running
step "run-image-export-export-disk" (CreatelInstances)
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:02Z CreatelInstances: Creating instance "inst-image-
export-export-disk-image-export-image-export--r88px".
[image-export.image-export-export-disk]: 2023-01-25T18:14:087Z Step
"run-image-export-export-disk" (CreateInstances) successfully finished.
[image-export.image-export-export-disk.run-image-export-export-disk]:
2023-01-25T18:14:08%Z Createlnstances: Streaming instance "inst-image-
export-export-disk-image-export-image-export--r88px" serial port 1
output to https://storage.cloud.google.com/example-demo-project-
example-bkt-us/example-image-export-20230125-18:13:49-r88px/logs/inst-
image-export-export-disk-image-export-image-export--r88px-serial-
portl.log

[image-export.image-export-export-disk]: 2023-01-25T18:14:08Z Running
step "wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:08Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
watching serial port 1, SuccessMatch: "ExportSuccess", FailureMatch:
["ExportFailed:"] (this is not an error), StatusMatch: "GCEExport:".
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
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StatusMatch found: "GCEExport: <serial-output key:'source-size-gb'
value:'10'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Running export tool."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:297Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Disk /dev/sdb is 10 GiB, compressed size
will most likely be much smaller."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Beginning export process..."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Copying \"/dev/sdb\" to gs://example-
demo-project-example-bkt-us/example-image-export-20230125-18:13:49-
r88px/outs/image-export-export-disk.tar.gz."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Using \"/root/upload\" as the buffer
prefix, 1.0 GiB as the buffer size, and 4 as the number of workers."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Creating gzipped image of \"/dev/sdb\"."
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:29Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 1.0 GiB of 10 GiB (212 MiB/sec),
total written size: 992 MiB (198 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:14:59Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Read 8.0 GiB of 10 GiB (237 MiB/sec),
total written size: 1.5 GiB (17 MiB/sec)"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished creating gzipped image of
\"/dev/sdb\" in 48.956433327s [213 MiB/s] with a compression ratio of
6."
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[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: Finished export in 48.957347731s"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
StatusMatch found: "GCEExport: <serial-output key:'target-size-gb'
value:'2'>"
[image-export.image-export-export-disk.wait-for-inst-image-export-
export-disk]: 2023-01-25T18:15:19Z2 WaitForInstancesSignal: Instance
"inst-image-export-export-disk-image-export-image-export--r88px":
SuccessMatch found "ExportSuccess"
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"wait-for-inst-image-export-export-disk" (WaitForInstancesSignal)
successfully finished.

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "copy-image-object" (CopyGCSObjects)
[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Running
step "delete-inst" (DeleteResources)
[image-export.image-export-export-disk.delete-inst]: 2023-01-
25T18:15:197Z DeleteResources: Deleting instance "inst-image-export-
export-disk".

[image-export.image-export-export-disk]: 2023-01-25T18:15:19Z Step
"copy-image-object" (CopyGCSObjects) successfully finished.
[image-export.image-export-export-disk]: 2023-01-25T18:15:347Z Step
"delete-inst" (DeleteResources) successfully finished.

[image-export]: 2023-01-25T18:15:347Z Step "image-export-export-disk"
(IncludeWorkflow) successfully finished.

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> source-
size-gb:10

[image-export]: 2023-01-25T18:15:34Z Serial-output value -> target-
size-gb:2

[image-export]: 2023-01-25T18:15:34Z Workflow "image-export" cleaning
up (this may take up to 2 minutes).

[image-export]: 2023-01-25T18:15:35Z Workflow "image-export" finished
cleanup.

# Step 3 - Validating the image was successfully exported
$ gsutil 1ls gs://example-user-export-image-bucket/
gs://example-user-export-image-bucket/export-demo.tar.gz

# Step 4 - Download the exported image
$ gcloud storage cp gs://BUCKET NAME/OBJECT NAME SAVE TO LOCATION
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$ gcloud storage cp gs://example-user-export-image-bucket/export-
demo.tar.gz CVO GCP Signed Digest.tar.gz
Copying gs://example-user-export-image-bucket/export-demo.tar.gz to
file://CVO_GCP Signed Digest.tar.gz

Completed files 1/1 | 1.5GiB/1.5GiB | 185.0MiB/s

Average throughput: 213.3MiB/s

$ 1s -1

total 1565036

-rw-r--r—-—- 1 example-user example-user 1602589949 Jan 25 18:44
CVO GCP_Signed Digest.tar.gz

N7 7L ZHHELET

# Extracting files from the digest
$ tar -xf CVO GCP Signed Digest.tar.gz
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Restrictions on Encryption Technology

NetApp Volume Encryption (available with ONTAP 8.1 and later releases) provides for data-at-rest encryption that requires authorizations, permits, or licenses to import, export, re-export or use this software.

A state license for importing encryption equipment is required to import ONTAP 9.1 {or later) with NetApp Volume Encryption into Member States of the Eurasian Economic Union: Russia, Belarus, Kazakhstan, Armenia
and Kyrgyzstan. Moreover, in certain cases, an end-user customer must have a valid state encryption license to this software.

Consult your legal advisor on this matter.

Cloud Volumes ONTAP Cloud Volumes ONTAP Cloud Volumes ONTAP

Non-Restricted Countries Restricted Countries Google Image Digest Files

If you are upgrading to ONTAP 9.13.0, and you are in "Non- Ifyou are unsure whether your company complied with all DOWNLOAD GCP-X-8-13-0_PKG.TAR.GZ [7.52
restricted Countries”, please download the image with NetApp applicable legal requirements on encryption technology, KB]

Volume Encryption. download the image without NetApp Volume Encryption. View and download checksums

Az | Digest Fil
DOWNLOAD 9130_V. IMAGE.TGZ [2.58 GB] DOWNLOAD 9130_V_NODAR_IMAGE.TGZ [2.58 yre tnags pes -l
-
View and download checksums

KB
View and download checksums 1

DOWNLOAD 9130_V_IMAGE.TGZ.PEM [451 B] View and download checksums

DOWNLOAD 9130_V_NODAR_IMAGE.TGZ.PEM
View and download checksums [451 B]

DOWNLOAD 9130_V_IMAGE.TGZ.SIG [256 B] View and download checksums

View and download checksums DOWNLOAD 9130_V_NODAR_IMAGE.TGZ.SIG
[256 B]

View and download checksums
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o Ay>O— R Lfzdiskraw 7 7 1 ILDA AT A M EER L E 9
C2DDAATC T AN T 7 AINZHEBRLTHRIEL FT

Signature
Received data Decrypt Digest e valid, when
: : digests match
Signature Public key
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# Step 1 - Optional, but recommended: Verify the certificate using
OpenSSL

# Step 1.1 - Copy the Certificate and certificate chain to a
directory

$ openssl version

LibreSSL 3.3.6

S 1s -1

total 48

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0-20230119-0XXXXX.pem

-rw-r--r—--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

# Step 1.2 - Get the OSCP URL

$ oscp url=$ (openssl x509 -noout -ocsp uri -in <Certificate-
Chain.pem>)

$ oscp url=$ (openssl x509 -noout -ocsp uri -in Certificate-Chain-
GCP-CV0-20230119-0XXXXX.pem)

$ echo Soscp url

http://ocsp.entrust.net

# Step 1.3 - Generate an OCSP request for the certificate

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -reqout <request.der>

$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -reqgout req.der

# Step 1.4 - Optional: Check the new file "reqg.der" has been
generated

$ 1s -1

total 56

-rw-r--r--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CVO-20230119-0XXXXX.pem

—-rw-r—--r—-—- 1 example-user engr 120 Jan 19 16:50 reqg.der

# Step 1.5 - Connect to the OCSP Manager using openssl to send the
OCSP request

$ openssl ocsp -issuer <Certificate-Chain.pem> -CAfile <Certificate-
Chain.pem> -cert <Certificate.pem> -url ${ocsp url} -resp text
—-respout <response.der>



$ openssl ocsp -issuer Certificate-Chain-GCP-CV0-20230119-0XXXXX.pem
-CAfile Certificate-Chain-GCP-CV0O-20230119-0XXXXX.pem -cert
Certificate-GCP-CV0O-20230119-0XXXXX.pem -url ${ocsp url} -resp text
—-respout resp.der
OCSP Response Data:
OCSP Response Status: successful (0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: C = US, O = "Entrust, Inc.", CN = Entrust Extended
Validation Code Signing CA - EVCS2
Produced At: Jan 19 15:14:00 2023 GMT
Responses:
Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: 69FA640329AB84E27220FE0927647B8194B91F2A
Issuer Key Hash: CE894F8251AA15A28462CA312361D261FBF8FETS
Serial Number: 5994B3D01D26D594BD1DOFA7098C6FF5
Cert Status: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

Signature Algorithm: shabl2WithRSAEncryption
Ob:b6:61:4:03:5£:98:6f:10:1c:9%a:f7:5f:6f:c7:e3:f4:72:
£2:30:f4:86:88:9a:b9:ba:le:d6:f6:47:af:dc:ea:ed:cd:31:
af:e3:7a:20:35:9e:60:db:28:9c:7f:2e:17:7b:a5:11:40:4f:
le:72:f7:f8:ef:e3:23:43:1b:bb:28:1a:6f:c6:9c:c5:0c:14:
d3:5d:bd:9%b0:6b:28:fb:94:5e:8a:ef:40:20:72:a4:41:df:55:
cf:f3:db:1b:39:e0:30:63:c9:c7:1f:38:7e:7f:ec:f4:25:7b:
1e:95:4¢c:70:6c:83:17:c3:db:b2:47:e1:38:53:ee:0a:55:c0:
15:6a:82:20:b2:ea:59:eb:9c:ea:7e:97:aa:50:d7:bc:28:60:
8c:d4:21:92:1¢c:13:19:b4:e0:66:cb:59:ed:2e:£f8:dc:7b:49:
e3:40:£f2:b6:dc:d7:2d:2e:dd:21:82:07:bb:3a:55:99:£7:59:
5d:4a:4d:ca:e7:8f:1c:d3:9a:3f:17:7b:7a:c4:57:b2:57:a8:
b4:c0:a5:02:0d:59:9¢:50:32:f£:16:01:65:3a:9¢c:8c:70:3b:
9e:be:bc:4£:£9:86:97:01:62:3c:b2:29:46:08:be:6b:1b:3c:
24:14:59:28:c6:ae:e8:d5:64:b2:f8:¢cc:28:24:5c:b2:¢c8:d8:
5a:af:9d:55:48:96:f6:3e:c6:bf:a6:0c:ad4:c0:ab:d6:57:03:
2b:72:43:b0:6a:9f:52:ef:43:bb:14:6a:ce:66:cc:6c:4e:66:
17:20:a23:64:e0:¢c6:d1:82:0a:d7:41:8a:cc:17:£fd:21:b5:c6:
d2:3a:af:55:2e:2a:08:¢c7:21:41:69:el:44:ab:al:dd:df:6d:
15:99:90:cc:a0:74:1e:e5:2e:07:3f:50:e6:72:a26:b9%:ae:fc:
44:15:eb:81:3d:1a:f8:17:b6:0b:£f£:05:76:9d:30:06:40:72:
cf:d5:c4:6£:80:¢c9:14:76:09:6b:3d:6a:70:2c:5a:c4:51:92:
e5:cd:84:b6:£9:d9:d5:bc:8d:72:b7:7c:13:9¢c:41:89:a8:97:
6f:4a:11:5f:8f:b6:¢c9:b5:df:00:7e¢:97:20:e7:29:2e:2b:12:
77:dc:e2:63:48:87:42:49:1d:fc:d0:94:a28:8d:18:£f9:07:85:
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ed4:d0:3e:9a:4a:d7:d5:d0:02:51:¢c3:51:1c:73:12:96:2d:75:
22:83:a6:70:5a:4a:2b:f2:98:d9%:ae:1b:57:53:3d:3b:58:82:
38:fc:fa:cb:57:43:3f:3e:7e:e0:6d:5b:d6:fc:67:7e:07:7e:
fb:a3:76:43:26:8f£:d1:42:d6:a6:33:4e:9e:e0:a0:51:b4d:c4:
bc:e3:10:0d:bf:23:6c:4b
WARNING: no nonce in response
Response Verify OK
Certificate-GCP-CVO-20230119-0XXXXX.pem: good
This Update: Jan 19 15:00:00 2023 GMT
Next Update: Jan 26 14:59:59 2023 GMT

# Step 1.5 - Optional: Check the response file "response.der" has
been generated. Verify its contents.

$ 1s -1

total 64

-rw-r--r—--@ 1 example-user engr 8537 Jan 19 15:42 Certificate-
Chain-GCP-CV0O-20230119-0XXXXX.pem

-rw-r--r--@ 1 example-user engr 2365 Jan 19 15:42 Certificate-GCP-
CV0-20230119-0XXXXX.pem

-rw-r--r-- 1 example-user engr 120 Jan 19 16:50 reqg.der
-rw-r—--r—-- 1 example-user engr 806 Jan 19 16:51 resp.der

# Step 1.6 - Verify the chain of trust and expiration dates against
the local host

$ openssl version -d

OPENSSLDIR: "/private/etc/ssl"

$ OPENSSLDIR=S (openssl version -d | cut -d '""' -£f2)

$ echo SOPENSSLDIR

/private/etc/ssl

$ openssl verify -untrusted <Certificate-Chain.pem> -CApath <OpenSSL
dir> <Certificate.pem>

$ openssl verify -untrusted Certificate-Chain-GCP-CV0-20230119-
0XXXXX.pem -CApath ${OPENSSLDIR} Certificate-GCP-CV0-20230119-
0XXXXX.pem

Certificate-GCP-CV0O-20230119-0XXXXX.pem: OK

2. A9 >O—R LfdiskrawZ 71 )L, BE. BLVHBEEEZT LI MJICEBELE T
3. OpenSSL%=FEH L CAERREN S NFEXHE L 9,
4. HE L= \BREEEE L TELE2EStL. 7 >O—RLTdiskrawZ7 71 IILORNBRERERL 9,
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# Step 1 - Place the downloaded disk.raw,

certificates in a directory
$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff

staff

# Step 2 - Extract the public key
$ openssl x509 -pubkey —-noout -in

(public key.pem)

$ openssl x509 -pubkey -noout -in
0XXXXX.pem > CVO-GCP-pubkey.pem

$ 1s -1

-rw-r--r--@ 1 example-user
GCP-CV0-20230119-0XXXXX.pem
-rw-r—--r—--@ 1 example-user
20230119-0XXXXX.pem
-rw-r--r--@ 1 example-user
-rw-r--r--@ 1 example-user
XXXXXX digest.sig

-rw-r--r--@ 1 example-user

staff

staff

staff
staff

staff

Jan

Jan

Jan

Jan

19

19

19

19 1e6:

the signature and the

15:

15:

15:

42

42

42

39

Certificate-Chain-

Certificate-GCP-CVO-

GCP_CVO_20230119-

disk.raw

from the certificate

(certificate.pem) >

Certificate-GCP-CV0O-20230119-

Jan

Jan

Jan
Jan

Jan

19

19

19
19

19

15:

15:

17:
242

15

16:

42

42

02

39

Certificate-Chain-

Certificate-GCP-CVO-

CVO-GCP-pubkey.pem
GCP_CVO 20230119-

disk.raw

# Step 3 - Decrypt the signature using the extracted public key and

verify the contents of the downloaded disk.raw

$ openssl dgst -verify (public key)

—-keyform PEM -sha256 -signature

(signed digest) -binary (downloaded or obtained disk.raw)

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary disk.raw

Verified OK

# A failed response would look like this

$ openssl dgst -verify CVO-GCP-pubkey.pem -keyform PEM -sha256
-signature GCP_CVO 20230119-XXXXXX digest.sig -binary

../sample file.txt
Verification Failure
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