aws
WA IHo|=

Amazon Simple Notification Service

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



Amazon Simple Notification Service IR 740l =

Amazon Simple Notification Service: 7/ X} 70| =
Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon 4 E 4l EQ|0|E EB|AE Amazon 2| ME = MH|ASF 7 AF2El0{ME SHEIH, T
oA 252 2o F7|HLF Amazon ERE 0|0|X|E Ho{e 2|1 W5tst= wAloZ 0|8 £ %I'QL—lEP
AmazonO| AR 5tX| &2 7|Ef ZE A4 EE Amazont A& AH|0|7{L} 2240| UHLE £ BHA|eF 2

A giol s A Ate| REAFILICH.

)||

O




Amazon Simple Notification Service IR 740l =

Table of Contents

AMAZON SNSEE B OO T R 2 oot 1
S = L OO RO 3
BEZE ATHIZS ettt ettt ettt nens 4
AMAZON SNS BRI et 5
F N = Vde o IR N ST = =R 5
UBFEIOL AMAzon SNS AILFEIR ... oo 6

0] = Lo S == =1 OO 6
0] = Lo S e = OO 7
E = T R 7
Ll e N B RO 7
SDKE BFRITET] AWS ..ottt et e et e e st e et e e eaeeeneeeteeeteeeneeeeeeenee e 7

Amazon SNS O[HIE A A Bl T A e an e 9

OfBHIE. NN ettt bbbttt a ettt a ettt s ettt 9
B A ettt ettt et et bt s he e et e ettt e e et eae s et e st eae et et aateteshestestenetensantennens 9
o = Lo S == =1 OO 10
Billing and Cost ManagemENt ..........coooiiiiiiiii e 10
HIZ LA OHZE B FOIM oot ean s 11
L 11
ZHAEI O ettt ettt ettt neenen e 12
LI B o 12
EHOIEAHHIOIA ..ottt n s senens 13
T R T ettt ettt ettt et et et et et et e et et et e e tene e ene et ennenens 14
THE QIS B B BHEQD ettt 15
D T 1= R 15
F N == = L TSR 16
B == OO STS 16
BEEL D THHIIEIA et 17
o R 19
OFOI IR Ol B T G ettt en et e e, 19
HIE R A B R TG et 20
O, REZ B A g B e, 21
SEIVEIIESS ...ttt e e e e e e e e e e e e e e e et e ————————————————————————— 21
L N OSSPSR 22
TETE OIHIE AN ettt ettt 23




Amazon Simple Notification Service IR 740l =

O B RS RR 24
N RO SRRORRRRT 24

A 2P L ettt ettt ettt e te et e e e te e eaaeteaneas 25

== b OO 27
DB L N 1Y N = N R RRRRTR 27
THUBH EMIL. AWS ZHI e 27

ZHE HAMA B0l U= A RE A s 27
| 29

E N K= 3 LSOO 30
TR T ettt bbbt a ettt e ettt e e st se st tese e s nens 30
(L R | B RO RRRRRR 30
2l B N A S M et 30
BEFAL RO HIAIR] AL oo 31
ATHH: TE D TR AR s 31
| 32
AMAZON SN S T A ettt e ettt e ete e e eteenes 33
E S S TSR 33
AWS Management CONSOIE ......ccccoiiiiiiiieieieeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e s 34

F T S T L PRSP 36

S I TSRS 50
A= ZOIEOA Amazon SNS FHIE S SIBAT .o, 50

TS DR AR ettt 52
AWS Management CONSOIE ......cccciieeiiiiiiieieeeeeeeeeeeee e e e e e e e e e e e e e e e e e e as 52

F T S T L PRSP 53

= N SRS 62
HIE T2 Rl B Rl e 63
HMIA FOTE BHIL KI oooeeiieeeeeeeeeeeeeteeeeeeeteeebeeeseeseseseesebenes 63
BlAA M O ZEZIS QB B K s 64

Bl L LA ottt ettt ettt r e 65
HIAIR] =M KIS L BE KZHFIFO TR) oot anes 72
FIFO TR A ARBl oot aae 72
HIAIR]T TR M T ettt ettt sttt se s 74

13 DN I [ = = RS 77
M A2 2 HAIXI T8 IDE CIOIE HHE o 78
THIEAIR] G ettt ettt ettt ettt ettt 79

1 D P = L RS 80




Amazon Simple Notification Service IR 740l =

THIAIRL B E RlI7H ettt ettt ettt eeaeenas 81
THIATR] B Rk ettt ettt s ettt 83
1 D N e RS 84
HIAIR] OFFFOIEL B RHA ettt 86
HIAIK] OFFFOIE B RHAOIBE? Lot 86
BRIl A R b ettt eaa s 87
BRIl T b ettt eae e 92
K= 0 N RO 95
FIFO ORI(AWS SDK) ...ttt ettt e et ae e e ete e e e e e eaeeneeeaneaens 95
FIFO OIKI(AWS CIOUAFOIMELION) ......veeeeeieeecteeeeete e ee ettt eee e 108
THEATRT ZHEAL <ttt ettt e ae s e et et e tesbeeseeseeneeneas 113
AWS Management CONSOIE ........ccoooiiiiiiiieeeeeeeeeee et e e e e e e e e e e as 113
AWS SDK ..ottt ettt e et e e e e ettt e e e e e sttt e e e e e et teeeee e e e et teeeeeeeaannaeeeeeeaannaneaeeeannnraneaaaans 114
CHE T MIAIK] HIO R T Lot ae e eae e, 137
JavaE E T ZEIOIUE BFOIEEBIE] oo 137
Python& &% ZEI0[QE BFOIEEIE] oo 142

1 DN N = RO 145
HAIR] S T L BRI Al s 146
O - RO 146
SHFY FA| LRI O E HIAIR] B s 147
CHIATRT HHRT RAZ ottt 149
HIAIR] LB RAZIBE FOIRLUTIE? oo 149
HAIX] BEX| RAZ[E OTEH BESEILATIE? oo 150
O R 150

1 N P = L R SR 154
TS EE B B R ettt 154
1= B L TR 155
Od Rl B Rl ettt re e 156

B S K = USRS 158
N |0 = =S TR 163

b2 I N USSR 167
b~ T G N RS 169
e N B = b N R 171
TS EE] T TG e e et e tns 178
AWS Management CONSOIE .......ccooeeiiiiiiieie et e e e e e e e e as 178
AWS CLI ettt et e e e e ettt e e e e et eeee e e e e ssseeeee e e nabeeeeeeeaansbeeeeeeeaannnnneeeeeanns 179




Amazon Simple Notification Service IR 740l =

AWS SDK ...ttt et e e e e e et e e e e e e et e e e e bae e e e aabae e e e baeeeaaabeeeaanreeeeaarreaeans 180
AMAZON SINS AP e e e e e —————————————— 184
AWS ClOUAFOIMALION .....uuiiiiieei e e e e e e e e e e e e e e e e e e as 185
TS TE B Rl 7 ettt 185
AWS Management CONSOIE .......cccooeeiiiiiiiieieeeeeeeeeeee e e e e e e e e e e as 185
AWVS CLI ittt e e e et e e e e st e e e e bt e e e e eaa e e e eaaa e e e e eareeeeentaeeeanreeeeanres 186
AMAZON SINS AP e e e e e —————————————— 186
HIAIKI THOIE] BB .ottt ettt eeeaa e 187
HIAIRI HIOIE] BB FOIRILITIE? e 187
HIAIR| OB EEE AFESHOE ST Ol oo, 188
(Lo} R T 188
CIOIE 25 HEOIBE ROIRLITIE? e 188
CIOIE] EE A TR THR oot 189
AM Ot B Rl T B A e 192
ClOIE] B B B R ettt 192
CHOIE] EZ THEH O A oottt 200
ClOIE] B B B Al e, 207
CIOIE] EE TR AIKI| ottt 216
CHOIE] AIEHRE ettt ettt et et e ettt e e et e e et e e et e e et e e eaennane 217
BHEIZ THOIE] AEHRE ettt e e aens 217
AFSRE R THOIE] AR e 253
T R B ettt ettt et ettt e et ae et ae e e enenis 256
rae D T D B B OO 256
AWS Management Console= AFE 8 HHA| HAIX| S &GSt o 256

1 N P = R R0 | SRR 257
Amazon SQS TF52| HIAIXR| 4 L HA| HIAIRI S o 258
T O B S OO 258
CHT I A R R T A e 258
CH7 (U ARSIR| ERIBF TS MASHE AFRE oo 260
7= FA Q| CHEr 2152 RFSHES 752 ZA|sted™ o{=E A sHoF L2 ... 263
TN e s s = OO 263
= =R B s R RRRSSR 263

1 D P S S = USRS 266
AWS Management Console2 AF&5t0] ME HEf 2 T i 267
AWS SDKE ALE3H0] & MBI B T e, 268
AWS FH| S-S T3] RIBE SDK O] ..o, 270

Vi



Amazon Simple Notification Service IR 740l =

AWS CloudFormation2 AI&30 & &El 24 T4 i 278
HHIA LR TG U A e ettt 279
G E R E B B B et 280
T T Al e e e 281
HTTP/S TG T A e e e 281
HHEE 28 BAK] THTZIZUDLQ) oo eeeeseoe e 286
HIAIR] TS O] AT THE Ol oottt 287
HHE 28t TR T ] B B A e, 288
HAIRIZ} HHE 28 TR CHTZ PR OIS A e 288
Y 28 HX| CH7|PEE2RE HIAIRIE OISSE B8 e 289
HHE 28t WX CHZIYE BLIEHE & B8 E B e, 289
= N Bl L B RO 289

H A R OF T O L B B AT e ee e e 295
o = BT S R 0y T 1 DN R 296
THOFR UM FirehoseR O THE AE R . ettt 296
o R T e e 297

T Ny == e K =R 298
THE A E ] TH A e e 299

YN =N = | TSSOSO U T OO UR RO RR R UURUURRTORROO 313
Lambda B O R e e 325
PrerE@QUISITES ...ovuii et et e e e et e e e e e e et e e e e e et eaearanaaa 325
B Ol A Rl T e 326
Amazon SQS CHZIRZE THOER ..ottt ettt ae e neene e 326
R o e == TR 327

O/ (AWS CIOUAFOIMEALION) ...ttt eee et ete et e e te et e te e e aeeeeeteeteeteeteaneenneneeneeanes 334
HTTP(S) RUEEQIE R THOFR oo 341
A B O E Ol A B Rl S et 343

1 N T R I L= = 351

1 N T B e R 354
AWS Event Fork PipelineSE THOFR ........oo oottt n e 364
AWS Event Fork Pipelines Z2F& B Al e 365
AWS Event Fork Pipelines HIIE ...........c.ooiiieee e 368
AWS Event Fork Pipelines HIZE S EIAE e 369
O|HIE HFOIZEFQUUIAM TR FE5 e 379
EventBridge AFAZE BT AFS ..ottt 388
e RISk k=T g b TSROSO RR R 388

Vii



Amazon Simple Notification Service IR 740l =

B A A bbb bbbt s bt s rerns 389
e | SRR 394
OHZ 2IAIOIM CH THRI(A2P) THIAI R L. oo 395
EHFY FEAF HIAIRI(SIMS) ..ottt te et te e re e 395
0] S == R 396
LA B e =L = RS 400
] SR e = OO 469

] Y SR e b N S R 484
] S| DN N s R 491
SMS B L E R ettt 513
] SRR | R 521
RIFEE F7E B B T s 552
SMS B AL B| Lottt teans 569

B HE R B A QB ettt ettt ettt s 585
A Rl A R B B A et 585
AR LB IR MA THR oo 586
HE R B AT ettt a bt nebenas 586
EHE B A & B TG ettt 605
HE R B B ettt benis 618
BHEFY B O E ettt ans 622
Lo N I o =S e RS 625
Lo N o I RS 627
Lo N I I RS 637

D e et e e TR 640
EHEY FFAL LR BB AR o 640
o711y R R 641
AWS Management CONSOIE .......ccooeeiiiiiiiieeeeeeeeeeeeeee et e e e e e e e e 642
AWS SDK ..ottt ettt e e e ettt e e e e e e et e e e e e e a———e e e e e e aaa——teeeeaaannrataeeeeannnneeaeeeaanrreeeenn 643
= o SRR 673
E e OO 683
CheckITPhoneNumberIsOptedOUTt ..o e 684
CoNTAiTmMSUDSCTAPTION (oo e a e 691

(@ o= o 1 o T o 1 SRR 697

D = o I o o X TSSO 711
GEESM S AT LA DUE S e 720
(CT=] wll oY o T of 2N ol b o o 11 | o == SRR 727

viii



Amazon Simple Notification Service IR 740l =

ListPhoneNumberSOPtadOUT ..o e 737
(I3 b U1 o 1Y b o o ) als o o 1SS 740

[0 =3 ol o o oSSR 752
U] o3 s = o [ 765
SETSMS AL LT ADUTES e 787
SetSUbSCIriptionNATEIIbUTES (oo 793
SetSubscriptionAttributesRedrivePOolicCy ... 797
SY=h ol o) o ey AN uk b o o U & of 1P PP UPPRRRRRRRN 798
SUDSCTADE et ———————— 807
TAGRESOUTCE ..ottt e e e e e e e e e e e e e e e neeees 836
UNSUD S CI DO ettt e e e e e e e e e e e e e e e e aeees 840
AILE Bl e ettt ettt et e e 849
FA LRI CHE ZHE AEZQIE MA s 849
FIFO TR0 A B AL e, 852
FHNON SMS THIAIR] HIAL oo 864
CHRE THIAIR] ZHIAL oo 871
SMS B EF THIAIR] HIAL .o 874
EHZIAO THIAIR]T AL oo 882
MEHEIZ ORI oo, 945
Amazon SNS EE[7HE AI&5t01 Lambda B BZ ..o, 946
TERE ATHIZS OLAL oottt 955
DynamoDB Ei|O|2 0 CIIO[EE MESH7] It & TF oo, 956
Amazon SNS OHE B FHOIM & ettt 957
MZEIZ BE|5H7] et MEHEIA OHEEIAOIM BFET| e, 959
Amazon Textract B AT OHE BIF Ol A A A e 962
SBAONM AR ZHRI ZER] oo 964
EHZIAO THIAIR]T AL oo 965
AP| GatewayZ AFE3H04 Lambda Bl B E ..o 966
O El O|HIEE AME3H0] Lambda B EE ..o 967
L TR 969
i o= OO 969
EHOIE] @EE Bl .ot s e 970
QIEIHEXHT EBHE JHO HE B3 e 988
HIAIRI EIOIE] EE B Ok e 1003
K24 B L HMIA BEE] ettt 1004
LI TSR T O ORROR PSRRI 1004




Amazon Simple Notification Service IR 740l =

L e == e =R 1005
A S A B A M A B | e e 1008

O I A I O e e 1010
T e e, 1010
Amazon SNSTI IAM B B G G B A e 1029

E L, BN A TR R TR RT 1030

B B B N A e e 1031
BB R T T e e, 1032

Y O IR 1033

Y = ORI 1033

R AL B Ok Ol e e e 1033
Ol R R B e 1034
A A G e 1034
A A B T QB e, 1035
ID 1B E B O Rl e, 1035
LD B R e e, 1039
Bl A T B R ettt 1039
PN = B L e B =TT 1040

R A REZE B AL e et 1047
AP T Bl Bl T e e 1047
R B B L B B e e 1051
CloudTrail2 AP SE0d APl BE B ..o 1051
CloudWatchE AF& 304 TR BLIEIR ..o 1060
TE ] 8 ZH S oot e e e e e e e e e e e e e een e e e e e anaeeas 1075
B B e 1076
D B B Ok e e, 1076
R B e e e e 1077
Ol R R | e 1077

R Rl B e e 1081
X-RAYE AFRBF0] ZER BRI BT oo 1081
B A B e e e e e et e et e e ea e e e arteeeateesaeeeaaaeesanesaaneeas 1081
T B e e 1082
R RO SRRRRRO 1082
Amazon SNS FX|01| CHE A FX EHSHAWS SDK) ..o 1083
Amazon SNS FM|0f| A FX EASHAWS CLI) oo 1083
Amazon SNS FA|of| &4 FX Zd3HAWS CloudFormation) .........c..cceeeeveeveeeeeeeeeeeennns 1084




JHeER 7Hol=

Amazon Simple Notification Service
2 FHO| EHESFEIRT R Z QL s 1084
5 TSRS 1085
ra s R L TSRS 1087
N S = e ST 1094
........................................................................................................................................................ mxcv

Xi




Amazon Simple Notification Service IR 740l =

Amazon SNSEF £SiQ17t 272

Amazon Simple Notification Service(Amazon SNS)& H AR FSAHAHAR L AH|REFDE &)
2 HAIXIE ©Este #El™ M[AYLICH AAKtE =213 HMA K- L HFRUAOIM "Rl =
Mo HAIR|E &35t 25X HIS7 A2 S4lRFLICE Z210|21E &= Amazon Data Firehose,
Amazon SQS AWS Lambda, HTTP, O|H &, 2HIY FA| &8l ZHIY EXF HAIX| (SMS) & R[HE

F
£ AEXZQIE REE ALE5I0{ SNS FHME TSt HAE HAIXIE =g = A&LICH




Amazon Simple Notification Service IR 740l =

Application-to-application (A2A)
subscribers

Amazon 53

Amazon OpenSearch Service

Service
providers

Publishers @

Amazon SNS

Datadog, New Relic,
MongoDB, Splunk, and more

Application-to-person (A2P)
subscribers

Mobile text (SMS)

¥

Mobile push

A
- 5E8%7Is
o I MH|A

» Amazon SNS M| A




Amazon Simple Notification Service IR 740l =

« Amazon SNS 2=
o QHFAO| Amazon SNS A|LI 2|2
« AWS SDK2} & 74 Amazon SNS AFE

= O =
E3d 4l 7|s

7SS MSELL

Am

Amazon SNSE CISt Z42
« M| A|X]| pplication-to-application

pplication-to-application HIA|&2 Amazon Data Firehose & AE & Lambda &<, Amazon SQS
CHo |4, HTTP/S QIEXQIE | O|HIE to|Z=etQlat 22 FEAE K[HFLICH AWS RHAIEH E

HiE oiEE[7H 0l ZHA2A) IHMI’S% SES 3PA1|°

« pplication-to-person A. & &
pplication-to-person & &2 ZHI Y OHEZ|70|M, FOHE HE O|HY FAQ Z2 ALK LEIZS
TSR H MBS ELICH REMIE HE = oiZ27i0]44 CH 7HRI(A2P) HIA|E S & ZstAIL.

- EZ Y FIFO FA|

FIFO FXME& Ar&3to A8t HAIX| =ME EFst, HAIX| 2&S Helstn, HAIX| 852 ¥
X|g = JA&LICH FIFO CH7[da 2& CH7[¥E ZF A8t FIFO FHME 75& + U&LICH &t
Mgt §2= HAIXl =M X8 & 5 MZHFIFO FHM)E & EstML.

HAIX] & =Mt XA HAIX]| S50| ELstX| f2 B2 E& FHE MEFLICHL XHE=E 2
EMS ZZEZE2 EFE FNE F5E = U&LICH

« HAIX| LHTS

00
rok
r2
u
mjo
>
ol
1%
r
Ani

135t7| @l &7H 2 sste che

Amazon SNSE HIA|X| LHF X
2| E 0424 M L Cl|o|E ME{od| XMHEELICt.

Me

OE

« HAIE HAIX|= X[E2[H2z2 &
A

T

— =
- TSEAEZQIEE AEE = l= B2 Amazon SNS= & AA|L HAS M-AeL|CH
- M& MAIZ EHo| S=E|7| ol S K| &2 HAIKIE EE5H7] flol HiE Z&F HX| CH7|

SNS FA|of| TEst= S CYs HHEHO 2 Amazon SNSE E51 HIA|X|
£ &3l Amazon Slmple Storage Service (Amazon S3) H{Z!, Amazon
a2 2MAdexlE Bl B + AU&LICE EEF Amazon SNS FIFO &

Am
0A



Amazon Simple Notification Service IR 740l =

M= ZE gls ED0lA HA[X] of7H0|E2 HIAIX| of7tolE A MES X[HSE2 =/ A7 A
7t A Lhol|l HIAIX|E ME (= ob7to|8)E = /&Lt O™ OhE X F5A= 758t dEx
CIEZ ot7}O|EE HA|X|E CHA| 7HXE (2= MAE) = UEUCH ArMEh LHE2 FIFO =A[2| o
AlX| ofzto|E Ll "M MME 2 XSHMR.

HAIX] &S

HIAIX] 2442 AL 3104 HIAIKIoll CHEH 242] HIEFE|O|EIE MIZE 4 2&LIT the section called
‘HAIR &4

HAIX] 2EE

M
1
>
m-
5'_
>
el
5 o
9'|_|

Z|@Mo 2 7t FEXE FAol| AAIE 2E HAIX <l

St P =xte FA 50l e YA g siof gLct —_r"—| P" “'E-I S HRIE Holst
0 HO|EE 7|8t EE= &4 7|8t LE TS M E =& U&LICH “'E-I ’&’1' Helo| 7|2gt2
MessageAttributes®ILICE $=&1 HA| | A =
ANEZQIER MSELUICH JEX| o™ I 2E 3 xlod HIQIE'L—IEP %E-I A {7t
MessageBodyQ! 4% ZH EM £42 HO|Z=Qt LX|AIZLICH AtME HE= HA|
XML,

HIA|X| 2ot
M & 2d353t= o ME5tE €53 7|2 AL235104 Amazon SNS FX|0fl X{ZHEl HIA|X| 2| 2E
=E E58fL|Ct AWS KMSKHA|IBF M E = the section called “A % A| 2538 B X SHAL2.

Amazon SNS} Virtual Private Cloud(VPC) Ztofl ZZ}o|8! 4 A 2l
H £ the section called “QIE{HIE |3 ECHE 74Ol HE 2 570{AM E.*O._%H'”R.

fjo
b
0 02
Q'I_I
1
H
>
III>
r
]
>
=
1

ZHEd MH|A

Amazon SNSOI|M CIS MHIAE AIE £ U&LICH

Amazon SQSE LT3 i1 7180l ot Eot SARICH7|UE XMB35tH 0|2 S5l E4 A
Efof AlA”RN 2H 2AE S8 L 22 = UESLICH Amazon SQSE CHS1IF 242 WAoo =2

Amazon SNSQ+ ZZ4EL|Ct.

« Amazon SNSE& M&E 4 = MIAIX|ofl CHEH Amazon SQS ZI8He| HiEF £28F THX| CH7 (& A
SEuct

« Amazon SQS CH7|€0{ A Amazon SNS FHE 2 5& = U&LICH

« Amazon SQS FIFO CH7 | e E & CH7|20i M Amazon SNS FIFO £AN& 58 £ A&LCH
Amazon SQS FIFO CHZ|QTto| HIAIX|7} BSEIX| &1 =MOUZ A8 B&ELICH



https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/FIFO-queues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/standard-queues.html

Amazon Simple Notification Service IR 740l =

« AWS Lambda= M ME0| A&5HH SESH= o= E|91|0| 12 2158 = AT E SFLIct 17t
M ZHFE 2lZ Ao M Lambda &£ 2| OHEEI?HOI CE A >
Lambda 7HEf X} PHLHAE B X 3HAM[2. Lambda & IA-I SNS XN E 58 £ U&LICH.

« AWS Identity and Access Management (IAM) 2 AF& 3t AFEXES| AWS EBlAA HMAE G
o A

H AMoie = AU&LICH IAM2 AL238104 Amazon SNS FH|E AFEE £ U= AMEHRIB), AH8E £
UE A L ALS L (HE o) Mo~ LICt REM|EF HE = Amazon SNSE A2 & 7[8F A
M AFE S HZSHMR.

« AWS CloudFormation AWS Z|AAE TEH 25T MME 4= Q&LICH Amazon SNS F£A| & 2E2
EZ 350 #stE AWS E|AAE MBS = BEE3I2 BtE A A2, AWS CloudFormation O|248t 2|4

AE XIso= T Z2H|XMHstn £ HELICH REMIEH HE = AWS CloudFormation AFS A4 35 A
X3MIR.

ﬂ||ﬂ|
Pl
-

Amazon SNS M| A

Amazon SNS 2&, HHZE T £= AWS SDKE AF2510{ SNS FTA| U =S M6t el &
AAI:IL’lL_‘I-

« Ol Amazon SNS Z£2 FA| X 75 &, HAIX| &4, o|HE Y =27 HLEHE S 2[E HeElst
AEX QB 0| A& MSELICH

« AWS Command Line Interface (AWS CLI) & AF25tH 12 74 L X535 AFHE ALEIE 28l
Amazon SNS API0]| &7 HMAE = QI&LICH REM|EF HE = AWS CLIZ Amazon SNS AFE2
xI-X °|.A-||9|_

0
m}

« AWS C}s 210{2 SDKE N Z&L|CH AIMEF ME=SDK 2 E37 7 | E

xotMlR.

Amazon SNS 2=

Amazon SNSOI= MZM| HISO| S&LICH AINGHE HAIX| £, Mot g8l £ Fr W 7S #
2l 9I8t %71 API 2 Z0i m2t 238 XIZHLICL M8 232 A=ZoIE RF

x P
= =

Amazon SNS ZZ| E|0{E€ Sl FEZ Al

KtMIEH LI 2 Amazon SNS 222 B XM L.

Amazon SNS A 5


https://docs.aws.amazon.com/lambda/latest/dg/
https://docs.aws.amazon.com/lambda/latest/dg/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
https://console.aws.amazon.com/sns/v3/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-services-sns.html
https://aws.amazon.com/getting-started/tools-sdks/
https://aws.amazon.com/sns/pricing/

Amazon Simple Notification Service IR 740l =

QIHFE4O| Amazon SNS AlLIZ2|2

OfEZ |7 0|d S&

ol AlLIZ|2 = SNS FA|of HA|E! HIAIX|7} Firehose 148 AE 2| Amazon SQS CHZ|Y, HTTP
(S) EZQIE 3l Lambda &2 Z2 oft] A= ZQE| SX /o] FAIZE BRULICH WEIAM
st HIS A 2|7 7FsEFuct.

o

L1

1 ,
gt = QlaLct O™ Y SNS A€ 7 55t= SQS CH7|E2 M| =Z0i CHsH S et &3
AIEHLICEH SQS tH7|2 & stLtol 1ZE = Amazon Elastic Compute Cloud(Amazon EC2) At
HAE FE ME| E= O[S XMele = UELICH E3t SAE 2E FES 2457 I CHE
Amazon EC2 MH IARAE O|0|H #o{5t2A0 (AT = A&LICH

[endpoints)

£01, A8 Xt= M FZFol cHer 20| d&E EEH SNS FHof HIAIX|IE M&st= oiEEl7olME

ro mo X
> M

>

L ]
Publisher |- S0S Queue  ECZ Instance
[—
[endpoint] SNS Topic [
505 Queue ECZ2 Instance
S Mol 2 M85l HIAE 830 8 Z2HM gt 8o 2 TS E O|o|E{E SAHE £ &Ll
7|E ol E =OHsHE ™, A8Xt= OHE SQS TH7 YoM MER =4l F20] CHs SYUEH SNS FHE
TS5 = JUELICH O™ Ol ME2 SQS CHI [EE EIAE #E0| (AT EM ALEXtE THHEE A
£5tHM Z2EHM B F0|M =42 O|0|E{E ALE5tod o E2|7H0|ME EHIAEY &= /JU&LICH
/A Important
Z2EM OI0|HE EHIAE 230 27| o HlolE Z2to|HA| & 2 okg me{st{ok gfLICt.

0

TES

tMI2.

ol

RtME HE = O S Elas

O
>

« TO}0{ A Firehose 22| 7 [=4=1
¢ Lambda &2 Mol
« Amazon SQS CH7|¥ 2 mo}

« HTTP(S) QIEZQIEZ o}

HO Ho

2lHtZ401 Amazon SNS AlLIZ|2 6



Amazon Simple Notification Service IR 740l =

3H

« Amazon SNS2t AWS H#FE, AEE|X|, C|O|E{H[0|&, HELZ MHIAE AESF O|HE 7|8 A
E
[=]

OfZ |7 0|d & H

OHEZ |70l L AAH & E|2 O|2| HolEl Azt ela EE|El= YR LT Amazon SNSO|
Mz SMSet o|H Y g Sall XIHE! AFEXtoi|7| ol &g B = A&LICt & 501 Amazon
EC2 Auto Scaling 20 CH$t £ 8473, Amazon S3 HZloi| M T2 0| YZ EE|7L}, AmazonOll A
=XM% 2UHZIO| QEtE|= So| O|HIEY F “**”_PE‘:' EA B Q& LICt. CloudWatch XA
3t LI 2 Amazon CloudWatch Al M3 A 2| Amazon SNS & 2 AL,

o
A
T

UoNE e

o
=
A

4 x4
= O

I

M-SR S E

Amazon SNSO A= 749! = T Eofl T A| Ol HIAIXISH 25 HIAIKISMS HIAIX)E H&E 4
UGLICH OIS S0{ AFBRHE TAF 4742} £2 20Ig ASR LRUSZ 2 4 U&LICH Amazon
SNSE AH&5104 SMS HIAIXIE R st ol ChE AHMIEH B2 = 26t 2 & HAIXI(SMS)0IA
solsthl2.

DHY FA| LEEZ Sl HAIX|E ZHIY Yo = HIE HEE = U&LICH & S0{ Amazon SNSE
o4
=

GlolE RIS HaY 4 aLich ¢

0
&LICE Amazon SNSE ALE5t0{ FA| &3 HAIX]|
HF 2 F Al 2 2l0]AM & 2I5HM2.

§9
I

AWS SDK2} & 74 Amazon SNS Al

AWS £ ZEf|of e 7|E (SDK) = 22| A8 == oft Z2a2iT 2dofofl ASE += &L &
SDK= 7 A7H M5 5tE 2do{= OHEEF0|ME &H F5/E = UTS st= AP, ZE oAl 2 M

ME FMS gLt

SDK AEA A ofA|

AWS SDK for C++ AWS SDK for C++ A E 0K
AWS CLI AWS CLI Z E oA

AWS SDK for Go AWS SDK for Go Z E 0| A

OHE 2|70l L& 7


https://aws.amazon.com/blogs/compute/event-driven-computing-with-amazon-sns-compute-storage-database-and-networking-services/
https://aws.amazon.com/blogs/compute/event-driven-computing-with-amazon-sns-compute-storage-database-and-networking-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://docs.aws.amazon.com/sdk-for-cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://docs.aws.amazon.com/cli
https://docs.aws.amazon.com/code-library/latest/ug/cli_2_code_examples.html
https://docs.aws.amazon.com/sdk-for-go
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2

Amazon Simple Notification Service

SDK &AM

AWS SDK for Java

AWS SDK for JavaScript

AWS SDK for Kotlin

AWS SDK for .NET

AWS SDK for PHP

AL oAl

AWS SDK for Java 2 E 0

AWS SDK for JavaScript ZE 0| X|

JHEER} 70| =

AWS SDK for Kotlin 2= 0of/ A

AWS SDK for .NET ZE 04X

AWS SDK for PHP 2 E o X

AWS Tools for PowerShell PowerShell ZE 6K E et =F

AWS SDK for Python (Boto3) AWS SDK for Python (Boto3) 2 E. 0i A

AWS SDK for Ruby AWS SDK for Ruby 2 E 0i|A]|

AWS SDK for Rust AWS SDK for Rust ZE 0O A|

AWS SDK for SAP ABAP AWS SDK for SAP ABAP ZE oA

AWS SDK for Swift AWS SDK for Swift ZE o A

Amazon SNS 221 0o = AWS SDKE AFE 3= Amazon SNS2| ZE oMo A &QlI5HM| 2.

et IME & E & elgLIt? o W o|X| 5tEro| I| =4 X

OH

23 E AI83t0{ I E oAIE

SDKZ zredst7| AWS 8


https://docs.aws.amazon.com/sdk-for-java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
https://docs.aws.amazon.com/sdk-for-javascript
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://docs.aws.amazon.com/sdk-for-kotlin
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
https://docs.aws.amazon.com/sdk-for-net
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
https://docs.aws.amazon.com/powershell
https://docs.aws.amazon.com/code-library/latest/ug/powershell_4_code_examples.html
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1
https://docs.aws.amazon.com/sdk-for-sapabap
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap
https://docs.aws.amazon.com/sdk-for-swift
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift

Amazon Simple Notification Service IR 740l =

Amazon SNS O|HIE A A Gl LA

Amazon SNSE =02 AWS
OHEE|5’1|0|*=1 ZHA2P) CHA 2
Ltdsto REMSH LIEg 2

ALA0M O|HE 7|dh 23]
E HoIRE = U&LLh o
o

= A= 3E Iﬂ%i*L—IEL

= m|o
z 4y
s
9'|_|
kl
e
i
nio
2
113
ol
N
o
M
[
>
N
2
a

|

« Amazon SNS O|HE A A

« Amazon SNS O|HE CH4t
Amazon SNS O|HIE AA
o] Ho|X|olE AWS N Z HFed2 22 5=El Amazon SNS TA|0 O|HIEE HAIE 4= Q= AWS A

HlA 7} Lhd |0 %J%L—IEP.

(® Note

Amazon SNSE 2020'H 10&0i FIFO TXIE UMELICEH 3XH, CHE 22| AWS MH|AE
SNS EZ& FX|o| Bt O|HE ™M&E K|EhL|Ct

24 MBlA

AWS AH|A Amazon SNSO{| M AL 3HH U2 £

rr
ol

|EH

|

Amazon Athena — & SQL2 A28l Amazon Ao A3t =6t L 212 £ AISHLICH KA
S39| C|0|EHE 2AE &= U&LLCH. 8t & = Amazon Athena Ab8 B AMQ| H|o|
E| A2 Ko M8t MHE EXFHM 2.

AWS Data Pipeline — C|O|E{ 0|5 ! #H&tE X} mo|Z2}ol 1A @ Ao| AtEHO] CHBF ¢d2le &

-]
S&te = JU&Lch ABHLICH REAIEE L& 2 AWS Data Pipeline 7i
gt X} OFLHAM 2] SnsAlarme 2 ZSHAIL.
Amazon Redshift — C|O|E{ 9J0{3tRA2| 4,  Amazon Redshift O|HIE 0| CHEF g2l +~Alg
29 U =™ xge nF atelEuct L|C}. RtAMI8F 2 E = Amazon Redshift 22| ot



https://aws.amazon.com/products/
https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://docs.aws.amazon.com/athena/latest/ug/workgroups-setting-control-limits-cloudwatch.html
https://docs.aws.amazon.com/athena/latest/ug/workgroups-setting-control-limits-cloudwatch.html
https://docs.aws.amazon.com/datapipeline/latest/DeveloperGuide/what-is-datapipeline.html
https://docs.aws.amazon.com/datapipeline/latest/DeveloperGuide/dp-object-snsalarm.html
https://docs.aws.amazon.com/redshift/latest/mgmt/welcome.html

Amazon Simple Notification Service IR 740l =

AWS AH|A Amazon SNSO|A ALE35HH HE = U= §IEY
LHA 2] Amazon Redshift O|HE 2lS & X35t
M.
OHZ 2|70l & AMH|A
AWS AMH|A Amazon SNSO|M AL 5HH U £ Q= &=
Amazon EventBridge — A& O Z 2|3 0] 4, O|HIE AZZ Er&LICH EventBridge AtA| St

SaaS software-as-a-service (OHZ2|7i|0|4) & LHE S Amazon EventBridge AtE AE A2
AWS MH|AO|AM AA|ZHOIOIE] AERIE MY Amazon EventBridge CHAI S & XA A2,
5t silE O|O|E{Z Amazon SNSE % ?:.*?_F CH

Mo =2 gt REELICH EventBridge O|710d
HEZt T S XI&LICH CloudWatch

(=
rr
o

AWS Step Functions — O|& &3 AWS Lambda  Step Functions O|HE o] CHEt S &S +AIE
7|s3t 7|Ef AWS MHIAE Afstod HIZLIA  L|C} AbM|E HE = AWS Step Functions 7HE
32|E[A o E2|7o|ME FF/E = A&LICH X SFLH A Q] Step FunctionsZ Amazon SNS &

Billing and Cost Management A{H|A

AWS MH|A Amazon SNSO|M AFRSHH U2 = U= &=

AWS Billing and Cost Management - H|&2 £ o4t &3 7} 44 &4 & 3l o|& 2 EIS 4
LIE&st D B+ ME ZAXlsts ol =20 &= gch XtME HE= A
7ls2 M3t oM Ct= HO|XIE HZESHAM L.

of A 2 2l2 2|8t Amazon SNS FAl| A4

O E 2|70l S


https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-event-notifications.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-targets.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-targets.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/step-functions/latest/dg/connect-sns.html
https://docs.aws.amazon.com/step-functions/latest/dg/connect-sns.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-what-is.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/budgets-sns-policy.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/price-notification.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-ad.html

Amazon Simple Notification Service

JHeER 7Hol=

HIZL|A ofE 2|70 MH|A

AWS MH|A
Amazon Chime- Z&| LHE 4! Q|E oA &|2], &
Bl Ol HIRL|A S3HE £8E & U&LIct

74
(=

= MH|A

=d

AWS AMH|A

Amazon EC2 Auto Scaling - OHZ 2|70l 2=
£ Ae2lst= ol A8 & = = Amazon Elastic
Compute Cloud(Amazon EC2) QIAEAE 2H}
E 2 HES T8 X[ELct

ol
rr

EC2 Image Builder — SH IT E&2 §&53|
AZESo] A MY oZ AMM M| up-to-date
LA™ FHE AER X|HE|D 2B ME Of
O/x[e| A, zte| L i & RtS3tEF LIt

AWS Elastic Beanstalk — O Z 2|7 0|0 CHEt

2 T ZH|XY, 2= WHA 3 ™o cist

NS HEE &2l5tD o Z 2|7 0| AE) 2L
E{2le M3 &Lct.

St M= = Amazon Chime 7HEf A} QLA S
Amazon Chime SDK O|HIE 2 Z|2 & X lAl
(@]

—

Amazon SNSO{| A AFE3IH & = QU

rr

s=

Auto Scaling 1& LH Amazon EC2 QIAEAE
AESHAHLE SESHH S-S = AELICH XHA
8t ME &= Amazon EC2 Auto Scaling AHS MY
MOlAM Auto Scaling 2§ =™ Al Amazon SNS

LE LS HZSIMR.

T£0| %FEEI‘:'=| = Ao xpAIEH -
H=E AWS HFE =221 _°_| EC2 Image Builder
IO Z 2RIl A =& M O|0|X| FXHE HZE

StM2.

OI-EIQ
=

O EE|7|o|Mol| F&E D|x|= 52 O|HED
CHEH L 2I2 S AIFLICH REAMIE HE = AWS
Elastic Beanstalk 7H&f X} FLHA{ 2| Amazon
SNSE S $t Elastic Beanstalk 274 ¢2lg & x
StAlL.

SNS £A|& Lambda HiE 28t TWX| CH7|Q =
£ Lambda CHAf o 2 Ad%X45l04 &4 =24 0| 0]
EE =AIELICH REMISF HE = AWS Lambda
YR SHHMO HIS7|A 28 &ESHMIR.

HIZLI~ oHZ2/A0lM


https://docs.aws.amazon.com/chime/latest/dg/what-is-chime.html
https://docs.aws.amazon.com/chime/latest/dg/mtgs-sdk-notifications.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ASGettingNotifications.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ASGettingNotifications.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://aws.amazon.com/blogs/compute/tracking-the-latest-server-images-in-amazon-ec2-image-builder-pipelines/
https://aws.amazon.com/blogs/compute/tracking-the-latest-server-images-in-amazon-ec2-image-builder-pipelines/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/welcome.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/using-features.managing.sns.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/using-features.managing.sns.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html

Amazon Simple Notification Service IR 740l =

AWS AH|A Amazon SNSOI|A At StH HS == U= &=
Amazon Lightsail - 7H& A7 AWSE O|8dH & QUAEA H|O|EHH0|A EEx 2EE WHM B
AOIE == H o EEIAO|ME FHSt= Ol Ab - StLtol| CHEt X &7t XIEE LA ZEE = otst

23 £~ olr 2 ColEL|C} M o222 £~ AL RHAI8F HE = Amazon

Lightsail ZH& X} ©tLHAM 2| Amazon Lightsail 04| A
A Z| =X FIIE FZSHMIR.

ZE|ol ME[A

rr

AWS AMH|A Amazon SNSO|M AFE5HH U2 = Q= &=

Amazon EKS Distro — OHZ2|71|0|4410| HHZ E|= Amazon EKS Distro2 A=l Z 2{AE{0] CHEl
2| xlof| A Qio| oHHXo|m oHXEt EE{AEE UOo|E L Hot i x|E FAELICH AFAMISH A

AMoE = gL E = Amazon EKS Distro 271 - Amazon EKS
Ol AF25tE 2Z AA Kubernetes H{ZE &
Z3M 2.

Amazon Elastic Container Service(Amazon MZ2 Amazon ECS Z[&3I AMIE AHSE

ECS) - 2AE|M ZE|O[HE A=, XY £ A2 W LS sAFLICH AAME HEE=

2a|gr £ &L, Amazon Elastic Container Service 7i&f X P OfLY

M2| Amazon ECS %|%{3} AMI ¢O|0|E &
FE2 AEIHNL.

174 &0 MH[A

AWS MH|A Amazon SNSO|M AFRSHH U2 = U= &=
Amazon Connect — SLIAHE Ect*= 12 A org| Al A& s LlErLIc RIMIE HE =
E{E MXstod 20 $4246t = & X|HELICE.  Amazon Connect Z2|Xt 7H0|= 2| Amazon
Connec®t 71 AtE & 3 AWSO| Z M2 &
oM.

ZAE{| 0|


https://lightsail.aws.amazon.com/ls/docs/all
https://lightsail.aws.amazon.com/ls/docs/en_us/articles/amazon-lightsail-adding-editing-notification-contacts
https://lightsail.aws.amazon.com/ls/docs/en_us/articles/amazon-lightsail-adding-editing-notification-contacts
https://docs.aws.amazon.com/eks/latest/userguide/eks-distro.html
https://aws.amazon.com/about-aws/whats-new/2020/12/introducing-amazon-eks-distro/
https://aws.amazon.com/about-aws/whats-new/2020/12/introducing-amazon-eks-distro/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ECS-AMI-SubscribeTopic.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ECS-AMI-SubscribeTopic.html
https://docs.aws.amazon.com/connect/latest/adminguide/what-is-amazon-connect.html
https://docs.aws.amazon.com/connect/latest/adminguide/related-services-amazon-connect.html
https://docs.aws.amazon.com/connect/latest/adminguide/related-services-amazon-connect.html

Amazon Simple Notification Service IR 740l =

AWS MH|A Amazon SNSO|M AIE35IH dg + U= &=

Amazon Pinpoint — O|H &, SMS &

==
X, FAl SEIS LY _T'_7—'19-I EHOoiE 7

A Al DZHO| HAIXK|E F=41" = U= LY SMSE
e FAgLICt REMIEH HE = Amazon Pinpoint Al
A& LIt 2 MHAMO| Amazon Pinpointoi| A FgtEF SMS
HAIA AFESE HXZ5HM 2.

Amazon Simple Email Service(Amazon SES) - Ht&S MY, E0F ALE & M&ol CHEE S22 =

MEXtS O|HIY FAL THQIZ AHESH O|H| AMEFLICH XEMIBE HE = Amazon Simple Email
U2 Eilfjn g7 It Aol WS M3E  Service 7HE A LM 2| Amazon SESH| CHEt

L|c}. Amazon SNS & & 24 XML,

G O|E{H| O] & AMH[A

AWS MH|A Amazon SNSO|M AFE5HH A2 = Q= &=

AWS Database Migration Service - 2 Zi[0|A  FX| QLAEHATI HHE|HLE AXEE= S

ClO|E{H|O| A0 M AWS 22 ER CO|EHE AWS DMS O[HIE7} g Meh [ 2&I2 =4IF

oto|aai|o|44 Lt LICH XFMIBH HE & AWS Database Migration
Service At& AHAMO0IM AWS Database
Migration Service2| O|HIE Sl Qr 2| A4S H A

StMI2.
Amazon DynamoDB - O] 2t Mzt 2% NoSQL KX ZE| O|HIETL dhaieh i SEIS AT
ClOIE{HIO|A MH[AO|A &S 2F 2t Hut 874 Cf. AFA[EF HE = Amazon DynamoDB 7HE! A}
=21 of& 7ts8 452 M3FLICH OtLiM S| DAX E1AH ME A8 XIHEE &
ZSHMI2.
Amazon ElastiCache — 37| 80| 7Is35t1 SRt OHE 7 eI A 2I2 £ AISHL|
HE 2232l 14ds IHZ 2| FHA|E M35t Ct. XFMIEH ElastiCache LI &2 Memcached
= S Ao 24 FHA| B3 HiE A 2H2|of B Amazon AtE AEAMC| O[HIE 2Z| 2! Amazon
H S¥MHE AMAHELC SNSE = AA L.
Amazon Neptune - 1= 2 4ZAE C|O|E|{ M[E  Neptune O|HIET} e dlstM er3lZ ~AIFLICEH
0| &S 3t= ofE2(7|o|M % TE5D APE  XME HE = Neptune AHR AHA{ Q| Neptune
&= &Lict O|HIE AZ MEE HETIAM L.

OIO|E{H| O] A


https://docs.aws.amazon.com/pinpoint/latest/userguide/welcome.html
https://docs.aws.amazon.com/pinpoint/latest/userguide/channels-sms-two-way.html
https://docs.aws.amazon.com/pinpoint/latest/userguide/channels-sms-two-way.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/configure-sns-notifications.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/configure-sns-notifications.html
https://docs.aws.amazon.com/dms/latest/userguide/Introduction.html
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Events.html
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Events.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DAX.cluster-management.html#DAX.cluster-management.custom-settings
https://docs.aws.amazon.com/AmazonElastiCache/latest/mem-ug/WhatIs.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/mem-ug/ElastiCacheSNS.html
https://docs.aws.amazon.com/neptune/latest/userguide/intro.html
https://docs.aws.amazon.com/neptune/latest/userguide/events.html
https://docs.aws.amazon.com/neptune/latest/userguide/events.html

Amazon Simple Notification Service IR 740l =
AWS MH|A Amazon SNSO|M AIE35IH dg + U= &=
Amazon Redshift — Cl|O|E{ $l015tA 9| MH Amazon Redshift O|HIEof| CHEt 222 £ Alg
29 9l =3 {2 o5 atz|shC}. LIk XM HE = Amazon Redshift ZHE[ 2

%

Amazon Relational Database Service - AWS &

2l =0 M 2% ClolEH0|AS o &7 A
X, 2% U =H5E £ Uz = gfich

IHY R =7 MH[A

AWS MH|A

AWS CodeBuild - 2A I EE Hut st EHe|
EHIAEES ASIH HH ZH|7 2t2 = AN E
2 MMErLict.

AWS CodeCommit — 22} E0|M XA HIE
HE &5t #2677 {18t HE Ao 7Ise

M3t

AWS CodeDeploy — Amazon EC2 QIARA 2
oA QUAEA MHHZ|A Lambda &
£ Amazon ECS AH|AZ ofZ (7 0|M
INESTCI g [

SEA
g &

HiZ &

Amazon CodeGuru — 20| off Z 2|7 o|Mof

M HEIY! M5 CIO|E{E =& st1 o Z2[7 0]
MMHs2 0M ="t d =20| =l HE
Arg e MSELc

L A 2| Amazon Redshift O|HIE 2212 &F x5t
M.

Amazon RDS O|HIEof CHEF L ElS
Ct. XEAI8t HE = Amazon RDS AF2 AMZEA 9|
Amazon RDS O|HE 2 Z| Al

Amazon SNSO| A A2

TH0| M EE ATs L B
R 7% 672 oI5 E

REME LS
Mol

CodeCommit Z|ZX|E 2| O|HEof CHet & Z

2 &Lt XM HE = AWS CodeCommi
t AL DM 2| 0f: Amazon SNS FA|of| CHEt
AWS CodeCommit E2|7{ MM E & ESHH 2.

o o= 4

CodeDeploy HiE E= QIAEA O[HEO]
CHEt S 2|2 dract XEMIS LIS 2 AWS
CodeDeployAt& 4B A 2| CodeDeploy O[HE

EQ|H oS 7| E &IXFHAAIL.

Ol4 340 LMt 2 BIS = AIELICH AHA
B LIE= Amazon CodeGuru AtE HHEA S|
oflel &5 al ME AME HIM A2 =54
AR,

LR =7


https://docs.aws.amazon.com/redshift/latest/mgmt/welcome.html
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-event-notifications.html
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-event-notifications.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/sample-build-notifications.html
https://docs.aws.amazon.com/codebuild/latest/userguide/sample-build-notifications.html
https://docs.aws.amazon.com/codecommit/latest/userguide/welcome.html
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-notify-sns.html
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-notify-sns.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/monitoring-sns-event-notifications-create-trigger.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/monitoring-sns-event-notifications-create-trigger.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/monitoring-sns-event-notifications-create-trigger.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/what-is-codeguru-profiler.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/working-with-recommendation-reports.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/working-with-recommendation-reports.html

Amazon Simple Notification Service

JHeER 7Hol=

AWS MH[A

AWS CodePipeline - AZEQJo{ HA AIE S
X&EHMo R 2g|AsteE O EE HAHE RIS

=l -
shefLCt.

AWS CodeStar - AWSO{| CHeF A E Qo4 74t
ZaMEE MY, BEl Y SR

1T HH

ZHE =

[
i
Hd
o
ne
x
o
|>

AWS AMH|A

Amazon Pinpoint — O|H&!, SMS !
X, FA LES ELH
A& LICE

24 Al
D70 Hoig RE Y 4

H 7He MH|A

AWS MH|A

Amazon GamelLift — A MH2| HiE, 28 4
BEte Q3 2t ZEl™ MHIAE ZEhstod 2
2t =0 M MM 7|8 HE|Z2|0]o] M MHE

E ARG {Et &FMHE MSELICH

=T

I
OII

Amazon SNSO| A A2

Amazon SNSO|M AIE35IH A2 = U= &=

O x|oflo]Z 2 CH7 | o|HE ¢ ElS

=]
Ch XbAM[EH Y2 & CFS HO|XIE HZstML.

Amazon SNSO|A{ AtE3tH A2 =

A= o=

=

rr
ol

O 5Qiof CHEt L2IS 4 AIBHLICE AFAIE LY

= =
ANE Bl &I =X #HEIE M=ot

o
2. CodePipeline AWS CodePipeline

2= o A
ot U =+

ol HIAIXIE = &lE = Us LYY SMSE

AT

7

-_r“é.i. LIt RtAIE HE = Amazon Pmpomt A
= AE-“:lo M2l Amazon Pinpointoll M &

HAIE

ANEE HESHM L.

I-oh SMS

Ol x|H|0|Z & Zlof CHEHA= Amazon
Gamelift FlexMatch 702 X} FlexMatch ©FLH
Mol OHIE 22l MAS X FHAIAIL.

HoHA-I = Amazon GamelLift 7H
2|Et O|HE

N O

|H
U
Im
-
In
L
pl=t
H
o
o


https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/approvals.html
https://docs.aws.amazon.com/codestar/latest/userguide/welcome.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/set-up-sns.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/set-up-sns.html
https://docs.aws.amazon.com/pinpoint/latest/userguide/welcome.html
https://docs.aws.amazon.com/pinpoint/latest/userguide/channels-sms-two-way.html
https://docs.aws.amazon.com/pinpoint/latest/userguide/channels-sms-two-way.html
https://docs.aws.amazon.com/gamelift/latest/developerguide/gamelift-intro.html
https://docs.aws.amazon.com/gamelift/latest/flexmatchguide/match-notification.html
https://docs.aws.amazon.com/gamelift/latest/flexmatchguide/match-notification.html
https://docs.aws.amazon.com/gamelift/latest/developerguide/queue-notification.html
https://docs.aws.amazon.com/gamelift/latest/developerguide/queue-notification.html

Amazon Simple Notification Service

JHeER 7Hol=

A2 B MH[A

AWS AMH[A

AWS IoT Core — AF&X}2| 10T C|HIO|AE CHE
ClHtOlA 2 AWS 2EHRE AH|A0f ¢ Zst=
22l E MHIAE M3ELCt

AWS loT Device Defender — C|HFO|A 8 E
ZEALSIT Q4Z4=l C|HFO|AE D LIE{Rl510d HIA

M50 S5 LXISHD 2o 9IS ety 4

A& LICH

AWS loT Events -
MR Ee 35 HE Alg 2 2LIE>S T of
{2t O|HE7} YME mf BHS ERIHE + 2
&Lch.

AWS loT Greengrass - AWSE E2|% C|[d}O]
AR EES] #eE, BN U T JUsE AE
2IXIE flall FEIREE HS ASSHHA A
! CIo|E{ol CHaH 2EHZ & HE = JUZSF &L
Ct.

71H & MH[A

AWS MH|A

Amazon CodeGuru — 2}0|E o EZ|7|0|Mof|

M HEtY &5 Clo|EE +&lst of ZE]70|
M ds2 0ld z=dete ol =&0| =l Y

Al.ol'o X-II_I_ o|‘|__|EI.

Amazon DevOps Guru — 7|7 & &2 AF83lod
2 oiEe[AH oMol s /MSt= ol =8

Ol El= 28 S&Hs ddgfuch

Amazon SNSO|M AFBSIH AV E £ U= &
AWS |oT Core O|HIEof CHEt Y2 AT
Cl. RFMIEH HE = AWS loT 7Her X} O

dEE FRSML.

Amazon SNS %!

ClHiO|A T S& 2
Ct. XEMISF HE = AWS loT 7HE Rl ot ©
AWS loT Device Defender Zt k| AL 2HE &
Z3ML2.

olHtslmd AEE &

AWS loT Events O|HIEof CHst L2l I
LICH RFMIEF HE = AWS loT Events 7HEF R} ©F
LHA 2| Amazon Simple Notification ServiceE
A SHMQ.

AWS loT Greengrass O|HEO] CHEF L 2IZ =
AlghL|ct. REMIEE HE = AWS loT Greengrass
Version 1 7Y At QLA | SNS HHEEHE & =X
StAlL.

Amazon SNSO|M AIE35IH A2 = U= &=

|4

QIAOIE L &ol AAE S MEFFLICH KA
gt Li&2 Awszt 2| & HEHEA E201A
PagerDuty Amazon DevOps GuruZ 3l Ci 7|

>
]
ro
m
e


https://docs.aws.amazon.com/iot/latest/developerguide/what-is-aws-iot.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-sns-rule.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-HowToHowTo.html
https://docs.aws.amazon.com/iotevents/latest/developerguide/what-is-iotevents.html
https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-other-aws-services.html#iotevents-sns
https://docs.aws.amazon.com/greengrass/v1/developerguide/what-is-iot-greengrass.html
https://docs.aws.amazon.com/greengrass/v1/developerguide/sns-connector.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/what-is-codeguru-profiler.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/working-with-recommendation-reports.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/working-with-recommendation-reports.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://aws.amazon.com/blogs/mt/deliver-ml-powered-operational-insights-to-your-on-call-teams-via-pagerduty-with-amazon-devops-guru/
https://aws.amazon.com/blogs/mt/deliver-ml-powered-operational-insights-to-your-on-call-teams-via-pagerduty-with-amazon-devops-guru/

Amazon Simple Notification Service IR 740l =
AWS AMH|A Amazon SNSO| M ALESHH A2 5= = 5i|EH
Sl Elof ML 7|8l 2 QIAIO|IE ASE &=

Amazon Lookout for Metrics — Cl|O|E{0{| A O] At
:LE 2olg metstod Al&SHH RXIE

Amazon Rekognition — OHZ 2|7i[0|440d 0|0 x|

g HC|e 248 &7HE 4+ gL

FEfREob T RE

=HAq 7<|:||7|. gl-gil %ﬁEol =740

1

£ ol 2 x|EL|Ct.

e

2] W A A

AWS MH|A

AWS Chatbot— A Z E Qo4 71} El0| Amazon
Chime ! Slack MBS AI&35lo{ EEIREL
2 oHEE 2LIE{&5t1 0]o] I:Hc,%F 2
-

o
£ #fLCt DevOps AWS

AWS CloudFormation - AWS @I 2} HiE
AEHCHZ gt
&LICt.

of]

=
=
S MY Y Z2HE £

AWS CloudTrail — AF2XF2| AWS H X &S0
CHet O|HE 7|82 ME¢&LCt

SHAAL.

o|&tof CHEE Bl sAIEILICH RIME HE=
Amazon Lookout for Metrics 7H2f X} FL{ A 2]
Lookout for Metrics2} & 74 Amazon SNS At

HESIAML.

|ofo
fjo

L

Y Zotol CHEr L3S s AFLICH XEAEHE

Amazon Rekognition 7H&f Xt PHLIM Q| &

7
HIC|2 B4 20 =S HZshMR.

o
=
—

P HL FO

o A
gralg =4l

o|o|&{ Z&flof 2i|o|= 0| X[HE|H
grLICH REAIBH LI 2 Amazon SageMaker 7H
2 AF oHLiAfo] AEE|Y B0l X1 Bred MY

(=2

2 AT,

Amazon SNSO| A Al | =4

|

rr
ol

2= o A
ot A2 =

>

HEIEol Z2lg M srich RS HEE=

AWS Chatbot £ 2|X} 7FO|= 2] AWS Chatbot

12 HZstHe.

M
>

0
|0

AEHO| A E| T QJH|O|EE|H 2EIS £ AI5t
LICt RIM8t 2 E = AWS CloudFormation At

A M 2| AWS CloudFormation AEH 44 M

=
S Hzsthe.

[0 olo

Amazon S3 HZ!0ll A 23 122 CloudTrai

| AAIER M &3S graL|ct RHAME L8 2
AWS CloudTrailAt& AHA{L| Amazon SNS &
2 742 XS AR, CloudTrail

el & HHEAA


https://aws.amazon.com/blogs/mt/deliver-ml-powered-operational-insights-to-your-on-call-teams-via-pagerduty-with-amazon-devops-guru/
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/lookoutmetrics-welcome.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-sns.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-sns.html
https://docs.aws.amazon.com/rekognition/latest/dg/what-is.html
https://docs.aws.amazon.com/rekognition/latest/dg/video-notification-payload.html
https://docs.aws.amazon.com/rekognition/latest/dg/video-notification-payload.html
https://docs.aws.amazon.com/sagemaker/latest/dg/whatis.html
https://docs.aws.amazon.com/sagemaker/latest/dg/sms-streaming-create-job.html
https://docs.aws.amazon.com/sagemaker/latest/dg/sms-streaming-create-job.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/setting-up.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/setting-up.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-add-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-add-tags.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/WhatIsCloudWatch.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html

Amazon Simple Notification Service

JHeER 7Hol=

AWS MH[A

Amazon CloudWatch — A& &Q1 AWS 2|4
ot o ZZ|7|o|ME AWS AA|ZtoZ

DL E4Eo'
gfLict
AWS Config - AWS HHoi = AWS E|4 A9

T8 XtAMI5| 20iELICt.

AWS Control Tower - &t A8 S
£ O3 A AWS B2 MdstT 2l
l&LICt.

=

A
T

M

ok

AWS License Manager - AWS 2 2= g|0/&

23 Tiho 2 ~AZEQo 2 YUMol Ax

Efjoi 2to|MaE Y #Elste Ol ==0| E
LICH.

AWS Service Catalog - IT 22[X7t &QIE! &
-.g-og AAME ;\TI;EEE|OE AAd gl J—.d_Elgl_
7Ho|s}5| I E40{ A J;P._%,_F K= o] HA| A

=
[
= A& LI

AWS Systems Manager - AWSO{|AM QIZ 2} &
golstn Mo{g = A&t

Amazon SNSO|AM ALE3HEH U2 + U= &=

A8 MEfI HEEH o F
Mgt LHE 2 Amazon AHE
CloudWatch BE AIS
CloudWatch

2laA7F 4H|0|EE[7{LE AWS Configoil M 2|
A 20| CHSH AFR X RIE = BEE 7ale
Gote M SRS sAIRLCH XME HE=
AWS Config 7HZ X} 2HLHA{ 2| AWS Config 0| A

SNS TX‘HE $E|L oI-EI I:ll __I.LA-| oI-E |:|=|7=1
2LE 0E HEstMR.

il
I8 & 28 —f—t'i*l—l P HHl st o
= AWS Control Tower AH& M AMO| Amazon
Simple Notification ServiceE S5 &2 FME
A SHMQ.

License Manager €& 2! 211 2l
KM LI 2 License Manager AME HEM
9| License Manager2| A% 2 AWSZHE| & A

H{iclA 229 AWS License Manager 2 2
QIACE MMHZ FZsHAA L.

ServiceNow

A= O|HIEOf CHEt A2 4 AlBHLICH REAIE
HEE MH|A FHEF 2T 22X} 7H0|=E 2] AWS
Service Catalog notification constraints( & Al
oF 7<|7;|)E A XSHA L.

PP O| o Efol| CHEH L&l s AIELICH REAl
8t ME = AWS Systems Manager A2 A&

Mo| Amazon SNS 2 ZIZ Al
FEf 948 2 LIE{2

85104 Systems

Manager 4 HESIM L.

el & HHEAA


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.aws.amazon.com/config/latest/developerguide/notifications-for-AWS-Config.html
https://docs.aws.amazon.com/config/latest/developerguide/example-sns-notification.html
https://docs.aws.amazon.com/config/latest/developerguide/example-sns-notification.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/sns.html
https://docs.aws.amazon.com/controltower/latest/userguide/sns.html
https://docs.aws.amazon.com/license-manager/latest/userguide/license-manager.html
https://docs.aws.amazon.com/license-manager/latest/userguide/settings.html
https://docs.aws.amazon.com/license-manager/latest/userguide/settings.html
https://aws.amazon.com/blogs/mt/servicenow-incidents-for-license-manager/
https://aws.amazon.com/blogs/mt/servicenow-incidents-for-license-manager/
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/constraints-notification.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/constraints-notification.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/monitoring-sns-notifications.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/monitoring-sns-notifications.html

Amazon Simple Notification Service

JHeER 7Hol=

O|C|o4 MH|A

AWS MH|A

Amazon Elastic Transcoder — Amazon S301 X
st Olc|od otLdE AH|XF A ClHEO|A0f E

R FAlo| DCfof oYUz BEte o U&LICH

oto|zeo|M & M& MH[A

AWS MH[A

AWS Application Discovery Service - 2 Z g0

A Mol CHEt AF8 & 72 Cl|lO|E{ & =& Stod
AWS ZCIREZ9| noto|adolME A& TS
K| gt

AWS Database Migration Service — 2 Z2|0|A
CilO|E{H| O] A0 A AWS EEIRE 2 H|O|EE
oro|zzai|o|MErL|Ct.

AWS Snowball— 22| AE2|X| C|HIO|AE
AM2735t04 Amazon S32F 2A0|E H|0|E{ AE
2| X| @|x| Ztoll CHEF | TI|O|E{ & faster-than-
internet W& £ T 2 M& g LI|CH.

Amazon SNSOAM ALE 3t A2 = U= &=

A MENT7 HEE|H A2 = AELICH KA
8t M2 = Amazon Elastic Transcoder 7Hgf &}

OHLHAIS) BHof AlEl OIS B ESHMIR.

Amazon SNSO|M AI235IH dg + QU

rr
el

B
AWS CloudTrail2 S3lf O|HIEof CHEh &
22 AL RHAME HE = Applicati
on Discovery Service AF& A AM2| AWS
CloudTrail 2 Application Discovery Service API

55 22 AxsML.

SH QIAEIATE MME|HLE AKX El= S92
AWS DMS O|HIE 7} dh gl ] RS +AlE
LIt REMISH S E = AWS Database Migration
Service At& AH M0 M AWS Database
Migration Service2| O|HIE ol Qr 2 A4S H A
M.

Snowball 2t 4ol CiEF & ES 4 algfL(Ct REA

B HEEOS A2 & HEtM 2.

M
ol
lad

AWS Snowball AH& MH 2| Snowball & &

5E7Al: AWS Snowball Edge 7HE!AF OFLY A 0]

M el 71 M5 M

5EHAH|: AWS Snowcone AF2 AEHAMOIA L2
7|2 M3 MEH

glciod


https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/introduction.html
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/notifications.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/what-is-appdiscovery.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/dms/latest/userguide/Introduction.html
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Events.html
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Events.html
https://docs.aws.amazon.com/snowball/latest/ug/whatissnowball.html
https://docs.aws.amazon.com/snowball/latest/ug/notifications.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/setup-notifications.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/setup-notifications.html
https://docs.aws.amazon.com/snowball/latest/snowcone-guide/setup-notifications.html
https://docs.aws.amazon.com/snowball/latest/snowcone-guide/setup-notifications.html

Amazon Simple Notification Service IR 740l =
HEXZ L 2EH= ME MH|A
AWS MH|A Amazon SNSO| M ALESHH A2 5= = 5i|EH

Amazon AP| Gateway — T+ 201l 42tQi0| Xt&
REST 2! WebSocket APIE 44435t 1
A/\ = L’l El-

Amazon CloudFront —.html, .css, .php, O|O|X]|
ol OjCjo] mtedat 22 A Al 53 3 ZEl=

O|HiZz £ & LI

AWS Direct Connect — £&
7Aol2g &3l LY HERIE AWS Direct
Connect | x|0f HAZ2& &= U&LICH

ol ZAR

Elastic Load Balancing - € O|4&2| 718 ¥4of|
M Amazon EC2 °._|éE._‘|ﬁ, ol IP A B
o2 CHAtoll ZX =AlE|E EBEE RS2 2
A i

Amazon Route 53 - TH|2l S5, DNS 2| &
E_J éI'EH I ol k=1 x.||_._ol-|__||:|._

= =

Amazon Virtual Private Cloud(Amazon VPC) -
A}Rxm Holst 714 HIEQZZ AWS ElAA

AlEHE & &Lt

Wi & 4

API Gateway
AEFLICH REAIEH
eFLiM el Rt &
REST API &lE

+| HAE HAIXIE =
I Gateway 7H&t &}
= API Gateway

|;‘T’;
St &4
I_o
M: AW
=z
|

WS
SEI |

XHE X|Eof [HE ZE7F & MsH
8 L|C}H CloudFront AFA|SH LIS

CloudFront 7&K} QHLHA{ o 2 2l
otz MM S HXHAMAI.

4> rlo 2
> >

3

)

N

o

=]

AWS Direct Connect @1Z22| AE
= A8 4E|E HE5H g 7S =4AIELIct.
KEMIEH LH2 2 AWS Direct Connect/\}% AMEAM
9| AWS Direct Connect 912 ZL|E{Z [

CloudWatch 7ZdHd AHA=S 7': '|.AIA|O

ST SS= A0

3y OHIE O CHaH Moet 2o &
AR LCH REMIEF L2 284

= i ] AR AdDdA{o| 2= uHad Aof| CHEF
CloudWatch Z& MMdg &

F>|
Q'I_l
| el
Rl
to

FOI AEN7F HIH A [ Amazon

QIEHO|A AEXZCIENM & M5t= 7 Of

HIEOf CHEt RIS s AMELICH RIME HEE

Amazon VPC At& MEAMO| AIE X QIE MH|A
ol CHEF A 2| MM 5 HEIE HESAMR

E
am
=)
rH
ro
[
[l
of

20


https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/getting-started-aws-proxy.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/getting-started-aws-proxy.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/receiving-notifications.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/receiving-notifications.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/monitoring-cloudwatch.html#creating-alarms
https://docs.aws.amazon.com/directconnect/latest/UserGuide/monitoring-cloudwatch.html#creating-alarms
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-cloudwatch-metrics.html#create_cw_alarms
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-health-checks.html#monitoring-sns-notification-procedure
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-health-checks.html#monitoring-sns-notification-procedure
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/create-notification-endpoint-service.html
https://docs.aws.amazon.com/vpc/latest/userguide/create-notification-endpoint-service.html

Amazon Simple Notification Service

JHeER 7Hol=

Hoh A7 W W AH F4 Muls

AWS AMH[A

AWS Directory Service — CHE AWS A{H|A 04| A
Microsoft Active Directory(AD)E AIEE += U

£ E7Hx| $HE MSELIc

Amazon GuardDuty — AF& X AWS EHZE0{| A

= == =
Alssts o 20| Els X|SX0l Kot oL |E

=
22 MSELICH

Amazon Inspector - Amazon EC2 QIAEIA 9
HERT HMA 7t sHE QIARANM
A™dE|= ofEE(7H 0| 2ot & EE EHIAEF

L|Ct.

AWS Security Hub - AWS E 9 HAIE XIS &}

=
ot Hob g2l Y S L

MHEHE|A MH|A

AWS MH|A

Amazon DynamoDB - O] 2t M zH2[% NoSQL

CilO|E{H| Ol A MH[A0 A P& T £ & Hnt &7

=1 ol & 7tsE 952

Amazon SNSO|M AFBSIH AV E £ U= &

Ir

CIHE{Z| &Ef7t bbE [ O|HY E= HAE
(SMS) HIAIX|E s=AIEFLICH RtMEH HE=
AWS Directory Service # 2| StLIAM S| C|HE{ 2|

SE B FEE HZEsHMR.

ol

ME 2 ES= Ao |3, 7|E Aot 3o Cf
gt Yool A 7|EF 7|5 ¥HEo Cist x[4l
er2lZ s alghL|ch REMIEH LI Amazon
GuardDuty A& GuardDuty A& M| = K| SNS

=S FHE HEstAAIR.

=
—
m]

m

Amazon Inspector O|HIE 0| CHEF L EIS s 4IF
LICH XFMIEH M2 = Amazon Inspector AFHE A
H M 2| Amazon Inspector & 2l0 CHEF SNS F

M AEEE HxstAMR.

=7t HE E= M8 SXIE AWS Security
Hub ZIEE == EF0of CHst g3l2 x5
01 AWS Security Hub 3 x| At&ol| CHEH 22l
#Ho M. RtMIEH LIE 2 Amazon SNSZE AWS
Security Hub S X| Ale 252 & ZFHMIR.

Amazon SNSO|M AIE35IH A2 = U= &=

S X #HE| O|HETL drdle m SEIS s=AEL
Ct. XkMI8t 2 &= Amazon DynamoDB 74k}
OtLHM 2| DAX S{AE AN ALK XIM2 &

Z5HMIL.

HT
0
bl
o
o
0%

o
4l
0X
B
4>

21


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/what_is.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_enable_notifications.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_enable_notifications.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_sns.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_sns.html
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_introduction.html
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_assessments.html#sns-topic
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_assessments.html#sns-topic
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-announcements.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-announcements.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DAX.cluster-management.html#DAX.cluster-management.custom-settings
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https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-targets.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-targets.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/sns-notifications.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/sns-notifications.html
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/efs/latest/ug/monitoring_automated_manual.html#monitoring_automated_tools
https://docs.aws.amazon.com/efs/latest/ug/monitoring_automated_manual.html#monitoring_automated_tools
https://docs.aws.amazon.com/amazonglacier/latest/dev/introduction.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/configuring-notifications.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/configuring-notifications.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ways-to-add-notification-config-to-bucket.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ways-to-add-notification-config-to-bucket.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-metrics.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-metrics.html
https://docs.aws.amazon.com/snowball/latest/ug/whatissnowball.html
https://docs.aws.amazon.com/snowball/latest/ug/notifications.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/setup-notifications.html
https://docs.aws.amazon.com/snowball/latest/developer-guide/setup-notifications.html
https://docs.aws.amazon.com/snowball/latest/snowcone-guide/setup-notifications.html
https://docs.aws.amazon.com/snowball/latest/snowcone-guide/setup-notifications.html
https://aws.amazon.com/blogs/aws/subscribe-to-aws-daily-feature-updates-via-amazon-sns/
https://aws.amazon.com/blogs/aws/subscribe-to-aws-daily-feature-updates-via-amazon-sns/
https://aws.amazon.com/blogs/aws/subscribe-to-aws-daily-feature-updates-via-amazon-sns/
https://docs.aws.amazon.com/general/latest/gr/aws-ip-ranges.html
https://docs.aws.amazon.com/general/latest/gr/aws-ip-ranges.html#subscribe-notifications
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https://docs.aws.amazon.com/general/latest/gr/aws-ip-ranges.html#subscribe-notifications
https://aws.amazon.com/blogs/aws/subscribe-to-aws-public-ip-address-changes-via-amazon-sns/
https://aws.amazon.com/blogs/aws/subscribe-to-aws-public-ip-address-changes-via-amazon-sns/
https://aws.amazon.com/event-driven-architecture/
https://aws.amazon.com/blogs/compute/event-driven-computing-with-amazon-sns-compute-storage-database-and-networking-services/
https://aws.amazon.com/blogs/compute/event-driven-computing-with-amazon-sns-compute-storage-database-and-networking-services/
https://aws.amazon.com/blogs/compute/enriching-event-driven-architectures-with-aws-event-fork-pipelines/
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
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https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
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https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/getting-started.html#chime-setup
https://docs.aws.amazon.com/chatbot/latest/adminguide/getting-started.html#slack-setup
https://docs.aws.amazon.com/chatbot/latest/adminguide/related-services.html
https://aws.amazon.com/blogs/mt/deliver-ml-powered-operational-insights-to-your-on-call-teams-via-pagerduty-with-amazon-devops-guru/
https://aws.amazon.com/blogs/mt/deliver-ml-powered-operational-insights-to-your-on-call-teams-via-pagerduty-with-amazon-devops-guru/
https://aws.amazon.com/blogs/mt/deliver-ml-powered-operational-insights-to-your-on-call-teams-via-pagerduty-with-amazon-devops-guru/
https://docs.aws.amazon.com/chatbot/latest/adminguide/related-services.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/related-services.html
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
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https://aws.amazon.com/
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https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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using System;

using System.Threading.Tasks;

using Amazon.SimpleNotificationService;
using Amazon.SimpleNotificationService.Model;

/// <summary>
/// This example shows how to use Amazon Simple Notification Service

/// (Amazon SNS) to add a new Amazon SNS topic.

/// </summary>
public class CreateSNSTopic

{

public static async Task Main()

{

string topicName = "ExampleSNSTopic";

IAmazonSimpleNotificationService client = new

AmazonSimpleNotificationServiceClient();

/17
/17
/17
/17
/17
/17
/17

returns>

var topicArn = await CreateSNSTopicAsync(client, topicName);
Console.WritelLine($"New topic ARN: {topicArn}");

<summary>

Creates a new SNS topic using the supplied topic name.

</summary>

<param name='"client">The initialized SNS client object used to

create the new topic.</param>

<param name="topicName">A string representing the topic name.</param>
<returns>The Amazon Resource Name (ARN) of the created topic.</

public static async Task<string>
CreateSNSTopicAsync(IAmazonSimpleNotificationService client, string topicName)

{

var request = new CreateTopicRequest

{
Name = topicName,
13

var response = await client.CreateTopicAsync(request);

return response.TopicArn;
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/// <summary>
/// Create a new topic with a name and specific FIFO and de-duplication
attributes.

/// </summary>

/// <param name="topicName">The name for the topic.</param>

/// <param name="useFifoTopic">True to use a FIFO topic.</param>

/// <param name="useContentBasedDeduplication">True to use content-based de-
duplication.</param>

/// <returns>The ARN of the new topic.</returns>

public async Task<string> CreateTopicWithName(string topicName, bool
useFifoTopic, bool useContentBasedDeduplication)

{
var createTopicRequest = new CreateTopicRequest()
{
Name = topicName,
};
if (useFifoTopic)
{
// Update the name if it is not correct for a FIFO topic.
if (!topicName.EndsWith(".fifo"))
{
createTopicRequest.Name = topicName + ".fifo";
}
// Add the attributes from the method parameters.
createTopicRequest.Attributes = new Dictionary<string, string>
{
{ "FifoTopic", "true" }
};
if (useContentBasedDeduplication)
{
createTopicRequest.Attributes.Add("ContentBasedDeduplication",
"true");
}
}

AWS SDK 38



Amazon Simple Notification Service IR 740l =

var createResponse = await
_amazonSNSClient.CreateTopicAsync(createTopicRequest);
return createResponse.TopicAzrn;

« API M5 HE = AWS SDK for .NET API CreateTopicE =& EHZ5HAAIL.

C++

SDK for C++

® Note
M LH2e ct21t 24U CH GitHub. AWS ZE oA 2| ZX|EZ[oM MA| of| K=
A& O H

A0 MY L AMSE SHS HYENS.

//! Create an Amazon Simple Notification Service (Amazon SNS) topic.
s
\param topicName: An Amazon SNS topic name.
\param topicARNResult: String to return the Amazon Resource Name (ARN) for the
topic.
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::SNS::createTopic(const Aws::String &topicName,
ws::String &topicARNResult,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
ws: :SNS::SNSClient snsClient(clientConfiguration);

ws::SNS::Model::CreateTopicRequest request;
request.SetName(topicName);

const Aws::SNS::Model::CreateTopicOutcome outcome =
snsClient.CreateTopic(request);

if (outcome.IsSuccess()) {
topicARNResult = outcome.GetResult().GetTopicArn();
std::cout << "Successfully created an Amazon SNS topic " << topicName
<< " with topic ARN '" << topicARNResult
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<< "' " << std::endl;
}
else {
std::cerr << "Error creating topic " << topicName << ":" <<
outcome.GetError().GetMessage() << std::endl;
topicARNResult.clear();
}

return outcome.IsSuccess();

« APl M5 HE = AWS SDK for C++ API CreateTopicRI =& FHZASHAAIL.

CLI

AWS CLI
SNS FX|& MA5te{H

Ct= create-topic MMM E my-topicOl2t= SNS FME et

aws sns create-topic \
--name my-topic

=e2d.
= 1.
{
"ResponseMetadata": {
"RequestId": "1469e8d7-1642-564e-b85d-al9b4b341183"
1,
"TopicArn": "arn:aws:sns:us-west-2:123456789012:my-topic"
}
RrAlE LHE2 AWS BHEE CIEH 0|A A HBE XM 2| Amazon SQS & Amazon SNSOI[A

AWS HHE 0 MIOIA AEE BEFAAIRL.

« APl M|f HE = AWS CLI B CreateTopicH T & HZSHAAIL.
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Go

SDK for Go V2

of| A &relgr 4= GitHub & LICH AWS ZE oA 2| Z K| E 2|l HA|

YHE HIHEM L.

// SnsActions encapsulates the Amazon Simple Notification Service (Amazon SNS)
actions

// used in the examples.

type SnsActions struct {
SnsClient *sns.Client

}

// CreateTopic creates an Amazon SNS topic with the specified name. You can
optionally
// specify that the topic is created as a FIFO topic and whether it uses content-
based
// deduplication instead of ID-based deduplication.
func (actor SnsActions) CreateTopic(topicName string, isFifoTopic bool,
contentBasedDeduplication bool) (string, error) {
var topicArn string
topicAttributes := map[string]string{}
if isFifoTopic {
topicAttributes["FifoTopic"] = "true"
}
if contentBasedDeduplication {
topicAttributes["ContentBasedDeduplication"] = "true"

}

topic, err := actor.SnsClient.CreateTopic(context.TODO(), &sns.CreateTopicInput{
Name: aws.String(topicName),

Attributes: topicAttributes,

1)

if err !'= nil {

log.Printf("Couldn't create topic %v. Here's why: %v\n", topicName, err)
} else {

AWS SDK
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topicArn = *topic.TopicArn

}

return topicArn, err

}

« API M|§ HE = AWS SDK for Go API CreateTopicREI =& & ZESFMAIR

Java

SDK for Java 2.x

® Note
AHAIEH L2 ctgat ZaLich GitHub. AWS ZE ol|&| 2lZ x| E 2ol & of| &=
31 MY 9 AHEE $HS AR

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.sns.SnsClient;

import software.amazon.awssdk.services.sns.model.CreateTopicRequest;
import software.amazon.awssdk.services.sns.model.CreateTopicResponse;
import software.amazon.awssdk.services.sns.model.SnsException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/
public class CreateTopic {

public static void main(String[] args) {
final String usage = """

Usage: <topicName>

Where:
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topicName - The name of the topic to create (for example,
mytopic).

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String topicName = args[Q];
System.out.println("Creating a topic with name: " + topicName);
SnsClient snsClient = SnsClient.builder()
.region(Region.US_EAST_1)
.build();

String arnVal = createSNSTopic(snsClient, topicName);
System.out.println("The topic ARN is" + arnVal);
snsClient.close();

public static String createSNSTopic(SnsClient snsClient, String topicName) {
CreateTopicResponse result;

try {
CreateTopicRequest request = CreateTopicRequest.builder()
.name(topicName)
.build();

result = snsClient.createTopic(request);
return result.topicArn();

} catch (SnsException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

}

return

mim,
’

« APl M| HEE AWS SDK for Java 2.x API CreateTopicZ =& 2 X5 AA|2.
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JavaScript (v3) & SDK

&LICH GitHub AWS ZE o A| 2|ZX|EZ|0M TA| | AIE &1 A
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£ HIEAM2.

Hro| Z=0AM 2Et0|AUEE dgstn LHEHL|CH

SDK 2! 22l0|¢E B &

import { SNSClient } from "@aws-sdk/client-sns";

// The AWS Region can be provided here using the ‘region” property. If you leave
it blank

// the SDK will default to the region set in your AWS config.

export const snsClient = new SNSClient({});

7tX{21 APIE S &&LCH

mjo

import { CreateTopicCommand } from "eaws-sdk/client-sns";
import { snsClient } from "../libs/snsClient.js";

/**
* @param {string} topicName - The name of the topic to create.
*/
export const createTopic = async (topicName = "TOPIC_NAME") => {
const response = await snsClient.send(
new CreateTopicCommand({ Name: topicName }),

);

console.log(response);

// A

//  '$metadata’: {

// httpStatusCode: 200,

// requestId: '087b8ad2-4593-50c4-a496-d7e90b82cf3e’,
// extendedRequestId: undefined,
// cfId: undefined,

// attempts: 1,

// totalRetryDelay: 0

// Y,
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// TopicArn: 'arn:aws:sns:us-east-1:xXxXXXXxxxxxx:TOPIC_NAME'

/73

return response;

};

« RtMIEF HEE AWS SDK for JavaScript 7HENAF OFLHMHE R ESHAAIL.
« API M| HE = AWS SDK for JavaScript API CreateTopic2ZE & X 5HAAI2.
Kotlin
SDK for Kotlin
(@ Note
AEMIEH LI 2 ctS 1 Z&LCt GitHub. AWS ZE oA 2| Z X|E 2|0l M| x| E
310 MY Al A™stE HHE HIEM L.

suspend fun createSNSTopic(topicName: String): String {

val request = CreateTopicRequest {
name = topicName

}

SnsClient { region = "us-east-1" }.use { snsClient ->
val result = snsClient.createTopic(request)
return result.topicArn.toString()

}

« API M|¥ HE £ Kotlin APIZAWS SDK HHHAE & ZSHMIL CreateTopic.
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PHP

SDK for PHP

@® Note
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= X
=

A oM E A MY X A™dstE S HIKIEAMR.

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Create a Simple Notification Service topics in your AWS account at the
requested region.
*
* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/
guide_credentials.html

*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$topicname = 'myTopic';

try {
$result = $SnSclient->createTopic([
"Name' => $topicname,
1D;
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());
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« RtMIE HE = AWS SDK for PHP 7HEH A} OHLHME EZSHAAIL.
« API M|¥ HE = AWS SDK for PHP API CreateTopic2 & & XS AAIL.
Python
SDK for Python(Boto3)
® Note
REMEH LI 2 ctsa ZH&aLCh GitHub. AWS ZE oAl 2| Z x| E 2|0l H&l| & E
31 Y L Adsts WS HI/IEAMR.

class SnsWrapper:
"""Encapsulates Amazon SNS topic and subscription functions."""

def __init_ (self, sns_resource):

:param sns_resource: A Boto3 Amazon SNS resource.

self.sns_resource = sns_resource

def create_topic(self, name):

Creates a notification topic.

:param name: The name of the topic to create.
:return: The newly created topic.
try:
topic = self.sns_resource.create_topic(Name=name)
logger.info("Created topic %s with ARN %s.", name, topic.arn)
except ClientError:
logger.exception("Couldn't create topic %s.'", name)
raise
else:
return topic
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« AP0 CHBF RFAM[EH LHE 2 T}HO[#MAWS SDK (Boto3) APl HIIHHAE R X 35HAAIR
CreateTopic.
Ruby

SDK for Ruby

(@ Note
AEMIEE LHE 2 o47|0f| A & elEr £~ U&LICE GitHub AWS ZE Oof|A| 2[Z X|E 2|04 M

A oM E A MY & A™dsteE S HIKIEAMR.

It

# This class demonstrates how to create an Amazon Simple Notification Service
(SNS) topic.
class SNSTopicCreator
# Initializes an SNS client.
#
# Utilizes the default AWS configuration for region and credentials.
def initialize
@sns_client = Aws::SNS::Client.new
end

# Attempts to create an SNS topic with the specified name.
#
# @param topic_name [String] The name of the SNS topic to create.
# @return [Boolean] true if the topic was successfully created, false
otherwise.
def create_topic(topic_name)
@sns_client.create_topic(name: topic_name)
puts "The topic '#{topic_namel}' was successfully created."
true
rescue Aws::SNS::Errors::ServiceError => e
# Handles SNS service errors gracefully.
puts "Error while creating the topic named '#{topic_name}': #{e.messagel}"
false
end
end
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# Example usage:
if $PROGRAM_NAME == _ FILE__
topic_name = "YourTopicName" # Replace with your topic name
sns_topic_creator = SNSTopicCreator.new
puts "Creating the topic '#{topic_name}'..."
unless sns_topic_creator.create_topic(topic_name)
puts "The topic was not created. Stopping program."
exit 1
end
end

« KtMISH HEE AWS SDK for Ruby 7HEf R} OFHLHAME BRI X SHAAIL.
« AP| M| HE = AWS SDK for Ruby API CreateTopic2 ZE & ZEFHAAIL.
Rust
SDK for Rust
(® Note
REME L2 ch2a Z&LICh GitHub. AWS ZE oAl 2| Z X|E 2|0l HA oM E
xl- -|7C-I [m] H

3 deiots WS HIHEMLR.

async fn make_topic(client: &Client, topic_name: &str) -> Result<(), Error> {
let resp = client.create_topic().name(topic_name).send().await?;

println!(
"Created topic with ARN: {}",
resp.topic_arn().unwrap_or_default()

);

0k(())

« APIO| CHEH RLMIEH L8 2 Rust&AWS SDK API Bl HEHAE EZ5H4 Al CreateTopic.
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SAP ABAP
SDK for SAP ABAP

= oA 2lZX|E 2|0l A

(® Note
KtMIEH LI 2 0470l & QlE = U&LICE GitHub AWS 3
MZES gl Alslsl= diE S HiQ|E M| S.

MM oM E & dY &A™

= iv_topic_name ). " oo_result

TRY.
oo_result = lo_sns->createtopic( iv_name
is returned for testing purposes. "
MESSAGE 'SNS topic created' TYPE 'I'
CATCH /awsl/cx_snstopiclimitexcdex.
. You have reached the maximum

MESSAGE 'Unable to create more topics
number of topics allowed.' TYPE 'E'.

ENDTRY.
« API M|E HE = SAPEAWS SDK ABAP API & X E 2t x5 &l A|2 CreateTopic.
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* Email/Email-JSON
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« AWS Lambda
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AWS SDK for .NET

(® Note
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/// <summary>

/// Delete a topic by its topic ARN.

/// </summary>

/// <param name="topicArn">The ARN of the topic.</param>
/// <returns>True if successful.</returns>

public async Task<bool> DeleteTopicByArn(string topicArn)

{
var deleteResponse = await _amazonSNSClient.DeleteTopicAsync(
new DeleteTopicRequest()
{
TopicArn = topicAzrn
18
return deleteResponse.HttpStatusCode == HttpStatusCode.OK;
}

« APl M| HEE AWS SDK for .NET API DeleteTopicZ ZE R X5 AA|2.
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https://docs.aws.amazon.com/sdkref/latest/guide/creds-config-files.html
https://docs.aws.amazon.com/sdkref/latest/guide/creds-config-files.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3/cross-service/TopicsAndQueues#code-examples
https://docs.aws.amazon.com/goto/DotNetSDKV3/sns-2010-03-31/DeleteTopic
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//! Delete an Amazon Simple Notification Service (Amazon SNS) topic.
A
\param topicARN: The Amazon Resource Name (ARN) for an Amazon SNS topic.
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::SNS::deleteTopic(const Aws::String &topicARN,

const Aws::Client::ClientConfiguration
&clientConfiguration) {

ws: :SNS::SNSClient snsClient(clientConfiguration);

ws: :SNS::Model: :DeleteTopicRequest request;
request.SetTopicArn(topicARN);

const Aws::SNS::Model::DeleteTopicOutcome outcome =
snsClient.DeleteTopic(request);

if (outcome.IsSuccess()) {

std::cout << "Successfully deleted the Amazon SNS topic " << topicARN <<

std::endl;
}
else {
std::cerr << "Error deleting topic " << topicARN << ":" <<
outcome.GetError().GetMessage() << std::endl;
}

return outcome.IsSuccess();

« API M2 HE = AWS SDK for C++ API DeleteTopicEH ZE XM AIL.
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp/example_code/sns#code-examples
https://docs.aws.amazon.com/goto/SdkForCpp/sns-2010-03-31/DeleteTopic
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AWS CLI
SNS FXIE ArA|stE{H
CtZ delete-topic OiAo M= X|HE SNS FXIE AMA[EFLIC
aws sns delete-topic \
--topic-arn "arn:aws:sns:us-west-2:123456789012:my-topic"
O BH2 £ 2 MYstX| et&Lct
« API M5 HE= AWS CLI B3 DeleteTopicR ZE FHESHAAIL.
Go
SDK for Go V2
(® Note
REAME LHE 2 ol M &elg == GitHub U&LICH AWS ZE oA 2[Z X E 2|0 A
oM[E &1 MY U st WHE 2N L.

// SnsActions encapsulates the Amazon Simple Notification Service (Amazon SNS)
actions

// used in the examples.

type SnsActions struct {
SnsClient *sns.Client

}

// DeleteTopic delete an Amazon SNS topic.
func (actor SnsActions) DeleteTopic(topicArn string) error {
_, err := actor.SnsClient.DeleteTopic(context.TODO(), &sns.DeleteTopicInput{
TopicArn: aws.String(topicArn)})
if err !'= nil {
log.Printf("Couldn't delete topic %v. Here's why: %v\n", topicArn, err)

AWS SDK
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sns/delete-topic.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2/workflows/topics_and_queues#code-examples
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}

return err

}

« APl M2 HE = AWS SDK for Go API DeleteTopicI =& & ZtA AL,

Java

SDK for Java 2.x

M LH2e ct21t 24U CH GitHub. AWS ZE oA 2| ZX|EZ[oM MA| of| K=
A& O H

F
Y A ddliste HS HIHEM L.

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.sns.SnsClient;

import software.amazon.awssdk.services.sns.model.DeleteTopicRequest;
import software.amazon.awssdk.services.sns.model.DeleteTopicResponse;
import software.amazon.awssdk.services.sns.model.SnsException;

/**

*

*

*

*

*

*

Before running this Java V2 code example, set up your development
environment, including your credentials.

For more information, see the following documentation topic:

https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-

started.html

*/

public class DeleteTopic {

public static void main(String[] args) {
final String usage = """

Usage: <topicArn>

Where:
topicArn - The ARN of the topic to delete.

min o,
’

AWS SDK
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https://pkg.go.dev/github.com/aws/aws-sdk-go-v2/service/sns#Client.DeleteTopic
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/sns#readme
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if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String topicArn = args[Q];

SnsClient snsClient = SnsClient.builder()
.region(Region.US_EAST_1)
.build();

System.out.println("Deleting a topic with name: " + topicAzn);
deleteSNSTopic(snsClient, topicArn);
snsClient.close();

}
public static void deleteSNSTopic(SnsClient snsClient, String topicArn) {
try {
DeleteTopicRequest request = DeleteTopicRequest.builder()
.topicArn(topicAzrn)
.build();

DeleteTopicResponse result = snsClient.deleteTopic(request);
System.out.println("\n\nStatus was " +
result.sdkHttpResponse().statusCode());

} catch (SnsException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

« APl M1 HEE AWS SDK for Java 2.x API DeleteTopic2 =& 2 X5 AA|2.
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import { SNSClient } from "@aws-sdk/client-sns";

// The AWS Region can be provided here using the ‘region” property. If you leave
it blank

// the SDK will default to the region set in your AWS config.

export const snsClient = new SNSClient({});

7tX{21 APIE S &&LCH

mjo

import { DeleteTopicCommand } from "eaws-sdk/client-sns";
import { snsClient } from "../libs/snsClient.js";

/**
* @param {string} topicArn - The ARN of the topic to delete.
*/
export const deleteTopic = async (topicArn = "TOPIC_ARN") => {
const response = await snsClient.send(
new DeleteTopicCommand({ TopicArn: topicArn }),

);

console.log(response);

// A

//  '$metadata’: {

// httpStatusCode: 200,

// requestId: 'al@e2886-5a8f-5114-af36-75bd39498332",
// extendedRequestId: undefined,
// cfId: undefined,

// attempts: 1,

// totalRetryDelay: 0

// %

AWS SDK
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3/example_code/sns#code-examples
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// 3
};

« RtMIEF HEE AWS SDK for JavaScript 7HENAF OFLHMHE R ESHAAIL.

o1
« API M5 HE = AWS SDK for JavaScript API DeleteTopic2t ZE & ZE5HAAIL.

Kotlin

SDK for Kotlin

(® Note
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32 HIE M.

suspend fun deleteSNSTopic(topicArnVal: String) {

val request = DeleteTopicRequest {
topicArn = topicArnVal

}

SnsClient { region = "us-east-1" }.use { snsClient ->
snsClient.deleteTopic(request)
println("$topicArnVal was successfully deleted.")

}

« API M|& HE & Kotlin APIAWS SDK BIH{HAE & Z3HM 2 DeleteTopic.
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https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/sns/command/DeleteTopicCommand
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A ol A

require 'vendor/autoload.php';

use Aws\Exception\AwsException;

use Aws\Sns\SnsClient;

* Deletes an SNS topic and all its subscriptions.
* This code expects that you have AWS credentials set up per:

/**
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/

*

guide_credentials.html

new SnsClient([

*/
$SnSclient =
'profile' => 'default',
'region' => 'us-east-1"',
'version' => '2010-03-31'

1D;
$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

$SnSclient->deleteTopic([

try {
$result
'TopicArn' => $topic,

1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails

error_log($e->getMessage());
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class SnsWrapper:
"""Encapsulates Amazon SNS topic and subscription functions.

def __init___(self, sns_resource):

:param sns_resource: A Boto3 Amazon SNS resource.

self.sns_resource = sns_resource

@staticmethod
def delete_topic(topic):

Deletes a topic. All subscriptions to the topic are also deleted.
try:

topic.delete()

logger.info("Deleted topic %s.", topic.arn)

except ClientError:
logger.exception("Couldn't delete topic %s.", topic.arn)

raise

« APIO|| CHEF REMIEH LHE 2 1 O|M-ZAWS SDK (Boto3) APl BIHHAE FHZSHAAIR
DeleteTopic.

AWS SDK


https://docs.aws.amazon.com/goto/SdkForPHPV3/sns-2010-03-31/DeleteTopic
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/sns#code-examples
https://docs.aws.amazon.com/goto/boto3/sns-2010-03-31/DeleteTopic

Amazon Simple Notification Service IR 740l =

SAP ABAP

SDK for SAP ABAP

® Note

KM LHE 2 o47|0f| A & 2lst &= Q& LICH GitHub AWS T E oA 2[Z X|E 2|0 M
H

SA GIME AT AN W AMSHE WHS HYEMS.

TRY.
lo_sns->deletetopic( iv_topicarn = iv_topic_arn ).
MESSAGE 'SNS topic deleted.' TYPE 'I'.
CATCH /awsl/cx_snsnotfoundexception.
MESSAGE 'Topic does not exist.' TYPE 'E'.
ENDTRY.

« API N2 HE = SAPEAWS SDK ABAP APl # X E & ZE35IAA|L DeleteTopic.
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-what-is.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html#allocation-report
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Publishoil Ci8t IAM TH8t2 AAX5tH Publish 2! PublishBatch 250 CHet H8to| A&
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{

"Version": "2012-10-17",
"Statement": [{
"Effect": "Deny",
"Action": [
"sns:Publish"
1,
"Resource": "arn:aws:sns:*:*:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": "production"

}
}I

{
"Effect": "Allow",

"Action": [
"sns:Publish"
1,
"Resource": "arn:aws:sns:*:¥:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": "development"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/general/latest/gr/sns.html
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import com.amazonaws.services.resourcegroups.AWSResourceGroups;

import com.amazonaws.services.resourcegroups.AWSResourceGroupsClientBuilder;
import com.amazonaws.services.resourcegroups.model.QueryType;

import com.amazonaws.services.resourcegroups.model.ResourceQuery;

import com.amazonaws.services.resourcegroups.model.SearchResourcesRequest;
import com.amazonaws.services.resourcegroups.model.SearchResourcesResult;

public class Example {
public static void main(String[] args) {
// Query Amazon SNS Topics with tag "keyA" as "valueA"
final String QUERY = "{\"ResourceTypeFilters\":[\"AWS::SNS::Topic\"],
\"TagFilters\":[{\"Key\":\"keyA\", \"Values\":[\"valueA\"]}1}";

// Initialize ResourceGroup client

AWSResourceGroups awsResourceGroups = AWSResourceGroupsClientBuilder
.standard()
.build();

// Query all resources with certain tags from ResourceGroups
SearchResourcesResult result = awsResourceGroups.searchResources(
new SearchResourcesRequest().withResourceQuery(
new ResourceQuery()
.withType(QueryType.TAG_FILTERS_1_0)
.withQuery(QUERY)
));
System.out.println("SNS Topics with certain tags are " +
result.getResourceldentifiers());

}
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https://console.aws.amazon.com/sns/home
https://docs.aws.amazon.com/sdkref/latest/guide/creds-config-files.html
https://docs.aws.amazon.com/sdkref/latest/guide/creds-config-files.html
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CHE Z = oAM= AFH8 TagResource &g EoiELICH

CLI
AWS CLI
FXlol| Ef2E F7t5tE{H
CH2 tag-resource MMM E XIS E Amazon SNS FA|of| HEIH|O|E| E2E F7}EHLICH.
aws sns tag-resource \
--Tresource-arn arn:aws:sns:us-west-2:123456789012:MyTopic \
--tags Key=Team,Value=Alpha
O| BH2 £2 MHsIX| ei&LICt
« APl M2 HE = AWS CLI B TagResource X E & X tAAIR
Java

SDK for Java 2.x

(® Note

GitHub /& LICH AWS ZE oA 2|ZX|E 2|0 A A&
22 HHXE A2

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.sns.SnsClient;

import software.amazon.awssdk.services.sns.model.SnsException;
import software.amazon.awssdk.services.sns.model.Tag;

import software.amazon.awssdk.services.sns.model.TagResourceRequest;
import java.util.Arraylist;

import java.util.lList;

/**
* Before running this Java V2 code example, set up your development

* environment, including your credentials.

* For more information, see the following documentation topic:
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sns/tag-resource.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/sns#readme
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* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-
started.html
*/
public class AddTags {
public static void main(String[] args) {
final String usage = """

Usage: <topicArn>

Where:
topicArn - The ARN of the topic to which tags are added.

min,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String topicArn = args[0];

SnsClient snsClient = SnsClient.builder()
.region(Region.US_EAST_1)
.build();

addTopicTags(snsClient, topicArn);
snsClient.close();

}
public static void addTopicTags(SnsClient snsClient, String topicArn) {
try {
Tag tag = Tag.builder()
.key("Team")
.value("Development")
.build();
Tag tag2 = Tag.builder()

.key("Environment")
.value("Gamma")
.build();

List<Tag> tagList = new ArraylList<>();
taglList.add(tag);
taglList.add(tag2);
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TagResourceRequest tagResourceRequest = TagResourceRequest.builder()

.resourceArn(topicAzrn)
.tags(taglList)
.build();

snsClient.tagResource(tagResourceRequest);
System.out.println("Tags have been added to " + topicArn);

} catch (SnsException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

4

I
0)1
HL
rr

« API Al AWS SDK for Java 2.x API TagResource# Z & & ESHAAIL.

Kotlin

SDK for Kotlin

® Note
M LH2e ct21t 24U CH GitHub. AWS ZE oA 2| ZX|EZ[oAM MA| of| K=
X4 O

+
57 AE O MBS WS HHEAHS.

suspend fun addTopicTags(topicArn: String) {

val tag = Tag {
key = "Team"
value = "Development"
}
val tag2 = Tag {
key = "Environment"
value = "Gamma"

val taglList = mutablelListOf<Tag>()
taglList.add(tag)
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https://docs.aws.amazon.com/goto/SdkForJavaV2/sns-2010-03-31/TagResource
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin/services/sns#code-examples

Amazon Simple Notification Service IR 740l =

tagList.add(tag2)

val request = TagResourceRequest {
resourceArn = topicAzIn
tags = taglList

}

SnsClient { region = "us-east-1" }.use { snsClient ->
snsClient.tagResource(request)
println("Tags have been added to $topicArn")

}

 API M|¥ HE = Kotlin APIZAWS SDK HHEHAE # XML TagResource.

Amazon SNS API 242 A2 35104 Efj 1 22|
Amazon SNS APIE AF235t04 Ef1E &t2I5te{™ CHS API 22 AFS EHLICE.

 ListTagsForResource

* TagResource

* UntagResource

ChE2 &4 718 AN A MOo(ABAC)E XIHSHE API & il S52lLct ABACO CHE REAIEH LHE
2 ABACO| 8 T E E XM 2. AWS IAM AFHE AT A{0f A

*» AddPermission

* ConfirmSubscription

* DeleteTopic

* GetDataProtectionPolicy

* GetSubscriptionAttributes

* GetTopicAttributes

* ListSubscriptionsByTopic

* ListTagsForResource
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https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://docs.aws.amazon.com/sns/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/sns/latest/api/API_TagResource.html
https://docs.aws.amazon.com/sns/latest/api/API_UntagResource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/sns/latest/api/API_AddPermission.html
https://docs.aws.amazon.com/sns/latest/api/API_ConfirmSubscription.html
https://docs.aws.amazon.com/sns/latest/api/API_DeleteTopic.html
https://docs.aws.amazon.com/sns/latest/api/API_GetDataProtectionPolicy.html
https://docs.aws.amazon.com/sns/latest/api/API_GetSubscriptionAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_GetTopicAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_ListSubscriptionsByTopic.html
https://docs.aws.amazon.com/sns/latest/api/API_ListTagsForResource.html
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Publish

PublishBatch

PutDataProtectionPolicy

RemovePermission

SetSubscriptionAttributes

SetTopicAttributes

Subscribe

TagResource

Unsubscribe

UntagResource

Bl 7o

71


https://docs.aws.amazon.com/sns/latest/api/API_Publish.html
https://docs.aws.amazon.com/sns/latest/api/API_PublishBatch.html
https://docs.aws.amazon.com/sns/latest/api/API_PutDataProtectionPolicy.html
https://docs.aws.amazon.com/sns/latest/api/API_RemovePermission.html
https://docs.aws.amazon.com/sns/latest/api/API_SetSubscriptionAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_SetTopicAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_Subscribe.html
https://docs.aws.amazon.com/sns/latest/api/API_TagResource.html
https://docs.aws.amazon.com/sns/latest/api/API_Unsubscribe.html
https://docs.aws.amazon.com/sns/latest/api/API_UntagResource.html
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/FIFO-queues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/standard-queues.html
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/high-throughput-fifo.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/FIFO-queues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/standard-queues.html
https://aws.amazon.com/blogs/compute/new-for-aws-lambda-sqs-fifo-as-an-event-source/
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APIE AFE35t04 H|A|X| of7to|E HAH MM

APIE A& 350 HIA|X| of7+o|E HAME MAMstE{™ FX|0 ArchivePolicy &2 F715H0F
FLICH API 2td CreateTopic & SetTopicAttributesE AF&3t0{ ArchivePolicyE M

18 & Q&LICH ArchivePolicyOll= Amazon SNS7F HIA|X|E E&t5tE Y4+E LIEHNE B

o
Y 2kl MessageRetentionPeriod7t A&LICtH FA[of CHEt HIA|IX| of7tO|EE & 3t 5tEdH™
£S04 ol7l0|EH oM HIAIX|E

MessageRetentionPeriodE 0ECt & H g2 =2 MYFILICE o E

30 5ot EZ&E524M ArchivePolicyE CHS o 20| A& EtLICH

"ArchivePolicy": {
"MessageRetentionPeriod": "30"

FHlofl Cier HIAIX]| ot7}0|2 & HIE H3tst1 of7t0|2 & X[?E{™ CHS 2 20| ArchivePolicy A
x4
o

S o AErLICH
{}

SDKE Al&3}04 HIA|X| ofz7lo|E A AMAd

CtE Z= ol AloM= aliE
ArchivePolicyE& &A™

// Specify the ARN of the Amazon SNS topic to set the ArchivePolicy for.

String topicArn =
"arn:aws:sns:us-east-2:123456789012:MyArchiveTopic.fifo";

// Set the MessageRetentionPeriod to 30 days for the ArchivePolicy.

String archivePolicy =
"{\"MessageRetentionPeriod\":\"30\"}";

// Set the ArchivePolicy for the Amazon SNS topic
SetTopicAttributesRequest request = new SetTopicAttributesRequest()
.withTopicArn(topicAzrn)

.withAttributeName("ArchivePolicy")

.withAttributeValue(archivePolicy);
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sns.setTopicAttributes(request);

AWS CloudFormation2 AF& 3104 HIA|X| o710 &4 A

AWS CloudFormation2 AF&73104 of7t0|E HAg MAI5tE2{T AWS CloudFormation AHE A A9

AWS: :SNS: :Topic MME R XFIMIL.

of 5 51 =l of7}0|E 0| CHEF HAM|A FHEH Eo0d

TER7F 45 3HE FAOIM HAIX] RHAE S A|RHE 4= QIEE 5ot A CIS EHAHIE 2t Z 5ok &L
Ct. O|™ HIAIX|7t /22 of7tolE o] HIA|IXIE &35t Ol AFEE KMS 7|0l CHEt Decrypt
M| A M2 Amazon SNSOf| = 2 H|X{=l5Hof &fL|C}.

1. KMS 7|2 HIAIRIE & 5355t X Lol HEStE A2 7| HME Sdl o|tE HIAIX|E SHSE
&= Q= B2 Amazon SNSOI| £ 043H0F B LICH XtAIEH L2 Amazon SNSOi| &5 ai= HEt
-ro=| MME 2 XSHAL.

2. Amazon SNS& AWS KMSE & d3stgrL|Ct XHM[EH LI 2 AWS KMS TEh 741 MME FH X5}
M.

/A Important
KMS 7| 2ol Af MMdE FT1e mf HAo| 7|&E MME HEsHK| OtM2. FA|ol| e =37t &
MStE|T KMS 7|7t HIg 835t == AW EI 7L KMS 7| 20| Amazon SNSOHA-I SHE2H F
HE|X| 2t 2 B2 Amazon SNSE TSXH|AH HAIX|E R = elgLCh.

Amazon SNSO{| &5 sl #Et £ 0o

Amazon SNS7} A ol7}0|E2 LHo|H ¢S 3HE HAIX|of HMASIT O F5& A= ZQIE0f RHAM
5242 Amazon SNS AMH|A EoF FX|E & 43}5104 0|28 HIA|X|E S8l of g LCt.

Ct22 FA| LHoA o] HIA|R|E A St= SO Amazon SNS AMH|A EoF Fx||7F HEEl HA|X|E
HESHTE 5125te ol Zes HAio| of lL|Ct.

"Sid": "Allow SNS to decrypt archived messages",
"Effect": "Allow",
"Principal": {

"Service": '"sns.amazonaws.com"
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},

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

]I

"Resource": "*"

Amazon CloudWatch& AF&3t0{ HA|X| ol7l0|E X|E ZLIE{ZR

Amazon CloudWatcholl A & XIE& At 304 70| E HIAIRIE BLIEIZE + laLich 942
20| 014 HAbol Chet YRS wm B S WKIST| I3 0|2f# XIE| Amazon CloudWatch
FHE THE £ UBLICh RAE LIS 2 Amazon SNSO| 22 U B LIEIZIE(E) HE AR,

-

XE Description

M &R Xol|A| X[ of7+0|Eof ot7to| = E

ApproximateNumberOfMessagesArchived =
& HIAIX| +8 6012 Ef9IZ MBBrLict

ApproximateNumberOfBytesArchived FH A RolH F=A| ot7to|E2e| 2E MAIK]
ol Z*{ ot7t0|E & & HIO|E =& 602 T2
M SgLct

NumberOfMessagesArchiveProcessing FHN 2R Ao A SHE 7+ Set Fx| ofzto|E

o MEE HA|IX| 22 12 B2 MZ2FFL|C}.

NumberOfBytesArchiveProcessing FH AgRolAH Y 7t Sk F=A| otztolE
of & E & HIOIE =8 128 H2E M3&Y
Ct.

GetTopchttrlbutes APIO= T =X7F RIS AlEFE = = 7t
£ BeginningArchiveTime £30| J/&LICH CHS2 Of API 2 dof CHel ME SELICH.

{
"ArchivePolicy": {
"MessageRetentionPeriod": "<integer>"
1,
"BeginningArchiveTime": "<timestamp>",
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o}7l0|E2 &l HIAIX|E R A5tEd™ ReplayPolicy 42 AFEELICH ReplayPolicyE
Subscribe & SetSubscriptionAttributes API Zdn} & 74 AL & 4= Q&LICH O] HAHol&=
Ct& 2to| Z & xlo] /L &LCt.

|& LIEHHLICE

- StartingPoint(& =) - HIAIX| RfM S AIZHE {%
P AlZ|& LIEMLICH EndingPoint & A=

- =
« EndingPoint(ME AFE) - HIAIX| RHME SX|E
SR Alztol e w7k x| A4 O AL ELICH.

=
| f&2 MYELICH #X PointTyped XIHElE 24
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« PointType(Z<) - AlZHL S2H

Timestamp®JLICH.

o€ E0{CIRAER QFE 575t 2023 10 1ol 2A|Z2F S ZE MHAIX|E CFA| 2 L{E4H
SetSubscriptionAttributes API 242 At&35t0{ CtS 1t Z 0| ReplayPolicyE M ELICEH

{
"PointType":"Timestamp",
"StartingPoint":"2023-10-01T10:00:00.000Z",
"EndingPoint":"2023-10-01T12:00:00.000Z"

}
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2023 10 1 X FAof| HEE 2ZE HAIRIE MAst FAo| M2 HAIE 2E HAIX|
E 7Hl& £=415l24™H SetSubscriptionAttributes APl 22 A& 35toq CH2 1k ZHo| =50
ReplayPolicyE& A& gfLCt

"PointType":"Timestamp",
"StartingPoint'":"2023-10-01T00:00:00.000Z"
}

HAIXIZE R 2R = K] Z st 7| e M YE 2t HIAIXK|o & £ Replayed?t FI7HELICH
SDKE AL&3cto] #50i M H2 =7t

AWS SDKE AI835l2dH A4 3H2 AL 35104 245l oF & LCH XtM|EH HE = AWS SDK & =+ &
X 7t0|EQ| B config & credentials IS & XM L.

—

Ct2 3 E oME 2023 10 1Y 2A|ZF 59 Amazon SNS FIFO ZA| o}7}0|E2 0| A HIA|X|E R
S5tTE F50{ ReplayPolicyE MHESIE WHE EoiELICH.

// Specify the ARN of the Amazon SNS subscription to initiate the ReplayPolicy on.
String subscriptionArn =

"arn:aws:sns:us-
east-2:123456789012:MyArchiveTopic.fifo:1d2a3e9d-7f2f-447c-88ae-03f1c68294da";

// Set the ReplayPolicy to replay messages from the topic's archive

// for a 2 hour time period on October 1st 2023 between 1@am and 12pm UTC.

String replayPolicy =
"{\"PointType\":\"Timestamp\",\"StartingPoint\":\"2023-10-01T10:00:00.000Z\",

\"EndingPoint\":\"2023-10-01T12:00:00.000Z\"}";

// Set the ArchivePolicy for the Amazon SNS topic
SetSubscriptionAttributesRequest request = new SetSubscriptionAttributesRequest()
.withSubscriptionArn(subscriptionAzrn)
.withAttributeName("ReplayPolicy")
.withAttributeValue(replayPolicy);
sns.setSubscriptionAttributes(request);

AMAME HA|X] ZE{2

Amazon SNS HIA|X| ZE{2I2 AI235t8 Amazon SNS7F S A = X QIEof| RHAUSH= R M= M A
K& Mo{& &= U&LICH HIAIX| EE{R20} HAIX| E2to| 25 &35 El A< Amazon SNSE HA F
M o| olo|Ef AE0{0l M HIAIXIE AMSH CHS 25 2| FilterPolicyol CHEH HIAIXIE ME&LICEH
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Java

SDK for Java 2.x

® Note
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HHMg Fotetes WE HoiF I 0|20l E|~AE
public class PriceUpdateExample {

public final static SnsClient snsClient = SnsClient.create();
public final static SgsClient sqsClient = SqsClient.create();

public static void main(String[] args) {

final String usage = "\n" +
"Usage: " +
" <topicName> <wholesaleQueueFifoName> <retailQueueFifoName>
<analyticsQueueName>\n\n" +
"Where:\n" +
" fifoTopicName - The name of the FIFO topic that you want to
create. \n\n" +
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" wholesaleQueueARN - The name of a SQS FIFO queue that will be
created for the wholesale consumer. \n\n"
+
" retailQueueARN - The name of a SQS FIFO queue that will
created for the retail consumer. \n\n" +
" analyticsQueueARN - The name of a SQS standard queue that
will be created for the analytics consumer. \n\n";
if (args.length != 4) {
System.out.println(usage);
System.exit(1l);

final String fifoTopicName = args[0];
final String wholeSaleQueueName = args[1l];
final String retailQueueName = args[2];
final String analyticsQueueName = args[3];

// For convenience, the QueueData class holds metadata about a queue:
ARN, URL,
// name and type.
List<QueueData> queues = List.of(
new QueueData(wholeSaleQueueName, QueueType.FIFO0),
new QueueData(retailQueueName, QueueType.FIF0),
new QueueData(analyticsQueueName, QueueType.Standard));

// Create queues.
createQueues(queues);

// Create a topic.
String topicARN = createFIFOTopic(fifoTopicName);

// Subscribe each queue to the topic.
subscribeQueues(queues, topicARN);

// Allow the newly created topic to send messages to the queues.
addAccessPolicyToQueuesFINAL(queues, topicARN);

// Publish a sample price update message with payload.
publishPriceUpdate(topicARN, "{\"product\": 214, \"price\": 79.99}",
"Consumables");

// Clean up resources.
deleteSubscriptions(queues);
deleteQueues(queues);
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deleteTopic(topicARN);

public static String createFIFOTopic(String topicName) {
try {
// Create a FIFO topic by using the SNS service client.
Map<String, String> topicAttributes = Map.of(
"FifoTopic", "true",
"ContentBasedDeduplication", "false");

CreateTopicRequest topicRequest = CreateTopicRequest.builder()
.name(topicName)
.attributes(topicAttributes)
.build();

CreateTopicResponse response = snsClient.createTopic(topicRequest);
String topicArn = response.topicArn();
System.out.println("The topic ARN is" + topicArn);

return topicAzrn;

} catch (SnsException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

}

return ;

public static void subscribeQueues(List<QueueData> queues, String topicARN) {
queues.forEach(queue -> {
SubscribeRequest subscribeRequest = SubscribeRequest.builder()
.topicArn(topicARN)
.endpoint(queue.queueARN)
.protocol("sqgs")
.build();

// Subscribe to the endpoint by using the SNS service client.

// Only Amazon SQS queues can receive notifications from an Amazon
SNS FIFO

// topic.

SubscribeResponse subscribeResponse =
snsClient.subscribe(subscribeRequest);

System.out.println("The queue [" + queue.queueARN + "] subscribed to
the topic [" + topicARN + "]1");
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queue.subscriptionARN = subscribeResponse.subscriptionArn();

1)

public static void publishPriceUpdate(String topicArn, String payload, String
groupId) {

try {
// Create and publish a message that updates the wholesale price.

String subject = "Price Update";

String dedupId = UUID.randomUUID().toString();
String attributeName = "business";

String attributeValue = "wholesale";

MessageAttributeValue msgAttValue = MessageAttributeValue.builder()
.dataType("String")
.stringValue(attributeValue)
.build();

Map<String, MessageAttributeValue> attributes = new HashMap<>();
attributes.put(attributeName, msgAttValue);
PublishRequest pubRequest = PublishRequest.builder()
.topicArn(topicAzrn)
.subject(subject)
.message(payload)
.messageGroupId(groupIld)
.messageDeduplicationId(dedupId)
.messageAttributes(attributes)
.build();

final PublishResponse response = snsClient.publish(pubRequest);
System.out.println(response.messageld());
System.out.println(response.sequenceNumber());
System.out.println("Message was published to " + topicAzrn);

} catch (SnsException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);
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Python

SDK for Python (Boto3)

(® Note
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def usage_demo():
"""Shows how to subscribe queues to a FIFO topic.
print("-" * 88)
print("Welcome to the “Subscribe queues to a FIFO topic™ demo!")
print("-" * 88)

sns boto3.resource("sns")
sgs boto3.resource("sqgs")
fifo_topic_wrapper = FifoTopicWrapper(sns)

sns_wrapper = SnsWrapper(sns)

prefix = "sqs-subscribe-demo-"
queues = set()
subscriptions = set()

wholesale_queue = sqgs.create_queue(
QueueName=prefix + "wholesale.fifo",
Attributes={
"MaximumMessageSize": str(4096),
"ReceiveMessageWaitTimeSeconds": str(10),
"VisibilityTimeout": str(300),
"FifoQueue": str(True),
"ContentBasedDeduplication": str(True),

}I
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)
queues.add(wholesale_queue)
print(f"Created FIFO queue with URL: {wholesale_queue.url}.")

retail_queue = sgs.create_queue(
QueueName=prefix + "retail.fifo",
Attributes={
"MaximumMessageSize": str(4096),
"ReceiveMessageWaitTimeSeconds": str(10),
"VisibilityTimeout": str(300),
"FifoQueue": str(True),
"ContentBasedDeduplication": str(True),
},
)

queues.add(retail_queue)
print(f"Created FIFO queue with URL: {retail_queue.url}.")

analytics_queue = sqs.create_queue(QueueName=prefix + "analytics",
Attributes={})

queues.add(analytics_queue)

print(f"Created standard queue with URL: {analytics_queue.url}.")

topic = fifo_topic_wrapper.create_fifo_topic("price-updates-topic.fifo")
print(f"Created FIFO topic: {topic.attributes['TopicArn']}.")

for g in queues:
fifo_topic_wrapper.add_access_policy(q, topic.attributes["TopicArn"])

print(f"Added access policies for topic: {topic.attributes['TopicArn']}.")
for g in queues:
sub = fifo_topic_wrapper.subscribe_queue_to_topic(
topic, q.attributes["QueueArn"]
)
subscriptions.add(sub)

print(f"Subscribed queues to topic: {topic.attributes['TopicArn']}.")

input("Press Enter to publish a message to the topic.")

message_id fifo_topic_wrapper.publish_price_update(
topic, '{"product": 214, "price": 79.99}', "Consumables"
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print(f"Published price update with message ID: {message_id}.")

# Clean up the subscriptions, queues, and topic.

input("Press Enter to clean up resources.")

for s in subscriptions:
sns_wrapper.delete_subscription(s)

sns_wrapper.delete_topic(topic)

for g in queues:
fifo_topic_wrapper.delete_queue(q)

print(f"Deleted subscriptions, queues, and topic.")

print("Thanks for watching!")
print("-" * 88)

class FifoTopicWrapper:
"""Encapsulates Amazon SNS FIFO topic and subscription functions.

def __init___(self, sns_resource):

:param sns_resource: A Boto3 Amazon SNS resource.

self.sns_resource = sns_resource

def create_fifo_topic(self, topic_name):
Create a FIFO topic.
Topic names must be made up of only uppercase and lowercase ASCII
letters,
numbers, underscores, and hyphens, and must be between 1 and 256
characters long.
For a FIFO topic, the name must end with the .fifo suffix.

:param topic_name: The name for the topic.
:return: The new topic.
try:
topic = self.sns_resource.create_topic(
Name=topic_name,
Attributes={
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"FifoTopic": str(True),
"ContentBasedDeduplication": str(False),
},
)

logger.info("Created FIFO topic with name=%s.", topic_name)
return topic

except ClientError as error:

logger.exception("Couldn't create topic with name=%s!", topic_name)
raise error

@staticmethod
def add_access_policy(queue, topic_arn):

Add the necessary access policy to a queue, so
it can receive messages from a topic.

:param queue: The queue resource.
:param topic_arn: The ARN of the topic.
:return: None.

queue.set_attributes(
Attributes={
"Policy": json.dumps(

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "test-sid",
"Effect": "Allow",
"Principal": {"AwWS": "*"3},
"Action": "SQS:SendMessage",
"Resource": queue.attributes["QueueArn"],
"Condition": {
"ArnLike": {"aws:SourceArn": topic_arn}
},
}
1,
}

)
logger.info("Added trust policy to the queue.")
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except ClientError as error:
logger.exception("Couldn't add trust policy to the queue!")
raise error

@staticmethod
def subscribe_queue_to_topic(topic, queue_azrn):

Subscribe a queue to a topic.

:param topic: The topic resource.
:param queue_arn: The ARN of the queue.
:return: The subscription resource.
try:
subscription = topic.subscribe(
Protocol="sqgs",
Endpoint=queue_azn,
)
logger.info("The queue is subscribed to the topic.")
return subscription
except ClientError as error:
logger.exception("Couldn't subscribe queue to topic!")
raise error

@staticmethod
def publish_price_update(topic, payload, group_id):

Compose and publish a message that updates the wholesale price.

:param topic: The topic to publish to.
:param payload: The message to publish.
:param group_id: The group ID for the message.
:return: The ID of the message.
try:
att_dict = {"business": {"DataType": "String", "StringValue":
"wholesale"}}
dedup_id uuid.uuid4()
response topic.publish(
Subject="Price Update",
Message=payload,
MessageAttributes=att_dict,
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MessageGroupId=group_id,
MessageDeduplicationId=str(dedup_id),
)
message_id = response['"MessageId"]
logger.info("Published message to topic %s.", topic.arn)
except ClientError as error:
logger.exception("Couldn't publish message to topic %s.", topic.arn)
raise error
return message_id

@staticmethod

def delete_queue(queue):
Removes an SQS queue. When run against an AWS account, it can take up to
60 seconds before the queue is actually deleted.

:param queue: The queue to delete.
:return: None
try:
queue.delete()
logger.info("Deleted queue with URL=%s.", queue.url)
except ClientError as error:
logger.exception("Couldn't delete queue with URL=%s!", queue.url)
raise error
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" Creates a FIFO topic.

DATA 1t_tpc_attributes TYPE /awsl/
cl_snstopicattrsmap_w=>tt_topicattributesmap.

DATA 1s_tpc_attributes TYPE /awsl/
cl_snstopicattrsmap_w=>ts_topicattributesmap_maprow.

1s_tpc_attributes-key = 'FifoTopic'.
1s_tpc_attributes-value NEW /awsl/cl_snstopicattrsmap_w( iv_value =

"true' ).
INSERT 1s_tpc_attributes INTO TABLE 1t_tpc_attributes.

TRY.
DATA(lo_create_result) = lo_sns->createtopic(

iv_name = iv_topic_name
it_attributes = 1t_tpc_attributes

).

DATA(1lv_topic_arn) = lo_create_result->get_topicarn( ).

ov_topic_arn = lv_topic_azrn.
ov_topic_arn is returned for testing purposes. "
MESSAGE 'FIFO topic created' TYPE 'I'.

CATCH /awsl/cx_snstopiclimitexcdex.
MESSAGE 'Unable to create more topics. You have reached the maximum

number of topics allowed.' TYPE 'E'.
ENDTRY.

" Subscribes an endpoint to an Amazon Simple Notification Service (Amazon

SNS) topic. "
" Only Amazon Simple Queue Service (Amazon SQS) FIFO queues can be subscribed

to an SNS FIFO topic.
106
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TRY.
DATA(lo_subscribe_result) = lo_sns->subscribe(
iv_topicarn = 1lv_topic_arn
'sqgs’
iv_queue_azrn

iv_protocol
iv_endpoint

).
DATA(lv_subscription_arn) = lo_subscribe_result->get_subscriptionarn( ).
ov_subscription_arn = lv_subscription_arn. "
ov_subscription_arn is returned for testing purposes.
MESSAGE 'SQS queue was subscribed to SNS topic.' TYPE 'I'.
CATCH /awsl/cx_snsnotfoundexception.
MESSAGE 'Topic does not exist.' TYPE 'E'.
CATCH /awsl/cx_snssubscriptionlmte0@.
MESSAGE 'Unable to create subscriptions. You have reached the maximum
number of subscriptions allowed.' TYPE 'E'.

ENDTRY.

" Publish message to SNS topic. "
TRY.
DATA 1t_msg_attributes TYPE /awsl/
cl_snsmessageattrvalue=>tt_messageattributemap.
DATA 1s_msg_attributes TYPE /awsl/
cl_snsmessageattrvalue=>ts_messageattributemap_maprow.

1s_msg_attributes-key = 'Importance'.
1s_msg_attributes-value = NEW /awsl/cl_snsmessageattrvalue( iv_datatype =
'String' iv_stringvalue = 'High' ).

INSERT 1s_msg_attributes INTO TABLE 1t_msg_attributes.

DATA(lo_result) = lo_sns->publish(
iv_topicarn = lv_topic_azrn

iv_message = 'The price of your mobile plan has been increased from
$19 to $23'
iv_subject = 'Changes to mobile plan'
iv_messagegroupid = 'Update-2'
iv_messagededuplicationid = 'Update-2.1'
it_messageattributes = 1t_msg_attributes
).

ov_message_id = lo_result->get_messageid( ).
ov_message_id is returned for testing purposes. "
MESSAGE 'Message was published to SNS topic.' TYPE 'I'.
CATCH /awsl/cx_snsnotfoundexception.
MESSAGE 'Topic does not exist.' TYPE 'E'.
ENDTRY.
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"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"PriceUpdatesTopic": {
"Type'": "AWS::SNS::Topic",
"Properties": {
"TopicName": "PriceUpdatesTopic.fifo",
"FifoTopic": true,
"ContentBasedDeduplication": false,
"ArchivePolicy": {
"MessageRetentionPeriod": "30"
}
}
1,
"WholesaleQueue": {
"Type'": "AWS::SQS::Queue",
"Properties": {
"QueueName": "WholesaleQueue.fifo",
"FifoQueue": true,
"ContentBasedDeduplication": false
}
1,
"RetailQueue": {
"Type'": "AWS::SQS::Queue",
"Properties": {
"QueueName": "RetailQueue.fifo",
"FifoQueue": true,
"ContentBasedDeduplication": false
}
1,
"AnalyticsQueue": {
"Type'": "AWS::SQS: :Queue",
"Properties": {
"QueueName": "AnalyticsQueue"
}
1,
"WholesaleSubscription": {
"Type": "AWS::SNS::Subscription",
"Properties": {
"TopicArn": {
"Ref": "PriceUpdatesTopic"
1,
"Endpoint": {
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"Fn::GetAtt": [
"WholesaleQueue",

"Arn"
]
1,
"Protocol": "sqgs",
"RawMessageDelivery": "false",

"FilterPolicyScope": "MessageBody",
"FilterPolicy": {
"business": [
"wholesale"

}
},
"RetailSubscription": {
"Type": "AWS::SNS::Subscription",
"Properties": {
"TopicArn": {
"Ref": "PriceUpdatesTopic"
},
"Endpoint": {
"Fn::GetAtt": [
"RetailQueue",
"Arn"
]
},
"Protocol": '"sgs",
"RawMessageDelivery": "false",
"FilterPolicyScope": "MessageBody",
"FilterPolicy": {
"business": [
"retail"

}
},
"AnalyticsSubscription": {
"Type": "AWS::SNS::Subscription",
"Properties": {
"TopicArn": {
"Ref": "PriceUpdatesTopic"
},
"Endpoint": {
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"Fn::GetAtt": [
"AnalyticsQueue",
"Arn"
]
},
"Protocol": "sqgs",
"RawMessageDelivery": "false"
}
},
"SalesQueuesPolicy": {
"Type": "AWS::SQS::QueuePolicy",
"Properties": {
"PolicyDocument": {
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "sns.amazonaws.com"
},
"Action": [
"sgs:SendMessage"
1,
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:SourceArn": {
"Ref": "PriceUpdatesTopic"
}
}
}
}
]
},
"Queues": [
{
"Ref": "WholesaleQueue"
},
{
"Ref": "RetailQueue"
I
{
"Ref": "AnalyticsQueue"
}
]
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}

}
}
}

C

AWS CloudFormation ElZ2!2 AF23510{ AWS SIAAE HHESHE ol CHE REMIEF HE = AWS

CloudFormation A2 A O| A|ZHEHT7|E X SHMIL.
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NET

AWS SDK for .NET

&LICH GitHub. AWS ZE o|X|| 2|ZX|EZ|0|M ™A oA E &1 M
Eq

S HIYEAM 2.

F Aol HIAIXIE HIAIZFLICE

using System;

using System.Threading.Tasks;

using Amazon.SimpleNotificationService;

using Amazon.SimpleNotificationService.Model;

/// <summary>
/// This example publishes a message to an Amazon Simple Notification

/// Service (Amazon SNS) topic.

/// </summary>
public class PublishToSNSTopic

{
public static async Task Main()
{
string topicArn = "arn:aws:sns:us-
east-2:000000000000:ExampleSNSTopic";
string messageText = "This is an example message to publish to the

ExampleSNSTopic.";

IAmazonSimpleNotificationService client = new
AmazonSimpleNotificationServiceClient();

await PublishToTopicAsync(client, topicArn, messageText);

/// <summary>
/// Publishes a message to an Amazon SNS topic.

/// </summary>

/// <param name="client">The initialized client object used to publish
/// to the Amazon SNS topic.</param>

/// <param name="topicArn">The ARN of the topic.</param>

/// <param name="messageText">The text of the message.</param>
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public static async Task PublishToTopicAsync(
IAmazonSimpleNotificationService client,
string topicArn,
string messageText)

{
var request = new PublishRequest
{
TopicArn = topicArn,
Message = messageText,
};

var response = await client.PublishAsync(request);

Console.WriteLine($"Successfully published message ID:
{response.MessageId}");

}

H
I

=

I

A SME M85t =X HAIXIE AAISHMIL.

H )

/// <summary>
/// Publish messages using user settings.

/// </summary>

/// <returns>Async task.</returns>

public static async Task PublishMessages()
{

Console.WriteLine("Now we can publish messages.");

var keepSendingMessages = true;
string? deduplicationId = null;
string? toneAttribute = null;
while (keepSendingMessages)

{

Console.WritelLine();
var message = GetUserResponse("Enter a message to publish.", "This is
a sample message");

if (_useFifoTopic)
{
Console.WriteLine("Because you are using a FIFO topic, you must
set a message group ID." +
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"\r\nAll messages within the same group will be
received in the order " +
"they were published.");

Console.WriteLine();
var messageGroupIld = GetUserResponse("Enter a message group ID
for this message:", "1");

if (!_useContentBasedDeduplication)
{
Console.WriteLine("Because you are not using content-based
deduplication, " +
"you must enter a deduplication ID.");

Console.WriteLine("Enter a deduplication ID for this
message.");

deduplicationId = GetUserResponse("Enter a deduplication ID
for this message.", "1");

}

if (GetYesNoResponse("Add an attribute to this message?"))
{

Console.WriteLine("Enter a number for an attribute.");
for (int i = @; i < _tones.Length; i++)
{

Console.WriteLine($"\t{i + 1}. {_tones[i]}");

var selection = GetUserResponse("", "1");
int.TryParse(selection, out var selectionNumber);

if (selectionNumber > 0 && selectionNumber < _tones.Length)

{

toneAttribute = _tones[selectionNumber - 1];

var messagelID = await SnsWrapper.PublishToTopicWithAttribute(
_topicArn, message, "tone", toneAttribute, deduplicationId,
messageGroupld);

Console.WriteLine($"Message published with id {messageID}.");
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keepSendingMessages = GetYesNoResponse("Send another message?",
false);
}

AERe| MEHE A Al Zrdol M EErLIcH

/// <summary>
/// Publish a message to a topic with an attribute and optional deduplication

and group IDs.
/// </summary>
/// <param name="topicArn">The ARN of the topic.</param>
/// <param name="message">The message to publish.</param>
/// <param name="attributeName">The optional attribute for the message.</
param>
/// <param name="attributeValue">The optional attribute value for the
message.</param>
/// <param name="deduplicationId">The optional deduplication ID for the
message.</param>
/// <param name="groupId">The optional group ID for the message.</param>
/// <returns>The ID of the message published.</returns>
public async Task<string> PublishToTopicWithAttribute(
string topicArn,
string message,
string? attributeName = null,
string? attributeValue = null,
string? deduplicationId = null,
string? groupId = null)

{

var publishRequest = new PublishRequest()

{
TopicArn = topicArn,
Message = message,
MessageDeduplicationId = deduplicationId,
MessageGroupId = groupId

;

if (attributeValue != null)
{
// Add the string attribute if it exists.
publishRequest.MessageAttributes =
new Dictionary<string, MessageAttributeValue>
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{ attributeName!, new MessageAttributeValue() { StringValue =
attributeValue, DataType = "String"} }

};

var publishResponse = await
_amazonSNSClient.PublishAsync(publishRequest);
return publishResponse.Messageld;

« APl M8 ME = AWS SDK for .NET API & X 9| PublishE & X stAIAIL.

C++
SDK for C++
® Note
o B2 20| /012 GitHub. AWS ZE ofA| 2|ZX|E2|0|M TA oME 2 M L
Mgt g HEMS.

//! Send a message to an Amazon Simple Notification Service (Amazon SNS) topic.
i
\param message: The message to publish.
\param topicARN: The Amazon Resource Name (ARN) for an Amazon SNS topic.
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::SNS::publishToTopic(const Aws::String &message,
const Aws::String &topicARN,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
ws: :SNS::SNSClient snsClient(clientConfiguration);

ws: :SNS: :Model: :PublishRequest request;
request.SetMessage(message);

request.SetTopicArn(topicARN);

const Aws::SNS::Model::PublishOutcome outcome = snsClient.Publish(request);
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if (outcome.IsSuccess()) {
std::cout << "Message published successfully with id '"

<< outcome.GetResult().GetMessageId() << "'." << std::endl;
}
else {
std::cerr << "Error while publishing message "
<< outcome.GetError().GetMessage()
<< std::endl;
}

return outcome.IsSuccess();

[a

£80| U= HAIXIE HAISHAHIR.

static const Aws::String TONE_ATTRIBUTE("tone");
static const Aws::Vector<Aws::String> TONES = {"cheerful", "funny",
"serious",
"sincere"};

Aws::Client::ClientConfiguration clientConfig;
// Optional: Set to the AWS Region (overrides config file).
// clientConfig.region = "us-east-1";

Aws: :SNS::SNSClient snsClient(clientConfiguration);

Aws: :SNS: :Model: :PublishRequest request;

request.SetTopicArn(topicARN);

Aws: :String message = askQuestion("Enter a message text to publish. ");
request.SetMessage(message);

if (filteringMessages && askYesNoQuestion(
"Add an attribute to this message? (y/n) ")) {
for (size_t i = @; i < TONES.size(); ++i) {
std::cout << " " << (i + 1) << ". " << TONES[i] << std::endl;
}
int selection = askQuestionForIntRange(
"Enter a number for an attribute. ",
1, static_cast<int>(TONES.size()));
Aws: :SNS: :Model: :MessageAttributeValue messageAttributeValue;
messageAttributeValue.SetDataType("String");
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messageAttributeValue.SetStringValue(TONES[selection - 1]);
request.AddMessageAttributes(TONE_ATTRIBUTE, messageAttributeValue);

Aws: :SNS: :Model: :PublishOutcome outcome = snsClient.Publish(request);

if (outcome.IsSuccess()) {

std::cout << "Your message was successfully published." << std::endl;

}
else {
std::cerr << "Error with TopicsAndQueues::Publish. "
<< outcome.GetError().GetMessage()
<< std::endl;
cleanUp(topicARN,
queueURLS,
subscriptionARNS,
snsClient,
sgsClient);
return false;
}

« APIHF HE

rr

AWS SDK for C++ API & X 2| PublishE& &

(== el

CLI
AWS CLI

oA 1: X0l HIAIXIE H AlstEd

CHZ publish oMo A= XIZHE Amazon SNS FA|of| X|HE HIAIXIE HAIRLICEH HIAIXI=
ZE HES Z8Y = = HAE 0tYoiM MBS ELCH

aws sns publish \

--topic-arn "arn:aws:sns:us-west-2:123456789012:my-topic" \
--message file://message.txt

message.txtl| ZEHI=:

Hello World
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Go

Second Line

2.
—.

T

-~

"MessageId": "123a45b6-7890-12c3-45d6-111122223333"

[

o{| Xl 2: Z3tE1 5 0 SMS HIA|X|E HAlSHE{H

CH2 publish 0iAM0MH= Hello world! HIAIXIE ™SS +1-555-555-010001
L|Ct.

aws sns publish \
--message "Hello world!" \
--phone-number +1-555-555-0100

T
i

)

"MessageId": "123a45b6-7890-12c3-45d6-333322221111"

« API M5 HE = AWS CLI H& £ X 9| PublishE & XsHMIR.

SDK for Go V2

& LIC} GitHub. AWS Z E oAl 2[ZX|EZ2|HM HA HNME FH 2
S HIHEAM L.

HAlg

Ad
=

// SnsActions encapsulates the Amazon Simple Notification Service (Amazon SNS)

actions
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// used in the examples.
type SnsActions struct {
SnsClient *sns.Client

}

// Publish publishes a message to an Amazon SNS topic. The message is then sent

to all
// subscribers. When the topic is a FIFO topic, the message must also contain a
group ID
// and, when ID-based deduplication is used, a deduplication ID. An optional key-
value

// filter attribute can be specified so that the message can be filtered
according to

// a filter policy.

func (actor SnsActions) Publish(topicArn string, message string, groupIld string,
dedupId string, filterKey string, filterValue string) error {
publishInput := sns.PublishInput{TopicArn: aws.String(topicArn), Message:
aws.String(message)}

if groupId != "" {
publishInput.MessageGroupId = aws.String(groupId)
}
if dedupId != "" {
publishInput.MessageDeduplicationId = aws.String(dedupId)
}
if filterKey != "" && filterValue != "" {

publishInput.MessageAttributes = map[string]types.MessageAttributeValue{
filterKey: {DataType: aws.String("String"), StringValue:
aws.String(filterValue)},

}
}
_, err := actor.SnsClient.Publish(context.TODO(), &publishInput)
if err != nil {
log.Printf("Couldn't publish message to topic %v. Here's why: %v'", topicAzrn,
err)
}
return err
}

« API M| HE

rr

AWS SDK for Go API 2 = 9| PublishE & ZXstAA|2.
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SDK for Java 2.x

o Bt2 740| /012 GitHub. AWS Z = oAl 2|ZX|E2|0|M A HNE &1 A% gl

AdstE YHS HIEML.

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.sns.SnsClient;

import software.amazon.awssdk.services.sns.model.PublishRequest;
import software.amazon.awssdk.services.sns.model.PublishResponse;
import software.amazon.awssdk.services.sns.model.SnsException;

/**

*

*

*

*

*

*

Before running this Java V2 code example, set up your development
environment, including your credentials.

For more information, see the following documentation topic:

https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-

started.html

*/

public class PublishTopic {

public static void main(String[] args) {
final String usage = """

Usage: <message> <topicArn>

Where:
message - The message text to send.
topicArn - The ARN of the topic to publish.

mwon .,
4

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String message = args[0];
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String topicArn = args[1l];

SnsClient snsClient = SnsClient.builder()
.region(Region.US_EAST_1)
.build();

pubTopic(snsClient, message, topicArn);

snsClient.close();

public static void pubTopic(SnsClient snsClient, String message, String
topicArn) {

try {
PublishRequest request = PublishRequest.builder()
.message(message)
.topicArn(topicAzrn)
.build();

PublishResponse result = snsClient.publish(request);
System.out

.println(result.messageld() + " Message sent. Status is
result.sdkHttpResponse().statusCode());
} catch (SnsException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

« APl M8 ME = AWS SDK for Java 2.x APl & = 9| PublishE & =35t A2,

JavaScript

JavaScript (v3) & SDK

® Note
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import { SNSClient } from "eaws-sdk/client-sns";

// The AWS Region can be provided here using the ‘region” property. If you leave
it blank

// the SDK will default to the region set in your AWS config.

export const snsClient = new SNSClient({});

SDK 2! 2CI0|ME RES 7IK 11 APIE S && L CH

mjo

import { PublishCommand } from "@aws-sdk/client-sns";
import { snsClient } from "../libs/snsClient.js";

/**
* @param {string | Record<string, any>} message - The message to send. Can be a
plain string or an object
& if you are using the “json®
"MessageStructure .
* @param {string} topicArn - The ARN of the topic to which you would like to

publish.

*/

export const publish = async (
message = "Hello from SNS!",
topicArn = "TOPIC_ARN",

) =>{

const response = await snsClient.send(
new PublishCommand({
Message: message,
TopicArn: topicArn,

1),
);
console.log(response);
/7 L
//  '$metadata’: {
// httpStatusCode: 200,
// requestId: 'e7f77526-e295-5325-9ee4-281a43adlfo5",
// extendedRequestId: undefined,
// cfId: undefined,
// attempts: 1,
// totalRetryDelay: 0
/7
// MessageId: 'XXXXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX"
// %
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return response;

};

O EX

il
1

A SME M85t =X HAIXIE AAIGHMIL.

H )

async publishMessages() {
const message = await this.prompter.input({
message: MESSAGES.publishMessagePrompt,
1)

let groupId, deduplicationId, choices;

if (this.isFifo) {
await this.logger.log(MESSAGES.groupIdNotice);
groupId = await this.prompter.input({
message: MESSAGES.groupIdPrompt,
1)

if (this.autoDedup === false) {
await this.logger.log(MESSAGES.deduplicationIdNotice);
deduplicationId = await this.prompter.input({
message: MESSAGES.deduplicationIdPrompt,
1)

choices = await this.prompter.checkbox({
message: MESSAGES.messageAttributesPrompt,
choices: toneChoices,

1)

await this.snsClient.send(
new PublishCommand({
TopicArn: this.topicArn,
Message: message,
...(groupId
[
MessageGroupId: groupld,
}
1,
...(deduplicationId

? {
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127



Amazon Simple Notification Service

JHeER 7Hol=

MessageDeduplicationId: deduplicationId,

}
: {1,
.(choices
R
MessageAttributes: {

tone: {
DataType: "String.Array",
StringValue: JSON.stringify(choices),

iy
}I

: {1,
1},
);

const publishAnother = await this.prompter.confirm({

message: MESSAGES.publishAnother,
1)

if (publishAnother) {
await this.publishMessages();

}
}
« XEMIEH HE = AWS SDK for JavaScript 7HEF R} HHME EHZSHAAIL
- API M5 M= = AWS SDK for JavaScript APl & Z 2| Publish& & Z A AIL.

Kotlin

SDK for Kotlin

(® Note
o B2 70| 21012 GitHub. AWS ZE of|A| 2|Z X|E 2|0l M ™A o|x| 2
At WS HHEML

suspend fun pubTopic(topicArnVal: String, messageVal: String) {

7'(}' AMZX4 Ol
XL 2o =
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val request = PublishRequest {
message = messageVal
topicArn = topicArnVal

}

SnsClient { region = "us-east-1" }.use { snsClient ->
val result = snsClient.publish(request)
println("${result.messageId} message sent.")

}

« API M8 ME = AWS SDK for Kotlin API & = 9| PublishE & Z35tAA|L.

PHP
SDK for PHP
® Note
o B2 Zd0| /o412 GitHub. AWS ZE oAl 2[ZX|EZ|0|M ™A o|XE &1 HH 4
A#ists W HiQE AL

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Sends a message to an Amazon SNS topic.
*
* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/
guide_credentials.html

*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
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1)

$message = 'This message is sent from a Amazon SNS code sample
$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {
$result = $SnSclient->publish([

'Message' => $message,
'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

}
o KtMIEH ME = AWS SDK for PHP 7HElAF CHLHME R ESHAAI
H £ AWS SDK for PHP API £ X 2| PublishE & =35t &AI

[ Jo S
« API NIE &

PowerShell

E I8t =+ PowerShell
of 1: O] o[ X|0d| M= MessageAttribute MAE Bt QIZIRIS 2 HIAIXIE HAlete HE 2o

ELict.

Publish-SNSMessage -TopicArn "arn:aws:sns:us-west-2:123456789012:my-topic"

Message "Hello" -MessageAttribute
@{'City'=[Amazon.SimpleNotificationService.Model.MessageAttributeValue]@{DataType="'Strir

StringValue ='AnyCity'}}
ofl 2: 0] od|oil A= 042] 7HE O|2| MessageAttributes 4215104 HIA|X|E HAlSHE @S E o
ZLct

$cityAttributeValue = New-Object

Amazon.SimpleNotificationService.Model.MessageAttributeValue

$cityAttributeValue.DataType = "String"
$cityAttributeValue.StringValue = "AnyCity"
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$populationAttributeValue = New-Object
Amazon.SimpleNotificationService.Model.MessageAttributeValue
$populationAttributeValue.DataType = "Number"
$populationAttributeValue.StringValue = "1250800"

$messageAttributes = New-Object System.Collections.Hashtable
$messageAttributes.Add("City", $cityAttributeValue)
$messageAttributes.Add("Population", $populationAttributeValue)

Publish-SNSMessage -TopicArn "arn:aws:sns:us-west-2:123456789012:my-topic" -
Message "Hello" -MessageAttribute $messageAttributes

« APIO] CHEt M5 ME = AWS Tools for PowerShell Cmdletol] AIA| X & &I X5 A AL,

Python

SDK for Python(Boto3)

AME L2 e ct2nt 24 L Ct GitHub AWS ZE oA 2| Z X|E2|oM A o FE
X4 O =

S A AdsteE S HIKIEAMR.

T=0|S5E2 782 HEHEY = ULT £90| L& E HAIXKIE HAIELICH

class SnsWrapper:
"""Encapsulates Amazon SNS topic and subscription functions.

def __init___(self, sns_resource):

:param sns_resource: A Boto3 Amazon SNS resource.

self.sns_resource = sns_resource

@staticmethod
def publish_message(topic, message, attributes):
Publishes a message, with attributes, to a topic. Subscriptions can be
filtered
based on message attributes so that a subscription receives messages only
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when specified attributes are present.

:param topic: The topic to publish to.
:param message: The message to publish.
:param attributes: The key-value attributes to attach to the message.
Values
must be either “str’ or “bytes’.
:return: The ID of the message.
try:
att_dict = {}
for key, value in attributes.items():
if isinstance(value, str):
att_dict[key] = {"DataType": "String", "StringValue": value}
elif isinstance(value, bytes):
att_dict[key] = {"DataType": "Binary", "BinaryValue": value}
response = topic.publish(Message=message, MessageAttributes=att_dict)
message_id = response['"MessageId"]
logger.info(
"Published message with attributes %s to topic %s.",
attributes,
topic.azrn,
)
except ClientError:
logger.exception("Couldn't publish message to topic %s.", topic.arn)
raise
else:
return message_id

TEAe Z2EZ0 el CHE EAE AF8stE HIAIXIE AHAIELICH

class SnsWrapper:
"""Encapsulates Amazon SNS topic and subscription functions."""

def __init__ (self, sns_resource):

:param sns_resource: A Boto3 Amazon SNS resource.

self.sns_resource = sns_resource
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@staticmethod
def publish_multi_message(
topic, subject, default_message, sms_message, email_message

Publishes a multi-format message to a topic. A multi-format message takes
different forms based on the protocol of the subscriber. For example,

an SMS subscriber might receive a short version of the message

while an email subscriber could receive a longer version.

:param topic: The topic to publish to.
:param subject: The subject of the message.
:param default_message: The default version of the message. This version
is
sent to subscribers that have protocols that are
not
otherwise specified in the structured message.
:param sms_message: The version of the message sent to SMS subscribers.
:param email_message: The version of the message sent to email
subscribers.
:return: The ID of the message.
try:
message = {
"default": default_message,
"sms": sms_message,
"email": email_message,
}
response = topic.publish(
Message=json.dumps(message), Subject=subject,
MessageStructure="json"
)
message_id = response["Messageld"]
logger.info("Published multi-format message to topic %s.", topic.arn)
except ClientError:
logger.exception("Couldn't publish message to topic %s.", topic.arn)
raise
else:
return message_id

- API N2 HH

rr

AWS SDK for Python (Boto3) API & & 9| PublishS X X3t AAI2.
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Ruby

SDK for Ruby

o Bt2 740| /012 GitHub. AWS Z = oAl 2|ZX|E2|0|M A HNE &1 A% gl

AdstE YHS HIEML.

# Service class for sending messages using Amazon Simple Notification Service
(SNS)
class SnsMessageSender
# Initializes the SnsMessageSender with an SNS client
#
# @param sns_client [Aws::SNS::Client] The SNS client
def initialize(sns_client)
@sns_client = sns_client
@logger = Logger.new($stdout)
end

# Sends a message to a specified SNS topic

#

# @param topic_arn [String] The ARN of the SNS topic

# @param message [String] The message to send

# @return [Boolean] true if message was successfully sent, false otherwise

def send_message(topic_arn, message)
@sns_client.publish(topic_arn: topic_arn, message: message)
@logger.info("Message sent successfully to #{topic_arn}.")
true

rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Error while sending the message: #{e.message}")
false

end

end

# Example usage:

if $PROGRAM_NAME == __ FILE__
topic_arn = "SNS_TOPIC_ARN" # Should be replaced with a real topic ARN
message = "MESSAGE" # Should be replaced with the actual message
content
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sns_client = Aws::SNS::Client.new
message_sender = SnsMessageSender.new(sns_client)

@logger.info("Sending message.")
unless message_sender.send_message(topic_arn, message)
@logger.error("Message sending failed. Stopping program.")
exit 1
end
end

. RPME B

SEH=
« API M| HE

AWS SDK for Ruby 7H&r A} SFHLHME F R SHAAIL.
= AWS SDK for Ruby API & Z 9| PublishE & Z M AIL.

Rust

SDK for Rust

1012 GitHub. AWS ZE oA 2|ZX|EE|oM HA oA E &1 MY 4
AI%Hg}E I:II-I:H% |.|_<|>__|_I;I_A-||_‘<_?__

async fn subscribe_and_publish(
client: &Client,
topic_arn: &str,
email_address: &str,
) -> Result<(), Error> {
println!("Receiving on topic with ARN: “{}'", topic_arn);

let rsp = client
.subscribe()
.topic_arn(topic_arn)
.protocol("email")
.endpoint(email_address)
.send()
.await?;

println!("Added a subscription: {:?}", rsp);
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let rsp = client
.publish()
.topic_arn(topic_arn)
.message("hello sns!")
.send()
.await?;

println!("Published message: {:?}", rsp);

0k(())

« API M5 ME = AWS SDK for Rust APl £ &= 9| Publish & X5t AA2.

SAP ABAP

SDK for SAP ABAP

M B2 20| /0{R GitHub. AWS ZE OiA| 2| ZX|E2|0IM TA oxE &1 M
Alsisl= HHEHS HIQIE A|Q.

TRY.
oo_result = lo_sns->publish( " oo_result is returned for
testing purposes. "
iv_topicarn = iv_topic_arn
iv_message = iv_message
).
MESSAGE 'Message published to SNS topic.' TYPE 'I'.
CATCH /awsl/cx_snsnotfoundexception.
MESSAGE 'Topic does not exist.' TYPE 'E'.
ENDTRY.

- APIOi| CHEF M| HE = SAP ABAPEAWS SDK API £ Z 9| PublishE& & Z=3HAL.
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M2 MEETS gct of:

SNSExtendedClientConfiguration snsExtendedClientConfiguration = new
SNSExtendedClientConfiguration() .withPayloadSupportEnabled(s3Client,
BUCKET_NAME) .withAlwaysThroughS3(true);
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amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
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Amazon SNS &%t
=l Amazon S3 Z

amazon.sqs.javamessaging.AmazonSQSExtendedClient;
amazon.sqs.javamessaging.ExtendedClientConfiguration;
amazonaws.

regions.Region;

regions.Regions;

s3.AmazonS3;
s3.AmazonS3ClientBuilder;
sns.AmazonSNS;
sns.AmazonSNSClientBuilder;
sns.model.CreateTopicRequest;
.model.PublishRequest;
sns.
sns.
sgs.
.sgs.
sgs.
sgs.

services.
services.
services.
services.
services.
services.sns
services.
services. util.Topics;

AmazonSQS;
AmazonSQSClientBuilder;
model.CreateQueueRequest;

model.ReceiveMessageResult;

services.
services
services.
services.

software.amazon.sns.AmazonSNSExtendedClient;

A-S3tA2.

model.SetSubscriptionAttributesRequest;

import software.amazon.sns.SNSExtendedClientConfiguration;

public class Example {
public static
final
final
final
final

void main(String[] args) {

String BUCKET_NAME = "extended-client-bucket";
String TOPIC_NAME "extended-client-topic";
String QUEUE_NAME "extended-client-queue";
Regions region = Regions.DEFAULT_REGION;

// Message threshold controls the maximum message size that will be
allowed to
// be published
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// through SNS using the extended client. Payload of messages
exceeding this

// value will be stored in

// S3. The default value of this parameter is 256 KB which is the
maximum

// message size in SNS (and SQS).

final int EXTENDED_STORAGE_MESSAGE_SIZE_THRESHOLD

32;

// Initialize SNS, SQS and S3 clients

final AmazonSNS snsClient =
AmazonSNSClientBuilder.standard().withRegion(region).build();

final AmazonSQS sqgsClient =
AmazonSQSClientBuilder.standard().withRegion(region).build();

final AmazonS3 s3Client =
AmazonS3ClientBuilder.standard().withRegion(region).build();

// Create bucket, topic, queue and subscription
s3Client.createBucket(BUCKET_NAME);
final String topicArn = snsClient.createTopic(
new
CreateTopicRequest().withName(TOPIC_NAME)).getTopicArn();
final String queueUrl = sqgsClient.createQueue(
new
CreateQueueRequest().withQueueName(QUEUE_NAME)).getQueueUrl();
final String subscriptionArn = Topics.subscribeQueue(
snsClient, sqsClient, topicArn, queueUrl);

// To read message content stored in S3 transparently through SQS
extended

// client,

// set the RawMessageDelivery subscription attribute to TRUE

final SetSubscriptionAttributesRequest subscriptionAttributesRequest
= new SetSubscriptionAttributesRequest();

subscriptionAttributesRequest.setSubscriptionArn(subscriptionAzrn);

subscriptionAttributesRequest.setAttributeName("RawMessageDelivery");
subscriptionAttributesRequest.setAttributeValue("TRUE");
snsClient.setSubscriptionAttributes(subscriptionAttributesRequest);

// Initialize SNS extended client

// PayloadSizeThreshold triggers message content storage in S3 when
the

// threshold is exceeded

// To store all messages content in S3, use AlwaysThroughS3 flag
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final SNSExtendedClientConfiguration snsExtendedClientConfiguration

= new SNSExtendedClientConfiguration()
.withPayloadSupportEnabled(s3Client, BUCKET_NAME)

.withPayloadSizeThreshold(EXTENDED_STORAGE_MESSAGE_SIZE_THRESHOLD);
final AmazonSNSExtendedClient snsExtendedClient = new

AmazonSNSExtendedClient(snsClient,
snsExtendedClientConfiguration);

// Publish message via SNS with storage in S3

final String message = "This message is stored in S3 as it exceeds
the threshold of 32 bytes set above.";

snsExtendedClient.publish(topicArn, message);

// Initialize SQS extended client
final ExtendedClientConfiguration sqsExtendedClientConfiguration =

new ExtendedClientConfiguration()
.withPayloadSupportEnabled(s3Client, BUCKET_NAME);

final AmazonSQSExtendedClient sqgsExtendedClient = new

AmazonSQSExtendedClient(sqsClient,
sqsExtendedClientConfiguration);

// Read the message from the queue
final ReceiveMessageResult result =
sqsExtendedClient.receiveMessage(queuelrl);
System.out.println("Received message is " +
result.getMessages().get(0).getBody());
}

J|EtAEXQIE ZZREF
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[
"software.amazon.payloadoffloading.PayloadS3Pointer",
{
"s3BucketName": "extended-client-bucket",
"s3Key": "XXXX=XXXXX=XXXXX=XXXXXX"
}
]
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« HIAIX| HO|2 == Amazon S30i M& E|1 Ofof CHet F =7t HAIELICEH

« CH7|goll AIAIE! HIAIX|E Amazon S30IM ZHAEl HE HIAIX|QF =74 QIAHELICH.

CHE 2 MIAIX|E H AlStE2d™ Python& Amazon SNS &% 2210|HE El0o|EHEIE AFESHMI2. ELH
= HAIX|E AKX HAIX| L 0| Z&El Amazon S3 ZA|E & =&L|Ct

import boto3
import sns_extended_client
from json import loads

s3_extended_payload_bucket = "extended-client-bucket-store"
TOPIC_NAME = "---TOPIC-NAME---"
QUEUE_NAME = "---QUEUE-NAME---"

# Create an helper to fetch message from S3
def get_msg_from_s3(body):
json_msg = loads(body)
s3_client = boto3.client("s3")
s3_object = s3_client.get_object(
Bucket=json_msg[1l].get("s3BucketName"), Key=json_msg[1l].get("s3Key")
)
msg = s3_object.get("Body").read().decode()
return msg
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# Create an helper to fetch and print message SQS queue and S3
def fetch_and_print_from_sqs(sqs, queue_url):
"""Handy Helper to fetch and print message from SQS queue and S3"""
message = sgs.receive_message(
QueueUrl=queue_url, MessageAttributeNames=["All"], MaxNumberOfMessages=1
).get("Messages")[0]
message_body = message.get("Body")
print("Published Message: {}".format(message_body))
print("Message Stored in S3 Bucket is: {}\n".format(get_msg_from_s3(message_body)))

# Initialize the SNS client and create SNS Topic

sns_extended_client = boto3.client("sns", region_name="us-east-1")
create_topic_response = sns_extended_client.create_topic(Name=TOPIC_NAME)
demo_topic_arn = create_topic_response.get("TopicArn")

# Create and subscribe an SQS queue to the SNS client

sqs = boto3.client("sqgs")

demo_queue_url = sqgs.create_queue(QueueName=QUEUE_NAME).get("QueueUrl")
demo_queue_arn = sqs.get_queue_attributes(QueueUrl=demo_queue_url,
AttributeNames=["QueueArn"])["Attributes"].get("QueueArn")

# Set the RawMessageDelivery subscription attribute to TRUE
sns_extended_client.subscribe(TopicArn=demo_topic_arn, Protocol="sqgs",
Endpoint=demo_queue_arn, Attributes={"RawMessageDelivery":"true"})

sns_extended_client.large_payload_support = s3_extended_payload_bucket

# To store all messages content in S3, set always_through_s3 to True
# In the example, we set message size threshold as 32 bytes, adjust this threshold as
per your usecase
# Message will only be uploaded to S3 when its payload size exceeded threshold
sns_extended_client.message_size_threshold = 32
sns_extended_client.publish(
TopicArn=demo_topic_azrn,
Message="This message should be published to S3 as it exceeds the
message_size_threshold limit",
)
# Print message stored in s3
fetch_and_print_from_sqs(sqs, demo_queue_url)
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Published Message:

[
"software.amazon.payloadoffloading.PayloadS3Pointer",
{
"s3BucketName": "extended-client-bucket-store",
"s3Key": "XXXX-XXXXX=XXXXX=XXXXXX"
}
]

Message Stored in S3 Bucket is: This message should be published to S3 as it exceeds
the message_size_threshold limit
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ZA| 22 MHH|A of &FEl HIAIX| &4
AWS . SNS.MOBILE.MPNS. Type
WNS AWS .SNS .MOBILE.WNS.CachePolicy

AWS .SNS .MOBILE.WNS.Group

AWS .SNS .MOBILE.WNS.Match

AWS .SNS.MOBILE.WNS.SuppressPopup
AWS .SNS.MOBILE.WNS.Tag
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// Imports

import com.amazonaws.services.sns.AmazonSNS;

import com.amazonaws.services.sns.model.PublishBatchRequest;
import com.amazonaws.services.sns.model.PublishBatchRequestEntry;
import com.amazonaws.services.sns.model.PublishBatchResult;
import com.amazonaws.services.sns.model.AmazonSNSException;
import java.util.list;

import java.util.stream.Collectors;

// Code
private static final int MAX_BATCH_SIZE = 10;

public static void publishBatchToTopic(AmazonSNS snsClient, String topicArn) {
try {
// Create the batch entries to send
List<PublishBatchRequestEntry> entries = IntStream.range(®, MAX_BATCH_SIZE)
.mapToObj(i -> new PublishBatchRequestEntry()
.withId("id" + i)
.withMessage("message" + i))
.collect(Collectors.tolList());

// Create the batch request

PublishBatchRequest request = new PublishBatchRequest()
.withTopicArn(topicAzrn)
.withPublishBatchRequestEntries(entries);

// Publish the batch request
PublishBatchResult publishBatchResult = snsClient.publishBatch(request);
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// Handle the successfully sent messages

publishBatchResult.getSuccessful().forEach(publishBatchResultEntry -> {

System.out.println("Batch Id for successful message: " +
publishBatchResultEntry.getId());

System.out.println("Message Id for successful message: " +

publishBatchResultEntry.getMessagelId());
1);

// Handle the failed messages

publishBatchResult.getFailed().forEach(batchResultErrorEntry -> {

System.out.println("Batch Id for failed message: " +
batchResultErrorEntry.getId());

System.out.println("Error Code for failed message: " +
batchResultErrorEntry.getCode());
System.out.println("Sender Fault for failed message: " +

batchResultErrorEntry.getSenderFault());
System.out.println("Failure Message for failed message:
batchResultErrorEntry.getMessage());
1)
} catch (AmazonSNSException e) {
// Handle any exceptions from the request
System.err.println(e.getMessage());
System.exit(1l);

FIFO =A|od| 10702 HIAIX| HHX| HIA|

// Imports

import com.amazonaws.services.sns.AmazonSNS;

import com.amazonaws.services.sns.model.PublishBatchRequest;
import com.amazonaws.services.sns.model.PublishBatchRequestEntry;
import com.amazonaws.services.sns.model.PublishBatchResult;
import com.amazonaws.services.sns.model.AmazonSNSException;
import java.util.list;

import java.util.stream.Collectors;

// Code
private static final int MAX_BATCH_SIZE

10;
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public static void publishBatchToFifoTopic(AmazonSNS snsClient, String topicArn) {
try {
// Create the batch entries to send
List<PublishBatchRequestEntry> entries = IntStream.range(@, MAX_BATCH_SIZE)
.mapToObj(i -> new PublishBatchRequestEntry()
withId("id" + i)
.withMessage("message" + i)
.withMessageGroupId("groupId")
.withMessageDeduplicationId("deduplicationId" + i))
.collect(Collectors.tolList());

// Create the batch request

PublishBatchRequest request = new PublishBatchRequest()
.withTopicArn(topicAzrn)
.withPublishBatchRequestEntries(entries);

// Publish the batch request
PublishBatchResult publishBatchResult = snsClient.publishBatch(request);

// Handle the successfully sent messages
publishBatchResult.getSuccessful().forEach(publishBatchResultEntry -> {
System.out.println("Batch Id for successful message: " +
publishBatchResultEntry.getId());
System.out.println("Message Id for successful message: " +
publishBatchResultEntry.getMessageId());
System.out.println("SequenceNumber for successful message: " +
publishBatchResultEntry.getSequenceNumber());

1)

// Handle the failed messages
publishBatchResult.getFailed().forEach(batchResultErrorEntry -> {
System.out.println("Batch Id for failed message: " +
batchResultErrorEntry.getId());

System.out.println("Error Code for failed message: " +
batchResultErrorEntry.getCode());

System.out.println("Sender Fault for failed message: " +
batchResultErrorEntry.getSenderFault());

System.out.println("Failure Message for failed message: " +
batchResultErrorEntry.getMessage());

1)

} catch (AmazonSNSException e) {
// Handle any exceptions from the request
System.err.println(e.getMessage());
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System.exit(1);
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MessageAttributesZ MM E[0] U&= & FilterPolicy7t MHE FA 2SS 2 HAIXIE MEHX O
E 2 EE HREE £ UGLICH HAIXK|o £48 M8st= Yol CHEt REMIBH LHE 2 Amazon SNS

HIAIX] &0l M ZlstM L.

"Type": "Notification",
"MessageId": "alb2c34d-567e-8f90-glh2-i345j67klmn8",
"TopicArn": "arn:aws:sns:us-east-2:123456789012:MyTopic",
"Message'": "message-body-with-transaction-details",
"Timestamp": "2019-11-03T23:28:01.631Z",
"SignatureVersion": "4",
"Signature": "signature",
"UnsubscribeURL": "unsubscribe-url",
"MessageAttributes": {
"customer_interests": {
"Type": "String.Array",
"Value": "[\"soccer\", \"rugby\", \"hockey\"]"
I
"store": {
"Type": "String",
"Value":"example_corp"
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I
"event": {
"Type": "String",
"Value": "order_placed"
I

"price_usd": {
"Type": "Number",
"Value": "210.75"

CH2 0|l M= Message ZE(HA|X| 111|0|E E= HAIX 22 0|EL|_E 2ol &= SYst &

Mg 2o4&ELICE FilterPolicyE X |'E E FM 52 #5292 FilterPolicyScopeZt
MessageBodyE MHEE|0] U= B HAIXIE ME4ZoR *EFOU-ILP HEE = A&Lct.
{

"Type": "Notification",
"MessageId": "alb2c34d-567e-8f90-glh2-i345j67klmn8",
"TopicArn": "arn:aws:sns:us-east-2:123456789012:MyTopic",
"Message": "{
\"customer_interests\": [\"soccer\", \"rugby\", \"hockey\"],
\"store\": \"example_corp\",
\"event\":\"order_placed\",
\"price_usd\":210.75

n
4

"Timestamp": "2019-11-03T23:28:01.631Z",

"SignatureVersion": "4",
"Signature": "signature",
"UnsubscribeURL": "unsubscribe-url"

Che WE| BMS 44 0|81 U 7IEC2 HAIXIE £3st7L HRFLICH

=3
x
=2
>
Ral
[
4>
Ju
gh
rr
04
12

Cte 75 ZE HAo| £40| oA HIAIX|ol XIHE £M40 UX[ELICH D2
MessageAttributes == MessageBody 2 MM TR =X|2 £ H Q0| FilterPolicyScopeOil CH
ol S Ust TE Mol MEELICH 24 55Xt Tl Bhe HAIRIS Mo et ZHER MRS
MEASFL|CY.

O| 2ol £ & otLt7h HIAIX|ol X|HE -0 URISHX| fo™ HH2 siiF HAIXIE HFFLICH
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{
"store": ["example_corp"],
"event": [{"anything-but": "order_cancelled"}],
"customer_interests": [
"rugby",
"football",
"baseball"
1,
"price_usd": [{"numeric": [">=", 100]1}]
}

ol K| HIAIXIE HESH= &2Y

CtE 75 ZE ¥Ao| £t of M| HIAIX|of X|'HEl £40| ME o42] 7tX|7} ELX[ELICE oIE &
0 encrypted &4 O|FO0| HIAIX| £0 gicEE o WA 42 T & 2fa 2Hgio| HIAIXIE
HE gt
ELUXI7t StLELE A2 B2 A2 sHE HAIXIE HRELCH
{
"store": ["example_corp"],
"event": ["order_cancelled"],
"encrypted": [false],
"customer_interests": [
"basketball",
"baseball"
]
}
ZE| A Rt

Amazon SNS 7-=0i| CiEF HE S S8 e HHol 7|71 o€ AlttEl=X| olsistE X0l &

= ! (=2t
QELICH FFoll Folof & =2 EH2 Ct5H Z&LCh

1. 82 7| — B2 7|= HE GOl 2[¢ 2| Z|ULICh o|2dgh 7|= Zholut MeF =S XIYst= O Ab

1§22 Zk=ELICh ol24r 7ol X[Est= Zholut X|eF
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CHS 2E E3 oAIE A2 &L

{
"state": ["SUCCESS"],
"severity": [{ "exists": true }],
"message": [{ "exists": true }],
"finding": {
"standard_control": [{ "exists": true }],
"region": [{ "exists": true }],
"account": [{ "exists": true }]
}
}

Ol ol AlolM= ChE Z17F EE Aol AR = 7AHAHELICH

* state
* severity
* message

 standard_control

* region
* account
7| M BAY, EXYE P EE= A7) obl JSON ZHA|E 2t 2 &SI 2 ElA LK et&LCt

IE CHE Oof| Al

{
"key_a": {
"key_b": {
"key_c": {
"key_d": ["value_one", "value_two", "value_three", "value_four"]
}
},
"key_e": {
"key_f": ["value_one", "value_two", "value_three"]
}
}
}
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Ol 22 key_d 7/0l|BF EXtH E= EAMYE HiE | 20| EE 22 HE HAMo| UdF 2 HMELICH
key_f F2 7| key_akey_b, X key_c £ 42 = SHE JSON HAE Lefst2 2 HLE|X| &L

Ct.
=S|
. ZIE{ A F|ok XA
o A4 H
—_ O

LicH & =

I
Of¥
jct
jo

MEo & 2t &2 1502 Totef = 9
I.

{
"key_a": ["value_one", "value_two", "value_three"],
"key_b": ["value_one"],
"key_c": ["value_one", "value_two"]

}

O ZR40i A1:
- & A Hiol= 3702 gtol RlaLict
A Bl 2t 17HeLict,

H

« Al #Hm BiGollE = el 2fol A& LIch

A
=
M

et A& =ee oSt 24 Lot
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ZIE| & o| JSONO|= CH2 0| Z&E 4 QlaLCt.

ro
Olo
r
fok

O

—

=3

_I_ll]

A=

A

o M
>

0k
I

3 Qe 7|19¥E true, false & null

Amazon SNS APIE Al2¢ [Ill= Z/E| 20| JSONS 8 &8t UTF-8 E2At¥ 2 HMESHoF g LCt.

- ZIE| MAo| x|c 3 7|= 256KBILICY.
- 7|2Mo 2 FHY £[CH 200702 E] AT AWS HIHEE 10,0007H2] EE HHMS A8E £ UE
LiCt.

- O] ¥™ B = APIZ Amazon SQS CH7|¥ 752 Mdsle JAE B OPX| ot &LICt Subscribe
St X|2t Subscribe APl Z& (£ SetSubscriptionAttributes APl £&)0i ZE HMg 14

ok
n
u
ol
N
i
0]
o
o|-

1524 AWS Service QuotasE AF2gFLC}.

T=0|M FilterPolicyScope= MessageAttributes® M

A
0x
AN

o T
1]
m

— o
ro
N
i
Ijo
e
|0
HU
J

Amazon SNS&= &4 7|8t ZHEZES = % =3 L
+ Amazon SNSE CHZ CllO|E A2 4= HAIX| S48 3 £40 HW gL
* String

* String.Array

/A Important
Hi 0| 458
797} 7} HH S

=2 o= E
of HO|ZE 7|t ZIE{Zl

* Number

« Amazon SNSE O|0|E{ &4l0| Binary Q! MIA|X| $48 FAIELICH
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Amazon Simple Notification Service IR 740l =

. 2 LE| Aol 2/0h 5742l &4 Ol§0| 2 % UsLIC

Amazon SNSE 0|2 7|gt ZE{Zof CHEH SHE TE MM S TE| Mol 5 2t T8
= HAt5tedH 2 S Pl & & S5t AR
CHS ol HAg neds EAAIR
{
"key_a": {
"key_b": {
"key_c": ["value_one", "value_two", "value_three", "value_four"]
}
.
"key_d": {
"key_e": ["value_one", "value_two", "value_three"]
}
}

O| HA0i M:

X

T

r

Aml HiZoll= 3EA & 7ol Wl 742l gtol /&Lt
iml 710l = 2Bt A S 710dl Al 7H2] gfol l&Lct.

T

.

r

[EM A e chSo 240t

e 4x3x3x2=72

&5y

rot

=

Zie H™ol= =|CH 5702 22 7| (249 ZI) 7t /[2 = JU&LICH SHE HAMo| A &2 7|8k 7
Xgt 5740f| Z&r=lL|Ct.

%At 9]
9

L] oMol 27 Yxlol ZP Zhol M= 109~ 10 (1024~102) Ol 247 0|3t 5x2] &

$E8 JHELICH
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&M 7|eh7[2ZHoM Ho|Z2E 7|8t ZE{Z2loZ MEHEed £ 50{A FilterPolicyScopeE
MessageBody =2 A5l oF & L|C}

AND/OR 2 &/

st AE AEstod HIAIX| &

o
>

AND/OR 2 %|
Ct.

J E= HAIX| 28 42 RIANE = A&L

0
H

S|

« AND 2%
« ORZEZX
« OR P44t}

AND £ %]

"customer_interests": ["rugby"],
"price_usd": [{"numeric": [">", 100]}]

O] M2 rugby2 MHME customer_interests Zt 12|01 100€ XI5lE 22 MHE
price_usd &2 ¥ = ZE HAIX| §H E= HAIX| 22 &§83 LX[ELICH
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"customer_interests": ["rugby", "football", "baseball"]

O] £ customer_interests Zt0| rugby, football EE= baseballZ MHE ZE HAIX| &
M EE HAIX 22 S48 YRIFLIc

Amazon SNS& HMO| Lt ZHE 25 5F 5= d2H o "$or HHE
O| 25 SFL|X| to™ "$or"2 HHO|C
« TElof "$or" HE H40| YU I FHoll i o] &Lkl “$oxr” : []).
"$or" HHFO| E|A F 7He| A7 U&LIC "$or": [{3, {3}]
o

"$or" HiE S| ZE Ao ofFE 7= EE 0|F0| &Lt

OEX| e "$or"s MO CHE EXEL OME7EX|Z Lt £4 0§22 #2|FLCH

ZAtet HFALE o9 El 7|/E0/2 2 OHE X2 OR #HZE & EMEIX| eh&Lch

"$or": [ {"numeric" : 123}, {"prefix": "abc"} ]

OR 4K} of A

OR:

FH
M

"source": [ "aws.cloudwatch" ],

"$or": [
{ "metricName": [ "CPUUtilization" ] 3},
{ "namespace": [ "AWS/EC2" ] }

O 2o ZE = X2 Ch5ot Z&Lch

'Sor" AMIIE ALl HE HHE HAIMoZ Holsto] Aol e oft] £ 7| ORBHE &

QIAfgfLICt of|2Eh =¢
2 EAHLD O 7ER 2 Ui £ 0§22 ME[FUCH

AND/OR Z &
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JHeER 7Hol=

"source" && ("metricName" || "namespace")

Ol= Ch5 HIAIX] £ & otLtet LR|ELICH

"source": {"Type": "String", "Value": "aws.cloudwatch"},

"metricName": {"Type": "String", "Value": "CPUUtilization"}

CC —
. —
"source": {"Type": "String", "Value": "aws.cloudwatch"},
"namespace": {"Type": "String", "Value": "AWS/EC2"}
0| £ 42 CtE HAIX| 28 & stLtt: Lx|gFL[Ct
{
"source": "aws.cloudwatch",
"metricName": "CPUUtilization"
}
CC
. —
{
"source": "aws.cloudwatch",
"namespace": "AWS/EC2"
}

{
"source": [ "aws.cloudwatch" ],
"$or": [
{ "metricName": [ "CPUUtilization", "ReadLatency" ] },
{
"metricType": [ "MetricType" ] ,
"$or" : [
{ "metricId": [ 1234, 4321 ] },
{ "spaceIld": [ 1000, 2000, 3000 ] }
]
AND/OR Z 7|
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}

Y
LOL
ok
1>
1
20
1>
C
[u]

ol &0l 23|

fijo

Ct=a 2ol H

("source" AND "metricName")

OR

("source" AND "metricType" AND "metricId")
OR

("source" AND "metricType" AND "spaceId")

OR ZHAI7t = EHo| ST H A2 2t OR Eoi CHet g ST Pl go 2 Hedte = A&Lch

[t M =82 chsn Z&LCh

(source * metricName) + (source * metricType * metricId) + (source * metricType *
spaceld)

= (1 *2)+ (1 *1*2)+(1L*1*3)

=7

source0|= 2t0| 3tLt, metricNameO|= L0l & 7H, metricTypeOl= 20| 5tLt, metricIdol=
Zkol & 7l, spaceIdoliE 2Ol Ml 7H U&LICH.

Ct2at 242 38 e YA Tedsl SLict
{
"$or": [
{ "metricName": [ "CPUUtilization", "ReadLatency" ] },
{ "namespace": [ "AWS/EC2", "AWS/ES" ] }
1,
"detail" : {
"scope" : [ "Service" ],
"$or": [
{ "source": [ "aws.cloudwatch" ] 1},
{ "type": [ "CloudwWatch Alarm State Change"] }
]
}
}

ol @&o| =% Ch51t Zo| EHesdte & A&LCh
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("metricName" AND ("detail"."scope" AND "detail"."source")

OR

("metricName" AND ("detail"."scope" AND "detail"."type")
OR

("namespace" AND ("detail"."scope" AND "detail"."source")
OR

("namespace" AND ("detail"."scope" AND "detail"."type")

& 2 AlLr2 7|9 H &S noddior Bttt ME Melstn SHEIX| o2 HHn SUFLICH

(2*2*2)y+((2*2*2)y+ (2*2*2)+(2*2*2)-=

metricNameOl= & 7H2| Zt0| i1, namespaceoﬂ._ 5 7Hol Ztol /1, scopes SHLES| ZfO| /U=
2% 53 7/0|12, source= StLEL| gLO| U= 2 E 5 710/, type stLEC| 2LO| /U= 2+ &

S 7|uch.

N

N
e

exists QMXAIE ALSsto] HE Aol XIHE £40| UL gl =& HAIXIE LRIANEH = U&
LICH exists YUXIE BlZ =0 MEF ZSELICH &2t =M= 2 S| ef&LICH

« "exists": true% M350 X|ME &M T itets 2 Al HAIRKIE LUx|AIZ £ UaLC 7|=
nullO| ok H|o{ UX| ef2 gtS 7Hx{oF &L|Ct.

08 E0{, CIS Y HH2 true &2 Xl exists QILAIE AFSELICEH
"store": [{"exists": truel}]

A

Ol £482 Ct31 20| store £ 7|7t U= ZE HAIX| &4 S5 LRI

g
rlo

"store": {"Type": "String", "Value": "fans"}
"customer_interests": {"Type": "String.Array", "Value": "[\"baseball\", \"basketball

\"1"}

Ol £82 O3 HAIX| EE & stLtet LRI

"store": "fans"
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"customer_interests": ["baseball", "basketball"]

S5 LR|stx| ef&LCH

of=
=

L Ch2 1 ZH0| store &4 7|71 @i= HIAIR| &4

"customer_interests": {"Type": "String.Array", "Value": "[\"baseball\", \"basketball

\Il] Il}

CHE HIAIX| 220t T YR[etR| ef&LICH

{
"customer_interests": ["baseball", "basketball"]
}
« "exists": falseE AI235t0{ X|HE SMHE &KX &A= =4 HAIXIE LXIAIZ = USL
Ct.
@ Note
"exists": falsec StLt O|&fQ| £40| /= AR0EF UX[ELICH &4 METL H|of U
o™ EE7t YxISHR| &t &LCt.
0o& =04, CtS B £4d2 false 22 Kl exists HLHALE AFERFLICE.
"store": [{"exists": false}l]
O| £82 Ct21 20| store & 717t UE ZE HAIXK| & 550 YXIGHK| b&LICH
"store": {"Type": "String", "Value": "fans"}
"customer_interests": {"Type": "String.Array", "Value": "[\"baseball\", \"basketball
\Il]ll}

1
Ml

Tt CHE HIAIR] 223t

"store": "fans"
"customer_interests": ["baseball", "basketball"]

168

7| LRl



Amazon Simple Notification Service IR 740l =

Lt CHEa Z0] store £ 717t 9l 2 E HAIXK| &4 S 53 AR LICH

"customer_interests": {"Type": "String.Array", "Value": "[\"baseball\", \"basketball
\Il] Il}

0| £d2 CtZ HAIX| 22T LXIFLIC

"customer_interests": ["baseball", "basketball"]

XA LS HAIXK| & 2LoILE HIAIX| B2 &4 2t dR|AI7] HAIXIE EE{EE = A&LUch <A
Zh2 JSON HMolM B EE SX| ot&Lich LE{Yol CHE T 22 £ U2 ABE + 2l
Ct.
(® Note
HFALE X1 Lx[of CisiAMBt x| E LIt
=
. AISHEE Qx|
= =

SEHE 2RI
« Anything-but & %]

o« 2L HP LR

0
o
rot

2PN

>

Z2f0| 7|9 E numericat
HIAIR| &4 EE= HAIXK| &

30 oA
g2
b b
rn ox

=& ZEte B9
|

A0
1
0%
=
Ac]
mO
I
o
_|T|_

CHe M AN dTEASLIC

"price_usd": [{"numeric": ["=",301.5]}]

ol 42 ot HAIXI &4 5 stLbet Ux[ELICH
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"price_usd": {"Type": "Number", "Value": 301.5}

"price_usd": {"Type": "Number", "Value": 3.015e2}

0| £42 LIS HAIXK| BE & stLiets Yx[Ehc

{
"price_usd": 301.5
}
{
"price_usd": 3.015e2
}

Anything-but & x|

£ 2foll 7| E anything-but7t Z & E|o] Qo HA £ 72 ZESHX| ple ZE HAIX|
EE HAIXRI 28 &d2tnt dR[EL

Ad
(=)

n
1jo

Al
12
B
mjo

MBI &L

il

price": [{"anything-but": [100, 500]}]

P

ol £Me C}S HAIX| &4 = sLtet Yx|BFLICH

price {"Type": "Number", "Value": 101}
"price": {"Type": "Number", "Value": 100.1}
0| £42 CtE HAIX| 2& & stLtetz xIFLCt

{

"price": 101
}
{

"price": 100.1
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eSO HIAIR] 40 Yx|ELICH100 == 5000] of =l Zfo| & |0 /7| ).
price": {"Type": "Number.Array", "Value": "[100, 50]"}

St O HAIX 223t E YR[ELICH100 E= 5000] ol Z2ho| Z & E|o] /7| ).

"price": [100, 50]

J2{ut o HIAIX| SM80t= YXISHR] §E& LT
"price": {"Type": "Number", "Value": 100}

CHE HIAIX| 223t YX[SHR| ef&LICH

price_usd": [{"numeric": ["<", 0]}]

Ol 582 S+ 4 S 4= 2ZE HAIX| £4 E& HAIX| 22 &4zt dR[ELICH

"price_usd": [{"numeric": [">", @, "<=", 150]}]

Ol £42 =|0i 1507t X|e| E+E A= ZE HAIX| §d E= HAIX| 22 S0 LX(FL|ct

MO
jzi
0

= F = ¥N
2R 22 HAIK &4 2ol HIAIR| 22 &4 30 URIAIA HAIXIE ZERY & AaLIch 2
R 2k JSON ol M 2B EZ SALICH OFS EXY &2 A5t HIAIRI 4 £ A

X 22 dRIAE = &Lt
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+ Anything-but &%
« anything-but Q1&HXI7}F Qe HEA ALS

« E OHE quals-ignore-case

- IPFA Ux|

« HEA LR

"customer_interests": ["rugby", "tennis"]
Ol £42 Ctg HIAIX] £-83t Ux|ELCt

"customer_interests": {"Type": "String", "Value": "rugby"}

"customer_interests": {"Type": "String", "Value": "tennis"}

et OhE HAIR| 220 UR[IELICH

{

"customer_interests": "rugby"
}
{

"customer_interests": "tennis"
}

JeqLt oS HIAIR] £4dot= LRlsHx]| E&LCh

"customer_interests": {"Type": "String", "Value": "baseball"}

Mo
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2
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CHE HIAIX| 220t T YR[etR| ef&LICH

JHeER 7Hol=

"customer_interests": "baseball"

Anything-but & x|

[
=

HAM &4 Zfol 7|19= anythlng but7t ZE|0{ U™ HHM £ IS X etX| &= ZE HAIX]|
&8 = AR 28 2o LRI anything-butE= "exists": false®t E7H AFSE = Q!
&Lch

Che X S48 dnEaL o

"customer_interests": [{"anything-but": ["rugby", "tennis"]}]
0| £d2 CtF HIAIX| £ & sttt Lx[EhLlct.

"customer_interests": {"Type": "String", "Value": "baseball"}

"customer_interests": {"Type": "String", "Value": "football"}

0| 82 Ct3 HAIX| & & stLtetz xIFLC.
{
"customer_interests": "baseball"
}
{
"customer_interests": "football"
}

CES O HIAIR] &80 YX|BLICHrugby = tennisOl obil 20| Z & E|o] /7| HE).

"customer_interests": {"Type": "String.Array", "Value": "[\"rugby\", \"baseball\"]"}

St ChE HAIR 283 E YR|ELICHrugby 2= tennis7t OfEl 20| &[0 /U7| HE).
{
=AY ot d=
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THEERE 7

tol=

"customer_interests": ["rugby", "baseball"]

oLt oS HIAX] S-dats LR|sHR| &Lt
"customer_interests": {"Type": "String", "Value": "rugby"}

CHE HIAIX| 220t YR[etR| ef&LICH

"customer_interests": ["rugby"]

anything-but X7 U= HFAF ALS

FI

ZAtYE x| B anything-but QI4tALet E7H HFALE MASE =2 U
AMe order- MFAE HEELICY.

"event":[{"anything-but": {"prefix": "order-"}}]

o

il

g2 o5 &4 & otLtet AR

"event": {"Type": "String", "Value": "data-entry"}

"event": {"Type": "String", "Value": "order_number"}
O £M2 CtF HAIX| 22 & stLttE LX(|ELICt
{
"event": "data-entry"
}
{
"event": "order_number"
}

aeiLt ohE HAIX] £date RIsHX| ek& Lt

S0{CtS

Ao
>
2
=
e
>
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JHeER 7Hol=

"event": {"Type": "String", "Value": "order-cancelled"}
Ct2 HAIX| 222t Lx|5HK| f&LICt

{

"event": "order-cancelled"

}
E O4& quals-ignore-case
Y™ £40| 7|9E equals-ignore-caseE ZES T UE ER, ZE HAIKI SEH E£E=E 28 &4
2toll CHall CHAERHE FE5HK| St YUX| d4tE =~ ELICtH
CtE ™ S8 A4HE &L

"customer_interests": [{"equals-ignore-case": "tennis"}]
O &M 2 CtF HAIX| £ & Sttt LXIFLICH.

"customer_interests": {"Type": "String", "Value": "TENNIS"}

"customer_interests": {"Type": "String", "Value": "Tennis"}
O &M 2 CtF HAIX| 22 & stLitE L XL

{

"customer_interests": "TENNIS"
}
{
"customer_interests": "teNnis"

{
IP &4 L
cidr QMRIE AFB3I0] £ 41 HIAIRIZF SH IP F4 & MELIM SAsHER| ZHolg £ sl
Ct.
CtE S S48 AHE &L .
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"source_ip":[{"cidr": "10.0.0.0/24"}]

Ol M2 Ch2 HIAIR| &4 & sttt Ux[EHLIct.

"source_ip": {"Type": "String", "Value": "10.0.0.0"}

"source_ip": {"Type": "String", "Value": "10.0.0.255"}

ol £42 ot HAIX| 28 & stLtetz Ux[FrLch

{
"source_ip": "10.0.0.0"
}
{
"source_ip": "10.0.0.255"
}

JeqLt oS HIAIR] £4d2ts LRlstx| &L

"source_ip": {"Type": "String", "Value": "10.1.1.0"}

CtE HAIR| 2E23tE UX|5HR| et&LCt

{
"source_ip": "10.1.1.0"

}
MFA x|
MM £40| 7|HE prefixE Z&etD U= B2, 0 2t2 HAIX| &4 E= XIHE EAR Al&HSH=
2E HAIR|I &4 2ta LxIgFLCt
CtE 8 S48 AESLICH

"customer_interests": [{"prefix": "bas"}]

ol £442 CHE MAIX &4 & shLket URILICH
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JHeER 7Hol=

"customer_interests": {"Type": "String", "Value":

"customer_interests": {"Type": "String", "Value":

Ol £42 O3 HAIX| 2E & strtet YRIFLICH

"customer_interests": "baseball"

"customer_interests": "basketball"

aeiLt ohE HAIX] £d8ahs R[sHX| ek& LIt

"customer_interests": {"Type": "String", "Value":

CHE HIAIX| 223t YX[etR| ef&LICH

"customer_interests": "rugby"

HolAr LR

&£M0| 7|/E suffixE Z&5tD U B2, 0| &
HIAIR| &M Zfot Lx|EFLICt

b ox

rn g2

0

Ad

E—I’E ng (=]

12
i
fjo

Aoz

Iy
r
[u}

"customer_interests": [{"suffix": "ball"}]

Ol £42 Ct3 HAIX| &4 & stitet Y| LICH

"baseball"}

"basketball"}

Ilrugbyll}

"baseball"}

"basketball"}

"customer_interests": {"Type": "String", "Value":
"customer_interests": {"Type": "String", "Value":
SN EE I S TPA
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0| £ €2 CtF HAIX| 28 & sttt Lx|gFL[Ct
{
"customer_interests": "baseball"
}
{
"customer_interests": "basketball"
}

JedLt O HIAIX] §dt= LXK E& Lt
"customer_interests": {"Type": "String", "Value": "rugby"}

CHE HAIX| 22T YRISHK| et&LICH

"customer_interests": "rugby"

TS WE| A K8

Amazon SNS E2£ 2 A oF04 ZIE| MEHE Amazon SNS £ 50f & £ QU&LIC}H &

CloudFormation

/A Important

AWS IAM & Amazon SNS&F Z 2 MH|AE 2|T L& H0[ElE B4 AFE RE S AFSEL
Ch 75 EE| YMOo| F7| == BHE AHE 0| 2t 85| M Zled™ =|c 1580] A ELICH

AWS Management Console

1. Amazon SNS &0 2291&fL|Ct.
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https://console.aws.amazon.com/sns/home
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4. TE(Edit) HO|X|MM T+ 5 EE| A (Subscription filter policy) AMM& =& gtLICt

=
449 7|8 TE{Y T HOIZE Jldh TE™ SoiM MLIC

5.
6. JSON HZ!7|(JSON editor) E= 0 A ZE| &20| JSON EZ(JSON body)2 MZEfLIC}.
7. WHEAYE HEE MEHELICH

Amazon SNSOIAM T Eof ZE| Mag M3t
AWS CLI

AWS Command Line Interface (AWS CLI) & &7 ZE HAE M 3tci™ CHE of|ef Z 0|
set-subscription-attributes@&E MAEELICH --attribute-name SMo| F<
FilterPolicyE X|MELICH --attribute-value®| Z< JSON HAE X|HgrLCH

$ aws sns set-subscription-attributes --subscription-arn arn:aws:sns: ... --
attribute-name FilterPolicy --attribute-value '{"store":["example_corp"], "event":
["order_placed"]}'

H&ol S5 JSONS MZ o™ £4 0|81 242 2 IS E2 SaLICH E3 TA B Q148 1t
SE2 F0{0F FLICH HBE OlAHOIZE WX|3HEH, 2I0] oiXIo+ 20| H2MIES AB5Hod
Mg 27 2B EE AL50{ JSON 0BT 2t B8 4 YLt

&4 7lgh (7122 oM HOo[2Z= Z|gt HIAIX| HEHE2 2 7‘42F0PE=L Aol HHS AISE
& LIC}. set-subscription-attributes --attribute-name 49| 32 FilterPolicyScope
FLICH --attribute-valueOl A MessageBodyE A& ELICY.

$ aws sns set-subscription-attributes --subscription-arn arn:aws:sns: ... --attribute-
name FiltexPolicyScope --attribute-value MessageBody

ZIE] HAo| MBEIQ=X| &QI524M get-subscription-attributes @S A ELICH E{O|
1 £240| £M40ll= O oM 20| FilterPolicy 7|0 CHEt EE| HA0| E AlZ|o{oF &L|C}:

$ aws sns get-subscription-attributes --subscription-arn arn:aws:sns:
{
"Attributes": {
"Endpoint": "endpoint . . .",
"Protocol": "https",
"RawMessageDelivery": "false",

"EffectiveDeliveryPolicy": "delivery policy . . .",
"ConfirmationWasAuthenticated": "true",
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https://docs.aws.amazon.com/cli/latest/reference/sns/set-subscription-attributes.html
https://docs.aws.amazon.com/cli/latest/reference/sns/set-subscription-attributes.html
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"FilterPolicy": "{\"store\": [\"example_corp\"], \"event\": [\"oxrder_placed

\"1}",
"FilterPolicyScope'": "MessageAttributes",
"Owner": "111122223333",
"SubscriptionArn": "arn:aws:sns: . . .",
"TopicArn": "arn:aws:sns: . . ."

}
}
AWS SDK

CHS 2= oAM= AF8 SetSubscriptionAttributes &S Eo{FLICI

/A Important

Java 2.x 0| M| & SDKE AtE3st= B 224 SNSMessageFilterPolicyE A ALSE
gigLct o] Z2eiAE Mdx[st= Yol CiEt X|=2 GitHub 2 ALO|E Q| oA E B Z=SHAIA
o

—_—r

0o
9'|1

Ct= set-subscription-attributes O{A|0| A= SQS #+50{ RawMessageDelivery &
A ™o

aws sns set-subscription-attributes \
--subscription-arn arn:aws:sns:us-
east-1:123456789012:mytopic:f248del8-2cf6-578c-8592-b6fleaa877dc \
--attribute-name RawMessageDelivery \
--attribute-value true

O] BH2 £ MstK| et&LICt

CtZ set-subscription-attributes O{A|0AM= SQS #5501 FilterPolicy £488 M
X-I%I-L_||:|.

oH

aws sns set-subscription-attributes \
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/javav2/example_code/sns/src/main/java/com/example/sns/SNSMessageFilterPolicy.java
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JHeER 7Hol=

--subscription-arn arn:aws:sns:us-
east-1:123456789012 :mytopic:f248del8-2cf6-578c-8592-b6fleaa877dc \

--attribute-name FilterPolicy \

--attribute-value "{ \"anyMandatoryKey\": [\"any\", \"of\", \"these\"] }"

Ol BE2 £ ddatx| ef&Lict

Ct=Z set-subscription-attributes (XM= SQS #50iMH FilterPolicy 82

M 74gfct.

aws sns set-subscription-attributes \
--subscription-arn arn:aws:sns:us-
east-1:123456789012:mytopic:f248del8-2cf6-578c-8592-b6fleaa877dc \
--attribute-name FilterPolicy \
--attribute-value "{}"

Ol BE2 £ ddstx| ef&Lict

« APl M HEE AWS CLI H& SetSubscriptionAttributes2 2 & R X 5HAA|2.

ol

Java

SDK for Java 2.x

@ Note

REMIEH LHE 2
OIRIZ &t AX Tl Alsts}

0| M &elgh = GitHub A&LICH AWS I E oA E[ZX|E [0 A

YHE HIHEM L.

0

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.sns.SnsClient;
import software.amazon.awssdk.services.sns.model.SnsException;

import java.util.Arraylist;

/**

* Before running this Java V2 code example, set up your development
* environment, including your credentials.

* For more information, see the following documentation topic:

AWS SDK
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sns/set-subscription-attributes.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/sns#readme
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* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-
started.html
*/
public class UseMessageFilterPolicy {
public static void main(String[] args) {
final String usage = """

Usage: <subscriptionArn>

Where:
subscriptionArn - The ARN of a subscription.

min,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String subscriptionArn = args[0];
SnsClient snsClient = SnsClient.builder()
.region(Region.US_EAST_1)

.build();

usePolicy(snsClient, subscriptionArn);
snsClient.close();

public static void usePolicy(SnsClient snsClient, String subscriptionArn)
try {
SNSMessageFilterPolicy fp = new SNSMessageFilterPolicy();
// Add a filter policy attribute with a single value
fp.addAttribute("store", "example_corp");
fp.addAttribute("event", "order_placed");

// Add a prefix attribute
fp.addAttributePrefix("customer_interests", "bas");

// Add an anything-but attribute
fp.addAttributeAnythingBut("customer_interests", '"baseball");

// Add a filter policy attribute with a list of values
ArraylList<String> attributeValues = new ArraylList<>();
attributeValues.add("rugby");

AWS SDK
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attributeValues.add("soccer");
attributeValues.add("hockey");
fp.addAttribute("customer_interests", attributeValues);

// Add a numeric attribute
fp.addAttribute("price_usd", "=", 0);

// Add a numeric attribute with a range
fp.addAttributeRange("price_usd", ">", 0, "<=", 100);

// Apply the filter policy attributes to an Amazon SNS subscription
fp.apply(snsClient, subscriptionArn);

} catch (SnsException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

« API M|¥ HME = AWS SDK for Java 2.x API SetSubscriptionAttributes& 2 & & XA AL

Python

SDK for Python(Boto3)

(® Note

KMIBE Li2 e Ct2 ot Z&LICH GitHub. AWS ZE oA 2|Z X|E 2|0 M MA| o KE
H

AT AN Ol AlSEs HES HIQIE AL,

class SnsWrapper:
"""Encapsulates Amazon SNS topic and subscription functions."""

def __init_ (self, sns_resource):

:param sns_resource: A Boto3 Amazon SNS resource.

self.sns_resource = sns_resource
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https://docs.aws.amazon.com/goto/SdkForJavaV2/sns-2010-03-31/SetSubscriptionAttributes
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/sns#code-examples
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@staticmethod
def add_subscription_filter(subscription, attributes):
Adds a filter policy to a subscription. A filter policy is a key and a

list of values that are allowed. When a message is published, it must
have an

attribute that passes the filter or it will not be sent to the
subscription.

:param subscription: The subscription the filter policy is attached to.

:param attributes: A dictionary of key-value pairs that define the
filter.

try:
att_policy = {key: [value] for key, value in attributes.items()}
subscription.set_attributes(
AttributeName="FilterPolicy",
AttributeValue=json.dumps(att_policy)
)

logger.info("Added filter to subscription %s.", subscription.arn)
except ClientError:
logger.exception(

"Couldn't add filter to subscription %s.", subscription.arn

raise

. APIO|| CHEt REMIEH LHE 2 mHO|#M8AWS SDK (Boto3) APl HIH{HAE XA
SetSubscriptionAttributes.

Amazon SNS API

Amazon SNS APIE At83t04 ZE| HME M&5t24™ SetSubscriptionAttributes & 4oi CHE
QLHEE +™ELICH AttributeName IF2HOIE{E FilterPolicy2 M3t AttributeValue I}
CHO|E{E ZE H& JSON2 Z MAELCt

54 7|8HZ[22h)0lMH mHo[2= 7|8 HIAIX| HE{Z R MEtsteis BT
SetSubscriptionAttributes HYE A& = U&LICEH AttributeName OH7 B+ E

—

FilterPolicyScopeZ A&l AttributeValue Of7f B45E MessageBody 2 A& EFL|C}

= o
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https://docs.aws.amazon.com/goto/boto3/sns-2010-03-31/SetSubscriptionAttributes
https://docs.aws.amazon.com/sns/latest/api/API_SetSubscriptionAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_SetSubscriptionAttributes.html
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AWS CloudFormation

£ A83t04 AWS CloudFormationZE HAMZ M&35t2{™H JSON EE= YAML HEZI2 AFE 5104
AEHS MMSHAAI2. AWS CloudFormation XFA|SH LI & AWS CloudFormation AI& A A{C

AWS: :SNS: :Subscription BlA&AA FilterPolicyS A 2 of| M| AWS CloudFormation Bl Z 3!
AT AR.

1. AWS CloudFormation &0 2318}

2. AEHMME MEAEHLICE

3. HEZ! M= 1| 0|X|0]| A Amazon S30f| IES! YECE MEStT IUS MBS = OIS S M=

a. AEi 0|0l MyFilterPolicyStacke 238t

b. 2| myHttpEndpoint@<®? FXNE& FS& HTTP QJIEZQIEE =dFLCt.

® Tip
HTTP QJIEXZQIET} Qs B StLEE MM EhLICt
5. M HOo|X|oM CtZS MEigLICt
6. Z4E(Review) H O[X|0]M M+d(Create)=S MEHEILICE

75 el A M
F=RolA EUiE HAIXKIe] HEEE SXlsttiH sl 752 ZE YAE 2l JSON %—E—QE =04
MM M7AHELICH HRE M7AHE Floz siE 52 RAE dTiz HAEE 2E HAIXIE 2H 2

Ct.

AWS Management Console

1

2 =

3. TEE M
4

Edit EXAMPLE1-23bc-4567-d890-ef12g3hij456(H Xl 1-23bc-4567-d890-ef12g3hij456 T
£l) H 0| X[l A Subscription filter policy(T75 ZE{ Z2H) MM & & §L|CH.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-sns-subscription.html#cfn-sns-subscription-filterpolicy
https://github.com/aws-samples/aws-sns-samples/blob/master/templates/SNS-Subscription-Attributes-Tutorial-CloudFormation.template
https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/sns/home
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5. JSON HE7| Z=ollM EE HAo| Bl JSON 22({})2 MBS ELIct.

6. Save changes(f3 Atg XZ)E MEHEILICY.

Amazon SNSO|M 50 EE HME M8&LCt

AWS CLI

AWS CLIOIM EE HME M 7{5t24M set-subscription-attributes HHEE AI& 3t --
attribute-value 2I5=0{ Bl JSON 222 U=gLICH.

$ aws sns set-subscription-attributes --subscription-axrn arn:aws:sns: ... --attribute-
name FilterPolicy --attribute-value "{}"

Amazon SNS API

Amazon SNS APIE At85t0{ ZE HME X|7{5t2{M SetSubscriptionAttributes S ™
gtLICH AttributeName ZI2FO|E{E FilterPolicy2 M™& 1 AttributeValue Ti2tO[E{0] Bl
JSON EXtE S l2dgtL|ct.
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https://docs.aws.amazon.com/cli/latest/reference/sns/set-subscription-attributes.html
https://docs.aws.amazon.com/sns/latest/api/API_SetSubscriptionAttributes.html
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HA|X| GlO|E E& 2 FUALI?

HAIX| CO|E| E5 = CIO|E{ E5 HAE AFE5t04 OHEE[A|0|M EE= AWS MH|A Ztof O|S 35t &
Qe MEE ZASID oAt D -5t D RIEHEF S ZM Amazon SNS FA|of HAIAIE CIOIEIE ES
ot

HAIX| HIO|E| 25 = O|0|H AEXIE AME 5104 0|8 Q1 O|O|E{0i|Af 7HO! Al HE (PI) & £35S CH
ekl 75-3'_'?'_(F’H )& AMEFLICEH AP O El(EE & Amazon SNS ZH2[3) O|o|E{ AlERLof: 0IF, F
2,08 FtE W U XYk IE)E ASSHHLE HIZL|A AME Atel|of 3= AFEXE X1 HIoE AlY
AHE dMHE = aLich AME HEE AL835t0o HAIX| CIo|EH E5 = AHMIEt ZAt 238 M35t

A
= oo= T
E
=

i ClOIEHE 235tV @2t ZXIE F & = ULSF gfLich

HAIX| CIOIE{ 25 = 8E 1 HYEE 255t Ol =&0| &= CH2 e X[RELICH

Iu}
"
s

o ZtAF — Amazon SNS FX|of| HA|E! OIO|E{Q| Z|CH 99%E ZHAME L 2
CloudWatch, Amazon S3 EE= Amazon Data Firehose2 AT E MEstT & MEHE £ Ql& LTt
ANZ

« HIAES! - HIAIX| AAE SErstx| ot RIZ e GO E oF&

L
- H5 -HO|2= LHofl L8 T|lO|E{7t U= B2 ofEZIA oMt AWS |44 7HO| |0 TME S
AHEFEFLICE

(® Note
Amazon SNS& Amazon SNS & FA|of| CHaH M HIA|X| C|O|E{ E& & K| EfLIC.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
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ol

FedRAMPR} ZH2

0 E E0{ HIAIX| LIOIE| EZE AIE35104 ZHAF HAME PHE 0] A|IAEIOIM SR8 CIOIEE A2 &
LH7ALE EH=X| 042 & & QIsr £~ Q&LICH ZHAF 2t A|AEIO| A8 72 HETJF EHR5HXR| of2 AlA
Hofl A& 7t HEE Bl W22 LIEFLIHE RIEF HME AL 5104 HIO|E ME S B X|E = U&L
Ct.

® Note

Amazon SNSE& Amazon SNS EZ& FA|of CHSHMEF HIA|X| C|O|E EZ & K| ELICt.

OlO|E| 2 Zd=H 0]5H
A
. OO|E] E5 XAo|BF f2odlL|?
- OO|IE 25 HAM2 o{=H K[ U&SLITN?
« LHClo|E{ 25 H=Hoi CHEt IAM 2ot FRIE ZA&5t248d o{==A| Sl{ok & L|7?
. O|O|E| E5 Z#H &Hod
 HO|E{ E5 &3 0§l A
. CIO|E| E5 Z=H AN
« Amazon SNS H|O|E{ 235 & AMK|
Clo|E{ 25 HAo|zt RIUL|?
Amazon SNSE HIO|E 23 HME AL&35to4 AMStEd= 528 Hlo|E{Q} s O|O|E{7F Amazon

SNS $X1|01I Ol mEtE|X| A& ES357| ISl Fsteis S MEHEFLICH B4 %'t =8t Mo
E{E MEHSE{™ O|0|E{ AlEEXIE Al EHL|CH 27 CF2 Amazon SNS HIA|X| QIOIE| ES = 7|7 &
& g H_ UX|IE AHE35lo{ 28 OIO|E{E B RIELICt YZAE Olo|E AlXto ket =XIE F[5H7|
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= =L A ; =
Q3 ZAL HIAY = R Zredg Holgh 4= Ql&LIC ol2{Et g &3

7= = 1TH=
) 528 ClOIEIE 7I= st 7L} 0lAZ, 48 i HAIKI HE S HEg

Inbound messages Outbound messages

SQS queue

/)

(4
: Monitored outbound data

Lambda function ¢ 4
Monitored inbound data f- ------- .
- : el : . > :
| : e Lambda function

EC2 instance

Kinesis Data
Firehose stream

Clo[E &

fol

BHE o2 F -8R0 UELITI?
Chg JRIXE ClolE 25 HM 2ME Ohg 248 ZEELICH

o 2] ACHOY| Q| %|SHs AdRH XHEO| MEHRY KiH

« ofLt ool & 2

Zt dY¥Eol= B HEtol cHer WE7F 23 E|o] Q&L
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Data Protection Policy
Name
Description
Version )
. \ Statement
Statement Sid
( ) DataDirection | E|_>
Statement
| ) Dataldentifier Q
' Principal &
. Operation

Amazon SNS XS stLte| HiO|E 23 HAPE Holg +~ JU&LICH TIo|E E& HA2 stLf 0|4 2

o
HE Ee HAE BHED otLe| ZAF BHEES 7HE = UA&LICH
CIOIE 23 E32| JSON &4

ClolE 23 HAMol= AlEE 2ls 3 242 7|2 M 271 2L

Name(O|&) - 2™ O|§ LICt.
« Description(adE)(ME AFE) — 28 dHL|CY.
Version(H7) - &4 210

o =
Statement(FHE) - Cll0|E E3 YA X XI|E X|Yst=s HEE SFLICH

"Name": "basicPII-protection",

"Description": "Protect basic types of sensitive data",
"Version": "2021-06-01",

"Statement": [
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0
]
0
0
Mo
mjo
Hdo
ro
[
w
@)
pr
>
X

Sid(ME ALE) - BEE AR LI

- DataDirection - Amazon SNS FA|0oi| CHEt IHF2 E(Publish APlI 29| <) &£
2 Yo d)dLct.

rr

OfRHI2E= (Y

« Dataldentifier — Amazon SNS F |7} Z4 A4 3} of
FA FE MlHS I} Ql&LICh

ofr

He E23t dlolE{Lich ol2{# CloIERE Ol&,

* Principal - A0 AAIEH IAM E9F FX| == siE FME 258 IAM EoF FR|QLICH.

« Operation(2%d) - Amazon SNS FA|7} 5t CIO|EE H o AMsie T4 ZUQl ZHAL HI4]
H(O0tAZ EE ) TE HR(RE) YL

"Sid": "basicPII-inbound-protection",

"DataDirection": "Inbound",

"Principal": ["*"],

"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/Name",
"arn:aws:dataprotection::aws:data-identifier/PhoneNumber-US"

1,

"Operation": {

[

MM HHEE2 OIS HolE 25 5 & 5L E MAEtLich
« Audit(ZAt) — HIAIR| HIA| E= HHE S
« De-identify(H|~18) - HAIX| AIA|E SEstX| b0 Bl e HO|EE O

* Deny(71%) - Amazon SNS HIA| 2 E RHEFStHLE HIAIX| &0l AmighL|ch.
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Li Cllole 25 ZHAoi CHEt IAM E2F = E A stedT o2 H| siok gf
77t?

H8st= F Ml IAM EoF =X E AL g LICEH

ok

HIA|X| G|O|E| E & & Amazon SNS&} 4t

1. Publish APl 29t F&||(2IHF2 E) — Amazon SNS Publish APIE £ &35HE QIS E IAM EQF X
L|C.

2. +5 2o FX|(OFRHIRE) - 715 MY S0i Subscribe APIE Z &8t QIS E 20 FX|IQLIC

SubscriptionPrincipal® GetSubscriptionAttributes APIOIAM ZHAME £ QlE BIMo 2

M 758 Amazon SNS 5 £44Q]L]C}.

{
"Attributes": {
"SubscriptionPrincipal": "arn:aws:iam::123456789012:user/NoNameAccess",
"Owner": "123412341234",
"RawMessageDelivery": "true",

"TopicArn": "arn:aws:sns:us-east-1:123412341234:PII-data-topic",
"Endpoint": "arn:aws:sqs:us-east-1:123456789012:NoNameAccess",

"Protocol": "sqgs",
"PendingConfirmation": "false",
"ConfirmationWasAuthenticated": "true",

"SubscriptionArn": "arn:aws:sns:us-east-1:123412341234:PII1-data-
topic:5d8634ef-67ef-49eb-a824-4042b28d6F55"

CIS2 528 HIOIEE ZA 2! HESIE Ol A8 E = U= CIoIE 23 H=Ho| of lL|C}. of|A| O E
2l7lo|Mo| ZEE MK KF&MHE Amazon SNSO| CHSF HA|X| C|O|E{ 235 A7 223 HAIES %
TSt

=HA

o ZHAF EF S

IAM EoF FR| Z4%d ghAl 192


https://aws.amazon.com/blogs/compute/introducing-message-data-protection-for-amazon-sns/
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HA &Y

Audit(Z Ah) 2 FA| QHI2E HIAIXIE HE-IstT AWS CH4 o E2EH O|O|E| 2Tt E 7ISE L
Ct M Z BIOIE= 0~99 AtO|Q] M == QI&LICEH O] & .=‘.' = OIS /Yol 2Z o4 & stz
QELct

1. FindingsDestination— Amazon SNS FX{|7| HO|2=0{| A 21Z et C|O|EE H7ARME el 2EZ oY

Al
o .

2. NoFindingsDestination— Amazon SNS &X|7} H 0|2 = 0{AM 21ZEt ClIO|EHE 3 X| T B2l 2
Z CHA.
CtS 2t 23 ChH FE M CHS AWS MH[A MH|AE AFSE = &L CH

« Amazon CloudWatch Logs (414 At&) — FA| X[2404| LogGroup U 0{0F 5t 11 O|E 2 /aws/
vendedlogs/2 A|Zfat ofF & LICEH

« Amazon Data Firehose (M= ALE) — FA| X[240{ DeliveryStream U0{0F 5tH ™M&E AEE| 9

2 A2 Direct PUTO| QL0{0F B LICH RMIEH LHE 2 Amazon Data Firehose 7HEt R QFLHM S| A A
CHAN Bl O|E 2 & ZFHAAIL.

« Amazon S3(41EH ALE) - Amazon S3 HHZ! O|& ILICt SSE-KMS ¥ = 35t7t & 438HEl Amazon S3
HAE ALE5tedH F7F &do| R gLICH.

"Operation": {
"Audit": {
"SampleRate": "99",
"FindingsDestination": {
"CloudWatchLogs": {
"LogGroup": "/aws/vendedlogs/log-group-name"

1,
"Firehose": {
"DeliveryStream": "delivery-stream-name"
1,
"S3": {
"Bucket": "bucket-name"
}

iy

"NoFindingsDestination": {
"CloudwWatchLogs": {
"LogGroup": "/aws/vendedlogs/log-group-name"
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https://docs.aws.amazon.com/firehose/latest/dev/create-name.html
https://docs.aws.amazon.com/firehose/latest/dev/create-name.html
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1,

"Firehose": {
"DeliveryStream": "delivery-stream-name"

1,

"S3": {
"Bucket": "bucket-name"

}

}
}
}
}
EO Y X|H Al 2R HE

Cllole 25 H&ol M 22 CHa2 X|I'HE [ Amazon SNS PutDataProtectionPolicy APl EE&=

--data-protection-policy Tt2t0|E{7} Q= CreateTopic APIE E&5t= IAM 2ot X9
IAM X4 B5H Ao CHF HEtE Fotshok g Lct.

ZHAF CHA IAM T8t
7|22k logs:CreateLogDelivery

logs:GetLogDelivery
logs:UpdateLogDelivery
logs:DeleteLogDelivery
logs:ListLogDeliveries

CloudWatchLogs logs:PutResourcePolicy
logs:DescribeResourcePolicies
logs:DescribeLogGroups

Firehose iam:CreateServiceLinkedRole
firehose:TagDeliveryStream

S3 s3:PutBucketPolicy

s3:GetBucketPolicy
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LAl CH& IAM 3t

Amazon S3 H{Z!
erLct.

SSE-KMS & 357} &5t =
= Ar83steds £t 50| E

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries"
1,

"Resource": [

"

"Effect": "Allow",

"Action": [
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelLogGroups"”

1,

"Resource": [
"arn:aws:logs:region:account-id:SamplelLogGroupName: *:*"

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole",
"firehose:TagDeliveryStream"

1,

"Resource": "*"

"Effect": "Allow",
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"Action": [
"s3:PutBucketPolicy",
"s3:GetBucketPolicy"

1,

"Resource": [
"arn:aws:s3:::bucket-name"

SSE-KMSE A28 A< et 7| ¥H
Amazon S3 HHZI2 21 CHY S 2 AFE S Amazon S3-#2[& 7|(SSE-S3)E A8 Et M & &t 55
EE= AWS KMS keys(SSE-KMS)E A& 8t M & 233518 &45t6t0 HZIQ|CIOIHE E=

U&LICH REMIEH LI 2 Amazon S3 A8 MEMO| A & 2515 AHE5H04 H|O|H

AA EH

M.

A
T
=

Bk 1 0

=
HSsE
2=

P

[e]]}

SSE-S3E MESHH F7F 40| HR5HX| A &LICH Amazon S3= &35 7|& Xe2lgLict.

Oll

= L 10

SSE-KMSE MEHsIH 12l 2t 7|18 Ar&stior gfLict 21 ME H|'H0o| s3 HA! o % UEH

T2 22| F|of ChEt 7| H3E U0l E3HoF EFLICH SSE-KMS2F &7 AH5HE o 228 7] A
ofl CHBt RFM[EH LHE 2 Amazon Logs AFE M AMO| Amazon S3 HZ! MH & 53 E X 5HAAL.
CloudWatch

ZACHE 23 of| Al

CtS oo ME callerPrincipalg A}Q;f { QIZ8t 2EIXO| AAE A¥HE T messagelDE EHZ
2 A+8304 Publish API SE2 &QIgL

_|_

"messageld": "34d9b400-c6dd-5444-820d-fbeb@f1f54cf",
"auditTimestamp": "2022-05-12T2:10:44Z",
"callerPrincipal": "arn:aws:iam::123412341234:1r0le/Publisher",
"resourceArn": "arn:aws:sns:us-east-1:123412341234:PII-data-topic",
"dataldentifiers": [
{
"name": "Name",
"count": 1,
"detections": [
{
"start": 1,
"end": 2
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html
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"name": "PhoneNumber",
"count": 2,
"detections": [
{
"start": 3,
"end": 4

"start": 5,
"end": 6

oN

FAH

2
104

N

FH

FAF 2F40f| A NoFindingsDestination &4 FindingsDestination EE= £8&

Xl"cﬂﬂ H FH ARAAAH T X|E7F MSELICE CloudWatch MessagesWithFindings
MessagesWithNoFindings

15.6

23

16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00

@ MessagesWithNoFindings @ MessagesWithFindings

HIAJ8t 5112 M AIE| ALY BHEEl HIAIXIOIM BIZHEH CIOIEYE DhAZISHHLE S BtLICH O] ZHYd
2 QIR E HAIXIZH OFRHI2E ARl 25 AHRE 4 2lom THe R8O 74 5 sLi7t Ted
=3
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JHeER 7Hol=

+ MaskConfig— CtZ EO|M X|BEl= EALE ALS 610 DA S A AL, o|E S04, ssn:
123-45-6789E ssn: ###########0| ELICH

{
"Operation": {
"Deidentify": {
"MaskConfig": {
"MaskWithCharacter": "#"

}
}

}

X|HEl= oA 2Xt 3

* B 1T
=1L

A~Z, a~z, 0~9 B
=7t

! AE

$ =t Ak

% HME 7|3

& HIHME

() s

+ s5t7| 7|1&
P vy

) ==

} 5tO|&
7|zt

A\ £oHAl, B Eel A

# At 7|5
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* RedactConfig— Cl|O|E{& 2tX 5| M| 7{5t04 =& LICt o & S04, ssn: 123-45-6789= ssn:  Of
Euc.
=

{
"Operation": {
"Deidentify": {
"RedactConfig": {}

CIHIRE HIAIX|MIM 528 HIOIEE A &Y & AHeic|H, M| HIAIX|7F 528 B2
SNS:Publish APl &A= CIS0 22 X2 E o7 @ JFE £ AIELICE

Error code: AuthorizationError

7% 5

Deny(74%) 22 Publish APl 8 &= HA|X|ol S8 olo|E7I Z2&E B HAIX|HiEE 3

=
EFEfLICH Deny(71F) & A= F71 40| ERsHX| efe 2z Hlof /I&LICH
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"Operation": {
"Deny": {}

OlHI2E MIA|X|0|lA{ SNS: Publish APl S EXIE HEt H20o{ QLFE £AIEL|C

Error code: AuthorizationError

O}HFRE M A|X|0|A Amazon SNS FA= =0 HAIX|E MESHK| t&LICH £QI%| K| ofe HY
B2 FH52{H FHo| TS ME| 2EZE ABSHEE MHSIMQ. OS2 ME 4B 239 of lLct.

"notification": {
"messageMD5Sum": "29638742ffb68b32cf56f42a79bcfleb",
"messageld": "34d9b400-c6dd-5444-820d-fbeb@flf54cf",
"topicArn": "arn:aws:sns:us-east-1:123412341234:PII-data-topic",
"timestamp": "2022-05-12T2:12:44Z"

b

"delivery": {
"deliveryId": "98236591c-56aa-5lee-a5ed-0c7d43493170",
"destination": "arn:aws:sqs:us-east-1:123456789012:NoNameAccess",
"providerResponse": "The topic's data protection policy prohibits this message

from being delivered to <subscription-arn>",
"dwellTimeMs":20,
"attempts":1
"statusCode": 403

Iy
"status": "FAILURE"

CIOIE E& HAl of Al

ChE ol= 28 HIOIHE ZA & HEstE Ol A8 + U= HIoIH 25 FHLICH 0i|A| o EE]
7lol4do] Z&El ™A Xt&ME Amazon SNSO| CHEF HIAIXI CIOIE 2% 471 223 HAIEE &=
StM2.

|

« AALEH oAl

. QIHhRC HIAI 0hAZ 20| ZEE B oA

- QIHI2E HIAE =T
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https://aws.amazon.com/blogs/compute/introducing-message-data-protection-for-amazon-sns/
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« OFRHI2E HIAHE OIAZ 0| ZEE ZH 0ilAl
« OFRHI2E HIAE 8 E0| T E EA oAl

« S OHIRE 7HE BHEE oAl

« HH ol RHI2E HE BHE oAl

ZH AL E3 of Al

A HA S AL S ZICH 99% O QIHIR E HIAIXIE ZAFSED EAF ATHE Amazon CloudWatch,
Amazon Data Firehose 2! Amazon S32 Ed 4= Q& LCt

OE S0 ZA HH2 BtE0 A[AHM BRE CIOIHE A2 ELi7LL 2HEX| iR E HIHE +
A&LICH ZA A3 Al ARIM A8 7tE HEJF Q5| of2 AR A8 st HEE EUs

NoZ LIELHH Cl|o|B E3 YA E F1346t0{ Cl|o|E MY 2 AIEE + JU&LICH

CHS odldlE A8 7l HE E &t 1 1 Z21HE CloudWatch Logs, Firehose & Amazon S32 & 3804
FHNE 2&5te HAIXIS 99% & #AFErLICE.

ciolE 25 HA:

"Name": "__example_data_protection_policy",
"Description": "Example data protection policy",
"Version": "2021-06-01",

"Statement": [

{

"DataDirection": "Inbound",

"Principal": ["*"],

"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/CreditCardNumber"

1,

"Operation": {
"Audit": {

"SampleRate": "99",
"FindingsDestination": {
"CloudWatchLogs": {

"LogGroup": "<example log name>"
1,
"Firehose": {
"DeliveryStream": '"<example stream name>"
},
"S3": {

HIOIEf 2= HA of Al 201


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
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https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
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"Bucket": "<example bucket name>"

{
"messageId": "...",
"callerPrincipal": "arn:aws:sts::123456789012:assumed-role/ExampleRole",
"resourceArn": "arn:aws:sns:us-east-1:123456789012:ExampleArn",
"dataldentifiers": [
{
"name": "CreditCardNumber",
"count": 1,
"detections": [
{ "start": 1, "end": 2 }
]
}
1,
"timestamp": "2021-04-20T00:33:40.241Z"
}
QIHHR = HIAlY 0tAZ 20| ZEE A oflA
Ct= ool M= HIAIX] 2EI=0i| M BIZ 8 Cl|O|EE otAZ S0 AF& X7t CreditCardNumber 7t E
2E HAIXIE FRof| AASHR| Zot=F AEHENLICE
{
"Name": "__example_data_protection_policy",
"Description": "Example data protection policy",
"Version": "2021-06-01",
"Statement": [
{
"DataDirection": "Inbound",

"Principal": [
"arn:aws:iam::123456789012:user/ExampleUser"
1,

CIoIEl E&
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"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/CreditCardNumber"
1,
"Operation": {
"Deidentify": {
"MaskConfig": {
"MaskWithCharacter": "#"

Qlut2 = H|AIE orAaZ 21t 04| Al:

Mo

// original message
My credit card number is 4539894458086459

// delivered message
My credit card number is ############H##HHY

QIR HIA £ 20| ZEHE HA o

12

Al

H
ok

CtS ool E HAIXR| 2EI=0|M BIZHEE CllOIE{& 7235104 AF& X7t CreditCardNumber7t Z &
= HAIXIE FXol| AAIGHK]| 2ot F RHEELICEH
{
"Name": "__example_data_protection_policy",
"Description": "Example data protection policy",

"Version": "2021-06-01",
"Statement": [
{
"DataDirection": "Inbound",
"Principal": [
"arn:aws:iam::123456789012:user/ExampleUser"
1,
"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/CreditCardNumber"
1,
"Operation": {
"Deidentify": {
"RedactConfig": {3}
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JHeER 7Hol=

Q2= HIAE = 2t ol Al:

Mo

// original message

My credit card number is 4539894458086459

// delivered message
My credit card number is

OFRHHRE HIAY 0+AZ 20| ZBHE B of A

CHE ol M= HIAIR| 2BI=0{| M BIZSt Cl|o|E{E O0tAZ S0 A& AEI}F CreditCardNumber 7t

22 HAIXIE =45t X| et =5 RIEHEFLICEH
{
"Name": "__example_data_protection_policy",
"Description": "Example data protection policy",

"Version": "2021-06-01",
"Statement": [

"arn:aws:iam::123456789012:user/ExampleUser"

:aws:data-identifier/CreditCardNumber"

{
"DataDirection": "Outbound",
"Principal": [
1,
"Dataldentifier": [
"arn:aws:dataprotection:
1,
"Operation": {
"Deidentify": {
"MaskConfig": {
"MaskWithCharacter":
}
}
}
}
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JHeER 7Hol=

Ot RHI2E H|AE OtAZ A1 oAl

// original message
My credit card number is 4539894458086459

// delivered message
My credit card number is ----------------

MO

OtRHI2E HIAHE = 0| ZFE HH oAl

CHS ofolM= HIAIX] 2EI X0 M 2IZ e HI0[EE =350 At&X}7} CreditCardNumber7t Z &

Z HAIXIE =415t K| E =5 RFEFELICH

"Name": "__example_data_protection_policy",
"Description": "Example data protection policy",
"Version": "2021-06-01",

"Statement": [

{
"DataDirection": "Outbound",
"Principal": [
"arn:aws:iam::123456789012:user/ExampleUser"
1,
"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/CreditCardNumber"
1,
"Operation": {
"Deidentify": {
"RedactConfig": {3}
}
}
}

—

Ot 2H2E Hl

1

= SIEENT v PNE

// original message
My credit card number is 4539894458086459

// delivered message
My credit card number is

clole E5 A oflAl
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A QHH2 = 78 TR oAl

CtS ool M= AL A7 HIAIR| 2EI=0] CreditCardNumber 7t e FX0| HA|IXIE HAISHK| £
St E XICHEHLICEH API SEH O HEE Ho|2E 9| AE T E & "403 AuthorizationError" & L|C}.

{
"Name": "__example_data_protection_policy",
"Description": "Example data protection policy",
"Version": "2021-06-01",
"Statement": [
{
"DataDirection": "Inbound",
"Principal": [
"arn:aws:iam::123456789012:user/ExampleUser"
1,
"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/CreditCardNumber"
1)
"Operation": {
"Deny": {}
}
}
]
}

S o} RHI2E HE BBEE oAl

CH2 oo M= AWS H 0| CreditCardNumber7t Z&HEl HA|X|E £4I5HK| 25t 2 RFEHEHL|CE.

"Name": "__example_data_protection_policy",
"Description": "Example data protection policy",
"Version": "2021-06-01",
"Statement": [
{
"DataDirection": "Outbound",
"Principal": [
"arn:aws:iam::123456789012:user/ExampleUser"
1,
"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/CreditCardNumber"
1,

"Operation": {
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"Deny": {3}
}

AmazonOA 21218 ol RHIR2E 745 A1 of|Al: CloudWatch

"notification": {
"messageMD5Sum" : "2e8f58ff2eeed723b56b15493fbfb5a5",
"messageld": "8747a956-ebfl-59da-b291-f2c2e4b87c9c",
"topicArn": "arn:aws:sns:us-east-2:664555388960:testl",
"timestamp": "2022-09-08 15:40:57.144"
.
"delivery": {
"deliveryId": "6a422437-78cc-5171-ad64-7fa3778507aa",
"destination": "arn:aws:sqs:us-east-2:664555388960:test",
"providerResponse": "The topic's data protection policy prohibits this message from
being delivered to <subscription arn>",
"dwellTimeMs": 22,
"attempts": 1,
"statusCode": 403
},
"status": "FAILURE"

ClO|E] 235 XA2 ol Z2|H|0|M EE= AWS AMH|A ZHof 0|55t £ ME S ZHA H|Al (o}
A EE £H), HE(RHEH S0 Amazon SNS FA|ofl AIAIE CI0|E{E 23 3t& ol ==0[ ELCh.
AWS API, AWS CLI, AWS CloudFormation &= AWS Management Console2 AtS
SNSO|4 CIO|H 235 HMZ MME = U&LICH Amazon SNS FXIE stLtEF Holgh = /&L
Zt O|o|E{ 25 HA2 stLt ol ol H|AlE I HE HHEE 7HE = UX|TH st
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« HAIXI Clo|E] 2ot @{8t oo

_I
« HIAIXI Ho[E] EotE 2[8t HIOolE

HIAIX| CIOJE] EOtS QI8 CIOE| 25 & MA(API)

AWS 7|2 Amazon SNS 2|AA =9 3 7|= MetE|o] U&LICH REM[E LHE 2 Amazon Simple
Notification Service ANEZQIE 4! S22 R XML,

ClolEH 23 HA 4 (AWS API)
AWS APIE AM&3t04 Amazon SNS CIO|E| 25 Mg Mg = &Lt
Amazon SNS FX|et 74 Clo|E] 25 H2 4HE(AWS API)

E & Amazon SNS £A|Q| DataProtectionPolicy £&2 AFSELICEH

 CreateTopic

7|&E Amazon SNS FX{|of CHt CIO|Ef 23 Mg M4 EE= ZHAMAWS API)

Ct

0jo

i & stLE ZE8LICH

» GetDataProtectionPolicy

+ PutDataProtectionPolicy

HIAIX] CilO|E{ 22t |8t Ho|EH 235 A H4H(CLI)

AWS H|Z 2] Amazon SNS Z|AA
[m]

et 37|= Xﬂailo'l U&LIC REAIEH LHE 2 Amazon Simple
Notification Service EXZQIE Sl &&t

CIOIE 25 = M4A4(AWS CLI)
AWS Command Line InterfaceE A} 235104 Amazon SNS C|O|E{ E & MAHE MASH £~ QI&L|CH
Amazon SNS Fxl|et &7 Clo|Ef 25 M2 M44(AWS CLI)

Ol SME AF235104 T & Amazon SNS FX|2F &7 M Cllo|E| E5 Haig MAsHL|CH
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https://docs.aws.amazon.com/general/latest/gr/sns.html
https://docs.aws.amazon.com/general/latest/gr/sns.html
https://docs.aws.amazon.com/sns/latest/api/API_CreateTopic.html
https://docs.aws.amazon.com/sns/latest/api/API_GetDataProtectionPolicy.html
https://docs.aws.amazon.com/sns/latest/api/API_PutDataProtectionPolicy.html
https://docs.aws.amazon.com/general/latest/gr/sns.html
https://docs.aws.amazon.com/general/latest/gr/sns.html
https://docs.aws.amazon.com/cli/latest/reference/sns/create-topic.html
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7|& Amazon SNS FX[of CHEt CIO|H 22 HAME 4 == HA(AWS CLI)

i & stLE ZE8LICH

Ct

0jo

» get-data-protection-policy

 put-data-protection-policy

O

HA|X| ClO|EHE 23 6t7| €8t Olo|H E& X2 44(CloudFormation)

AWS & 2| Amazon SNS Z|AA

ot 37|= MBtElo] U&LICH AFMEH LI Amazon Simple
Notification Service 1= ZQIE 4l :

STE HZstML.

e

ClOIE E& A 4 4(CloudFormation)

AWS CloudFormation2 A}235104 Amazon SNS Cl|O|E| E5 AU AMAIsH £ Ql&L|Ct

Amazon SNS FA|et 74 HI0o|E 25 HH 4d(CloudFormation)
O] SME AI&3t0o4 & Amazon SNS X2 &7H M C|0|E| E3 HAS ddghLct.

 AWS::SNS::Topic

HIAIX| CilO|E{ 22t 2|8F Ho|H 23 HAM HH(2&)

AWS #H|ZH 2] Amazon SNS Z|AA 2 37| AMEtE|o] Y& LICh KEAIEH LI 2 Amazon Simple
Notification Service A= ZQIE 4! g2 2 XX FIAM2.

Amazon SNS FX|e} &7 CIo|E B3 MM HH(EE)
E & Amazon SNS FX|et &7H M 0| 23 HAMZ Md3sle{H ol M2 AFSF L.

1. Amazon SNS 2&0f 2218},

2. FHE MHSIHL ME2 FHE YHELICH =X ol chgh REMIEF LH& 2 Amazon SNS F
M dde XML,

3. Create topic(FA| 44d) H 0| X|2| Details(M|F HE) 4l M0of| A Standard(EE)E MEHELICH.

L

a. FTHeol ol =gLct
b. (MEf AtE) FAS| EA| 0|2 =T LICEH
4. Data protection policy(C|O|E{ £5 HA)E =F&HgFL|Ct.

CH2 Configuration mode(Tt4 ZE)E AMEH

o
C
ful
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https://docs.aws.amazon.com/cli/latest/reference/sns/get-data-protection-policy.html
https://docs.aws.amazon.com/cli/latest/reference/sns/put-data-protection-policy.html
https://docs.aws.amazon.com/general/latest/gr/sns.html
https://docs.aws.amazon.com/general/latest/gr/sns.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-sns-topic.html
https://docs.aws.amazon.com/general/latest/gr/sns.html
https://docs.aws.amazon.com/general/latest/gr/sns.html
https://console.aws.amazon.com/sns/home
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* Basic(7|&) - ZtEH e H+& AtEstod CloIE 2% S HolgfLot

o

a.

 Advanced(I'&) - JSONZ AtE5t0{ ALEXt X[ C|O|E| E5 MM E Ho|FL|Ct
EH AFED) AEA| AFERE X CIO|E] AlHEXLE M52 AL AL X

0t0

Yot Chge A LICH

MEX XY CIO|E] AEAtol T RE OIS LM LICH ASA XY CIOIE AERE SX
A EE() X SHOIE(-) EXHE KIELICH 2(CH 128K K| X|HELICH o] Ol§2 #E[E O
OlE] AlEXIet SUEt OIS SREY = & LICh ASAH X|H HIO|E] AlERt Mete| MA =
S2 ASR XY Cl0[E AExt Mof MME HESHM R

AMEXRE XI'E Ol|O|E] ARl M EPA! (RegEx) 2 YR LICH RegExB XK, RegEx Of
of 2t & 7|5 & K| HELICH RegEx Z|CH Z0[= 200X LTt RegEx O BHO| L4F S

Ct
Pl Z&0| AlTjgL|Ct RegExA|et AlEto| M| S &2 € 2 Z 54

|
5t Amazon SNSO{| A API
A AFE R K| O|O|E AlEEX}E A|ef.
(A& A|'°*) AR XI’E OO MR FIHE MEHSH0 Eof el HIoIE AEXIE o &£

.zt olole 25 HAoll z[cH 107H2] AFS A X[ Tl OB AM&EXH7 X[ ELICH

Add audit statement(ZF At BMIAM =7} - &
HAIX HIg, ZA 238 2 QXIE FAFLICH

(® Note

CloIH 23 HM = FHY stLtel Z4A BEE 8 1S ELIC

rr

i. ZAtStEdE 528 O|o|EE Holste{™ HIO|E AHEAIE MEdgHLICE
7

= Feh HIAIX|e| MHEES Z|CH

=
i. Auditsample rate(ZAl MEZ H[2)HMH= 528 HEE @A
99%77t K| i=dgt Lt
iii. Audit destination(Z Al CHANOIAM ZHAL ZTHE 2 AWS MH|AS ME{st T AFR 5
AWS MH|A Q| CH4 O|§2 =T LICE CHS Amazon Web Services S 0| A MEHE =
A& L.
AAEH

Zt
-

rr

« Amazon CloudWatch — CloudWatch Logs= AWS & Z2Z £ MHQlL|C}
CloudWatch 21 & AF23H Logs Insights (07| MZ & X) & AF235l0d 21 2

HIOE] £33 &AH AiAd 210


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
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b. Add a de-identify statement(H| A% &S

2 sty X|Eet AEE dME = &Lt CIoudWatch E0= B2 MH|ATE
23E HAISHE RO|ZZ 5lLto| £R Mo 2 B E 208 A 2AE = &L
CloudWatchAmazon0i| CH8t XtA[EH LHE & Amazon CIoudWatch A8 HdBAME FX
SHAAI2.

« Amazon O|O|E{ I} 0|0{Z A — Firehose= AZHAZ 9| MA|Zt AER[YD FII 2

2412 2|8t OpenSearch Amazon Redshiftoll CH8t L 7+ & SF & LICH. Amazon

Data FirehoseOl CHEt XFA|I 8 LI 2 Amazon Data Firehose AH& MBEME & E 514
Al2.

« Amazon Simple Storage Service - Amazon S3= B2 &t EA™el 2 cHa L

Ch EAS 238 2atdlior & =& U&LICH Ol 32 Amazon S30| 23 & ™
504 H|8 2 ME = U &LICE Amazon Simple Storage Service0l| CH et AFA|EH LIS
2 Amazon Simple Storage Service AHE MY ME & ZTFHM|2.

2 7)) - HAIKIOIA HIAjE 8 BIZFe Clo|E, 3
C

[=N=] =
CIO[EE OtAZ = =YX 047, aiF Hl0|E 2| &S XY HAEE FE&fLich

ool ARt ME HIAE S e{= QI8 OlO|E{E MEighLICt.

Define this de-identify statement for(O| H|Al%d HHEE CHa ZO|)oi A= O] H| Al 4=
20| M8E|l= AWS AM = IAM 2o FX|E MEIgLIC 2E AWS A =AY
ID S IAM E{E| ARNE AFS3HE S8 AWS HS EE IAM HE{EI(HE RE, 248t
= A Rho| M8 £ &LICH 048] ID 2= ARNS &l E()E AH85to FEE LICEH

X#ElE 1AM 202F 4= CtEat Z&Lch

* 1AM account principals(IAM H"d £ FA|) - of: arn:aws:iam: : AWS-account-
ID:root.

* 1AM role principals(IAM & F&|) - 0d:arn:aws:iam: :AWS-account-ID:role/
role-name.

* |AM user principals(IAM At& A} F=X) - 0d:arn:aws:iam: : AWS-account-
ID:user/user-name.

FI

De-identify Option(H|AE S M)0 M= ZIZ e HIO|EHE H|AEE LS MEigfLICH X|
HElE SM2 O30 Z2&Lch

Redact(=="8) - O|O|E{& 25| MHELICE o & S04 O|HIY:
classifiedeamazon.com O|H|Y: O] EL|C}.

Mask(OtA3) - OIO|E{E€ B EAIZ HFELICH o| & £04 O|HY:
classified@amazon.com O|M|Q: ***xxxxxxxxxxxxxxxxxx Q| FL|C}.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_identifiers.html
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iv. (MEAF)ER el HIAE BEES AlS F7HELICHL

ﬂl

r°l'
i
o
n
to

Al
c. Adddeny statement(7{F BHE F7}) - FHNE Sl 0|Sst= WS X B
e Clo|e MY 2 SX|g 2ot

i. data direction(C|O|E W&)oMHeE 7HE BEE 2| HAIX| &S MEELICH

* Inbound messages(2/HI2E HA|X|) - O] HE HHE FH=E HEE HAIXK|of HSE

=]
L|CF.
« Outbound messages(OtRHI2E HA|X|) - O] HE MHE sliE FA7I 5 A =20l
Eo| MYst= HAIX|of A& g LCt.
i. 7Esled= 528 oIO|EE H2|5t2{™ data identifiers(CllO|E{ AlMEXHE MEAELICEH

i. O] HE HHE 0| MBL|E= IAM principals(IAM E9F FX)& MENgHLICH ZE AWS |
MEEHAEID E= IAM §IE{E| ARN2 AFE5HE S AWS H™E E= IAM IEE|(A|

Hg = AEXN 0| ML 4 U&LICH 0421 ID EE= ARNE &l E()E A8t

8 =E, |
of TEELICH XIHE|E AV Eot FAls e T 2L

* 1AM account principals(IAM H"d £ FA|) - of: arn:aws:iam: : AWS-account-
ID:root.

« IAM & =X - of:arn:aws:iam: :AWS-account-ID:role/role-name.

o IAMAFZ XA X - 0dl:arn:aws:iam: :AWS-account-ID:user/user-name.
iv. (MEH AR 2ol met HE BEEE AlS FIHELUCH
HIAIX| CIO|E| E0ot2 2[5t TIOIE| 25 HA M4(SDK)

AWS H|Z 2| Amazon SNS Z|AA 2t 37| AMEte|o] Q&LICH KEAIEH L& 2 Amazon Simple
Notification Service IEXZQIE 3 S S XM 2.

HolE{ 25 = MA(AWS SDK)
AWS SDKE Al275}04 Amazon SNS H|0|E{ 235 A AMAIst £ ol&LCt
Amazon SNS FA|et &4 HIo|E 25 HA MM (AWS SDK)

Ct

0jo

SME Ar&35t0o{ Z&E Amazon SNS FX|et &7 M OB E& MM ddgLct

Java

|:-||O|E.{ HS XJAH AHA]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_identifiers.html
https://docs.aws.amazon.com/general/latest/gr/sns.html
https://docs.aws.amazon.com/general/latest/gr/sns.html
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* For information regarding CreateTopic see this documentation topic:
*

* https://docs.aws.amazon.com/code-samples/latest/catalog/javav2-sns-src-main-java-
com-example-sns-CreateTopic.java.html

*/

public static String createSNSTopicWithDataProtectionPolicy(SnsClient snsClient,
String topicName, String dataProtectionPolicy) {

try {

CreateTopicRequest request = CreateTopicRequest.builder()
.name(topicName)
.dataProtectionPolicy(dataProtectionPolicy)
.build();

CreateTopicResponse result = snsClient.createTopic(request);
return result.topicArn();

} catch (SnsException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

}
return "";
}
JavaScript

// Import required AWS SDK clients and commands for Node.]js
import {CreateTopicCommand } from "@aws-sdk/client-sns";
import {snsClient } from "./libs/snsClient.js";

// Set the parameters
const params = { Name: "TOPIC_NAME", DataProtectionPolicy:
"DATA_PROTECTION_POLICY" };

const run = async () => {
try {
const data = await snsClient.send(new CreateTopicCommand(params));
console.log("Success.", data);
return data; // For unit tests.
} catch (err) {
console.log("Error", err.stack);
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run();

N

7|Z& Amazon SNS =A|of CHEt CIlO|E E5 HAME M = AM(AWS SDK)
Ctg SME Ar&5t04 E&E Amazon SNS X2 &7H M CIO|E E& HAME M EE= AAEL|CH

Java

public static void putDataProtectionPolicy(SnsClient snsClient, String topicName,
String dataProtectionPolicy) {

try {
PutDataProtectionPolicyRequest request =
PutDataProtectionPolicyRequest.builder()
.resourceArn(topicName)
.dataProtectionPolicy(dataProtectionPolicy)
.build();

PutDataProtectionPolicyResponse result =
snsClient.putDataProtectionPolicy(request);
System.out.println("\n\nStatus was " +
result.sdkHttpResponse().statusCode()
+ "\n\nTopic " + request.resourceArn()
+ " DataProtectionPolicy " + request.dataProtectionPolicy());
} catch (SnsException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

public static void getDataProtectionPolicy(SnsClient snsClient, String topicName) {

try {
GetDataProtectionPolicyRequest request =
GetDataProtectionPolicyRequest.builder()
.resourceArn(topicName)
.build();

GetDataProtectionPolicyResponse result =
snsClient.getDataProtectionPolicy(request);
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System.out.println("\n\nStatus is " + result.sdkHttpResponse().statusCode()
+ "\n\nDataProtectionPolicy: \n\n" + result.dataProtectionPolicy());

} catch (SnsException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

JavaScript

// Import required AWS SDK clients and commands for Node.js

import {PutDataProtectionPolicyCommand, GetDataProtectionPolicyCommand } from "@aws-
sdk/client-sns";

import {snsClient } from "./libs/snsClient.js";

// Set the parameters
const putParams = { ResourceArn: "TOPIC_ARN", DataProtectionPolicy:
"DATA_PROTECTION_POLICY" };

const runPut = async () => {
try {
const data = await snsClient.send(new
PutDataProtectionPolicyCommand(putParams));
console.log("Success.", data);
return data; // For unit tests.
} catch (err) {
console.log("Error", err.stack);
}
b7
runPut();

// Set the parameters
const getParams = { ResourceArn: "TOPIC_ARN" };

const runGet = async () => {
try {
const data = await snsClient.send(new
GetDataProtectionPolicyCommand(getParams));
console.log("Success.", data);
return data; // For unit tests.
} catch (err) {
console.log("Error", err.stack);

[
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i
runGet();

Amazon SNS H|0|E{ &

POI'

XJZH AR

=~

AWS API, AWS CLI, AWS CloudFormation &= AWS Management Console2 Al 3504 Amazon
SNS H|O|H E5 HA g AMX[E = JU&LIC.

POI'

Amazon SNS C0|E 2% H2oi CHer LB HEE Ho/E 2% 2 ofsff g At .

ol

AWS A’ 2| Amazon SNS ClIO|H 25 HH 2|a~A 0| =2t 37|= MEHE|o U&LICH REAMEH LIS 2

AWS Ut 2 o] Amazon SNS API M8t =M.

=X

- OIO|E 23 T AF||(E28)
- Hl JSON EAY S ALE5104 OIO|E| E5 HA ALK
-« AWS CLIE AIE35l0{HO[E{ EE &

12
1
Pl

Amazon SNS 2&0f 22lgrL|Ct.

=
AfMjeted= CIoIH 25 HXo| 2 E FHME M=fgfLict

Edit(H &) MEigiL|Ct

HM7HstEdE ClOIE 2.5 %3 HH2 Hofl A= Remove(M74)8 ME4BtLICt

1

2

3

4. Data protection policy(HIO|E{ £5 &) Mg =5 ct
5 S

6. Save changes(t1d AtE MEHE MEASLICEH

Hl JSON EXUE AHE35H04 |O|E{ 2= ™A ALK
ClO|E| 23 A2 HI JSON EXUE AO|0|Estod AR|E £ QlaLch
AWS CLIE AtE35t0o{ OIO|E{ E5 A AMK|

AWS CLIE AI25t04 C|0|E| E3 =g Arx|e 4= Ql&LCt.

ClolE{ E& M3 ALK 216


https://docs.aws.amazon.com/general/latest/gr/sns.html
https://console.aws.amazon.com/sns/home
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//aws sns put-data-protection-policy --resource-arn topic-arn --data-
protection-policy ""

CilO|E] AR}

Amazon SNSE 7|4 st& & o UXIE HIRE CHYE 7|&E0 7|22 M85t SQEHC | IBHE &
KIgLict Clole AHxtz SEElE ol2{E 7IED 7|22 Sall B2 I7tet X|HoiM H™Y soiLtxz
A= Bl oI RS B XIE = U&LICH Amazon SNS 22/ Tl AlHAl= =& ClolE,
el A HE(PHI) & 7Hel Al HE((PINE EE5t7] fIah AP T+ HE Clole &2 M3 gL
et MEXRE X|H CIOE AHEXIE AHE5H0 & ALE Atflofl = AHA| ool AEXRE dde =+
A& LICH.

=X
« Amazon SNSO{| A Zt2|& O|O|E AKX} ALE
+ Amazon SNSO{|M AP A} K|S O|O|E AEX} AFE

Amazon SNSO{|AM ZF2[& Ci|O|Ef AlEX} ALS

=X
« 2|3 o|o|E{ AlEXIE £}

Q3 CIOIEf §3: Hot 915 HE

e Cllo|E{ #&: ClHIO|A

e

(@]

L

L HOEH RE: =28
2 =
(@]

-

OII
jni
o
m

30

o
;é
L
1>
nE
o
HL |o
9

22/ Clo|B AEAtE FUULI?

Amazon SNS 22| Cl|o|E AlEAt= A87tE HE, AWS HIEH HMA 7] E= EE F7F E= XY
ofoiH HE et Z2 &Y gl et HOIEHE BXIst=S HAZIR&LICH CIOIH E3 EME
G M ol2det MHERIE ALEsto{ FXE Sutste HAIXIE 24t B x| x[H
A
T

Amazon SNSE A&t

Amazon SNSE 22|38 Cl0|E| AEXE AFEstod LIS 22 SR8 o/ HFE BX|E = A&
LICH.
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- HotoIx ME(of: =ztol8! 7| EEE AWS

LI E =
- C|HtO|A AIHEZL of: IP F£4& E= MAC £4

= [ -
. PIIS HOI HE, of: 2FPSS TE FUSEWE

Amazon SNS& Zt HE LHolAM 042 Rl 528 HIOIEE B XIE = U&LICH o] MMo| &= oM
£ 2 R8I 018 Exlst7| I8t B 27 AYS LiYstT WALICL 2 K30l THal CIOIEIS &
Kt 5 dAE #r2l=l= ClolE MERte| n g MERHID) = LEHHLICH HolE &
[} Ol IDE AtEstod HIAIX| CllO|E 230l M B X|g 22lS Hlo|H AlEXtE Z &

ﬂ|9,|.'|_

719E 2F MY

=7 280 52# Cl0EIE HXI5H7] 9/5i Amazon SNSE ClOIE] 2R0IA FI=E ZAFLICH
£ 5ol clolefof chet 29 of Aol £4 ¥R siF Hlolelol Tt 54 7/9IE 27 AEE
et LI,

FISISE CHARKHE TR eferLict £3 7|90l Z#o| Z3E Y2 Amazon SNSE BHE
7

o

BHSHR| Q7L S CHAI RIE () B = SHO|E(-)O| ZEE FAFHF|IKEE RSS2 H&LICH B2
[H2F Amazon SNSE& 7| E2| UdtH ol 843 g sHZASH7| 25 ZIREE & & HU F435H7 | &L
Ct.

¢t O|lo|E{ &0l CHEF Amazon SNS 22| O|o|E{ AlEd R}
CHE E = Amazon SNS7} 22|38 |O|E AHEXIE A8 50 B X|E &= /U= Bot 215 HE C|HI0|
A 28,9z Aol HZ HE(PHI) 82 Lt¥stn AEELICEH o= 742! Al ME(PINEE 1™
2 £ = E™ f&o| dlo|E{ol| F7HELICE

2|74 ololE] Aol CHAIZF Z 8 E Azt 0|§3 & 2XH(ISO 3166-1 alpha-2) ZE7+ LR 8t
L|C}. of: DriversLicense -US.

Aled x} CEES = 7+/104
BankAccountNumber =8 DE, ES, FR,GB, IT
CepCode 7Hel BR

Cnpj 7l BR
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Aled g} HE = 7tH2d104
CpfCode 712l BR
DriversLicense 74el AT, AU, BE, BG, CA, CY, CZ,

DE, DK, EE, ES, FI, FR, GB,
GR, HR, HU, IE, IT, LT, LU,
LV, MT, NL, PL, PT, RO, SE,

S, SK, US
DrugEnforcementAge A EY 0=
ncyNumber
ElectoralRolINumber 7h el GB
HealthinsuranceCardNumber ~ &FE{ EU
HealthinsuranceClaimNumber ~ 4FE{ Ol=
HealthinsuranceNumber A EY FR
HealthcareProcedureCode A Ef Ol=
IndividualTaxldentification 7Hel o=
Number
InseeCode 7HR! FR
MedicareBeneficiaryNumber AFER 0l=
NationalDrugCode A ER 0l=
NationalldentificationNumber 7H¢l DE, ES, IT
NationallnsuranceNumber 7Kl GB
NationalProviderld A EY o=
NhsNumber & Ef GB
NieNumber 7l ES
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AR 2 = 7}/e104

NifNumber 7Kl ES

PassportNumber 712l CA, DE, ES, FR, GB, IT, US
PermanentResidenceNumber 7@l CA

PersonalHealthNumber &EY CA

PhoneNumber 7 BR, DE, ES, FR, GB, IT, US
PostalCode 7H Rl CA

RgNumber 7 BR
SociallnsuranceNumber 7l CA

Ssn 72l ES, US

Taxld 7hel DE, ES, FR, GB

ZipCode 7H¢l o=

Aof/x[Fol| ot x| ef= XIREl= AER}

ARt HEF
Address 7H 2l
AwsSecretKey Sl gl el
CreditCardExpiration =28
CreditCardNumber =8
CreditCardSecurityCode =8
EmailAddress 7H Rl
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ARt HEF
IpAddress 7h el

LatLong 7h el

HE 7H Rl
OpenSshPrivateKey Hor els
PgpPrivateKey HeotolE
PkcsPrivateKey Hok ls
PuttyPrivateKey HotolE ME
VehicleldentificationNumber 7HR!

CtS EIO|Z2 Amazon SNS7} #E2[& C|O|E| AlHERIE ALE5tod B X|E = s B2 215 HE /Y
g Ltgstn dEELct
X f4 2l olo|H AER  EHe 7|/HE =7t S 2™
ID
AWS H|Z HAHA 7| AwsSecretKey aws_secret_access_ 25
key, credentials,
secret access key,
secret key, set-awscr
edential
OpenSSH ZZ}0[&! OpenSshPrivateKey ot 25
7
PGP Zzt0[&! 7| PgpPrivateKey oL oF
zgtoldl 7| 2538t & PkesPrivateKey ot 25

Z(PKCS) Zztole! 7|
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JHeER 7Hol=

SRS 2|3 Olo|H AER E F|9E
ID
PuTTY ZZ}OlE! 7| PuttyPrivateKey ofL|

2ot 915 Hl0|Ef RHS 218 GIOJE] AlEX} ARN
Che e ClOlE] 23 a0l £7He £ 2

= of

—_

215 CllolE A=EX ARN

arn:AWS:H|O|E{ £ 3 :aws:Cl|O|E{ A% X}/ AwsSecretKey

arn:AWS: Cl|O|E{ &2

=
—e

. :aws: O|O|E{ A/#4Xl/ OpenSshPrivateKey

arn:AWS: Cl|O|E| 25 :aws: CI|O|E{ A% X}/ PgpPrivateKey

arn:AWS: CI|O|E| 5 :aws: Ol|O|E{ A/¥X}/ PkcsPrivateKey

arn:AWS: Ci[O|E| &

=
——

. :aws: O|O|E{ A]&H X}/ PuttyPrivateKey

Qe Olo|H +3: ClHtol&

= 3 2l Olo|H AR E= F|9E
ID
P F=A IpAddress oL

C|HtO|A Tl #& & <l CloIE A&EXt ARN
CtE2 Clole 25 E3of 71

= O|O|E] A=At 2] Amazon ElA A O|&(ARN)

2= Q= OllO|E] AR 2| Amazon El4&A O|F(ARN)

EEOIL_||_—_|._

i i I |

RUE ClukolA Azt
27t o 2l
25

EEOIL_||:|._

i i |

EEECERSER
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THERE 7t

o=

C|H}O|A O|O|E] AlEdXI ARN

arn:AWS: ClO|E{ £ 3: :aws: OI|O|E{ Al&4X}/ IpAddress

ro
(1
X
]
T
Fol

>
0lo
N
In
[
fok

2215 Clo|E] A

=X} ID

BankAccou
ntNumber

BankAccou
ntNumber-US

CreditCar
dExpiration

CreditCar

dMagneticStripe

CreditCar
dNumber

D= Btz 3,
Ote Qi ot
k7|

oi, 7= O|O|E,
is07813, OF 11|
El OtaudEl A
Eglolz, AEE}
o|=Z, AQt0o|x=
Z

oot

HAZ S
american
express, amex,

2d 7tE, FIE,

mazon SNS7H EEI% ClO|E| AIEXIE AL 3t0] BRI 4 Qi 3

HL

SUE:

of7lole =71 2
=
=

E 2L

E - L.

Zefetod x[CH 34
el xRz T

HdE A 2™
Azt H15 (IBAN)
7t ZErELLCH

o{7[o=1 22
EEHOI ;‘T’;éI'EILJ
Ct.

b Al H|O|H
= Luhn check
SAE Eote
13~19%t2| Al
A 040 5tH, of

H 22 LA g

25
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=X /8 ZHEFOlolH 4 EH 7= It EE =7+ 4 2™
HX+ID
M3z ste, Al A, HIE, O
g A8 7te#, L& 2™ cla
dankort, =, & FH, YHEE,
£ JtE, diners UE FIE RE
club, discover, (JCB), OFAE{7}
electron, elo E, H|X} (ot <
oI5 IE, Mxh23)etz
japanese card 2MEFIE §
bureau, jcb, of CHall £&
mastercard, mc, ZtE HE HFA}
pan, 2| |zt E Al2sHof gL
Hz, A 7t= Ct. UnionPay
#H3  pen, union
pay, visa
A8 FtE 21 CreditCar JIE D, 7tE & - 25
Ic dSecurityCode H IS JIE 4
HHs sle |
ob3ac 7= ©l
&5 3cE 7lE 2l
5 3, 7le 2
35 ollolE, 7t
E o1&k, cve,
elo Q15 =

In 2
S
N

Amazon SNS &8 7I= Y= 7[|20| ST HIAEE flal ol|eFEt CHE AlRAE E1stX| §f&LCH

122000000000003, 2222405343248877, 2222990905257051, 2223007648726984,
2223577120017656, 30569309025904, 34343434343434, 3528000700000000,
3530111333300000, 3566002020360505, 36148900647913, 36700102000000,
371449635398431, 378282246310005, 378734493671000, 38520000023237,
4012888888881881, 4111111111111111, 4222222222222, 4444333322221111,
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4462030000000000, 4484070000000000, 4911830000000, 4917300800000000,
4917610000000000, 4917610000000000003, 5019717010103742, 5105105105105100,
5111010030175156, 5185540810000019, 5200828282828210, 5204230080000017,
5204740009900014, 5420923878724339, 5454545454545454, 5455330760000018,
5506900490000436, 5506900490000444, 5506900510000234, 550692080924 3667,
5506922400634930, 5506927427317625, 5553042241984105, 5555553753048194,
5555555555554444, 5610591081018250, 6011000990139424, 6011000400000000,
6011111111111117, 630490017740292441, 630495060000000000, 6331101999990016,
6759649826438453, 6799990100000000019, 76009244561.

L8504 £ 34700 WR AR TAE 2H 28 HTH HE(IBAN)E

=27t £ 2™ 7|/ =
zA account code,

account number,
accountno

#, accountnu
mber#, bban,
code bancaire,
compte bancaire,
customer
account id,
customer
account number,
customer bank
account id,

iban, numéro de
compte

)
e

account code,
account number,
accountno

#, accountnu

B XI5t

EEECERSER
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rr

S/ E= e 7|9

mber#, bankleitz
ahl, bban,
customer
account id,
customer
account number,
customer bank
account id,
geheimzahl,
iban, kartennum
mer, kontonumm
er, kreditkar
tennummer,
sepa

O|ErZ|o} account code,
account number,
accountno
#, accountnu
mber#, bban,
codice bancario,
conto bancario,
customer
account id,
customer
account number,
customer bank
account id, iban,
numero di conto
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account code,
account number,
accountno

#, accountnu
mber#, bban,
codigo cuenta,
codigo cuenta
bancaria,
cuenta cliente
id, customer
account ID,
customer
account number,
customer bank
account id, iban,
numero cuenta
bancaria cliente,
numero cuenta
cliente

account code,
account number,
accountno

#, accountnu
mber#, bban,
customer
account id,
customer
account number,
customer bank
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identification number, tax number, tin, tin#
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Al

7t B

rr

2|% 7=

=< identifikationsnummer, steuer id, steueride
ntifikationsnummer, steuernummer, tax id, tax
identification number, tax number

A QI cif, cif nimero, cifnimero#, nie, nif, nimero
de contribuyente, numero de identidad de
extranjero, numero de identificacion fiscal,
numero de impuesto corporativo, personal tax
number, tax id, tax identification number, tax
number, tin, tin#

Q
H

paye, tax id, tax id no., tax id number, tax
identification, tax identification#, tax no., tax
number, tax reference, tax#, taxid#, temporary
reference number, tin, trn, unique tax reference,
unique taxpayer reference, utr

o= THQI S MIRE Al 45 (itin, i.t.i.n.)

7HQl Al HE (PIl) CllO|E] A/ X} ARN

CtZ E= Oo|E £ HRol| FI7HE £ U= O[0|E A%EXt2o| Amazon 2|44 O|F(ARN) S E L

PIl & Ci|O|E] A/'EXt ARN
arn:aws:dataprotection::aws:data-identifier/Address
arn:AWS: Cl|O|E{ £ 3 :aws: O|O|E{ Al&4X}/ -BR CepCode
arn:aws:dataprotection::aws:data-identifier/Cnpj-BR
arn:AWS: Gl|O|E{ 2 %: :aws: OI|O|E{ A|&4X}/ -BR CpfCode

arn: AWS: Cl|O|E{ £ 5 :aws: Cl|0|E{ AlEdX}/DateOfBirth
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JHeER 7Hol=

Pll & H|O[E{ 4{=EX} ARN

arn:AWS: CI|O|E|l E&:

o

arn:AWS: O|O|E{ &

HL
fok

arn:AWS: Ol O|E{

o

arn:AWS: Ci[O|E{ &

o

arn:AWS: Cl|O|E{ &2

o

arn:AWS: Ci[O|E{ &

o

arn:AWS: Ci[O|E| &

o

arn:AWS: Cl|lo|H 2
arn:aws: CllO|E{ E&.:
arn:AWS: C|O|E| £ 5.
arn:aws: C|O|E{ E 3.
amn: AWS: HIO|EH{ ES
arn: AWS: CIO|E{ E3
arn:AWS: Cl|0|EH E 5.
armn: AWS: HIO|E{ £
arn:AWS: O|O|EH £ 5
arn: AWS: CjO|EH E&
arn:aws: HIO|E{ E=: ;
arn:AWS: |05 25

arn:AWS: O|O|E{ E 5

:AWS: Cl|O|E{ A4 X}/ -AT DriversLicense

-aws: O|O|E{ Al¥4X}/ -AU DriversLicense

: :aws: O|O|E{ A&}/ -BE DriversLicense

-aws: O|O|E{ AlE4X}/ -BG DriversLicense

-aws: CI|O|E{ A1¥3X}/ -CA DriversLicense

: :aws: O|O|E{ AlE4X}/ -CY DriversLicense
. :aws: O|O|E{ AlE4X}/ -CZ DriversLicense

. :aws: O|O|E{ Al X}/ -DE DriversLicense

aws: O|O|E{ AlEdX}/ -DK DriversLicense

-aws: CI|O|E{ 4184 X}/ -EE DriversLicense

-aws: O|O|E{ 223X}/ -ES DriversLicense

. :aws: O|O|E{ A/&H X}/ FI DriversLicense

: :aws: Cl|O|E{ A]&HX}/ -FR DriversLicense
:aws: Cl|O|E{ AX}/ -GB DriversLicense

: :aws: O|O|E{ A]® X}/ -GR DriversLicense
:AWS: G| O|E{ Al&4X}/ -HR DriversLicense
:: AWS: DriversLicense H|O|E{ A/&X}/ -HU
aws: Cl|O|E{ A/9¥4X}/ - IE DriversLicense
:aws: O|O|E{ A/¥4X}/ -IT DriversLicense

:aws: O|O|E{ AlEH X}/ -LT DriversLicense
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JHeER 7Hol=

Pll & HIO|E{ A|HXt ARN

arn:AWS: Gi|O|E £ =: :aws: CI|O|E{ A/ X}/ -LU DriversLicense

arn:AWS: Cl|O|E 2% :aws: TI|O|E{ A{%X}/ -LV DriversLicense

arn:AWS: O|O|E{ £ 3 :aws: Cl|O|E{ Al X}/ -MT DriversLicense

arn:AWS: H|O|E| £ 5 :aws: O|O|E{ A/%¥4X}/ -NL DriversLicense

arn:aws: C|O|E{ 23 :aws: G| O|E{ Al¥4X}/ -PL DriversLicense

arn:aws: Cl|O|E| 2% :aws: H|O|E{ A&}/ -PT DriversLicense

arm:AWS: H|0|E 23 :aws: G| 0|E{ A/'HX}/ -RO DriversLicense

arn:aws: O|O|E{ 23 :aws: O|O|E{ 4% X}/ -SE DriversLicense

arn:aws: C|O|E{ 23 :aws: O|O|E{ A=K}/ -S| DriversLicense

arn:aws: C|O|E{ 25 :aws: O|O|E{ Al%¥X}/ -SK DriversLicense

arn:AWS: Cl|O|E 2% :AWS: G| O|E{ Al&4X}/ -O|= DriversLicense

arn:AWS: Cl|O|E| 2% :aws: TI|O|E{ 42X}/ -GB ElectoralRolINumber

arn: AWS: HIO|E{ £ :aws: Cl|O|E{ Al X}/EmailAddress

arn: AWS: H|O|E{ £ :AWS: G| 0|E{ A=K}/ - O|= IndividualTaxldentificationNumber
arn:AWS: H|O|E{ £ 3: :aws: O|O|E{ 4/%¥X}/ -FR InseeCode

arn:AWS: O|O|E| 2 5. :aws: G| O|E{ A&}/ LatLong
arn:aws:dataprotection::aws:data-identifier/Name

arn:aws: C|O|E|{ £ % :aws: O|O|E{ 4|&X}/ - DE NationalldentificationNumber
arn:aws: O|O|E|{ % :aws: O|O|E{ A|HX}/ -ES NationalldentificationNumber

arn:AWS: H|O|E{ E & :aws: Cl|0|E{ AlE3X}/ -IT NationalldentificationNumber
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Pll & C[O|E{ ARl ARN
arn:AWS: Cl|O|E|{ 2% :aws: O|O|E{ Al X}/ -ES NieNumber
arn:aws: Cl|O|E{ E 5 :aws: O|O|E{ AlE¥dX}/ -ES NifNumber

arn:AWS: Cl[O|E{ &

ok

: :aws: CI|O|E{ AlE4X}/ -CA PassportNumber
arn:AWS: Cl|O|E 2% :aws: Cl|O|E 4|2}/ - DE PassportNumber
arn:aws: Cl|O|E{ £3.: :aws: O|O|E Al#HX}/ -ES PassportNumber
arn:aws: Cl|O|E{ £3%.: :aws: O|O|E A/ X}/ -FR PassportNumber
arn:AWS: Cl|O|E 2% :aws: Tl|O|E{ A|2X}/ -GB PassportNumber
arn: AWS: O|O|E{ 235 :AWS: O|O|E{ AKX}/ - IT PassportNumber
arn:AWS: Cl|O|E| 23 :AWS: Cl|0|E{ Al X}/ -0|= PassportNumber
arn:AWS: H|0|E 23 :aws: G| O|E{ 4/HX}/ -CA PermanentResidenceNumber
arn:AWS: Ol|O|E £ 5 :aws: CI|O|E{ A]#4 X}/ -BR PhoneNumber
arn:AWS: Cl|O|E £ 5 :aws: Cl|O|E{ A]#4 X}/ -DE PhoneNumber
arn:aws: C|O|E{ 23 :aws: O|0|E| A|¥X}/ -ES PhoneNumber
arn:aws: C|O|E{ 2% :aws: O|O0|E| A/¥X}/ -FR PhoneNumber
arn:AWS: H|O|E £ 3 :aws: G| O|E{ A% X}/ -GB PhoneNumber

arn: AWS: Cl|O|E{ E5: :AWS: H|O|E{ A/®¥X}/ - IT PhoneNumber
arn:AWS: H|0|E £ 5 :AWS: H|0|& A&}/ -0|= PhoneNumber

arn:AWS: Cl|O|E &2

o

-aws: O|O|E{ AKX}/ -CA PostalCode

o

arn:AWS: CI|O|E| 235 :aws: H|0|E{ 4/¥X}/ -BR RgNumber

arn:AWS: O|O|E{ E.%: :aws: CI|O|E{ Al%4X}/ -CA SociallnsuranceNumber
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PIl & H|O[E{ A=At ARN
arn:aws:dataprotection::aws:data-identifier/Ssn-ES
arn:aws:dataprotection::aws:data-identifier/Ssn-US
arn:AWS: O|O|E| 25 :aws: | 0| A&}/ - DE TaxId
arn:aws: C|O|E{ 23 :aws: O|O|E{ A% X}/ -ES TaxId
arn:aws: C|O|E{ 23 :aws: O|O|E{ Al¥X}/ -FR TaxId
arn:AWS: O|O|E| 2 5. :aws: Ol 0| A|#4X}/ -GB TaxId

arn: AWS: Cl[O|E{ &

o

-aws: O| O|E{ Al X}/VehicleldentificationNumber

arn: AWS: ClO|E{ 235 :AWS: O|0|E{ AR}/ - O|= ZipCode

Amazon SNSO|A AFE X X% H|O|E] AR} AFS
=A

« AEX X|E CIO|E AEXIE?

—

-+ CIOIH £3 HAol|lM ALSAH X CilolE AEX AS

« MAEX X|E ClolE AMERF A 9f

MR} X O|o|E| Al XIEH?

A& A x| C|o|E| A'ERHCDI)E S5l Cl0lE| 25 Kol AFSE 4 UE ALKl XK T EF4
2 Mol 4 QlaLIch AFSXE XM Clo|E] AR E AR5t 2|3 Olo|E AlERl 2= NBE &

QIE HIELIAE 7HO! Al ME (PIl) AR ALEIE CHA S 2 X|HE 4 AUBLICH oS S0{ AR X|

5 Oo|E] AlEXIE AF 504 BlAME El9d IDE 3S 2 QUALICH AFZ X XIS Cllo|E] AlERtE &l
& olo|E] ARt B AL E 4 il

ClO|E{ E& A0 AM AHS A XY O|O|E] AR} AMS

Ct= OIOlE B3 MA2 Amazon SNS FA|0f 3[AIE & ID7F 28 E HO|ZEEE & X[E CHS SHA|

7l5#)E M504 Y IDS DA ZS T2 X|AIEfLICH
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1. Clole{ E3 ™A L{oll Configuration E5 & MAetLICt

2. AMEX XY O|0|E AlEA}ol| NameS I=AFLICt 04 E =01 EmployeeId!L|Ct.
3. AFEXR X|’H ClO|Ef AHE%}of RegexS &2
4

= T
YA dHIAM CHS AFS A XY C|O|E A/EXHE & ESHAMIR.

-~

"Name": "__example_data_protection_policy",
"Description": "Example data protection policy",
"Version": "2021-06-01",
"Configuration": {
"CustomDatalIdentifier": [
{"Name": "EmployeeId", "Regex": "EID-\d{9}-US"}
]
.
"Statement": [
{
"DataDirection": "Inbound",
"Principal": ["*"],
"Dataldentifier": [
"Employeeld"
1,
"Operation": {
"Deidentify": {
"MaskConfig": {
"MaskWithCharactex": "#"

298fL|Ct. o 2 S04 EID-\d{9}-US&lL|C}.

5. (MEH AR 2o wet AR X O|0|E A/YEXHE Configuration 250 A& F7HELICH

ClolE 23 HA2 #x =|cH 10742] AtS A X HIO|H A|ERHE X|HFLICH

A& Xt K| Cll OB AR} & oF

Amazon SNS AFE Xt X|H OlO|Ef AEXtol|= ChE1 242 X|gh At ol 4&LCH.

r
il

- Zt Olo|e E& 2ol z[cH 107H2] AL X K| Tl O|Ef AM&EXH7} X[ ELICH
« A8XE XY HIo|E AlEXt o|F 2l =/ o= 128Xt IL|CH ChE E X7 X[ E LICH

ALEXH X HilofEf AfExt
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« A=At (a-zA-Z0-9)

- Tl
+ RegEx2| z|Ci ZO|= 200AtLICH Ctg 2XH7F K| @ ELICH.

« A=At (a-zA-Z0-9)

s ZlECUEEI@ T )

« RegEx OSf AL ("™ [ [ [T ITI{IYITIW™ ]+ ")
« ALEA K™ O|o|H AlExt= &2l OOl AlERe SUE 0|§2 S/Y = d&LCh
 Zf Amazon SNS F=A|of CHet 2 & O|o|H E& HAol= X A

L|CtH
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Amazon SNS HIA|X| M
ol MMolAls BIAIX| & 2Alg MmstLIch

=X

« Amazon SNS #HA| HIAIX] ©E

« CHE AH 9] Amazon SQS CHZ|¥ 2 Amazon SNS MIA|X| &
« Amazon SNS HA|X|E CHE E|X2| Amazon SQS CHZ ¥ E&
« Amazon SNS HIA|X| & A EY

« Amazon SNS HA|X| & RHAIL

« Amazon SNS HiE 28 HX| CHZ7|¥(DLQ)

of>

AWS Lambda & +& ©&

Amazon SNS & A| HIA|X| M

Amazon Data Firehose, Amazon SQS 2! HTTP/S ¢ E oM HIAIX|2] JSON &EAlE & 2|5 K|
oI 317| 25 Amazon SNSE= HA| HIA|X| @g% 6-| i. L|C}.

|0II

« Amazon Data Firehose EE = Amazon SQS A= ZQIEof CHE HA| HIA|X| S S 2456t H A
Zl HIAIX[MH 2E Amazon SNS HEFE|O|E{7} M7HE| D HIA|X|7t 4= a2 M&SEL|ch

o HTTP/S AI=EZQIE o] CHEH YAl HIAIR| &S &8935t 740 true2 AHEE HTTP &l x-
amz-sns-rawdeliveryZt HIA|X[of FIHELICE Ol= HIAIX|7F JSON A X 10| HAIZIRAS
2 LtEFHL(CE

« HTTP/S A= ZQIE0f CHal #HA| HIAIX| TS S EE3tstH HAIX| 22, 22I0I1ME IP & EH4 &
H7t MSE[X|BH HIAIX| S48 xHetH MSEX| et&LCt

» Firehose A=EZQIE O] CHal HA| HAIR| MES &E5tstH HAIX| 220 MEELICH HAIX &
Mg X|-YstH MSEX| ot &Lch

AWS SDKE At&35t0{ HA| HIAIX| MES &4d5t6H24™M SetSubscriptionAttribute APl 22
AN83tD £ gt 2 M™5HoF &LICt RawMessageDelivery true

AWS Management Console2 A&t BHA| HA|X| & &3t

1. Amazon SNS 2&0f 2218},
2. BN oM FX|(Topics)& M= LICH

A HAIX| ME 256


https://console.aws.amazon.com/sns/home
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3. FX m o|x|oll A Firehose, Amazon SQS EE= HTTP/S A EZQIE | 55l FXE MEHEL]
Ct.
4. MyTopicH|O|X|o| 7+5 MMM 52 MEHG T WEIS MEARILICE

Edit EXAMPLE1-23bc-4567-d890-ef12g3hij456(0{ Al 1-23bc-4567-d890-ef12g3hij456
£ mlo|x|e] MIE HE M Ao Enable raw message delivery(HA| HIA|X| & &3 E MEY

gLk
H
(e

HIA|X] S 4] of ]

CHE ololME S8 HIAIXIZH S YUE Amazon SQS TH7 €2 & #H MSELICH U8 Xt0|H2 &
Al HIAIX] & 0] 3 Hmi| HIAIXK|ol CHsll AHE SXIZ[1 F i HA|X|ol CHs AHSEICHs ZALCt

« Al HAIX] H&0| AL SXIE

"Type": "Notification",

"MessageId": "dcle94d9-56c5-5e96-808d-cc7f68faals2",
"TopicArn": "arn:aws:sns:us-east-2:111122223333:ExampleTopicl",
"Subject": "TestSubject",

"Message": "This is a test message.",
"Timestamp": "2021-02-16T21:41:19.978Z",
"SignatureVersion": "1",

"Signature":

"FMG5t1ZhINHLHUXvZgtZz1k24FzVa70X0T4P0@3neeXw8ZEXZx6235j2F0TuNYShn2h@bKNC/
zLTnMyIxEzmi2X1shOBWsJHkrW2xkR58ABZF+4uWHEE73yDVR4SYYAikP9jstZzDRm
+bcVs8+TOyaLiEGLrIIIL4esilllhIkgErCuy5btPcWXBdio2fpCRD5x90R6gmE/
rd5071X1cluvnv4rllkk4apqP2/iUfxFZvalxLSRvgyfm6DOhNk1VyPfy
+7TalMD@1zmJuOrExtnSIbZew3foxgx8GT+1bZkLd@ZdtdRI1IyPRP44eyq78sUQE0/
LsDr@Iak4ZDpg8dXg==",

"SigningCertURL": "https://sns.us-east-2.amazonaws.com/
SimpleNotificationService-010a507c1833636cd94bdb98bd93083a.pem",
"UnsubscribeURL": "https://sns.us-east-2.amazonaws.com/?

Action=Unsubscribe&SubscriptionArn=arn:aws:sns:us-
east-2:111122223333:ExampleTopicl:el039402-24e7-40a3-a0d4-797dal62b297"
}

« Al HAIX] H&0| AHSH

This is a test message.

HIAIX] &A1 of Al 257



Amazon Simple Notification Service IR 740l =

Amazon SQS 75 2| HA|X] & & HA| HA[X] T&

Amazon SNS&= HIAIX| &8 MES X2 2 HAIX|of CHEF EFIARZ X|2| 37t ClO|E, ME
ol AlXtet 22 HE HEICIOIE =2 M3E = A&LUch A HAIX| M& 0| &/-8stEl Amazon
SQS #=2| A< =[CH 107He| HIAIX| £ 82 TEE = U&GLICH 1074 Ol 42| HIAIX| £82 MEst
o™ YAl HIAIR| &S HIEAdstsHoF FLiCt. SHX|2F Amazon SNSE HA| HIA|X| T&0| &dsHE
A EfO| A Amazon SQS FE2E &dt= HIAIX| £450[ 107l 0|42 HIA|IXIE &FA|5to{ E2t0|AE

§ §7|-7<ol-|_||:|._

CHE HXI2| Amazon SQS CH7 | E Amazon SNS HA|X| &

ol EMoME CHE HIZ 2| Amazon SQS CH7|o| st O|AF o] 52 7HEl Amazon SNS FA|of &
212 HAlste wee MAESILICH SUSH Aot 22 Wo 2 FA| 2 chy|Ye MAdstct
(Amazon SQS CH7|EE ot & X). £ A0o|H2 75 =g Melsts Yol FA|ofl cHEt o
7|¥g #=ote Yol ek CHELICH

CH7|Q AQK7F 2SS 448 1) 2010| S22 O|R0{X|2 2, 7HSSICHE TH7|Y8 ARt 25
A Mol & zst= BHHE 2= 20| E4LICH
(® Note
Amazon SQS CH7|FS| HIAIX| &0l B2 B2 Oi7|8 &R A7 252 ddst=s WOl E&L
Ct.
=

. 75 34 Q%0 Cff Q52 2T EE TE2 TSI o{TH sot BLIT?

A2 M AHO| 7| ARAJLICH CHY Y ARAIE 52 MEEE B2
5 i—fo.J% %‘Rﬁxl of&LICH CH7|Y e Subscribe 2¢i0| 2t 2 E|XtOLR} —rHIE—rE-IQ_I oF 2| Al
EEtLct Ci7|d A RA7F =H AR FHE F56E{H Y =AM ARA7ECH7 (™Y AR
HMof siiE FAl|ofl Ciet Subscribe S &8 4= QlE HEtS '='0=|oH0|= 2Lt

10 o 4
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JHeER 7Hol=

1EHAl: AWS Management Console2 AHS

1. Amazon SNS 2Z&0f 2218},

El AH
= =

ol M FX(Topics)E MEAEFLICE

M

FHE M ChE WIS MeyErLC

R4RH Al
o

2
3
4. MyTopic TE H|O|X|0f A HA|A
5

Che S

oz
=

=IErLICH

"Statement": [

{
"Effect": "Allow",
"Principal": {

"AWS": "111122223333"

.
"Action": "sns:Subscribe",
"Resource":

A{ARH=
ST

o]
sns:Subscribe&

=== A
SEE F

N
0F
0

Mm E: 0l
>

A 1111222233330 CHEH R} 2
gh2 ALS5tH A IDAIM SHE 1A
#e|RF AF KR sns: Subscribe
E4™ sns:subscribe 30| 2{0]

6. HBAME XHYS MEfeLICH

olcoﬂI

P

of ol
M

I
r

F

o

;

A™ 1111222233330] CHEF At

Kt

7HEl

F

o

™ N

2EHAH|: AWS Management Console2 AHS

CH7 | +5& F7tstcd™

|
(hi
o
/23

sto =X

[=1d¢)
=

SHE 7ITI AL X7 MyTopic2 +5&

oto CHE

AEXI7F MyTopice #5858
of HEte 9lelst

A%

1A=
== 8o

I

ol

"arn:aws:sns:us-east-2:123456789012:MyTopic"

A1 11112222333301 A/ 1234567890120 M MyTopicoil CHEH

A= HetE FofLIch

e + A&LICH F

E
2= QIELICH IAM AP AHIE E CH7 QoA F+ 55

AWS 7H|X o] =X|ofl Amazon SQS

AlEtet7| Mol A L CH7|dof cHet ARNO| Q11 CHZ |0l HIAIRIE B9l £ @l= FA|oi| CHet HEt
£ Fo{RMEX| =HlgtLict
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1. Amazon SQS &0 22 QI8L|C}.
B M F oM CHZ|¥(Queues)2 MEHEHLICE

CH7 | S =0i M Amazon SNS FHE #*5& CH7|¥S MEdELICH

2
3
4. Subscribe to Amazon SNS topic(Amazon SNS FX| 71 5)S MEigrL|CH
5

O| CH7|Y¥ M7l AF& 7+S 8 Amazon SNS FA| X|&(Specify an Amazon SNS topic available
for this queue menu)0llAM CHZ[0d| CH3H Amazon SNS FAl(Amazon SNS topic)& MEEFL|C}

6. Amazon SNS FA| ARN 2!24(Enter Amazon SNS topic ARN)2 MEiS CH2 FA|2| Amazon El
A4 O|F(ARN)S 238 Lt

7. M¥S MEELCH

® Note

« MH|AQF EAIE £~ QloP{T CH7|20] Amazon SNSOf CHst H8to| ®Jo{of & L|Ct.

« AEXTHCHT|Ye| ARKI0IER F5E FHOlFE HR2It elaLIch

TS5 dgotx|T ti7[E ARXIE ot AAEAE T 52 FH ol oF ErLICH

2 Amazon SNSO|M CH7 €0 ++5 & 2lg EYLICt 75 0] Amazon
SNS Z&0] JJ.AIEI_T'_ SHY 5 ID7I & ER S0 MAL|of Jl&Lch

TE2 =olste{H 7 |F2 R E ol HAIXIE ¢d2 = U= TEHO| UE ASRIE = &I URLE A
MaHof 5tH, 5 ARKIE 75 QI URLS At835to] 252 &elsloF gLict #50| &l ™
ofl= Fxlol HAIE &2 CH7|PE HMEEX| E&LICH +52 &2l6t24™M Amazon SQS 2& E=
ReceiveMessage X AL LICH

S35t7| ol CH7|Qoll it sqs:SendMessage TEHE M504 CHY|
E 82 £ Q=X| EOolgtL|Ct REA|Et LH 2 2CHH|: Amazon SQS CH
=5 Amazon SNS FA|0of| HEH 20 MME XML
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JHeER 7Hol=

1Et7|: AWS Management Console2 A& 3504 CHE AWS A& 2| FX[0of Amazon SQS

CHZ|

k=]
= T

AlEfetz| ™of =&
ot

T oI =X]

U 75 F7totedH

| CHZ o] cHet ARNO| Q1 CHZ[Zof| HIAIXR|E B2 & = FX|of CHEF Het

=t
QIErLCH.

1. Amazon SNS 20 219l

is
C
n

2. EMFIM A5S MEELICE
3. 5 HOolX[o|M 75 WS MEgLct
4. T5 44 Hol|x|o| MF HE MMM CtSE s> ELIch
a. X ARNO| F=x|o| ARNS =dgFLCt.
b. ZZEZ0|M Amazon SQSE MEHELICE
c. A=EEZQIE0 CH7|¥e| ARNS =ELict
d. 75 ddgS Mgt
® Note
o MH|AQL S4lIE 5= 2B CH7|F0d| Amazon SNSO| CHEH FHEHO| 24040k B L
Ct.
CHS 2 Amazon SNS FA|7F Amazon SQS CHZ |0l HIAIX|E ME TS 5185t HM 2 o AL
CH.
{

"Sid": "Stmtl234",
"Effect": "Allow",

"Principal": "*",
"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:us-west-2:111111111111:QueueName",

"Condition": {
"ArnEquals": {
"aws:SourceArn": "arn:aws:sns:us-west-2:555555555555:TopicName"

ool
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https://sns.us-west-2.amazonaws.com/?
Action=ConfirmSubscription&TopicArn=arn:aws:sns:us-
east-2:123456789012:MyTopic&Token=2336412f37fb...
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Lict, 7

S Ih|ct
ol 2aes 75 aLichotel o). API E2 S & ZALo| CHEt REAIEH LI 2 Amazon
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5. 75 A|]XAE Amazon SNS Z£0i 2a015t01 75 £ |]At7t &elg fH#ghct,
6. E# FANE MEiFLICH
7. FHQo 75 SE HO|ZMM &E 52 MEHEL|CE &l 2/ S(Pending confirmation)'S 2
EAIELICH
8. T5 EQl(Confirm subscription)S MEHEFL|C}
9. 75 0l AIE QFsE DEO| LIEFLLICH 5 #ol 232 2ofdaLot.
10. 2E0IM 75 EQl(Confirm subscription)S AEHEHLICH.

XML 50| EAIELICH o2 SH Ot ZaLch

<ConfirmSubscriptionResponse>
<ConfirmSubscriptionResult>
<SubscriptionArn>arn:aws:sns:us-east-2:123456789012:MyTopic:1234a567-
bc89-012d-3e45-6fg7h890123i</SubscriptionArn>
</ConfirmSubscriptionResult>
<ResponseMetadata>
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<RequestId>abcdlefg-23hi-jkl4-m5no-p67q8rstuvw9</RequestId>

</ResponseMetadata>
</ConfirmSubscriptionResponse>
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N 2|
ot=Z 2|ZH(Z|o|ZEtR) 2|™ af-south-1
Asia Pacific (Hong Kong) Region ap-east-1
ok Ao} EfE QF(Sto|EI2tHIE) 21T ap-south-2
Asia Pacific (Jakarta) Region ap-southeast-3
Asia Pacific (Melbourne) Region ap-southeast-4
Asia Pacific (Osaka) Region ap-northeast-3
Europe (Milan) Region eu-south-1
SHAH?) 2™ eu-south-2
SHFzls) 2™ eu-central-2
Israel (Tel Aviv) Region il-central-1
Middle East (Bahrain) Region me-south-1
Middle East (UAE) Region me-central-1
SEQI X[ gdslste wedof cHet XhM[EF LHE2 2] AWSAmazon Web Services 2EH & Z X[
ZE[E HESHHAIR.
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"Version":
"Id": "
"Statement": [
{

"Sid":
"Effect":
"Principal":
"Service":

}I

X|® (af-south-1) 2| Amazon SNS A& §H

A O|ICE2
AL

K| HE/RIH=X| k&

CHZ|do| MH|A 2ot FAHMM sns. <opt-
in-region>.amazonaws.com 2 M85t

o X|4E

CHZ[F e MH[A E ot F=A|0|AM sns. <opt-

in-region>.amazonaws.com 2 M85t

of x|

KIBE[R] &

o
0jo

M x|242] Amazon SQS CH7 A (us-
& o= HMA HA HHO| of ILICt enabled-by-default A2
ot = #go| ZEE[lo] JUE

"2008-10-17",
default_policy_ID",

"allow_sns_arn:aws:sns:af-south-1:111111111111:source_topic_name",
"Allow",

"sns.af-south-1.amazonaws.com"

"Action": "SQS:SendMessage",

"Resource": "arn:aws:sqgs:us-east-1:111111111111:destination_queue_name",
"Condition":
"ArnLike":
"aws:SourceArn": "arn:aws:sns:af-south-1:111111111111:source_topic_name"
}
}
by
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« MA|X|7} Amazon SNS HIEZQIEO| MEEIRE
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« AWS Management Console2 AIHS

- AWS SDKE M83to TS &El 22 4
« AWS FH £42 F-35t7| I8 SD

- AWS CloudFormation2 At&35t0{ & MEl 22 74

AWS Management Console2 At&35t0{ M& &Ef 2 74

Amazon SNS Z£0 21
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« A™HolM 7|1E MH|A A& MENFIE{H Use existing service role(7|1& MH|A A& AI8)S
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SEh ¥ 3 e HEm Aoigh TSl IAM g 2 XIFEE LI

x

« Aol M MH|A &2 M4 5tE{H Create new service role(A AH|A & MA)2
Create new roles(Af 238 M 4)E MEHSI0{ IAM 2&0M 838 &t Aoist ME
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O|A| HIAIX| T& AEN7} ZEE CloudWatch 218 21 A8 4= Ql&LICH Ao
CloudWatch CHEF XtMIEH LI 2 CloudWatch s BEAE

AWS SDKE At&3tod ™& 4Ef 22 74

AWS SDK&= Amazon SNSQO| HIA|X| & &E £ AH836t7| fIFH 042 21012 APIE MBELICH
FH &8

HAIX| & HEHE QI3 S FX| &4 0|8 722 A8E = U&LICH

HTTP

« HTTPSuccessFeedbackRoleArn - HTTP A= ZQlE0of 7} =l Amazon SNS ZFA|of| CHEF M| A K|
M& 43 MEE LIEFLICEH

« HTTPSuccessFeedbackSampleRate - HTTP A= ZQIE0f 7} El Amazon SNS FAl|ofl CHEH A
Z30| 438 HAIX|S| HIES LtEF-LIC.

« HTTPFailureFeedbackRoleArn - HTTP A= ZQlE0of 7} =l Amazon SNS ZFA|of| CHEF M| A K|
M& Al AEfE LIEFLICEH

Amazon Data Firehose
« FirehoseSuccessFeedbackRoleArn - Amazon Kinesis Data Firehose YIEZQIE0f 7} =
Amazon SNS FX|of| CHEF HIAIR| & 8 S & EE LIEHHLICE

« FirehoseSuccessFeedbackSampleRate - Amazon Kinesis Data Firehose IEZQIE 0 7}l E
Amazon SNS Fxl|of CHall M E 2ol 38t HAIX|e| HIgS LtEF-LICt

« FirehoseFailureFeedbackRoleArn - Amazon Kinesis Data Firehose AIEZQIE0f 7} =
Amazon SNS FA|of| CHEF HIAIR| & Aol &FENE LIEHHLICE.

AWS Lambda

« LambdaSuccessFeedbackRoleArn - Lambda YIEZQIE 0 7} E Amazon SNS FA|of CHEt O
AR HE HF HENE LIEFALICE

« LambdaSuccessFeedbackSampleRate - Lambda YIEZIE 0| 7} 2E Amazon SNS ZX|0d| CH
off ME 2ol 38t HIAIXIC HIgS LtEHHLICE
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« LambdaFailureFeedbackRoleArn - Lambda ¢IEZQIE0f 7t El Amazon SNS FA|of CHet Ol
AlX| M& Ao HEHE LIEFLICEH

SHE OHEC|IFO|M A EXZQIE
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« ApplicationSuccessFeedbackRoleArn— AWS OHEZ|7|0|MH A= Z QIEof 7} El Amazon
SNS FX|o| HEXQI HAIX| & HEHE LIEF LT

 ApplicationSuccessFeedbackSampleRate— AWS OHEZ|F|0|M A= ZQIE0f 7} E
Amazon SNS FA|of Cia MEZE = U= 83 HAIXKIC| HIEE LtEtL|C

 ApplicationFailureFeedbackRoleArn— AWS OHZZ|70|MH A= ZQIE O 7}E|0] QY=
Amazon SNS FX|| HIA|X| & Auf 4 EfE LtEFRLICH

(@ Note
Amazon SNS OHZ 2|70 A= ZQIE0f MESE 2B HAIXKIL| HAIX| & SEHE 2I5H
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1S ©
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Amazon SQS

+ SQSSuccessFeedbackRoleArn - Amazon SQS A EZQIE 0] 7+El Amazon SNS FAl|of| CHE!
HAIX| & H3 AEHE LIEHHLICH

+ SQSSuccessFeedbackSampleRate - Amazon SQS AIE X QIE 0 7+ E Amazon SNS FAof
CHal i E 2ol g3 et HAIXK|e| HIgS LIEF-HLICEH

« SQSFailureFeedbackRoleArn - Amazon SQS A EZQIE 0] 7} El Amazon SNS FAl|of| CHEt
HAIR| & Aol 4EHE LIEFHL|CH

® Note

<ENDPOINT>SuccessFeedbackRoleArnZ! <ENDPOINT>FailureFeedbackRoleArn
& M2 Amazon SNSOH|M AL XIS CHAISH09 CloudWatch 218 AFSE = Qe AT|
HM|A HEHE £045tE Ol AFS EILICH <ENDPOINT>SuccessFeedbackSampleRate
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<ENDPOINT>FailureFeedbackRoleArn&AE F445
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AWS TN £ 82 745t 7| 28t SDK oA

CH2 ZE A= SetTopicAttributesO| AFHE WS Eo{ EL|CH.

CLI
AWS CLI
FHof ChEt S8 dEstedH
Ct= set-topic-attributes MMM = XI'HEl F=X|0d| DisplayName &82 MHEELICEH
aws sns set-topic-attributes \
--topic-arn arn:aws:sns:us-west-2:123456789012:MyTopic \
--attribute-name DisplayName \
--attribute-value MyTopicDisplayName
Ol BH2 &g ddstx| &Lt
« API M& HE = AWS CLI H& SetTopicAttributes® X & & T AL
Java

SDK for Java 2.x

(® Note
REMIEH L

H itHub /& LICH AWS Z = oA 2|ZX|E 2|0 A&
X E &

I:Hc> HHO_IHA-”O

2
>
o
ro
o
rir >
0'I @

S0

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.sns.SnsClient;

import software.amazon.awssdk.services.sns.model.SetTopicAttributesRequest;
import software.amazon.awssdk.services.sns.model.SetTopicAttributesResponse;
import software.amazon.awssdk.services.sns.model.SnsException;
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/**
* Before running this Java V2 code example, set up your development

* environment, including your credentials.
*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-gqguide/get-
started.html

*/
public class SetTopicAttributes {

public static void main(String[] args) {
final String usage = """

Usage: <attribute> <topicArn> <value>

Where:
attribute - The attribute action to use. Valid parameters are:
Policy | DisplayName | DeliveryPolicy .
topicArn - The ARN of the topic.\s
value - The value for the attribute.

man,
’

if (args.length < 3) {
System.out.println(usage);
System.exit(1l);

String attribute = args[0];
String topicArn = args[1l];
String value = args[2];

SnsClient snsClient = SnsClient.builder()
.region(Region.US_EAST_1)
.build();

setTopAttr(snsClient, attribute, topicArn, value);
snsClient.close();

public static void setTopAttr(SnsClient snsClient, String attribute, String
topicArn, String value) {
try {
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SetTopicAttributesRequest request =
SetTopicAttributesRequest.builder()
.attributeName(attribute)
.attributeValue(value)
.topicArn(topicAzrn)
.build();

SetTopicAttributesResponse result
snsClient.setTopicAttributes(request);
System.out.println(
"\n\nStatus was " + result.sdkHttpResponse().statusCode() +
"\n\nTopic " + request.topicArn()
+ " updated " + request.attributeName() + " to " +

request.attributeValue());
} catch (SnsException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

« API M5 HE = AWS SDK for Java 2.x API SetTopicAttributes® 2 & X5t AAIL.

JavaScript

JavaScript (v3) & SDK

(® Note
O B2 L& 0| AU&LICE GitHub AWS FE oAl E[Z X|E 2|0 M MA| o A|E & d
O AsE WS RN
| 2E0iA 22t0|UEE Yot LIEHLICH

import { SNSClient } from "@aws-sdk/client-sns"

// The AWS Region can be provided here using the ‘region” property. If you leave
it blank

// the SDK will default to the region set in your AWS config.
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https://docs.aws.amazon.com/goto/SdkForJavaV2/sns-2010-03-31/SetTopicAttributes
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export const snsClient = new SNSClient({});

SDK ! Z20|¢E &2

N
fjo

7tX421 APIE 5 &8 LCt

import { SetTopicAttributesCommand } from "@aws-sdk/client-sns";
import { snsClient } from "../libs/snsClient.js";

export const setTopicAttributes = async (
topicArn = "TOPIC_ARN",

attributeName = "DisplayName",
attributeValue = "Test Topic",
) =>{

const response = await snsClient.send(
new SetTopicAttributesCommand({
AttributeName: attributeName,
AttributeValue: attributeValue,
TopicArn: topicArn,

1),
g
console.log(response);
/7
// '$metadata’: {
// httpStatusCode: 200,
// requestId: 'd1b@8d@e-e9a4-54c3-b8b1-d03238d2b935",
// extendedRequestId: undefined,
// cfId: undefined,
// attempts: 1,
// totalRetryDelay: 0
// %
// }

return response;

- KtMIEH HE = AWS SDK for JavaScript 7HEHAF QLA E B ZRSHAAIL.

o1
- API MI& HE = AWS SDK for JavaScript API SetTopicAttributes&E =& & Z5HAIA|L.
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Kotlin

SDK for Kotlin

® Note
AHMIEH L8 e ctea ZaL|Ch GitHub. AWS FE of|&| 2| Z X|E 2|0l T ol &=
o MY 3 A™ste dHS Hi/IEM L.

suspend fun setTopAttr(attribute: String?, topicArnVal: String?, value: String?)

{

val request = SetTopicAttributesRequest {
attributeName = attribute
attributeValue = value
topicArn = topicArnVal

}

SnsClient { region = "us-east-1" }.use { snsClient ->
snsClient.setTopicAttributes(request)
println("Topic ${request.topicArn} was updated.")

}

}

« API M8 HE &= Kotlin APIZAWS SDK HIHHAE & X 5HMIL SetTopicAttributes.

PHP

SDK for PHP

® Note
AtME LEEE 0970l M & elg = AU& LT GitHub AWS ZE of[A| E[Z X|E 2|0 M
H

A oME 2D 4 Y Addste HE HIKEA L.

=~

require 'vendor/autoload.php';
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use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;

/**
* Configure the message delivery status attributes for an Amazon SNS Topic.
*
* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/
guide_credentials.html

*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'

1D
$attribute = 'Policy | DisplayName | DeliveryPolicy';
$value = 'First Topic';

$topic = 'arn:aws:sns:us-east-1:111122223333:MyTopic';

try {
$result = $SnSclient->setTopicAttributes([
"AttributeName' => $attribute,
'AttributeValue' => $value,
'TopicArn' => $topic,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

I
0>|
HL
rr

4

« API M| AWS SDK for PHP API SetTopicAttributes® X & & X3t AI2.
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Ruby

SDK for Ruby

AME L2 e ct2nt 24 LC GitHub. AWS ZE oA 2| Z X|E2|oM A o KE
X4 O

|'
AT AR Ol AIBHES HEES HiolH Q.

# Service class to enable an SNS resource with a specified policy
class SnsResourceEnabler
# Initializes the SnsResourceEnabler with an SNS resource client
#
# @param sns_resource [Aws::SNS::Resource] The SNS resource client
def initialize(sns_resource)
@sns_resource = sns_resource
@logger = Logger.new($stdout)
end

# Sets a policy on a specified SNS topic
#
# @param topic_arn [String] The ARN of the SNS topic
# @param resource_arn [String] The ARN of the resource to include in the policy
# @param policy_name [String] The name of the policy attribute to set
def enable_resource(topic_arn, resource_arn, policy_name)
policy = generate_policy(topic_arn, resource_arn)
topic = @sns_resource.topic(topic_azrn)

topic.set_attributes({
attribute_name: policy_name,
attribute_value: policy
1)
@logger.info("Policy #{policy_name} set successfully for topic
#{topic_arn}.")
rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Failed to set policy: #{e.messagel}")
end

private

# Generates a policy string with dynamic resource ARNs
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#

# @param topic_arn [String] The ARN of the SNS topic

# @param resource_arn [String] The ARN of the resource
# @return [String] The policy as a JSON string

def generate_policy(topic_arn, resource_arn)

{
Version: "2008-10-17",
Id: "__default_policy_ID",
Statement: [{
Sid: "__default_statement_ID",
Effect: "Allow",
Principal: { "AwS": "*" 3},
Action: ["SNS:Publish"],
Resource: topic_arn,
Condition: {
ArnEquals: {
"AWS:SourceArn": resource_arn
}
}
1]
}.to_json
end
end
# Example usage:
if $PROGRAM_NAME == _ FILE__
topic_arn = "MY_TOPIC_ARN" # Should be replaced with a real topic ARN
resource_arn = "MY_RESOURCE_ARN" # Should be replaced with a real resource ARN
policy_name = "POLICY_NAME" # Typically, this is "Policy"

sns_resource = Aws::SNS::Resource.new
enabler = SnsResourceEnabler.new(sns_resource)

enabler.enable_resource(topic_arn, resource_arn, policy_name)
end

« RtMIEF HE = AWS SDK for Ruby 7HE A} OFLHAME BFZSHAIA

%

« AP| M|® HE = AWS SDK for Ruby API SetTopicAttributes& 2 & R T 3HAMAIL.
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https://docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/sns-example-enable-resource.html
https://docs.aws.amazon.com/goto/SdkForRubyV3/sns-2010-03-31/SetTopicAttributes
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SAP ABAP

SDK for SAP ABAP

@ Note
KMIEH LHee Ct21t Z&LUCH GitHub. AWS ZE oA 2|ZX|EZ[0AM ™A of| K| E
4 O H

A1 dYE 3 AdsteE dHE HIKIEAMR.

TRY.
lo_sns->settopicattributes(
iv_topicarn = iv_topic_arn
iv_attributename = iv_attribute_name
iv_attributevalue = iv_attribute_value
).
MESSAGE 'Set/updated SNS topic attributes.' TYPE 'I'.
CATCH /awsl/cx_snsnotfoundexception.
MESSAGE 'Topic does not exist.' TYPE 'E'.
ENDTRY.

- API M| HE = SAPEAWS SDK ABAP API & Z & & X354 A|L SetTopicAttributes.

;

AWS CloudFormation2 Al&35l0{ ™& AE| 224 £

AEE FM4524™ JSON = YAML HIZEIE DeliveryStatusLogging At &30 AWS
CloudFormationAEHE M5t & A|2. AWS CloudFormation AFA|EH L& & AWS CloudFormation AP
2 MHMO| AWS: :SNS: :Topic 2lAA DeliveryStatusLogging £4E & XsHAAIQ. CHS
Amazon SQS AWS CloudFormation Z2EE Z9| 2 E DeliveryStatusLogging £S48 AL oP04
M FHE YdstHLt 7I1E FHNE Holo|ESHZ| 218 JSON & YAML ®E3!9| of L |C}.

JSON

"Resources": {
"MySNSTopic" : {

"Type" : "AWS::SNS::Topic",
"Properties" : {
"TopicName" : "TestTopic",
"DisplayName" : "TEST",
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap/services/sns#code-examples
https://docs.aws.amazon.com/sdk-for-sap-abap/v1/api/latest/index.html
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"SignatureVersion" : "2",
"DeliveryStatusLogging" : [{
"Protocol": "sqgs",
"SuccessFeedbackSampleRate": "45",
"SuccessFeedbackRoleArn": "arn:aws:iam::123456789012:role/
SNSSuccessFeedback_testl",
"FailureFeedbackRoleArn": "arn:aws:iam::123456789012:role/
SNSFailureFeedback_test2"

]

YAML

Resources:
MySNSTopic:

Type: AWS::SNS::Topic

Properties:
TopicName:TestTopic
DisplayName:TEST
SignatureVersion:2
DeliveryStatuslLogging:

- Protocol: sgs
SuccessFeedbackSampleRate: 45
SuccessFeedbackRoleArn: arn:aws:iam::123456789012:role/

SNSSuccessFeedback_testl

FailureFeedbackRoleArn: arn:aws:iam::123456789012:role/
SNSFailureFeedback_test2

Amazon SNS H|A|X| & RHA|

|BtLICH M & @771 et e 52
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ZIZ|MH Amazon SNSE S RAIT
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https://docs.aws.amazon.com/sns/latest/api/API_Subscribe.html
https://docs.aws.amazon.com/sns/latest/api/API_SetSubscriptionAttributes.html
https://docs.aws.amazon.com/sns/latest/api/API_CreateTopic.html
https://docs.aws.amazon.com/sns/latest/api/API_SetTopicAttributes.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-sns-subscription.html
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(® Note
O] M& HHM2 application/json0ll HTTP/S ¥ 2Ig 2[8t 7|2 2H = |82 MY oFHL
Ct.

{

"healthyRetryPolicy": {
"minDelayTarget": 1,
"maxDelayTarget": 60,
"numRetries": 50,
"numNoDelayRetries": 3,
"numMinDelayRetries": 2,
"numMaxDelayRetries": 35,
"backoffFunction": "exponential"

I

"throttlePolicy": {
"maxReceivesPerSecond": 10

},

"requestPolicy": {
"headerContentType": "application/json"

}
}
ME Y2 MAE M AMEH HH, @ dMoz FYELICH ME HHMolls 5 9719 £40| U&E
L|cH
Sk MY Constraint
minDelayTarget MAIZQ| |4 K| AlZHIL 1~Z|CH X|Qd Alzt
Ct.
Z1&4k: 20
ohel =
maxDelayTarget MA=Q| x|CH XA AlZHRIL Z|4 X4 AlZt~3,600
Ct.
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M=y = Constraint
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® Note

+ Amazon SNS 75 2! Amazon SQS CH7|¥E2 St AWS A & 2[T™of lo{oF & L|Ct.

« FIFO FX|2| 22 Amazon SQS CH7|¥ 2 Amazon SNS 5 0f Ci$t DLQ(Dead Letter
Queue)2 AIEE = JU&LICE FIFO XM S22 FIFOCHZ[¥S M85, & AN 75
2 EF h7|gS A8 L
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"deadLetterTargetArn": "arn:aws:sqs:us-east-2:123456789012:MyDeadLetterQueue"
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-quotas.html#quotas-messages
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® Note
FIFO =X|2| 2 Amazon SQS CH7|Z¥ES Amazon SNS T+ 501 CHEt DLQ(Dead Letter
Queue)i AEE £+ UELICH FIFO &AM 52 FIFO CHZ|YEE AMrE35t, EF AN 252
EZE CH7|™EE A8 ELICH

1. MyTopicO|2h= Amazon SNS FA| 44

2. Amazon SNS 59| A=EZQIEZ AL E MyEndpointOl2H= Amazon SQS CH7 (¥ S MBI
Ct.
(A1 7| AWS CloudFormation) s F=Xl| CH7|€E 2 F55HAAIL.

4. Amazon SNS 59| HiE Z&t WX| Ci7|BE AL e MyDeadLetterQueueO|2t= CHE
Amazon SQS CH7 &S MdstLCt,

5. Amazon SNS E 2t FX|0{ Amazon SQS API 240l CHEF HMA HEHS F0o{5te{H
MyDeadLetterQueueOi CH3H CHS CH7 | =K

"Statement": [{

"Effect": "Allow",
"Principal": {

"Service": "sns.amazonaws.com"
},
"Action": "SQS:SendMessage",
"Resource": "arn:aws:sqs:us-east-2:123456789012:MyDeadLetterQueue",
"Condition": {

"ArnEquals": {

"aws:SourceArn": "arn:aws:sns:us-east-2:123456789012:MyTopic"

]

=
- E AME35t04 Amazon SNS #52 2|8t H=8H CH7 €S F45t2{™ AWS Management Console
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-create-queue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-create-queue.html
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« SDKE AtE35104 Amazon SNS 52 [t OI=E8lEH CH7[¥E F+45t2{H AWS
« E AME350{ Amazon SNS # =2 @8t EBIE CHZ7 (€S F45t2{™H AWS CLI

mIo

« £ A8310{ Amazon SNS #+52 {8t C|EBIE CH7|¥E #4524 AWS CloudFormation

£ AE30{ Amazon SNS 715& 28t =8B Ti7|¥e FdstEdT AWS
Management Console
Ol K& ME AIZHSHT| ol AL =742 2tZ 3l oF EFL|CH.

1. Amazon SQS &0 2aQlgL|ct.

2. Amazon SQS CH7|¥E ddst7HLE 7|& CH7[EE A8 5tod CH7 e MF HE ol A cH7[Z e
ARNZ #QIgfL|CH.

arn:aws:sqs:us-east-2:123456789012:MyDeadLetterQueue

3. Amazon SNS Z&0i| 23 IgL|Ct

4. EHMEFOM T5S HEFLCE

5. [TS]HOIXM 7|&E F55 ME4S Ot [HE]S MEFLICH

6. T%l 1234a567-bc89-012d-3e45-6fg7h890123i W O|X| oiM E|=2t0|E MAH(HIE 28+ H
Xl CHZ7 | MME &t EstD che g s-8ELICH
a. M ME{gLC

SDKE At&3t04 Amazon SNS 52 f|& IEEIE CH7 (¥ S Fdoted™ AWS

O| oM E A=™st7| ™ol AL =748 2tz alioF B LICH

AWS SDKE AIE35l2dH AL Xt 218 HEZ F4d3H{ofF &Lt XtA|EF HE = AWS SDK & =+ & X
JH0|lEQ| B8 #H L XH 5 g HXFAML

CH2 ZE oAM= AF8 SetSubscriptionAttributesRedrivePolicy &S Eo{&ELICt
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https://console.aws.amazon.com/sqs/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-create-queue.html
https://console.aws.amazon.com/sns/home
https://docs.aws.amazon.com/sdkref/latest/guide/creds-config-files.html
https://docs.aws.amazon.com/sdkref/latest/guide/creds-config-files.html
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Java

SDK for Java 1.x

&LICt GitHub. AWS F = oAl 2|ZX|EE[of A A oM E R M
HE HIHEML.

// Specify the ARN of the Amazon SNS subscription.

String subscriptionArn =
"arn:aws:sns:us-east-2:123456789012:MyEndpoint:1234a567-

bc89-012d-3e45-6fg7h890123i";

// Specify the ARN of the Amazon SQS queue to use as a dead-letter queue.
String redrivePolicy =

"{\"deadLetterTargetArn\":\"arn:aws:sqs:us-
east-2:123456789012 :MyDeadLetterQueue\"}";

// Set the specified Amazon SQS queue as a dead-letter queue
// of the specified Amazon SNS subscription by setting the RedrivePolicy
attribute.

SetSubscriptionAttributesRequest request = new SetSubscriptionAttributesRequest()
.withSubscriptionArn(subscriptionAzn)
.withAttributeName("RedrivePolicy")
.withAttributeValue(redrivePolicy);

sns.setSubscriptionAttributes(request);

E A&3t04 Amazon SNS 52 &8t HIEB|E CH7|¥ e +#+d35t24H AWS CLI
O| Rt&ME AlEHst7| ol AbM =742 etEsfoF BFLct.

1. AWS CLIE Mx|stm Rt H&L|CH XIM|IBF ZE = AWS Command Line Interface A2 ABEME
HESM L.

aws sns set-subscription-attributes \
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/java/example_code/sns#code-examples
https://docs.aws.amazon.com/cli/latest/userguide/
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--subscription-arn arn:aws:sns:us-east-2:123456789012:MyEndpoint:1234a567-
bc89-012d-3e45-6fg7h8901231

--attribute-name RedrivePolicy

--attribute-value "{\"deadLetterTargetArn\": \"arn:aws:sqs:us-
east-2:123456789012:MyDeadLetterQueue\"}"

E At&35t0{ Amazon SNS 752 <&t CIE8IE CH7 ¥ 2 F+45t2{™H AWS
CloudFormation

Ol RAt&ME AlEtst7| ol At =748 2tz sfiok #FLict

1. C}2 JSON ZEZ MyDeadLetterQueue.jsonO|ZtE moi SAFEHLICH.

{
"Resources": {
"mySubscription": {
"Type" : "AWS::SNS::Subscription",
"Properties" : {
"Protocol": "sqgs",
"Endpoint": "arn:aws:sqgs:us-east-2:123456789012:MyEndpoint",
"TopicArn": "arn:aws:sns:us-east-2:123456789012:MyTopic",
"RedrivePolicy": {
"deadLetterTargetArn":
"arn:aws:sqs:us-east-2:123456789012:MyDeadLetterQueue"
}
}
}
}
}

2.  AWS CloudFormation 2&0f 2 QIghL|Ct.

_L

3. [Select Template] H O|X|0{| A [Upload a template to Amazon S3]& AEi5I 11,
MyDeadLetterQueue.json ItUS MEHS T LI [Next]E MEHEIL

=
ol
-
1
-

4. M5 HE XY Ho|X|oM AE4 O] 0| MyDeadLetterQueueE U=s F CISS M

5. 4 mHo[x|olM Ct&S MEFLICH

6. ZHE(Review) H O|X|0{|A] 4 d(Create)S MEAELICH

B = BRI g 7
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https://console.aws.amazon.com/cloudformation/
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AWS CloudFormation MyDeadLetterQueueAB Mg A|ZH5t 1 CREATE_IN_PROGRESS
AENE EAIBLICH T2 MATF 262 £|H CREATE_COMPLETE A E|7F EAIELICH AWS
CloudFormation .

HHE R X OH7[E 4 294



Amazon Simple Notification Service IR 740l =

Amazon SNS HIA|X| o}zt0|E, RHAH Tl E A

Amazon SNS EZ& FX|E Amazon Data FirehoseZE St HA|X| 222 K| ELICE. Firehose &
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B sAeEd=gle e |& HIAIX]| ot7}0|E & K| EFLICH &4 ArchivePolicyO| Y= F
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2
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AEE] toleg

H| Al K| ZH A4 EZE FAol it {42 718 FIFO A 2S5 AHE 218 HIAl
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o & 2|7 0| 7HA2A) HIA|E 0l Amazon SNS AHE

Ol MMo| Mz F5R2te| o E 2|7 0|4 Z+ HIA|Z ol Amazon SNSE AE6t= Yo CHEt MEE
M3 grict.
A
« WOl MM FirehoseZ22| M& AEE]
« Lambda &2 Ol
« Amazon SQS CH7|¥E HiotR
« HTTP(S) YIEZQIE Z Mo}l
« AWS Event Fork Pipelines2 THO} 2
« Amazon SNS2} &7l Amazon EventBridge A7 &t AHS

O} R0 M FirehoseZ2 2| M& AEZ]

Amazon Data Firehose T1& AE 22 Amazon SNS TN ZE 255 H FI7H AEZ|X| L M A= xZ QI
Eof g2I2 2 = U&LICEH Amazon SNS FHof| HIAIE HIA|X|= 75 El Firehose & AERIS

2 ™S E|D Firehoseol| #MHE CHE CHA S 2 MEELICH 75 ARAH= Amazon SNS FX|0d| CH
Firehose T1& AEZE X[ 5707 K| 25 = U &LICE Z Firehose TS AEZ0le 2 g5
o e AM2lFo Cist 7|2 20| A&LIch ol MEte 2 ola MY E HIA|X|(OFRHI2E EBi=)
2ot AAE HAIX|(RIEIH2E EEfE)7t B2 &= UA&LICH OFRHIR2E EB|EEC QHIRE

O| H Bf2 82 #50 2 HAIX| W27} =X E[o] HIA|X| & CHZ| AlZto] Ho{&ELICH {132

of 2EMQ IS DIXIX| A=F AA| ol et LT E7HE @FE + U&LICH

Firehose & AEZI2 &5l Amazon SNS € &/2 OlOtE ME AE |7C| MH|A (Amazon S3), ot ot
Z Redshift, otOFE MH|A (MH|A) 2 O|O|E{S, OpenSearch +& 2|, MongoDB, AZE 39t Z2 E}
A MHIA M SLAME MEE = U&LICH OpenSearch

ofE 5010 7I52 AL

TS HAKIE ST 513
MAsT ST ©s AE
TS E HAIXIE 24952484 OpenSearch AH|A QIHA CHALS ALS5H0d Tid AE RS MASHA

{1ME A
2. 1 CHF Firehose TS AEZE 7535109 Amazon SNS =N E 58 + U&LICH

tod 7 &4, ok7t0|E E= 7[Et SXE I8l Amazon S3 HZ!2| X =
P Q& IEF O|& 7| st2d2 S3 HZ CHY 2 2 Firehose & AE RIS
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mazon SNS FX|0f| 1535t AA|2. EE CHE 0| 2, Amazon SNS F£X|2
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Ch. REMIEH LI 2 Amazon SNS HIA|X| & MEHS(E) A ZSHMR.

H

E
fjo

S dEf 2Z2 R[HEL

1ok

o} 0l M FirehoseZ9| T& AEE] 296


https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/firehose/latest/dev/limits.html
https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
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S|

« Amazon SNS FA|0f CH8l Firehose T1& AERIE FS517| ISt A 2F ALY

* Firehose T& AE 2|2 Amazon SNS FM o 5517

- MES AERIOHY 3

« HAIX| ofztol2 & EM AL AlE] of

Amazon SNS FX{|0i| CHt Firehose & AERIE F5517| 28 A

A&

Amazon Data Firehose

£ &= SNS FX|. REM| 8t

MOd=
=2 O -

Amazon SNS FA|

M& AER|IS SNS FAHZE 25

AH AH
(=X=)

otedH CHS 0| AWS A1 R4o4oF gfL|CH.

Mg BT

.|
-

St 2.

Firehose & AE 2. XIM|EH LI 2 Amazon Data Firehose 702X 2L 2| Amazon Data
Firehose D& AE 2| MM gl of Z 2|7 0| 0] Firehose 2|AA0]| CHEF MM A HEH HoiE
AL,

Amazon SNS MH|A FHE AZ[6tT TME AEZ0 CHEF A 7| FHEHO| U= AWS Identity and

Access Management(IAM) A ULICH =2 MdE

[ Of

%
==

‘E'.%*Q_I Amazon Z|AA 0| (ARN)
2 2ot Amazon SNS7t

n
mio

o o
{
"Version": "2012-10-17",
"Statement": [
{
"Action": [

1,

"firehose:DescribeDeliveryStream",
"firehose:ListDeliveryStreams",

"firehose:ListTagsForDeliveryStream",

"firehose:PutRecord",
"firehose:PutRecordBatch"

"Resource": [
"arn:aws:firehose:us-east-1:111111111111:deliverystream/firehose-sns-
delivery-stream"

1,

"Effect":

"Allow"
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x5t

I
4>

B
[

297


https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#access-to-firehose
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}
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E 2|0l PutRecord

Firehose AH&0 CHEt ™| HEHS MB35t AWS 22|13 M2
AmazonKinesisFirehoseFullAccess BE = FirehoseE Al
7| 3 AHA| HAE e = QELICH HAM2 248 EH S
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22 E Amazon SNS MH|A =X|E = &

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "sns.amazonaws.com"
},

"Action": "sts:AssumeRole"

—_
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/general/latest/gr/fh.html
https://console.aws.amazon.com/sns/home
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a. FH ARNOIM EZF FA|2| Amazon ElAA O|F(ARN)S MENEHLICH

b. ZZ2EZ0{|M FirehoseE MEHSHLICE.
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£ MEfShLICE
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.

——[»lll<

Amazon SQ5 AWS Lambda
queue function
pUbI“her E:::::::E b|||Id
Amazon SNS Amazon SQS5 AWS Lambda
topic queue function
Amazon Kinesis Data Firehose Amazon 53 M
delivery stream bucket

Persistent Message Archive

|

+ Amazon S3 CHAOf| CH3H o7 O|EEl HIA|X| A

» Amazon S3 CHAMoi| CHEF M| A|X| 244

Amazon S3 CHako]| CH3H ofzFo|2 =l | A|R] & A

CtZ ol M= 75482 ?I5H S04 7|E AL& 304 Amazon Simple Storage Service(Amazon S3) H
Zlo2 M4 =l Amazon SNS €22 EodEL|Ct

@ Note
O| oflofl M= HAIE HIAIX[oA CHEH Al HIAIR] & 7|
& 0| AH2 S X|Z/H Amazon SNSE O|Het 42 =&
7HgrLct.

7|50l A& SXIELICH Al HIAIX]
504 M| A|X[od| JSON IJ1|E|'E||0|E'|E =

* Type
* Messageld

* TopicArn
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* Subject
* Timestamp
* UnsubscribeURL

* MessageAttributes

AA| HEof cist REMIEH HE & Amazon SNS HA| HIA|X| &0 EQISHMIL.

"Type": "Notification",

"MessageId": "719a6bbf-f51b-5320-920f-3385b5e9aa56",

"TopicArn": "arn:aws:sns:us-east-1:333333333333:my-kinesis-test-topic",

"Subject": "My 1lst subject",

"Message": "My 1st body",

"Timestamp": "2020-11-26T23:48:02.032Z",

"UnsubscribeURL": "https://sns.us-east-1.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn=arn:aws:sns:us-east-1:333333333333:my-kinesis-test-
topic:0b410f3c-ee5e-49d8-b59b-3b4aabd8fcf5"”,

"MessageAttributes": {

"myKeyl": {
"Type": "String",
"Value": "myValuel"

},
"myKey2": {
"Type": "String",
"Value": "myValue2"
}

Ct2 o= Amazon Data Firehose A& AEZ]

212 S8l S YU Amazon S3 HAISE MEE M| 7H2]
SNS HIAIX|E 20iELICH HIH{ZO| T2 E HHESE O

HIAIRIE FEELICH

{"Type":"Notification", "MessageId":"d7d2513e-6126-5d77-

bbe2-09042bd0a®3a", "TopicArn":"arn:aws:sns:us-east-1:333333333333:my-
kinesis-test-topic","Subject":"My 1st subject", "Message":"My 1st

body", "Timestamp":"2020-11-27T00:30:46.100Z", "UnsubscribeURL" :"https://
sns.us-east-1.amazonaws.com/?Action=Unsubscribe&SubscriptionArn=arn:aws:sns:us-
east-1:313276652360:my-kinesis-test-topic:0b410f3c-ee5e-49d8-
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b59b-3b4aabd8fcf5", "MessageAttributes": {"myKeyl":

{"Type":"String", "Value":"myValuel"}, "myKey2":{"Type":"String", "Value":"myValue2"}}}
{"Type":"Notification", "MessageIld":"@c0696ab-7733-5bfb-b6db-

ce913c294d56", "TopicArn":"arn:aws:sns:us-east-1:333333333333:my-
kinesis-test-topic","Subject":"My 2nd subject", "Message":"My 2nd

body", "Timestamp":"2020-11-27T00:31:22.1517","UnsubscribeURL" :"https://
sns.us-east-1.amazonaws.com/?Action=Unsubscribe&SubscriptionArn=arn:aws:sns:us-
east-1:313276652360:my-kinesis-test-topic:0b410f3c-ee5e-49d8-

b59b-3b4aabd8fcf5", "MessageAttributes": {"myKeyl": {"Type":"String", "Value":"myValuel"}}}
{"Type":"Notification", "Messageld":"816cd54d-8cfa-58ad-91c9-8d77c7d173aa", "TopicArn":"arn:aws:s
east-1:333333333333:my-kinesis-test-topic","Subject":"My 3rd subject", "Message":"My

3rd body","Timestamp":"2020-11-27T00:31:39.755Z","UnsubscribeURL" :"https://
sns.us-east-1.amazonaws.com/?Action=Unsubscribe&SubscriptionArn=arn:aws:sns:us-
east-1:313276652360:my-kinesis-test-topic:0b410f3c-ee5e-49d8-b59b-3bsaabd8fcf5"}

Amazon S3 CHAMo]| CHEF HIA|X| 244
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O| H|O| x|l = Amazon Data Firehose & AEZ2 &3ll Amazon Simple Storage Service
(Amazon S3) CHA S 2 MEEl Amazon SNS HA|X|E 2A45t= S MHEFLIC.
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4 2! Amazon Simple Storage Service At& AHEA{S| Amazon S3 HZ! Z S R M.

3. Amazon AthenaZ AF235l04 T & SQLE Amazon S3 ZHA|E 3 2|&LiCt. RtAEH ZE = Amazon
Athena AL MEMO| AIZHSH7|E R ESHMIL.

22| o

ol H 2| odlof M= Ch 2 20| 7HE &L Y.

« HIAIX|E default 27|0+Q| notifications Efo|E0i XZHE LIC}.

« notifications E|0|E20]= 80| string®@! timestamp &0| L& T|o] Q&LICH.
ChE #Hele RIEE I Hlof =41E 2 & SNS HA|X|E etetglct

SELECT *
FROM default.notifications
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https://docs.aws.amazon.com/AmazonS3/latest/gsg/CreatingABucket.html
https://docs.aws.amazon.com/AmazonS3/latest/gsg/CreatingABucket.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingBucket.html
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-s3
https://console.aws.amazon.com/athena
https://docs.aws.amazon.com/athena/latest/ug/getting-started.html

Amazon Simple Notification Service

JHeER 7Hol=

WHERE from_iso8601_timestamp(timestamp) BETWEEN TIMESTAMP '2020-12-01 00:00:00' AND

TIMESTAMP '2020-12-02 00:00:00';
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&0 AF8 EX|Z[P Amazon SNSE 0|28t £4& Z 8 st0{ HA|IX|o JSON HIEIHIO|EE =
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JHeER 7Hol=

* Type

* Messageld
* TopicArn
* Subject

* Timestamp

e UnsubscribeURL

MessageAttributes

Al H&of cHEt REMIEH HE = Amazon SNS 2A| HA[X| &S0l A =RI5HA|IL.

_index": "my-index",
Il_typell : Il_docll'

"_id": "49613100963111323203250405402193283794773886550985932802.0",

_version": 1,
"_score": null,
_source": {
"Type": "Notification",
"MessageId": "bf32e294-46e3-5dd5-a6b3-bad65162e136",
"TopicArn": "arn:aws:sns:us-east-1:111111111111:my-topic",
"Subject": "Sample subject",
"Message'": "Sample message",
"Timestamp": "2020-12-02T22:29:21.189Z",

"UnsubscribeURL": "https://sns.us-east-1.amazonaws.com/?

Action=Unsubscribe&SubscriptionArn=arn:aws:sns:us-east-1:111111111111:

topic:b53a9bcl-9c3d-452b-b402-aca2cefc63c9",
"MessageAttributes": {
"my_attribute": {
"Type": "String",

"Value": "my_value"
}
}
},
"fields": {
"Timestamp": [
"2020-12-02T22:29:21.1892"
]

my -
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iy

"sort": [
1606948161189

OpenSearch AH|A CHaof CHEE HIAIX] 24

O| H|O| X0 = Amazon Data Firehose T1& AE 2|2 &35 Amazon OpenSearch MH|A
(OpenSearch AMH|A) CH& S 2 &S E|l= Amazon SNS HAIX|E 2A95t= W2 MHEELICEH

Firehose & AEZIE S35l MH|A CHY S Z TS El SNS HA|X|E E445l24 OpenSearch

1. OpenSearch AMH|A B[AAE FESIMIR. X|&2 Amazon MHH[A FHEER} OHLHA{S] Amazon

OpenSearch OpenSearch Service A2 517 |& & ZSHAAIL.

2. T™& AERE FMELICE X|22 Amazon Data Firehose 7He2E X SHLHA{ Q| CHAF OpenSearch A
H|A MEHZS ZEXRSHAA|L.

3. OpenSearch AMH|A 2{2[2} KibanaE At&35t0] F{2|E M-t A2, RtAIEH LI 2 Amazon

OpenSearch MH|A 7Her A} OFLf A Q| 3EHA|: OpenSearch MH|A =@l & KibanadlM M A
M2 2 RFHAAIL.

22| of

CtE oo xIHE Em Helof =48 2 & SNS HIAIX[o| CHE my-index QI=A

i
H
o
o
-
n

POST https://search-my-domain.us-east-1.es.amazonaws.com/my-index/_search

{

"query": {
"bool": {
"filter": [
{
"range": {

"Timestamp": {
"gte": "2020-12-08T00:00:00.000Z",
"lte": "2020-12-09T00:00:00.000Z",
"format": "strict_date_optional_time"
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}

}
}

Amazon Redshift CH4t
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JHeER 7Hol=

® Note

ol oflof e HAIE HIAIX|of CHEH Al HIAIR| FE T
£0| AF2 & X|E/™H Amazon SNSE 0|3t £ = &t
7hgrct.

 Type

* Messageld

* TopicArn

* Subject

* Message

« Timestamp

* UnsubscribeURL

* MessageAttributes

Al M&of Cit REMEE HEE=

Ol A+E

=
[=)
o

Amazon SNS A| HIA|X| TS oA &9

ISHM 2.

SKIELICh HA HIAIX] &
to4 H|A[X|of JSON HIEI|O|EE =

Amazon SNS= 0| S50 EA|El CHEXHE AFE5t0{ HIA|X|of| £4& F7}6tX|EF Amazon
Redshift El|0|22| & O|E2 25 AEXIE EA[ELICt. Amazon Redshift I=EZ QIE o CH
gt JSON HEIH[O|E & BHetsiei™ CoPy HEES AMAEE & U&LICH RAM[EH WE = Amazon
Redshift G| O|E{H| O| A 7HEr X} OHLHA{ S| JSON ool A S AL & 'auto ignorecase’ SME AR
5t04 JSON H|O|E{0 M EEE R ESIAM2.
type messageid topicarn subject message timestamp unsubscri messageat
beurl tributes
o & eab44832- arn:aws:s ME XNF MHE HAl  2020-12-0 https:// {\"my_att
a0d8-581d ns:us- Y| 2700:33:3 sns.us- ribute\":
-9275-108 eas 22727 eas {\"Type\"
243c46103 t-1:11111 t-1.amazo :\"String
1111111:m naws.com/ \"\"Valu
y-topic ? e\"\"my_
Action=U  value\"}}
nsubscrib
e&Subscri
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type

messageid topicarn

subject

message

timestamp unsubscri

beurl

ptionArn=
arn:aws:s
ns:us-
eas
t-1:11111
1111111:m
y-topic:3
26deeeb-
c
bf4-45da-
b92b-
car’7
a247813b

messageat
tributes
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JHeER 7Hol=

type messageid

o2l ab124832-
a0d8-581d
-9275-108
243c46114

topicarn subject

arn:aws:s ME M=
ns:us- 2

eas

t-1:11111

1111111:m

y-topic

message

HE HAl
Xl 2

timestamp unsubscri

2020-12-0
3T00:18:1
1.1297

messageat

beurl tributes

https://
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JHeER 7Hol=

type

ot
=

Amazon Redshift IEZQIEZ 2|

2|
=

messageid

ce644832-
a0d8-581d
-9275-108

243c46125

Aol|A| EOlHMHIR.

topicarn

arn:aws:s MEZE M=
ns:us- 3

eas

t-1:11111

1111111:m

y-topic

mjo
=

Amazon Redshift CHal o] CHEF HIA[X| &2 44

message

HE Al
X3

timestamp unsubscri

2020-12-0
9T00:08:4
4.4057

beurl

https://
sns.us-
eas
t-1.amazo
naws.com/
?
Action=U
nsubscrib
e&Subscri
ptionArn=
arn:aws:s
ns:us-

eas
t-1:11111
1111111:m
y-topic:3
26deeeb-
C
bf4-45da-
b92b-
car’7
a247813b

messageat
tributes

{\"my_att
ribute3\"
{\"Type
\":\"Strin
g\"\"Val
ue\":\"my
_value\"}}

ot st= Wedol CHet REM|IEF M E = Amazon Redshift CH

O| I O|X|0{| A= Amazon Data Firehose & AE &2 S8l Amazon Redshift CHA S 2 MES L=
O

Amazon SNS HA|X|E
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[
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L

Firehose M& AEZ!I2 E3l Amazon Redshift CHA S 2 MEEl SNS HIA|X|E EA4SE{H

1.  Amazon Redshift 2| AAE FEELICIH X|E2 Amazon Redshift A|ZF SFLHA{ 2] Amazon

Redshift A|Z6t7 |8 & X5HMR2.

2. & AERE FHFLICH XHMIEH X|E 2 Amazon Data Firehose JHE &t ot MO S X X|2

CF.
Amazon RedshiftE MEHSIAA|L.
3. FHI|IE AELIC XA
E{H|O|A ZE|E F X35l

5

ME = Amazon Redshift Zt2| etLiM 2| 2| WEIZ|E AFE 5104 H| 0|

x

[0

22| o
ol 22| oilol M= Chs1k 2ol 7HE = LIcH

« HAIX|E 712 public 27|0+8] notifications ElO|E0i K& ElLICH.

« SNS HA|X|2| Timestamp &2 & |0|E| R 0| timestamptz?l EHO|Z 2| timestamp Eof
MEELICH

® Note
Amazon Redshift 1= X QIE0f CHEF JSON H|EIC|O|E{E HHEt5te{T copy HEE A&
= ‘2,!’.; LIC}. RtMIEt 2 E = Amazon Redshift G| O|E{tH| 0| A 7Het R} OFLiAM 2] JSON 04|04 A
S Al 3 'auto ignorecase' EME ALE 35104 JSON Hl[O|E{0|A EEE XML,

Che FEls XIRE 2t Helol £ 418 ZE SNS HAIX|S whehar o

SELECT *

FROM public.notifications

WHERE timestamp > '2020-12-01T09:00:00.000Z' AND timestamp <
'2020-12-02T09:00:00.000Z" ;

HTTP CH&

O| MMl M= HTTP A= £ 2IE0i HIO|E{E | Al5t= Amazon Data Firehose & AEZ0f| CHE

Ml A
Al
HE XSgch.
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https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-redshift
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https://docs.aws.amazon.com/redshift/latest/mgmt/query-editor.html
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.

Sy
b|[]<

Amazon SQ5 AWS Lambda

queue function

Publisher b | | | q
Amazon SNS Amazon SQS5 AWS Lambda

topic queue function

Liill

— %m- 1 E

- mmiri -
Amazon Kinesis Data Firehose HTTP endpoint

delivery stream

A
« HTTP Ci&ol cHal TS E HIAX| S

HTTP CH&of CHal &S & HAIX] E4

C}2 € Amazon Data Firehose A& AEZIO|HTTP AIEXZQIEZ &8 £ Ql= Amazon SNS__
HTTP POST 2% E2 9| of A|2L|Ct. SNS €22 records £440{ M base64 HO|ZEZ Q13 El=
LIC}.

(® Note

0| ool M= HAIE! HIAIR[oA CHEH A HIAIX| & 7|50| AR SXRIELICH Al TS0 CH
Bt XtMIBH HE = Amazon SNS S A| HA|X| &0 M EQIGHMI2.

"body": {
"requestId": "ebc9e8b2-fce3-4aef-a8f1-71698bf8175f",
"timestamp": 1606255960435,
"records": [
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{

"data":
"eyJUeXB1lIjoiTm90aWZpY2F@aWOuIiwiTWVzc2FnZUlkIjoiMjFkMmUzOGQtMmNhYi01ZjYXLT1iYTItYmIiYWFhYzgOQWV

}

HAIX] otztO|E & B ALE Al of

0| MM0jAE Amazon SNS HIA|X|E of7to|E L BA&t7| /8l
E M3t

O| AL Alile| A2 #AIE & z
E E|Z THof LHMEE %A 54 SO 0l 710|HEIE S @F6tE A £ 3o Mes dtaL
| 2|5 |AFH= Amazon Data Firehose 14 AEZIS

BolM &St &30 dH ESHFAULICH Ol ERES2 3AH R
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Cl. O|O|E{ EZol| CHst A& T4 2 EE 2 ME7
7|& SNS FAN|of| +EELICH M& AER 9| CHA 2 Amazon Simple Storage Service(Amazon S3) H
ZlolL|c} o] =S AF25H SNS A0 A A|E 2E O|HIE 7} Amazon S3 H{Z!0{| of7}o| = ElL|C},

CHS Cholo{a @2 o] 42| ot 7|H*E ZoiFE LIt
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m4 m4
> DA<

Amazon SQS AWS Lambda
ticketPaymentQueue ticketPaymentProcessorFunction
m4 m4 m4
D<A = DA D>
; >| b]|]4 ¢ >
AWS Lambda Amazon SNS Amazon 5QS AWS 