Root DNSSEC KSK Ceremony 42

Thursday 1 1'February 2021

Root Zone KSK Operator Key Management Facility
1920 East Maple Avenue, El Segundo, CA 90245

This ceremony is executed in accordance with the DNSSEC Practice Statement for the Root
Zone KSK Operator 6th Edition (2020-11-04)







Preamble

Instructions for a Root DNSSEC KSK Ceremony

The Root DNSSEC Key Signing Key (KSK) Ceremony is a scripted meeting where individuals with
specific roles generate or access the private key component of the root zone DNSSEC KSK. The
process is audited by a third party firm for compliance with SOC 3 framework. The script and
recordings are published online for the wider Internet community to review.

Ceremony Guidelines:

» The CA leads the ceremony

+ Only a CA, IW, or SA can enter and escort other participants into Tier 4 (Key Ceremony Room)

- Dual Occupancy is enforced. IW with CA or SA must remain inside Tier 4 (Key Ceremony Room)
if participants are present in the room

« During a ceremony a CA, IW, or SA may escort participants out of Tier 4 (Key Ceremony Room)
at the CA's discretion if Tier 5 (Safe Room) is not occupied

« Ali participants are required to sign in and out of Tier 4 (Key Ceremony Room}) using the visitor log
located in Tier 3

+ The SA starts filming before the majority of participants enter Tier 4 (Key Ceremony Room)

« Ceremony participants follow the script step by step in order to aftest to the ceremony's proper
performance

» The CA reads each step aloud prior to its performance

+ Upon the successful completion of a step, the IW will announce and record its time of completion,
and initials that step in their script

+ A ceremoeny participant who has cause for concern or detects an issue is encouraged to interrupt
the ceremony for discussion. The issue is brought to resolution before the ceremony resumes

+ Questions and suggestions for improvement are welcome and can be discussed at any time or
after the ceremony during the ceremony debrief

Unplanned events (exceptions) during the ceremony are evaluated, documented, and acted upon. It
is the CA’s sole responsibility to decide on proper actions after consulting with the IW. In either case,
an exception is regarded as an incident, and incident handiing procedures are enacted.

Key Management Facility Tiers:

+ Tiers 1-3: Consist of the facility areas between the outside environment and the Key Ceremony
Room

« ‘Tier 4. Consists of the Key Ceremony Room and is subject to Dual Occupancy

+ Tier 5: Censists of the Safe Room (a cage only accessible from the Key Ceremony Room) and is
subject to Dual Occupancy :

+ Tier 6: Consists of Safe #1 (Equipment Safe) and Safe #2 (Credentials Safe)

« Tier 7: Consists of the HSM stored in Safe #1 (Equipment Safe} and the safe deposit boxes
installed in Safe #2 (Credentials Safe)
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Preamble

Some steps during the ceremony may require the participants to recite and/or confirm identifiers
comprised of numbers and letters. When speliing identifiers, the phonetic alphabet shown below
should be used:

A Alfa -
B Bravo BRAH-VOH
C Charlie CHAR-LEE
D Delta DELL-TAH
E Echo ECK-OH
F Foxtrot FOKS-TROT
G Golf GOLF
H Haotel HOH-TEL
[ India IN-DEE-AH
J Juliet JEW-LEE-ETT
K Kilo KEY-LOH
L Lima LEE-MAH
M Mike MIKE
N November NOC-VEM-BER
(0] Oscar 0SS-CAH
P Papa PAH-PAH
Q Quebec KEH-BECK
R Romeo ROW-ME-OH
S8 Sierra SEE-AIR-RAH
T Tango TANG-GO
U Uniform YOU-NEE-FORM
V' Victor VIK-TAH
W Whiskey WISS-KEY
X Xray ECKS-RAY
Y Yankee YANG-KEY
Z Zulu ZO0O-LOO
1 One WUN
2 Two TOO
3 Three TREE
4 Four FOW-ER
5 Five FIFE
6 Six SiX
7 Seven SEV-EN
8 Eight AIT
9 Nine NIN-ER
¢ Zero ZEE-RO

Root DNSSEC KSK Ceremony 42

Page 4 of 38







Crypto Officer Safe Deposit Box Key Declaration

Due to the invocation of a disaster recovery response by the Root Zone KSK Operator, in order
to allow the proper conduct of a Root KSK ceremony with less than the standard minimum of
three Crypto Officers in-person, |, Carlos Martinez, am hereby entrusting my safe deposit box
key enclosed in TEB # _p@&94 ‘?S'i?gg for safe deposit box #1068 located within Safe #2 at the
key management facility in El Segundo, CA.

| understand that the safe deposit box key will be safeguarded within its enclosed TEB until the
time it is required to perform disaster recovery operations in an audited ceremony environment.
The TEB will be examined by the Ceremony Administrator before the safe deposit box key is
removed from its TEB and used to operate the safe deposit box lock. | agree to remotely
monitor the use of the safe deposit box key, and provide authorization remotely, if possible,
when the key ceremony script requires use of the safe deposit box key. | understand the chain
of custody of my safe deposit box key will be protected and documented until it is returned.

TER 4 R A4 951329

. ' . ) aoms
Printed Name CARLOS ™. MARTINEZ

Signature

frtotis

Date A/ fo’ 2021




Crypto Officer Safe Deposit Box Key Declaration

Due to the invocation of a disaster recovery response by the Root Zone KSK Operator, in order
to allow the proper conduct of a Root KSK ceremony with less than the standard minimum of
three Crypto Officers in-persgn, |, Olafur Gudmundsson, am hereby entrusting my safe deposit
box key enclosed in TEB # @[}9 yl&i 5132 Aor safe deposit box #1789 located within Safe #2
at the key management facility in El Segundo, CA.

| understand that the safe deposit box key will be safeguarded within its enclosed TEB until the
time it is required to perform disaster recovery operations in an audited ceremony environment.
The TEB will be examined by the Ceremony Administrator before the safe deposit box key is
removed from its TEB and used to operate the safe deposit box lock. | agree to remotely
monitor the use of the safe deposit box key, and provide authorization remotely, if possible,
when the key ceremony script requires use of the safe deposit box key. | understand the chain
of custody of my safe deposit box key will be protected and documented untit it is returned.

Printed Name (/L/'}ft//l. Cu,ﬂ MUMP5S mn

!” PR—
Signature 6’% /Z'//
/


























































ksrsigner-20210211-191856.1log

Starting: ksrsigner /media/KSR/KSK42-2021-Q2/ksr-root—-2021-q2-0.xml (at Thu Feb 11 19:18:56 2021 UTC)
Use HSM /opt/dnssec/aep.hsmconfig?

HSM /opt/dnssec/aep.hsmconfig activated.

setenv KEYPER_LIBRARY_PATH=/opt/dnssec

setenv PKCS11_LIBRARY_PATH~/opt/Keyper/PKCSllProvider/pkcsll.linux_gcce_4_1 2 glibe 2 5 x86_64.50.5.02
Found 1 slots con HSM /opt/Keyper/PKCS11Provider/pkesll.linux_gec 4 1 2 glibe 2 5 _x86_64.50.5.02

HSM slot 0 included

Loaded /opt/Keyper/PKCS1lProvider/pkesll.linux goc 4_1 2 glibe 2 5 xB86 64.80.5.02 Slot=0

HSM Informaticn:
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Label: ICANNKSK

ManufacturerID: Ultra Electreonics AEP Networks
Model: Keyper 9B60-2

Serial: H1411006

Validating last SKR

Validate and Process KSR /media/KSi/KS5K42-2021-02/ksr-roet—-2021-q2-0.xml...

¥ Incepticn Expiratiecn 28K Tags KSK Tag{CKA_LABEL)
1 2021-04-01T00:00:00 2021-04-22T00:00:00 14631,42351
2 2021-04-11TQ0:00:00 2021-05-02T00:00:00 14631

3 2021-04-21T00:00:00 2021-05-12T00:00:00 14631

4 2021-05-01T00:00:00 2021-05-~22T00:00:00 14631

5 2021-05-11T00:00:00 2021-06-01T00:00:00 14631

6 2021-05-21T00:00:00 2021-06-11T00:00:00 14631

7 2021-05-31T00:00:00 2021-06-21T00:00:00 14631

B 2021-06-10T00:00:00 2021-07-01T00:00:00 14631

9 2021-06-20T00:00:00 2021-07-11T0C:00:00 14631,26838

. .PASSED.

.. VALIDATED.

SHA256 hash of KSR:
504950019BFC676D0ARCF720845B1912C2F5C4DCOF3292F8868D9E4651D568ER
»>» drumbeat dinosaur drumbeat adviser puppy Wilmington freedom hazardous allow penetrate wvirus butterfat mural exodus bed
lamp backwater snapshot wvisitor snowslide sympathy artist component physique warranty necklace microscope quiver detergen
t drunken specialist frighten underfoot <<

with HSHM...

# Inception Expiration ZSK Tags KS5K Tag (CKA_LABEL)
1 2021-01-01T00:00:00 2021-01-22T00:00:00 26116,42351 20326 (Klajeyz} /S
2 2021-01-11T00:00:00 2021-02-C1lT00:00:00 42351 20326 (Klajeyz} /S
3 2021-01-21TC0:00:00 2021-02-11T00:00:00 42351 20326 {Klajeyz} /5
4 2021-01-31T00:00:00 2021-02-21T00:00:00 42351 20326 (Klajeyz}/5
5 2021-02-10T00:00:00 2021-03~03T00:00:00 42351 20326 (Klajeyz} /S
6 2021-02-20T00:00:00 2021-03-13TC0:00:00 42351 20326{Klajeyz}/S
7 2021-03-02T00:00:00 2021-03-23T0Q:00:00 42351 20326{Klajeyz} /S
B 2021-03-12T00:00:00 2021-04-02T0Q:00:00 42351 20326 {Klajeyz) /S
9 2021-03-22T00:00:00 2021-04-12T00:00:00 42351,14631 20326 (Klajeyz) /5

Reading KS8K schedule "normal (2017)" from "kskschedule.json"
KSK Tag({CKA_LABEL}

D@D W N G0 m-d ;U Wb

20326 (Xlajeyz) /5
20326 {Klajeyz) /5
20326 (Rlajeyz) /5
20326 (Klajeyz) /S
20326 (Klajeyz) /5
20326 (Klajeyz) /S
20326 {Klajeyz) /S
20326(Rlajeyz) /S
20326 (KRlajeyz) /S

Incepticn Expiration 28K Tags KSK Tag (CKA_LABEL)
2021-04-01T00:00:00 2021-04-22T00:00:00 42351,14631 20326 (Klajeyz) /S
2021-04-11T00:00:00 2021-05-02T00:00:00 14631 20326 (Klajeyz) /S
2021-04-21T00:00:00 2021-05-12T00:00:00 14631 20326 (Klajeyz) /S
2021-05-01T00:00:00 2021-05-22T00:00;00 14631 20326 (Klajeyz) /5
2021-05-11T0C:00:00 2021-06-01T0GC;00:00 14631 20326 (Klajeyz) /58
2021-05-21T00:00:00 2021-06-11T0CG:00:00 14631 20326 (Klajeyz) /S
2021-05-31T00:00:00 2021-06-21T0C:00:00 14631 20326 (Klajeyz)/S8
2021-06-10T00:00:00 2021-07-01TO0C:00:00 14631 20326 {(Klajeyz) /S
2021-06-20T00:00:00 2021-07-11T00:00:00 26838,14631 20326 (Klajeyz} /5

SHA256 hash of SKR:
495669C6407D11D5E2F2D0D3F96D2D606E03F941A5CDBODIATCC20F 9BC1CBBIA
>> deckhand escapade gazelle responsive crackdown insincere Athens specialist tiger vagabond stagnate sociable waffle haz
ardous button fortitude goldfish aggregate waffle decadence reindeer sandalwood merit supportive repay revolver bison Wat

enerated new SKR in /media/KSR/KSK42-2021-Q02/skr-root-2021-q2-0.xml

erloo offload Brazilian cbtuse newsletter <<
Unloaded /opt/Keyper/PKCS51lProvider/pkasll.linux_gec_4_1_2_glibe 2.5 xB6_64.s5c0.5.02 Slot=0




ksrsigner-20210211-192546.10g

Starting: ksrsigner /media/KSR/KSK42-2021-03/ksr-root-2021-q3-0.xml

Use HSM /opt/dnssec/aep.hsmconfig?

HSM /opt/dnssec/aep.

hsmconfig activated.

setenv KEYPER_LIBRARY_PATH=/opt/dnssec

setenv PKCS511_LIBRARY PATH-/opt/Keyper/PKCSl1Provider/pkesll.linux_geo 4_1_2 glibce 2_5 xB6_64.50.5.02
Found 1 slots on HSM /opt/Keyper/PKCSllProvider/pkesll.linux_gec_4_1 2 glibe. 2 5 x86_64.50.5.02

HSM slot 0 included

Loaded /opt/Reyper/PKCS11Provider/pkesll.linux_gee_ 4.1 2 glibc_2_5_x86_64.50.5.02 Slot=0

HSM Information:

Label: ICANNKSK

ManufacturerID: Ultra Electronics AEP Networks

Model: Keyper 9860-2

Serial: H141100&
Validating last SKR with HSM...
¥ Inception Expiration ZSK Tags KSK Tag(CKA_LABEL}
1 2021-04-01T00:00:00 2021-04-22T00:00:00 42351,14631 20326{Klajeyz} /S
2 2021-04-11T00:00:00 2021-05-02T00:00:00 14631 20326{Klajeyz} /S
3 2021-04~-21T00:00:00 2021-~05~12T00:00:00 14631 20326{Klajeyz) /S
4 2021-05-01T00:00:00 2021-05-22T00:00:00 14631 20326 {Klajeyz}/S
5 2021-05-11T00:00:00 2021-06-01T00:00:00 14631 20326{Klajeyz}/S
§ 2021-05-21T00:00:00 2021-06-11T00:00:00 14631 20326 {Klajeyz}/S
7 2021-05-31T00:Q0:00 2021-06-21T00:00:00 14631 20326 {Klajeyz}/S
8 2021-06~-10T00:00:00 2021-07~01T00:00:00 14631 20326 {Klajeyz}/S
9 2021-06-20T00:00:00 2021-07-11T00:00:00 26838,14631 20326 {Klajeyz) /5

.. VALIDATED.

Validate and Process KSR /media/KSR/KSK42-2021-Q3/ksr-roct-2021-g3-0.xml...

(at Thu Feb 11 1%:25:46 2021 UTC}

Page 1 of 1

¥ Inception Expiration 28K Tags KSK Tag (CKA_LABEL)
1 2021-07-01T00:00:00 2021-07-22T00:00:00 14631,26838

2 2021-07-11T00:00:00 2021-08-01T00:00:00 26838

3 2021-07-21T00:00:00 2021-0B-11T00:00:00 268348

4 2021-07-31T00:00:00 2021-08-21T00:00:00 268358

5 2021-08-10T00:00:00 2021-08-31T00:00:00 26838

6 2021-08-20T00:00:00 2021-09-10T00:00:00 26838

7 2021-08-30T00:00:;00 2021-09-20T00:00:00 26838

8 2021-05-09T00:00:00 2021-09~3CT00:00:00 26838

9 2021-09%-197T00:00:00 2021-10-10T00:00:00 14748,26838

*%* Requests signature expiration exceeds limit of 180 days! ***
*

Requests signature expiration exceeds limit of 180 days! ***
**% Requesats signature expiraticn exceeds limit of 180 days! #%#%¥
*** Requests signature expiration exceeds limit of 180 days! ***
*** Requests signature expiration exceeds limit of 180 days! **=
**% Requests signature expiration exceeds limit of 180 days! *#*x*
**% Requests signature expiration exceeds limit of 180 days! *#x*

...PASSED,

SHAZS56 hash of KSR:

6BC413BF5ECD4ESB67CCOAZ1ICOAS50BB74D150BA2096EEQD623DF714ACS3F 5BB
»> frighten reproduce Aztec rebellion eyeglass sandalwood drifter everyday freedom revolver allow Camelot slowdown paperw
eight drumbeat Medusa indoors scavenger drumbeat puberty bison monument tycoon astercid flagpole crucifix virus belowgrou

nd ribcage molasses

vapor publisher <<

Reading KS8K schedule "normal{2017)" from "kskschedule.json"

20326 (Klajeyz} /S
20326 (Klajeyz} /S
20326 (Klajeyz}/s
20326 (Klajeyz} /S
20326 (Klajeyz} /S
20326 (Klajeyz} /S
20326 (Klajeyz}/s
20326 (Klajeyz} /5
20326 (Klaleyz} /S

W~ Nd WS W0 01U Wb e

SHA256 hash of SKR:

KSK Tag(CKA_LABEL)

enerated new SKR in /media/KSR/KSK42-2021-Q3/skr-root—-2021-g3-0.xml

Inception Expiration ZSK Tags KSK Tag (CKA_LABEL)
2021-07-01T00:00:00 2021-07-22T0C:00:00 26B38,14631 20326 (Klajeyz) /8
2021-07-11T0C:00:00 2021-08-01T00:00:00 26938 20326 (Klajeyz) /S8
2021-07-21T00:00:00 2021-08-11T00:00:00 26838 20326 (Klajeyz) /5
2021-07-31T00:00:00 2021-08-21T0C:00:00 26B38 20326 {Klajeyz) /S
2021-08-10T00:00:00 2021-08-31T00:00:00 26838 20326 (Klajeyz) /S
2021-08-20T00:00:00 2021-09-10T00:00:00 26838 20326 (Klajeyz) /5
2021-08-30T00:00:00 2021-09-20T00:00:00 26B38 20326 (Klajeyz) /S
2021-09-09T00:00:00 2021-09-30T00:00:00 26B38 20326 (Rlajeyz) /S
2021-09-19T00:00:00 2021-10-10T00:00:00 26838,14748 20326 (Klajeyz) /S

0CCA563AARGFBEF52804D2957FARAABE2576FFB3F2N40CCF201E69022MA1BE28C
»>> ammo retrieval egghead corrosion reward hemisphere skydive visitor breadline alkali standard Meontana lockup pedigree d
eadbolt tomorrow eightball hemisphere Vulcan customer brickyard Dakota spigot vagabond absurd trombonist peachy candidate

reward bravado tiger megaton <<

Unloaded /opt/Keyper/PKCS11Provider/pkcsll.linux_gcc_4_1_2 glibc_2_ 5_xB6_64.50.5.02 Slot=0



karsigner-20210211-152952.1og

Starting: ksrsigner /media/KSR/KSXK42-2021-Q4/ksr-root-2021-g4-0.xml {at Thu Feb 11 19:29:52 2021 UTC)

Use HSM /opt/dnssec/aep.hsmconfig?

HSM /opt/dnssec/aep.

hsmconfig activated.

setenv KEYPER_LIBRARY PATH=/opt/dnssec

setenv PKCS511_LIBRARY PATH=/opt/Keyper/PKCS1iProvider/pkesll,linux_gcee_4_1_2_ glibc_2_ 5 x86_64.s50.5.02
Found 1 slots on HSM /opt/Keyper/PRCS1llProvider/pkesll.linux_gee_4_1_2 glibo 2 5 x86_64.80.5.02

HSM slot 0 included

Loaded /opt/Keyper/PKCS11Provider/pkesll.linux_gec_4_1 2 glibc 2_5 xf6_64.50.5.02 Slot=0

HSM Information:

Label: ICANNKSK

ManufacturerID: Ultra Electronics AEP Networks

Model: Keyper 9860-2

Serial: H1411006
Validating last SKR with HSM...
¥ Inception Expiratien 28K Tags KSK Tag{CKA_LABEL)
1 2021-07-01TC0:00:00 2021-07-22T00:00:00 26838,14€31 20326 (Klajeyz) /S
2 2021-07-11T00:00:00 2021-08-01T00:00:00 26838 20326 (Klajeyz) /53
3 2021-07-21T00:00:00 2021~08-11T00:00:00 26838 20326 (Klateyz) /5
4 2021-07-31T00:00:00 2021-08-21T00:00:00 26838 20326 (Klajeyz) /S
5 2021-08-10T00:00:00 2021-08-31T00:00:C0 26838 20326 (Klajeyz) /5
6 2021-08~-20T00:00:00 2021-09-10T00:00:00 26838 20326 (Klajeyz) /S
7 2021-08-30T00:00:00 2021-09-20T0C:00:00 26838 20326 (Klajeyz) /8
B8 2021-09-09T00:00:00 2021-09-30T00:00:00 26B38 20326 (Klajeyz) /5
9 2021-09-19TC0:00:00 2021-10-10T00:00:00 26838,14748 20326 (Klajeyz) /5

. .VALIDATED.

Validate and Process KSR /media/KSR/KSK42-2021-Q4/ksr-root-2021-qg4-0.xml...

# Inception Expiration Z5K Tags KSK Tag{CKA_LABEL)
1l 2021-10-01T00:00:00 2021-10-22T00:00:00 14748,26B838

2  2021-10-11T00:00:00 2021-11-01T00:00:00 14748

3 2021-10-21T00:00:00 2021-11-11T00:00:00 14748

4 2021-10-31T00:00:00 2021-11-21T00:00:00 14748

5 2021-11-10T00:00:00 2021-12-01T00:00:00 14748

6 2021-11-20T00:00:00 2021-12-11T00:00:00 14748

7 2021-11-30TCC:00:00 2021-12-21T00:00:00 14748

B 2021-12-10T00:00:00 2021-12-31T00:00:00 14748

9 2021-12-20T00:00:00 2022-01-10T00:00:00 09799,14748

*
*
*

Page 1 of 1

Requests signature expiration exceeds limit of 1BO days! **»
Requests signature expiration exceeds limit of 1BO days! **»
**%* Requests signature expiration exceeds limit of 1B0 days! #*#*~»
*** Requests signature expiraticn exceeds limit of 1B0 days! ***
**%* Requests signature expiration exceeds limit of 1B0 days! ***
*®% Requests signature expiration exceeds limit of 180 days! #**¥
**% Requests signature expiraticon exceeds limit of 180 days! #***
**% Requests signature expiration exceeds limit of 1B0 days! %=
**%* Requests signature expiration exceeds limit of 180 days! **»*

*
*
*

...PASSED.

SHA256 hash of KS5SR:

7A545EB1F5332E9%9112FBBF68154DBC111FBES074C5840CDB062CADACOEC 6906
>» keyboard equation eyeglass inventive wapocr concurrent buzzard nebula Athens combustion select weocalist minnow equation
stormy recover Athens warranty treadmill amusement drainage everyday crackdown sandalwood merit gadgetry spellbind stupe
ndous slowdown tobacco gazelle amulet <<

Reading KSK schedule "neormal (2017)" from "kskschedule.json®

20326 (Klajeyz) /S
20326 (Klajeyz) /S
20326 (Kladeyz) /5
20326 (Klajeyz) /S
20326 (Klajeyz) /S
20326 (Klajeyz} /s
20326 (Klajeyz) /S
20326 (Kladeyz) /S
20326 (Klajeyz} /S

W m =l Wl LW @RI U w3

SHA256 hash of SKR:

KSK Tag({CKA_LABEL)

enerated new SKR in /media/KSR/KSK42-2021-04/skr-root-2021-g4d-0.xml

Inception Expiratien ZSK Tags K5X Tag{CKA_LABEL)
2021-10-01T00:00:00 2021-10-22T00:00:00 26B838,14748 20326 (Klajeyz) /S
2021-10-11700:00:00 2021-11-01T00:00:00 14748 20326 (Klajeyz) /5
2021-10-21T00:00:00 2021-11-11T00:00:00 14748 20326 (Klajeyz) /S
2021-10-31T00:00:00 2021-11-21T00:00:00 14748 20326 (Klajeyz) /S
2021-11-10T00:00:00 2021-12-01T00:00:00 14748 20326 (Klajeyz) /S
2021-11-20T00:00:00 2021-~-12-11T00:00:00 14748 20326 (Klajeyz) /S
2021-11-30T00:00:00 2021-12-21T00:00:00 14748 20326 (Klajeyz) /S
2021-12-10T00:00:00 2021-12-31T00:00:00 14748 20326 (Klajeyz) /S
2021-12~20T00:00:00 2022-01-10T00:00:00 05799,14748 20326 (Kladeyz) /S

00AF72E5321B72CDCE6EBF9B23CD6AAGCHEI450EE4A29DB5ACCAFBLIEZ24A47485BF
»>» aardvark pharmacy highchair travesty checkup bravade highchair sandalwood spyglass headwaters slingshot Norwegian blow
torch sandalwood Geiger paragon spaniel molecule drumbeat universe crowfoot Ohic music penetrate spellbind Wichita berser
k Capricorn regain hydraulic music rebellion <<

Unloaded /opt/Keyper/PKCSllProvider/pkesll.linux_gec_4_1_2_glibe 2 5 %86 64.50.5.02 Slot=0













HSMFD SHA-256 HASH 2021/02/11

# find -P /media/HSMFD/ -type f -print0 | sort -z | xargs -0 cat | shaZwordlist

SHA-256: 4789eb7938%bcf988cda934bab0c07b694664e60343bed937b41b739908F46bd
PGP Words: dashboard matchmaker trouble inertia classic Norwegian stagehand narrative offl
oad surrender playhouse disable rematch article ahead potato Pluto gossamer drifter fortitu

de choking councilman tunnel molasses kickoff decadence seabird corporate peachy midsummer
cubic quantity







Script started on Thu Feb 11 19:04:56 2021

root@coen: /media/HSMFD# ping hsm

PING hsm (132.168.8.2) 56(B4) bytes of data.

64 bytes from hsm (132.168.0.2): icmp_seg=1 ttl=255 time—=0.830 ms
64 bytes from ham (1922.16B.0.2): icmp_seq=2 ttl=255 time=0.574 ms
64 bytes from ham (192.16B.0.2): icmp_seq=3 tt1=255 time=0.746 ms
62 bytes from hsm (122.1€8.0.2): icmp_seg=4 ttl=255 time=0.567 ms
6¢ bytes from hsm (192.168.0.2): icmp_seg=5 ttl=255 time=0.558 ms
€4 bytes from hsm (192.168.0.2): icmp_seg=6 tt1=255 time=0.563 mg
64 bytes from hsm (192.168.0.2}: icmp_seqg=7 ttl=255 time=0.%62 ms
~C

--— hsm ping statistics --—-—

7 packets transmitted, 7 received, 0% packet lass, time 6126ms
rtt min/avg/max/mdev = 0.558/0.629/0.830/0.105 ms

rootlcoen: /media/HSMFD# ksrsigner /media/KSR/KSK\00742-2021-02/¥K00Tsr-root—2021-q2-0.xml

Starting: ksrsigner /media/KSR/KSK£2-2021-Q2/ksr—root-2021-q2-0.xml {at Thu Feb 11 19:18:

o
G
,;fﬁ/! ol
T et s
*fj/’;g{ ;,{vffyﬁ/%

= .». o M_,f

-

SR

2

virus butterfat mural exodus bedlamp backwater snapshot vizitor snowslide sympathy artist
component physique warranty necklace microscope quiver detergent drunken specialist frig

hten underfoot <<

Is this correct (y¥/N}*% ¥

St

Reading KSK schedule "normal (2017)" from “"kskschedule. jsan"
KSK Tag (CKA_LABEL)
20326 (Klajeyz) /S
20326 (Klajeyz} /S
20326 {Klajeyz) /S
20326 (Klajeyz) /S
20326 (Klajeyz) /S
20326 (Klajeyz) /8
20326 (Klajeyz) /5
20326 (Klajeyz) /S
20326 (Klajeyz) /S
enerated new SKR in /media/KSR/KSK42-2021-02/skr-root-2021-qg2-0.xml

56

2021 UTC)

Use H5M /opt/dnssec/aep.hsmconfig?

Activate HSM prior to accepting in the affirmative!!

H5M /opt/dnssec/aep.hsmconfig activated.
[{debug] setenv KEYPER_LIBRARY PATH=/opt/dnssec

(¥y/N): y

Inceptiaon
2021-04-01T0Q0:00:00
2021-04-11T00:0C:00

Expiration
2021-04-22T00:00:00
2021-05-02T00:00:0C

45K Tags
42351,14631
14631

KSK Tag (CKA_LABEL)
20326 (Klajeyz) /5
20326 {Klajeyz) /5

[debug] setenv PKCS11. LIBRARY PATH=/opt/Keyper/FKCSI11Provider/pkcsll.linux gee_4_1_2_ glib
c_2_5_wx86_64.50.5.02

Found 1 slocts an ASM /opt/Keyper/PKCSilProvider/pkesll.linux_gec 4.1 2 glibe_ 2 5 xB6_64.s
o.5.02

HSM slot 0 inecluded

Loaded /opt/Keyper/PKCS11Provider/pkesll.linus_goc_4_1_2_glibc_ 2 5 _x86_64.s0.5.02 Slot=0

HSM Information:

Label: TCANNKSK

ManufacturerID: Ultra Electronics AEP Networks
Model: Keyper 9860-2

Serial: H1411006

Validating last SKR with HSM...

- . VALIDATED.

4 Inception Expiration 75K Tags KSK Tag (CKA_LABEL}
1 2021-01-01T00:00:00 2021-01-22T00:00:00 26116,42351 20326 (Klajeyz) /S
2 2021-01-11T00:00:00 2021-02-01T00:00:00 42351 20326 (Klajeyz) /S
3 2021-01-21T00:00:00 2021-02-11T00:00:00 42351 20326 (Klajeyzl /S
4 2021-01-31T00:00:00 2021-02-21T0C:00:00 42351 20326 (Klajeyz) /S
5 2p021-02-10T0Q0:00:00 2021-03-03T00:00:00 42351 20326 (Klajeyz) /8
& 2021-02-20T00:00:00 2021-03-13TD0:00:00 42351 20326 (Klajeyz) /8
7 2021-03-02T00:00:00 2021-03-23T00:00:00 42351 20326 (Klajeyz) /5
8 2021-03-12T00:00:00 2021-04-02T00:00:00 42351 20326 (Klajeyz) /S
9 2021-03-22TCQ:00:00 2021-04-12T00:00:00 42331,14631 20326 (Klajeyz) /S

Validate and Frocess KSR /media/KSR/KSK42-2021~Q2/ksr-root-2021-q2~0.xml...

PASSED.

# Inception Expiration ZSK Tags KS5K Tag(CKA_LABEL)
1 2021-04-01TD0:Q0:00 2021-04-22T0C:00:00 14631,42351

2 2021-04-11T00:00:00 2021-05-02T00:00:00 14631

3 2021-04-21T00:00:00 2021-05-12TC00:00:00 1£631

4 2021-05-01T00:00:00 2021-05-22TA0:00:00 14631

5 2021-05-11T00:00:00 2021-06-01T00:00:00 14631

6 2021-05-21T00:00:00 2021-06-11T00:00:00 14631

7 2021-05-31T00:00:00 2021-06-21T00:00:00 148631

8 2021-06-10T00:00:00 2021-07-01T00:00:00 14631

9 2021-06-20T00:00:00 2021-07-11T00:00:00 14631,26B38

SHAZE6 hash of K5R:
50435C0019BFCE6T76D0ARCEF720B45B1912C2F5C4NCOF3252FBE6BDIE4651D56BEB
»> drumbeat dinosaur drumbeat adviser puppy Wilmington freedom hazardous allow penetrate

2021-04-21T700:00:00 2021-05-12T00:00:00 14631 20326 {Klajeyz} /S
2021-05-01T0C:00:00 2021-05-22T00:00:00 14631 20326 (Klajeyz) /S
2021-05-11T00:00:00 2021-06-01T00:00:00 14631 20326 (Klajeyz) /S
2021-05-21T700:80:00 2021-06-11T00:00:00 14631 20326 (Klajeyz) /S
2021-05-31T00:00:00 2021-06-21T00:00:00 14631 20326 (Klajeyz) /S
2021-06-10T00:00:00 2021-07-01T00:00:00 14631 20326 (Klajeyz) /S

WO m e W30 WwWE-2on 0 b W= %

2021-06-20T00:00:00 2021-07-11T08:00:00 26838,14631 20326 (Klajeyz) /S

SHEAZ56 hash cof SKR:

£95669C640TD11DSE2E2DOD3E 26D2D606E03F941ASCDB0D2ATCC20F98C1CER9A

»>> deckhand escapade gazelle responsive crackdown insincere Athens specialist tiger vagab
ond stagnate sociable waffle hazardous button fortitude goldfish aggregate waffle decaden
ce reindeer sandalwood merit supportive repay revolver bison Waterloo offload Brazilian o
btuse newsletter <<

Unloaded /opt/Keyper/PKCSllProvider/pkesli.linux gec_4 1 2 glibe 2_5_x86_64.50.5.02 Slot=
o]

*e¥EkAkR¥x Log output in . /karsigner-20210211-191B56.1log **&¥uskdsw

rootfcoen: /media/ESMFD4 cp /media/K8R/KSK\00742-2021-0Q2/skr\007-root-2021-q2-0.xml /media
KKSRIESK\00742-2021-Q3/5

root@coen: /media/HSMFD# ksrsigner /media/KSR/KS\007K42-2021-Q3/k\007sr-roct-2021~g3-0.xml

Starting: ksraigner /media/KSR/KSK42-2021-03/ksr-root-2021-g3-0.xml {(at Thu Feb 11 19:25:
46 2021 UTC)

Use HSM /opt/dnssec/aep.hsmconfig?

Activate HSM prior to accepting in the affirmative!! (y/N): y

H5M /opt/dnssec/aep.hsmeonfig activated.

[debug] setenv KEYPER_LIBRARY_ PATH=/opt/dnssec

[debug] setenv PKCS11_LIBRARY PATH=/opt/Keyper/PKCSI1lProvider/pkesll.linux_gec 4 1 2 glib
¢ 2 5 _xr86_64.50.5.02

Found 1 slots on HSM /opt/Keyper/PKCS11Provider/pkesll.linux_gee_4_1_2 glibc_2_5_x86_64.s
0.5.02

BSM slot 0 included

Loaded /opt/Keyper/PKCS1l1Provider/pkesil.linux_gce_4_ 1 2 glibe 2 5 xB6 64.50.5.02 Slot=0
HSM Information:

Label: TCANNKSK
ManufacturerID: Ultra Electronics AEP Networks
Model: Keyper 9860-2

Serial: H1411008

Validating last SKR with HSM...
# Incepticn Expiration
1 2021-04-01T00:00:00 2021-04-22T00:00:00

ZSK Tags
42351,14631

KSK Tag (CKA LABEL)
20326 (Klajeyz) /S




2 100 2021-05-02T00:C0:00 14631 20326 (Klajeyz) /S
3 00 2021-05~12T00:00:00 14631 20326 (Klajeyz) /S
4 00 2021-05-22TC0:00:00 14631 20326 (Klajeyz} /S
3 2021-05-11T0C:00:00 2021-06-01TJ0:00:00 14631 20326 {Klajeyzl} /5 -
6 2021-05-21T0C:00:00 2021-06-11TQ00:00:00 14631 20326 (Klajeyz) /S
7 2021-05-31T00:00:00 2021-06-21T00:00:00 14631 20326 (Klajeyz) /5
8 2021-06-10T00:00:00 2021-07-01T00:00:00 14631 20326 (Klajeyz) /S
3 2021-06-20T00:00:00 2021-07-11T00:00:00 26838,14631 20326 (Klajeyz} /S

2 - .VALIDATED.

Validate and Process KSR /media/KSR/KSK42-2021-03/ksr-root-2021-g3-0.xml...

# Inception Expiration ZSK Tags KSK Tag (CKA LABEL)
1 2021-07-01T00:00:00 2021-07-22T00:00:00 14631,26838

2 2021-07-1iT00:00:00 2021-08-01T0Q:00:00 26838

3 2021-07-21T00:00:00 2021-08-11T00:00:00 26838

4 2021-07-31T00:00:00 2021-08-21T00:00:00 25838

5 2021-08B-10T00:00:00 2021-08-31T00:00:00 26838

6 2021-08-20100:00:00 2021-09-10T00:00:00 26838

7  2021-08-30T00:00:00 2021-09-20T00:00:00 26838

8 2021-09-09T00:00:00 202I1-09-30T00:00:00 26838

% 2021-09-19T00:00:30 2021-10-10T0C:00:00 14748,26838

[warning] *** Requests signature expiration exceeds limit of 180 days! ***
[warning] *** Requests signature expiration exceeds limit of 180 days! ***
[warning] *** Requests signature expiration exceeds limit of 180 days:i *¥*
{warning] **¥ Requests signature expiration exceeds limit of 180 daysi ***
[warning] *** Requests signature expiration exceeds limit of 180 daysi ***
{warning] *** Regquests signature expiration exceeds limit of 180 days! ***
[warning] *** Regquests signature expiration exceeds limit of 180 days! ***

.- -PASSED.

andard Montana lockup pedigree deadbolt tomorrow eightball hemisphere Vulean customer bri
ckyard Dakcta spigot vagabond absurd trombonist peachy candidate reward bravado tiger meg
aton <<

Unloaded /opt/Keyper/PKCS1l1Provider/pkesli.linux goc_4_1_ 2 glibc 2 5 %86 _54.50.5.02 Slot=
4]

Ak kkkkdkkd Tog gutput in o /ksrsigner-20210211-192546.10g **&*ddkddx
root@coen: /media /ESMFD# cp /media/KSR/KS\0OTK&2-2021-03/skr\007-root-2021-q3-0.xml /media
KESRAENOD7SK42-2021-04/s

rootBcoen: /media/HSMFD# ksrsigner /media/KSR/KS\007K42-2021-Q4/ksr-root-2021-g4-0.xml
Starting: ksrsigner /media/KSR/KSK4£2-2021-0Q4/ksr-root-2021-q4-0.xml {at Thu Feb 11 13:29:
52 2021 UTC)

Use HSM /opt/dnssec/aep.hsmconfig?

Activate ESM prior to accepting in the affirmativel! (y/N): ¥

ESM /opt/dnssec/aep.hsmeonfig activated.
[debug] setenv KEYPER_LIBRARY PATH=/opt/dnssec
[debug] setenv PKCS11_LIBRARY_PATH—/opt/Keyper/PKCS1iProvider/pkesll.linux_ges_4_1_2 glib
c_2_5_x86_6&.s0.5.02
Found 1 slots on HSM /opt/Keyper/PKCS1lProvider/pkesil.linux gec_4 1 2 glibc 2 5 xB6_64.s
0.5.02
HESM slot 0 included
Loaded /opt/Keyper/FKCS11iProvider/pkesll.linux_gec_ 4 1 2 _glibc 2 5 xB6 64.s0.5.02 Slot=0
HSM Information:

Label: TCANNKSK

ManufacturerID: Ultra Electronics AFP Networks

Madel: Keyper 9860-2

Serial: H1411006

Validating last SKR with HSM...

5HAZ256 hash of KSR:

68C413RFAECD4ES867CCOAZ1COASR0BR74D150BAZ0Y6EEOD623DF714ACY3FSEB

»> frighten reproduce Aztec revellion eyeglass sandalwoced drifter everyday freedom revolv
er allow Camelot slowdown paperweight drumbeat Medusa indoors scavenger drumbeat puberty
bison monument tycoon asteroid flagpole crucifix virus belowground ribcage molasses vapor

publisher <<
Is this correct (y/H}?

¥

Reading KSK schedule "normal(2017)" from “kskschedule.json"

# KSK Tag({CKA_LABEL}

1 20325 (Klajeyz) /S

2 20326(Klajeyz) /5

3 20326(Klajeyz} /5

4 20326 (Klajeyz} /S

5 20326 (Klajeya} /S

& 20325(Klajeyz} /S

7 20326 (Klajeyz) /S

8 20326 (Klajeyz}/S

9 20326 (Klajeyz} /&

Generated new SKR in /media/KSR/KSK42-2021-Q3/skr-root—-2021-g3-0.xml

# Inception Expiration ZSK Tags KSK Tag(CKA_LABFL)
1 2021-07-01T0C:D0:00 2021-07-22T00:00:00 26838,14631 ZDSZS(Klajeyz)/s
2 2021-07-11T00:00:00 2021~-08-01T00:00:30 26838 20326(K1ajeyz)/5
3 2021-07-21T80:00:00 2021-08-11TC0:00:00 26838 20325(K1ajeyz)/5
4 2021-07-31T30:00:00 2021-08-21TC0:00:00 26838 20326 (Klajeyz) /S
5 2021-0B-10TG00:00:00 2021-08-31TC0:00:00 26838 20326 (Klajeyz) /S
E 2021-0B-20T20:00:00 2021-09%-10T00:00:00 26838 20326 (Klajeyz) /S
7 2021-08-30T00:00:00 2021-05-20T00:00:00 26838 20326 (Klajeyz) /S
8 2021-09-09T00:00:00 2021-0%-30TC3:00:00 26838 20326 (Klajeyz} /S
5 2021-09-19T00:00:00 2021-10-~-10T00:00:00 26B38,14748 20326 {Klajeyz} /S

S5BA256 hash of SKR:
OCCBS563AAAGFBEFS2804D2957FARSBE2576FFB3F2A40CCF201E69022ZAA1EEZEC

>> ammo retrieval egghead corrosion reward hemisphere skydive visitor breadline alkali st

... VALIDATED.

# Inception Expiration Z5K Tags KSK Tag (CKA_LABEL}
1 2021-07-01T00:00:00 2021-07-22T00:00:00 26838,14631 20326 (Klajeyz) /S
2 2021-07-11T0G:00:00 2021-08-01T0C:00:00 26838 20326 (Klajeyz) /S5
3 2021-07-21T08:00:00 2021-08-11T00:00:00 26838 20326 (Klajeyz) /S
4 2021-07-31T00:00:00 2021-08-21T0CG:00:00 26838 20326 (Klajeyz) /S
5 2021-08-10T0C:0C:00 2021-08-31T0Q:00:00 2A838 20326 (Klajeyz) /S
& 2021-08~-20T00:00:00 2021-05%-10T00:00:00 26838 20326 (Klajeyz) /S
7 2021-08-30T006:00:00 2021-09-20T0CQ:00:00 26838 20326 (Klajeyz) /S
8 2021-09%-09T0C:00:00 2021-0%-30T0C:00:00 26A838 20326 (Klaijeyz) /S
9 2021-09-19T06:00:00 2021-10-10T00:00:00 26838,14748 20326 (Klajeyz) /S

Validate and Process KSR /media/KSR/KSK42-2021~-04/ksr-root-2021-g4-0.xml...

# Inception Expiration %SK Tags KSK Tag(CKA_LABEL)
1 2021-106-01T00:00:00 2021-10-22T00:00:00 14748,26838

2 2021-10-11T00:00:00 2021-11-01T00:00:00 14748

3 2021-10-21T0C:00:00 2021-11-11T00:00:00 14748

4 2021-10-31T00:00:00 2021-11-21T0OG:00:00 14748

5 2021-11-10T00:00:00 2021-12-01T00:00:00 14748

B 2021-11-20T00:00:00 2021-12-11T00:00:00 12748

7 2021-11-30T00:00:00 2021-12-21T0C:00:00 14748

8 2021-12-10T08:00:00 2021-12-31T0C:00:00 14748

5 2021-12-20T00:00:0C 2022-01-10T0L:00:00 085799,14748

[warning] *** Requests signature expiration exceeds limit of 180 days! ***
{warning] *** Requests signature expiration exceeds limit of 180 days! ***
[warning] *** Requests signature expiration exceeds limit of 180 days! *%*
{warning] *** Requests signature expiration exceeds limit of 1B0 days! ***
{warning] *** Requests signature expiration exc¢eeds limit of 1B0 days! ¥*¥
{warning] *** Requests signature expiration exceeds limit of 1B0 days! ***
[warning] *** Requests signature expiration exceeds limit of 1B0 days! ***
[warning] *** Requests signature expiration exceeds limit of 1BQ days! **¥
[warning] *** Requests signature expiration exceeds limit of 1B0 days! **¥

- .PASSED.




SHA256 hash of KSR:

7A545EB1F5332E99112FB8F68154D8C111F8E9074C5840CD8062CADBCOEDE 906

»> keyboard equation eyeglass inventive vapor concurrent buzzard nebula Athens combustion
select vocalist minnow ecquation stormy recover Athens warranty treadmill amusement drain

age everyday crackdown sandalwood merit gadgetry spellbind stupendous slowdown tobacco ga

zelle amulet <<

> o
e
o
.

2
e
o

/media/KSR/KSK42-2021-Q3:
total 144

Is this correct (y/N)I? y

Reading KSK schedule "normal (2017:"

Wm0y s N e WD D oY N W R

KSK Tag (CKA_LABEL)
20326 (Klajeyz) /S
20326 (Klajeyz) /5
20326 (Klajeyz) /S
20326 (Klajeyz) /5
20326 (Klajeyz) /S
20326 (Klajeyz) /S
20326 (Klajeyz) /S
20326 (Klajeyz) /S
20326 (Klajeyz) /S

from “kskschedule. json®

enerated new SKR in /media/KSR/KSK42-2021-Q4/akr-root-2021-qd-0_xml

Inception

2021-10-01T00:00:00
2021-10-1iTQ0:00:00
2021~-10-21T00:00:00
2021-10-31T00:00:00
2021-11-10T00:00:00
2021-11-20T00:00:00
2021-11-30T20:00:00
2021~-12-10TC0:00:00
2021-12-20T30:00:00

Expiration

2021-10-22T00:00:00
2021-11-01T00:00:00
2021~11-11T00:00:00C
2021-11~21T00:00:00C
2021-12-01T00:00:00
2021-12-11T00:00:00
203231-12-21T00:00:00
2021-12-31T00:00:00
2022-01-10T00:00:00

Z5K Tags
26838,14748
14748 |
14748

14748

14748

14748

14748

14748

KSK Tag (CKA_LABEL)
20326 (Klajeyz) /8
20326 (Klajeyz) /S
20326 (Klajeyz! /8
20326 (Klajeyz) /5
20326 (Klajeyz} /S
20326 (Klajeyz) /5
20326 (Klajeyz) /S
20326 (Klajeyz} /5

-rw-r--r-- 1 root root 1960C Feb & 22:09 ksr-root-2021-g3-0.xml
-rw-r--r-- 1 root rooct 1148 Feb B8 22:09 kskschedule.json
~rw-r——r-— 1 root root 20369 Feb 11 19:24 skr.xml.20210211192546
-rw~r—-r-- 1 root root 203695 Feb 11 19:28 skr.xml

—rw-r--r-— 1 root root 20369 Feb 11 19:28 skr-root-2021-g3-0.xml
/media/KSR/KSK42-2021-Q4 =

total 144

~rw~-r~—r-- 1 root root 19598 Feb B8 22:09 ksr-root-2021-g4-0.xml
-rw-r--r-- 1 root root 1148 Feb 8 22:09 kskschedule.json
—-rw-r——r—— 1 root root 203689 Feb 11 19:29 skr.xml.z202102111929352
—rw-r--r-- 1 root root 20369 Feb 11 19:31 skr.xml

—rw-r—r— 1 root roct 20369 Feb 11 19:31 skr-rooct-2021-g4-0.xml

root@coen: /media/ASMFD# ¢p -pR /media/KSR/* .
rootlcocen:/media/HSMFD# 1ls -1ltrR

(9799,14748 20326 (Klajeyz) /S

S5HAZ56 hash of SKR:

O0AF72E5321B72CDCESEBE 9BZ23CDAARGCRI450EE423D85ACCAFBIE24AE74B5EF

>> aardvark pharmacy highchair travesty checkup bravado highchair sandalwaocd spyglaas hea

dwaters slingshot Norwegian blowtorch sandalwood Geiger paragon spaniel molecule drumbeat
universe crowfoot Ohio music penetrate spellbind Wichita berserk Capricorn regain hydrau

lic music rebellion <<

Unloaded /opt/Keyper/PKCS11Provider/pkesll.linux gee 4.1 2 glibe 2 5_xB6_64.50.5.02 Slot=
Q

HkEkkkk k% Log output in . /ksrsigner—20210211-192952 . log *&*dskirid
root@coen: /media/HSMFD# lpadmin ~p BF —o copies-default=E
root@coen: /media/HSMFD# for i in $¥1s -1 ksrsigner—-202102%llogl; do printlog $i; done
[ 1 page * 1 copy ] sent to printer

2 lines were wrapped

[ 1 page * 1 copy ] sent to printer

2 lines were wrapped

[ 1 page * 1 copy ] sent to printer

2 lines were wrapped

rootlBcoen: /media/HSMFD# 1s —1trR /media/KSR/

/media/KSR/:

total 48

drwxr-sr-% 2 root root 16384 Feb 11 19:23 \033[0m\033[01;34mKSK42-2021-Q2\033([0m
drwur-xr-x 2 root root 16384 Feb 11 19:28 \033[01;34mKSK42-2021-Q3\033{0m
drwxr-xr-x 2 root root 16384 Feb 11 19:31 \033[01;34mKSK42-2021-04\033[0m
/media/KSR/KSK42-2021-Q2:

total 1£4

—-rw—r——r-—- 1 root root 2036% Feb 8 22:09 skr.xml.202102111918356

—-rw-r——r—— 1 root root 15600 Feb 8 22:09 ksr-root-2021-g2-0.xml

~rw-r——r—- 1 root roet 1148 Feb 8 22:09 kskschedule.json

=ry~r==r-- 1 root root 2036% Feb 11 19:23 akr.xml

—rw—r——r— 1 root root 2036% Feb 11 19:23 skr-root-202]-g2-0.xml

tetal 3200

~rw-r——r—— 1 root root 15547 Jun 2 2010 ksr-root-2010-g3-2.xml

—rw-r——r—— 1 root root 40555 Jun 9 2010 wksr-20100517-172720.lo0g

~rw-r-=r-+ 1 rooct root 190 Jun 16 2010 KSKSlotDB.config.db

—rw—r——r—— 1 root roct 2668 Jun 16 2010 kskgen-20100616-211906.1og

~rw-r--r-- 1 root root 765 Jun 16 2010 KjgmtTv.csr

—rw-r-—r-- 1 root root 36864 Jun 16 2010 ttyaudit-ttyU5B1-20100616-182157.log

~rw-r——r-— 1 raoot root 45056 Jun 16 2010 tiyaudit-ttyUS5B0-20100616-182157.log

—rw—r——r~— 1 root root 18364 Jun 16 2010 skr-root-2010-g3-2.xml

~ry-r--r-— 1 raot root 4473 Jun 16 2010 ksraigner—-20100616-214325%.1og

—rw-r--r-- 1 raoot root 1%660B Jun 16 2010 script-20100616.log

—-rw—-r——r—— 1 root root 4086 Jun 16 2010 script-20100616-2209%utc.log

~rw-r—-r-- 1 root root 15547 Jul B 2010 wksr_1 20100708144111_14165_198.41.3.50_ksr-ro

ot-2010-g4-1.xml

-rw-r——r—— 1 roct root 30915 Jul 8 2010 wksr-20100708-144111.log

—rw-r—-—r-— 1 root root 15547 Jul 8 2010 ksr-root-2010-g4-I1.xml

-rw-r——r—— 1 root root 1400 Jul 12 2010 ksrsigner—20100712-224252.109

~rw-r——r~— 1 root root 1B364 Jul 12 2010 skr.xml.z20100712224426

=rw-r——r-— 1 roct root 1B364 Jul 12 2010 skr-roct-2010-g4-I.xml

~rw-r—~—r—— 1 root root 5506 Jul 12 2010 ksrsigner—20100712-224426.10g

~rw-r—-r-— 1 root root 36885 Jul 12 2010 ttyaudit-ttyUSB0O-20100712-212549,.log

~rw-r——r-— 1 root root 38221 Jul 12 201{ ttyaudit-ttyUSB1-20100712-212549.log

-rw-r——r—— 1 roct root 12936 Jul 12 2010 script-20100712.1og
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ksr-root—-2019-g2-0, xml
kskschedule. json
skr.xml
skr-root-2019-q2-0._xml

s5kr.xml.20150814215719
ksr-root-2019-g4-0.xml
kskschedule. json
skr.xml
skr—root—2019-qg4-0.xml

skr.xml  20200216022133
ksr—root—2020-q2-0.xml
kskschedule., json




skr.xml
roct 20368% Feb 16 2020 skr-root-2020-g2-t.xml

./KSK41-2020-Q3:

tetal 104

-rw-r—-r-— 1 rcot roct 20362 Apr 22 2020 skr.xml.20200423184208
~rw-r—-—r—— 1 root roct 1%600 Apr 22 2020 ksr-root-2020-g3-0.xnl
—-rw—r——r—— 1 root root 1148 Apr 22 2020 kskschedule.json
-rw-r—-r-- 1 rcot roct 2036% Apr 23 2020 skr.xml

-rw-r—-r-- 1 rcot roct 2036% Apr 23 2020 skr-root-2020-g3-0.xml

- /KSK41-2020-04:

tetal 104

—tw-r-—-r-— 1 root root 12600 Apr 22 2020 kar-rooct-2020-g4-0.xml
~rw-r-—r—— 1 root roct 1148 Apr 22 2020 kskschedule.]jscn
~rw-r—-r-— 1 rcot roect 2036% Apr 23 2020 skr.xml.20200423185033
-rw-r——r-— 1 raoot roect 2036% Apr 23 2020 skr.xml

~rw~r——-r-- 1 rcot roct 2036% Apr 23 2020 skr-root-2020-g&-0.xml

. /KSK41-2021-01:
total 104

1 root roct 15600 Apr 22 2020 ksr-root-2Q21-ql-0.xml
1 root root 1148 Apr 22 2020 kskachedule. json
~rw-r——r-— 1 root root 20369 Apr 23 2020 skr.xml.20200423185433
~rw-r—-r-— 1 rcot root 20362 Apr 23 2020 skr.xml

~rw-r——r—— 1 root root 2036% Apr 23 2020 skr-roct-2021-gl-0.xml

. /KSK42-2021-0Q2z

total 104

~rw-r——r—— 1 root roct 20362 Feb 8 22:09 skr.xml.202102111%18B5&
—rw-r——r~— 1 root root 1%800 Feb 8 22:09 ksr-root-2021-g2-0.xml
—rw-r——r—— 1 root root 1148 Feb & Z22:09 kskschedule.json
—rw-r——r—— 1 root root 20362 Feb 11 1%:23 skr.xml

—-rw-r—-r-— 1 root roct 2036% Feb 11 19:23 skr-roct-2021-g2-0.xml

. /KSK42-2021-03:

total 104

-rw-r-~-r-- 1 root rooct 19600 Feb B 22:09 ksr-roct-2021-g3-0.xml
-rw-r--r—— 1 roct root 1148 Feb 8 22:09 kskschedule.json
wrWep--p-=~ 1 root root 2036% Feb 11 19:24 skr.xml.202102111%2548
~rw-r~—r~— L root root 20362 Feb 11 193:28 skr.xml

~rw~r--r-— 1 root root 2036% Feb 11 19:28 skr-root-2021-g93-0.xml

LStmp

total 72

—-rw-r—-r~~ 1 roct root 1768 Feb 11 19:31 skr.keybundle.8
~rw~r—-r-— 1 root root 1392 Feb 11 19:31 skr.keybundle.7
-rw-r——r—— 1 root root 1392 Febh 11 19:31 skr.keybundle.6
~rw-r——r-— 1 root rooct 1392 Feb 11 19:31 skr.keybundle.5S
—rw-r——r—-— 1 root root 1392 Feb 11 19:31 skr.keybundle_4
-rw-r—-r-- 1 root root 1392 Feb 11 19:31 skr.keybundle,3
—rw-r——-r—— 1 roct root 1392 Feb 11 19:31 skr.keybundle.2
—-rw-r—-r-— 1 root root 1392 Feb 11 19:31 skr.keybundle.l
—rw-~r--r--~ 1 root root 1768 Feb 11 19:31 skr.keybundle.

. /K5K42-2021-04:

total 104

—rWep--p-- 1 root root 19598 Feb B 22:09 ksr-root-2021-g4—0.xml
-rw-r—-r-- 1 root root 1148 Feb 8 22:09 kskschedule.ison
~rw-r—-r—— 1 raot root 2036% Feb 11 19:2% skr.xml.2021021115%2%52
—w-r—r—— 1 root root 2036% Feb 11 13:31 skr.xml

—rw—r—r—— 1 root root 2036% Feb 11 19:31 skr-root-2021-g4-0.xml
root&coen: /media/HSMFD# umounbt/media/KSR/

k83t EEvent Imedna /HEMFBFHSMEDE exit

exit

Script done on Thu Feb 11 19:453:27 2021
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R - s
2021-02-11T19:07:34+0000
2021-02-11T119:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+00040
2021-02-11T19:07:344+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:344+0000
2021-02-11T19:07:34+0000
2021-02-1171%:07:344+0000
2021-02-11T1%:07:34+0000
2021-02-11T1%:07:34+0000
2021~-02-11T1%:07:34+0000
2021-02-11T1%:07:234+0000
2021-02-11T1%:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19%:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:344+0000
2021-02-11T19:07:344+0000
2021-02-11T19:07:34+0000
2021-02-11T1%:07:3440000
2021-02-11T715:07:34+0000
2021-02-11T1%:07:24+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T19:07:3440000
2021-02-11T19:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T719:07:34+0000
2021-02-11T19:07:34+0000

ttyS0
ttySs0
tty50
ttyso
ttyS0
ttys0
ttys0
ttyS0
ttyso
ttyso
ttys0
ttyso
tty50
tty50
ttyso
ttys0
tEyS0
ttys0
ttys0
ttyso
ttyS0
ttyS0
ttyS0
tty50
ttyS0
ttys0
ttys0
ttyS0
tty50
ttyso
ttyS0
ttys0
ttyso
ttyS0
ttyso
ttyS0
ttys0
ttyS0
ttys50
ttys0
tEyS0
ttys0
ttyso
tEyS50
ttyS0
tty50
ttyso
ttySs0
ttySs0
ttys50
ttySo
ttys0
ttyS0
tty50
ttyso
ttyS0
ttyso

bbbbb¥

H1411006 011397 BBL 010 : Factory Software Verification Key

BBL CRC32: 0X757574CA

Running applicationBootLoader at OxEFDC0000

H1411006 011403 ABL 011 : Tamper Challenge Response Key

ABL CRC32: OxE7EQOFAGL

iiiididiisdsidsdidiasssdisdisiiiisisss
¥ ABL tamper records #H#
FHEF R AR E R R AR R R R R R R R

Current Tamper Counts (decimal 0-253):

vextoosTamperCount : 0
vintoosTamperCount: 15
vbboosTamperCount: 0

maxstrtemplamperCount: 0

minstrtempTamperCount: 0

meshTamperCount : 0
extampSMKTamperCount : 0
extampIMKTamperCount : 0
tempdiffTamperCount: 0
pfTamperCount : 15
restartTamperCount : 17

Current tamper bitmaps:

currentTamper bitmap: 0x0000 Ok ... oo coie wian

lastTamper bitmap: 0x0080 Ob ... «.v. 1ooe wuns

CPLD version

| EXT_POWER_DOWN

1.9




2021-02-11T19:07:34+0000
2021-02-11T19:07:34+40000
2021-02-11T19:07:3440000
2021-02~11T19:07:34+0000
2021-02-11T19:07:34+40000
-2021-02-11T15:07:3440000
2021-02-11T15:07:34+0000
2021-02-11T19:07:34+0000
2021-02-11T15:07:34+40000
2021-02~11T19:07:35+0000
2021-02-11T19:07:35+0000
2021-02-11T189:07:35+0000
2021-02~-11T19:07:3540000
2021-02-11T19:07:35+0000
2021-02-11T19:07:235+0000
2021-02-11T19:07:35+0000
2021-02-11T19:07:35+0000
2021-02-11T19:07:35+0000
2021-02-11T19:07:35+0000
2021-02-11T19:07:33+000Q
2021-02-11T19:07:35+0000
2021-02-11T18:07:36+0000
2021-02-11T19:07:36+000Q
2021-02-11T19:07:36+0000
2021-02-11T19:07:36+0000
2021-02-11T19:07:36+0000
2021-02-11T19:07:36+0000
2021-02-11T19:07:36+000Q
2021-02-~11T19:07:36+0000
2021-02-11T19:07:36+0000
2021-02-11T1%:07:36+0000
2021-02-11T19:07:36+0000Q
2021-02-11T19:07:36+0000
2021-02-11T19:07:37+0000
2021-02-11T15:07:37+0000
2021-02-11T19:07:37+0000
2021-02-11T19:07:37+0000
2021-02-11T19:07:37+0000
2021-02~-11T19:07:37+0000
2021-02-11T19:07:38+0000
2021-02-11T19:07:38+0000
2021-02-11T19:07:38+0000
2021-02-11T19:=07:38+0000
2021-02-11T19:07:38+0000
2021-02-11T19:07:38+0000
2021-02-11T19:07:38+0000
2021-02-11T19:07:38+0000
2021-02-11T19:07:38+0000
2021-02-11T19:07:38+0000
2021-02-11T19:07:38+0000
2021-02-11T19:07:38+0000
2021-02-11T19:07:38+0000
2021-02-11T19:07:38+0000
2021-02-11T19:07:40+0000
2021-02-117T19:07:40+0000
2021-02-11T19:07:40+0000
2021-02-11T19:07:40+0000

ttyS0
tEyS0
tEys0
ttys0
tEyS0
ttyS0
ttys0
tty50
ttyS0
ttySso
ttyS0
ttyso
tty50
ttySs0
tty50
ttys0
ttys0
ttys0
ttyso
ttyS0
ttyS0
ttySso
ttyS0
ttyS50
ttySsS0
ttyS50
ttys0
tEyS0
ttyso
ttyso
ttyS0
ttys50
ttys0
ttyso
ttyso
ttys50
ttyS0
ttyso
ttyso
tty30
ttyso
tty30
ttys0
ttyS0
ttyso
ttyS0
ttys0
ttys0
ttys0
ttyso
ttySs0
ttys0
ttyS0
ttySs0
ttyso
ttyS0
ttySs0

Bitmapped Change Record (most recent first):

Running cryptcoApplication at 0xEBF00000
Jumping to startup @ 0x001037B4
Board 1s P2020RDB

board_smp_init: 2 cpu

Cpu_clk=1000000000, Sys_clk=100000000, CCB=500000000

System page at phys:0000b000 user:0000b000 kern:0000b000
Starting next program at v0015183c

Starting K-~Series Kernel

Copyright AEP Netwecrks Ltd. A1l Rights Reserved.

Thu Feb 11 17:20:17 2021

Starting auditd v2.0 ... started.

Interface 0 configured for IBv6.

Interface 0 configured for IPv4.

route: writing to routing socket: Network is unreachakble
add net default: gateway ::: Hetwork is unreachable
route: writing to routing socket: Network is unreachable
add net default: gateway 0.0.0.0: Network is unreachable
Starting USB driver...

9860 v2.3 Keyper Application - Nov 8 2013 13:17:33

Running DES POST Test




R
2021-02-11T19:07:40+0000
2021-02-11T19:07:40+0000
2021-02-11T19:07:40+0000
2021-02-11T19:07:40+0000
2021-02-11T15:07:40+0000
2021-02-11T19:07:40+0000
2021-02-11T19:07:40+0000
2021-02-11T19:07:40+0000
2021-02-11T19:07:40+0000
2021-02-11T19:07:40+0000
2021-02-11T19:07:40+0000
2021-02~11T19:07:40+0000
2021-02-11T1%:07:40+0000
2021-02-11T19:07:40+0000
2021-02-~11T19:07:40+0000
2021-02-11T1%:07:40+0000
2021-02-11T12:07:40+0000
2021-02-11T15:07:40+0000
2021-02-11T19:07:40+0000
2021-02-11T19:07:40+0000
2021-02-11T19:07:40+0000
2021-02~11T19:07:40+0000
2021-02-11T19:07:40+0000
2021-02-11T19:07:40+0000
2021-02-11T719:07:40+0000
2021-02-11T19:07:40+0000
2021-02-11T19:07:40+0000
2021-02-11T1%:07:40+0000
2021-02-11T15:07:40+0000
2021-02-11T19:07:40+0000
2021-02-1171%:07:40+0000
2021~02~11T19:07:40+0000
2021-02-11T19:07:40+0000
2021-02-11T19:07:40+0000
2021-02-11T19:07:40+0000
2021-02-11T19:07:40+0000
2021-02-11T19:07:40+0000
2021-02-11T19:07:40+0000
2021-02-11719:07:4G+0000
2021-02~-11T19:07:40+0000
2021-02-11T12:07:414+0000
2021-02-11T15%:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+G000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11119:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07 :41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T15:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:G7:41+0000

ttyS0
ttySo
ttys0
ttyS50
ttys0
ttyso
ttyS0
ttyso
ttys0
ttys0
ttySs0
ttyS0
ttys0
ttysSo
ttyso
ttys0
ttySQd
ttyso
ttys0
ttys0
ttyso
ttyso
ttyso
ttyS0
ttys0
tLyS0
ttyS0
ttys0
ttys0
ttySat
ttyS0
ttyso
ttys0
ttyS0
ttys0
tEyS0
ttyso
ttyS0
ttyS0
tEyso
tEySs0
[ h]
tEyS0
ttys0
ttyso
ttyso
ttyS0
tty50
ttyso
ttyS50
ttyS50
ttys0
ttyS50
ttyS0
tty30
tEyS0
ttyso

DES POST Test Passed
Running Triple DES POST Test
Triple DES POST Test Passed
Running AES POST Test

BAES POST Test Passed
Running SHAl1l POST Test

SHA1 POST Test Passed
Running SHAZ POST Test

SHA2 POST Test Passed
Running RandomGen POST Test
RandomGen POST Test Passed
Running RSA EOST Test

RSA POST Test Passed
Running DSA POST Test

DSA POST Test Passed
Running ECC PQST Test

ECC POST Test Fassed

Audit on 11/2/2021 17:20:20 00106608

Keyper 9860-2 Serial Number H1411006

Memory Usage:

RAM (free/total) 197Mb/256Mb
Flash (free/total} 127Mb/128Mb
black store 440b
statistics 112b
other 116b
RedStore (free/total) 109KbL/128Kb




2021 02-11T159:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:4140000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02~11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T18:07:41+000G
2021-02-11T159:07:41+0000
2021-02-11T19:07:41+0000
2021-02~11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02~11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19%:07:41+0000
2021-02~11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:4140000
2021-02-11T19:07:41+0000
2021-02-11T719:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:07:41+0000
2021-02-11T19:13:21+0000
2021-02-11T19:13:21+0000
2021-02~11T19:14:00+0000
2021~02-11T1%:14:00+0000
2021-02-11T19:14:27+0000
2021-02~11T19:14:27+0000
2021-02-11T19:14:56+0000
2021-02-11T19:14:56+0000
2021-02-11T19:14:53+0000
2021-02-11T15:14:58+0000
2021-02~11T19:14:58+0000
2021-02-11T19:14:58+0000

ttyso
ttys50
ttysd
ttys0
ttyS0
tEyS0
ttyso
ttyS0
ttyS0
ttys0
tEyS50
ttyso
ttyS0
tEyS0
ttysd
ttyS50
ttys0
ttys0
ttys0
ttys0
ttys0
ttySs0
tEyS0
tEys0
ttys0
ttys80
ttyS0
ttys0
tty30
tEyS0
ttyso
ttyS0
ttys0
ttys0
ttys0
ttys50
ttyS0
ttyso
ttySso
ttyso
ttySo
tEyS0
ttyso
ttyso
ttys0
ttyS0
ttyso
ttys0
ttys0o
ttys0
ttyso
tty30
ttys0
ttys0
ttys0
ttyso
tty30

Network Confiquratien:

IPv4: enabled

IPv6: enabled

MAC/IP address(es):
HSM Port:

HSM Gateway(s):

05000

Software Versions:

00:E0:06:C0:B3:1B / 192.168.0.2/24 , 2001::2e0:6ff:fec0:b31b/64

0.0.0.0 ::

EBEL 010 ABL 011 App 023

CPLD Version:

1.9

SCR Firmware Version:

OROS-R2.99-R1.20

HmcListener: Created IPvd4d socket 10 on port 3000.

Hmclistener: Created IPv6 socket 11 on port 2000.

Audit on

Audit on

Audit on 11/2/2021

Audit on

Audit on

117272021

11/2/2021

11/2/2021

11/2/2021

17:20:21

17:26:00

17:26:40

17:27:07

17:27:36

00100003

0020008a

00200069 0OR400000B6B6296E

00200069 0R4000009D86296E

00200069 0A4000009DC6296E

TcpListener: Created IPv4 socket 15 on port 5000.
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2021-02-11T19:14:5840000
2021-02-11T19:14:58+0000
2021-02-11T19:14:58+0000
2021-02-11719:14:58+0000
2021-02-11T15:14:59+0000
2021-02-11T19:14:59+0000
2021-02-11T19:19:15+0000
2021-02-11T19:19:15+0000
2021-02-11T19:19:15+0000
2021-02~-11T159:15:15+0000
2021-02-11T19:19:15+0000
2021-02~-11T159:15:15+0000
2021-02~11T1%:18:15+0000
2021-02-11T15:19:15+0000
2021-02-11T1%:19:15+40000
2021-02-11T159:19:154+0000
2021-02-11T19:19:15+0000
2021-02-11T19:19:15+0000
2021-02-11Ti9:23:11+0000
2021-02-11T19:23:11+0000
2021-02-11T19:23:11+0000
2021-02-11T19:23:11+0000
2021-02-11T19:26:23+0000
2021-02-11T19:2€:23+0000
2021-02-11T15:26:23+0000
2021-02~-11T15:26:23+0000
2021-02-11T19:26:23+0000
2021-02-11T19:26:234+0000
2021-02-11T19:26:23+0000
2021-02-11T19:26:23+0000
2021-02-11T19:26:23+0000
2021-02-11T19:26:23+0000
2021-02-11T19:26:23+0000
2021-02-11T19:26:23+0000
2021-02-11T19:28:03+4+0000
2021-02-11T12:28:03+0000
2021-02-11T1%:28:0340000
2021-02-11T12:28:03+0000
2021-02-11T1%:30:15+0000
2021-02-11T19:30:15+0000
2021-02~11T12:30:15+0000
2021-02-11T19:30:15+0000
2021-02-11T19:30:15+0000
2021-02-11T19:30:15+40000
2021-02~11T19:30:15+0000
2021-02-11T19:30:15+0000
2021-02-11T19:30:15+0000
2021-02-11T19:30:15+0000
2021-02-11T19:30:15+0000
2021-02-11T19:30:15+0000
2021-02-11T19:31:47+0000
2021-02-11T15:31:47+0000
2021-02-11T15:31:47+0000
2021-02-11T19:31:47+0000
2021-02-11T19:38:37+0000
2021-02-11T19:38:37+0000
2021-02-11T19:39:03+0000

ttys0
ttys0
tty50
ttys0
ttys0
ttysS0
ttyso
ttyso
tty50
ttys0
ttys0
ttys0
ttySo
ttys0
ttySsS0
ttys0
ttySs0
tty50
ttyso
ttys50
ttys0
ttys0
ttyso
ttyso
ttySso
ttyS0
tty50
ttys0
ttyS0
ttys0
ttys0
ttys0
ttys0
ttys0
tty30
ttyso
ttyso
ttyso
ttySo
ttysd
ttys0
ttys0
ttyso
ttyS0
ttys0
ttyS0
ttyso
ttyso
tty50
ttys0
ttyso
ttyso
ttyso
ttys0o
ttys0
ttyS0
TLys0
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b

TcplListener: Created IFv6 socket 16 on port 5000,

Audit on 11/2/2021 17:27:3% 00100002

TeplListener: Accepted connection on socket 14 from address 192.168.0.1.

CryptoTask: Closing connection on socket 14 from address 152.16B.0.1.

TcplListener: Accepted connection on sccket 17 from address 19Z.168.0.1.

CryptoTask: Llosing connection on scocket 17 from address 192.168.0.1.

Tcplistener: Accepted connection on sccket 14 from address 152.168.0.1.

CryptoTask: Closing connection on socket 14 from address 192.168.0.1.

TcplListener: Accepted ceonnecticn on socket 17 from address 192.168.0.1.

CryptoTask: Closing connection on socket 17 from address 192.168.0.1.

TcplListener: Accepted connection on socket 14 from address 132.168.0.1.

CryptoTask: Closing connection on socket 14 from address 192.168.0.1.

TepListener: Accepted connection on socket 17 from address 192.168.0.1.

CryptoTask: Clcsing connection on socket 17 f£rom address 1%2.168.0.1.

Audit on 11/2/2021 17:51:17 0020006a

Audit on 11/2/2021 17:51:43 00200069 OA400000B686236E




e

o e
e ,"/J/
R

2021-02-11T19:39:03+40000
2021-02-11T19:39:30+0000
2021-02-11T19:39:30+0000
2021-02-11T15:39:56+0000
2021-02-11T19:39:56+0000
2021-02-11T19:40:00+0000
2021-02-11T19:40:00+0000
2021-02-11T12:40:00+0000
2021-02-11T19:40:00+0000
2021-02-11T19:40:00+0000
2021-02-11T19:40:004+0000
2021-02-11T19:40:00+0000
2021-02-11T19:40:00+0000
2021-02-11T19:40:00+0000
2021-02-11T15:40:00+0000

ttysg
ttyso
ttysa
ttys0
ttyso
ttys50
ttyso
ttys0
tEyS0
ttys0
ttySs0
ttys0
ttys0
tEy30
ttySs0

Audit on 11/2/2021 17:52:10 00200069 0A4000009DB6296E

Audit on 11/2/2021 17:52:36 00200069 0A4000009DCE236E

Teplistener: Closed IPv4 socket 15 on port 5000.

TepListener: Closed IPv6 socket 16 on port 5000.

Audit on 11/2/2021 17:52:40 00100003
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Appendix A:; References

Appendix A: References

The numeric items listed below has been referenced in the script.

(1]

[4]

(5]

[6]
[7]

coen: The Ceremony Operating ENvironment (COEN) is a Aeproducible 1SO image consisting
of a live operating system.

More information and the OS image source code can be found at https:/github.com/iana-org/
coen

sha2wordlist: Is an application written in G by Kirei AB, which digests STDIN and output a
SHA-256 checksum displayed as PGP words.
The source code is available at hitps:/github.com/kirei/sha2wordlist

configure-printer: Is a bash script used to install the HP LaserJet printer from the
command line instead using system-config-printer.

The source code is available at hitps:/github.com/iana-org/coen/blob/master/toois/packages/
ksk-tools-0.1.0coen_amd6&4.deb”

hsmfd-hash: Is a bash script used to calculate, print and compare SHA-256 checksums for
the HSMFD flash drives. It has the following options:

a) -c Calculate the HSMFD SHA-256 hash and PGP Word List

b) -p Print the calculated HSMFD SHA-256 hash and PGP Word List using
the default printer

C) -m Compare the calculated SHA-256 hashes between HSMFDs

The following is the main command invoked by this script:
find -P /media/HSMFD/ -type f -print0 | sort -z | xargs -0 cat |
sha2wordlist

Note: The sort command has a different behavier depending on the locale settings specitied in environment variables.
Current OS locale setting is LC COLLATE="PCSIX"

The source code is available at https:/github.com/iana-org/coen/blob/master/tools/packages/
ksk-toois-0.1.0coen_amdé4.deb*

ttyaudit: Is a perl script use to capture and logging the HSM output.
The source code is available at https:/github.com/iana-org/coen/blob/master/toois/packages/
ksk-tools-0.1.0coen_amdé4.deb*

ping hsm: The HSM static IP address 192.168.0.2 has been included in the /ete/hosts
file.

ksrsigner: Is an application written in C by Dr. Richard Lamb, which uses the KSK private
key stored in the HSM to generate digital signatures for the ZGK.
The source code is available at https://github.com/iana-org/dnssec-keytools

printlog: Is a bash script use to print the Key Signing Log output from ksrsigner
application.

The source code is available at https://github.com/iana-org/coen/blob/master/tools/packages/
ksk-tools-0.1.0coen_amd&4.deb™

* A debian package is an ar archive. To exiract data from a deb package, use the command ar -x
ksk-tools-0.1.0coen_amdé4d.deb

Then extract the files with tar -zxvf data.tar. xz

The file will be located in the directory: . fopt/icann/bin/
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Appendix B: Audit Bundle Checklist

1. Output of Signer System (by CA)

Each audit bundle will contain one HSMFD. All bundles will be placed inside TEBs that are pre-
labeled Audit Original and Audit Copy

2. Key Ceremony Script (by IW)

Hard copies of the IW's key ceremony script, notes during the ceremony and attestation. See
Appendix C on page 32,

3. Audio-Visual Recordings from the KSK Ceremony (by SA)

Two sets of the audit camera footage - One for the original audit bundle and the other for the duplicate
audit bundle.

4. Logs from the Physical Access Control System and Intrusion
Detection System (by SA)

Two electronic copies of the following:

1. Firewall configuration
2. Configuration reports
3. Personnel/cardholder reports
4. Activity and audit log reporis

These files will be placed inside two separate Flash Drives that are labeled "Audit”.

The contents of the Flash Drive will be confirmed by the [W before placing each of them inside the
original and the duplicate audit bundles.

5. Configuration review of the Physical Access Control System
and Intrusion Detection System (by SA)

SA's attestation and hard copies of the screen shots and configuration audit log from the review
pracess. See Appendix D on page 33.

6. Configuration review of the Firewall System (by SA)

SA's attestation and hard copies of the firewall configuration from the review process. See Appendix
E on page 34. Ensure the scrambled passwords are eliminated from the configuration before
publishing it.

7. Other items

If applicable.

Root DNSSEC KSK Ceremony 42 Page 31 of 38

























ptudor@sryx> show configuration
# Last commit: 2020-01-17 18:22:39 UTC by Jjienkins
version 15.1X49-D170.4;
system {
host—name srx;
domain-name ksk.lax.dns.icann.org;
location {
country-code US;
postal-code 90245;
building Equinix-LA3;

floor 1;
rack 1y
}
ports {

console {
log-out-on-disconnect;
type vt100;
}
}
rool—aunthentication {
encrypted-password “EXXXXX"; ##t SECRET-DATA
}
name-server {
152,0,42.53;
}
legin
user bmartin {
full-name “"Brian Martin®;
uid 2005;
class super—user;
authentication {
encrypted-password "XXXXXX"; ## SECRET-DATA
}
}
user charthold {
full-name "Connor A, Barthold";
uid 2004;
class super-user;
authentication {
encrypted-password "XXXXXX"; #§ SECRET-DATA
}
}
user dkara f{
full-name "Darren Kara™;
uld 2001;
class super—user;
authentication {
encrypted-password "XXXXXX"; {f# SECRET-DATA
}
}
uger Jjenkins {
full-name "Josh Jenkins';
uid 2007;
class super-user;
authentication {
encrypted-password "XXMXXX"; ## SECRET-DATAE
}
}
user ptudor {
full~name "Patrick Tudor";
uid 2000;
class super-user;
authentication {
encrypted-password "XXXXXX"; ## SECRET-DATA
}
}
user rquinn {
full-name "Read Quinn®™;
uid 2003;
class supar-usar;
authentication {
encrypted-password "XXAXXX"; ## SECRET-DATA
}
}
user sfreeark |
uid 2002;
class super-user;
authentication {
encrypted-password "XXXXXXM: ## SECRET-DATA
}




password {
format sha5l2;
}
)
services {
ssh {
roct-legin deny:
¥
}
syslag {
archive size 100k files 3;
user * {
any emergency;
}
file messages {
any critical;
authorization info;
}
file interactive-commands {
interactive-commands error;
}
}
max-configurations~on-flash 5;
max-configuration~rollbacks 20;
ntp |
server 129.6.15.28;
server 129.6.15.29;
}
}
chassis |
config-button no-rescue no-clear;
aggregated-devices [
ethernet {
device—count 2;
1
}
alarm {
management-ethernet {
link~down ignore;
)
}
H
security {
pki {
ca-profile root-ca |
ca-identity "ICANN Root CA";
revocation-check {
crl |
disable on-downlcad-failure;
}
1
administrator {
email-address “cbo-team@iana.org";
1
}
ca-profile intermediate-ca {
ca-identity "ICANN SSL CA";
revocation-check {
crl {
disable on-download-failure;

}

}
'
ike {
proposal ike-proposal-KMF {
authentication-method rsa-signatures;
dh—qroup group?4;
anthentication-algorithm sha-256;
encryption-algorithm aes-256-cbc;
}
rolicy ike-policy-KMF {
proposals ike-proposal-KMF;
certificate {
local-certificate ksk-lax;
}
}
gateway Gateway-to-KMF-East {
ike-policy ike-policy-KMF;
address 64,124,6.5;
local-identity distinguished-name;




remote-identity distinguished-name;
external-interface ge-0/0/15;
version vZ-only;
}
}
ipsec {
proposal IPSecProposal |
protocol esp;
authentication-algorithm hmac-sha-256-128;
encryption-algorithm aes-256-cbc;
lifetime-seconds 7200;
}
policy defaultPolicy {
perfect-forward-secrecy {
keys group5;
H
proposals IPSecProposal;

vpn vpn-to-KME-East {
bind-interface st0.1;
ike {
gateway Gateway-to-EKMF-East;
ipsec-policy defaultPolicy;
H

establish-tunnels immediately;

}
}
screen {
ids-option external-screen {
iemp {
ping-death;
}
ip {
source-route—option;
tear—-drop;
}
tep {
syn—flood {
alarm-threshold 1024;
attack-threshold 200;
source-threshold 1024;
destinaticon-threshold 2048;
timecut 20;
}
land;
1
}
}
nat {
source {

rule-set internal-to-external {
from zone [ access guest wifi ]
to zene untrust;
rule source-nat-rule |{
match {
source-address 0.0.0.0/0;
¥
then {
source—nat |
interface;

H

)
}
policies {
from-zone access to-zone untrust |
policy allow-mail {
match {
source—address [ ACC ACS EVM TMS };
destination-address icann;
application junos-smtp;
]
then {
permit;
log {
session-close;

)




policy allow-dns {
match {
source-address [ ACC ACS EVM IMS ]:;
destination-address [ icann-dns google—-dns ];
application [ junos-dns-udp Jjunocs—dns—tep 1;
}
then {
permit;
log |{
session-close;
1
}
}
policy allow-simplex {
match f
source-address IDP;
destination-address simplex;
application any;
}
then {
permit;
log {
session-close;

}

b
H

from-zeone access to-zone video {
policy access-to-video {
match {
source-address IMS;
destination-address kmf west video;
applicaticn junos-icmp-all;
)
then {
permit;
}
}
¥

from~zone access to-zone ipsec {
policy allow-access-to-ipsec {
match {
source—-address [ ACS ACC ];
destination-address [ kmf east_acs kmf_east_acc ]
application any;
}
then {
permit;
log {
session-close;
]
)
}
policy allow-icmp {
match {
source—address any;
destination-address any;
application junos-icmp-ping;
)
then {
permit;
)
b

policy allow-access-access {
match {
source~address kmf west access;
destinaticn-address kmf east access;
applicaticn any:
}
then {
permit;
b
}
1

from-zone ipsec to-zcne access {
policy allow-ipsec—to-access |

match {
source-address [ kmf east acs kmf east acc I;

destination-address [ ACS ACC ];
application any:

;




then {
permit;
log {
session-close;
}
}
}
policy allow-icmp {
match {
source-address any;
destination-address any;
application juncs—icmp-ping;
}
then {
permit;
}
}
policy allow-access-access {
match {
source—address kmf_ east_access;
destination-address kmf_ west_access;
application any;
}
then {
permit;
}
}
t
from~zone video to-zone ipsec {
policy allow-video-to-ipsec |
match {
source—address V857
destination-address kmf east vss;
applicaticn any:
)
then {
permit;
log |
session-close;
i
}
}
policy allow-access-video {
match {
source—address kmf west video;
destination-address kmf east videc;
application any:
}
then {
permit;
}
}
}
from-zone guest to-zone untrust {
policy allow-guest-to—untrust {
match {
source-address kmf_west guest;
destination-address any:
application any;
1
then |
permit;
}
}
}
from-zone wifi to-zone untrust {
policy allow-wifi-to-untrust {
match {
source-address kmf west wifi;
destination-address any;
application any;

}

then {
permits

}

}
}
from-zone ipsec to-zone video {
policy allow-ipsec-to-videa |
match {
source-address kmf east _vss;




destination-address V8§;
application any;

}
then {
permit:
log {
session-close;
}
}

}
policy allow-icmp {
match {
source—address any;
destinaticon-address any;
applicaticn any;
}
then {
permit;
}
}
policy allow-access-video {
match {
source—address kmf esast video;
destination-address kmf_ west_video;
application any;
}
then {
permit;
}
}
}
from-zone access to—zone access {
policy allow-access {
match {
source—~address any;
destinaticn—address any;
application any;
}
then {
permit;
}
}
}
from-zone video to-zone untrust |
policy allow-mail [
match
source-address VS88;
destination-address icann;
application junos-smtp;
}
then {
permit;
log {
session—close;

}

}
}
default-policy {
deny-all;
}
}
zones |
security-zone access {
address—book {
address ACS 10.4.28.203/32;
address ACC 10.4.28.202/32;
address IDP 10.4.28.201/32;:
address EVM 10.4.28.200/32;
address IMS 10.4.28.204/32;
address E1 10.4.28.210/32;
address E3 10.4.28.212/32;
address E4 10.4.28.213/32;
address kmf_west_access 10.4.28.192/26;
address localnet 10.4.28.0/24;
address-set lris-scanners {
address El;
address E3;
address E4;




interfaces {
irb.0 {
host~inbound-traffic {
system~services |
ping;
ntp;
s5h;

1
}
security-zone untrust f{
address-book {
address icann 192.0.32.0/20;
address icann-dns 192.0,42.53/32;
address googlednsl 8.8.8.8/32;
address googledns? 8.8.4.4/32;
address simplexl 216.224,218,31/32;
address simplex2? 216.224,218,32/32;
address simplex3 216.224,218,33/32;
address simplexd 216.224.218.34/32;
address-set gocgle-dns {
address googlednsl;
address googlednsZ;
}
address-set simplex {
address simplexl;
address simplex?;
address simplex3;
address simplexd;
}
1
screen external-screen;
interfaces {
ge-0/0/15.0 {
host~inbound-traffic {
system-services {
ping;
}

1
}
security-zone video {
address-book {
address kmf_west_video 10.4.28.128/26;
address V55 10.4.28.150/32;
address C1 10.4.28.151/32;
address C2 10.4.28.152/32;
address C3 10.4.28.153/32;
address-set cameras {

address Cl;
address C2;
address C3;
]
}
interfaces {
irb.1 {

host-inbound-traffic {
system-services {
ping;
}

1
}
security-zone guest {
address-book {
address SBTR 10.4.28.20/32;
address VCC 10.4.28.22/32;
address lmf west guest 10.4.28.0/25;
)
interfaces {
irb.2 |
host-inbound-traffic {
system-services |
ping;

}




}
1
security-zone ipsec {

address-book {
address kmf east access 10.4.29.182/26;
address kmf_east video 10.4.25.128/26;
address kmf east acs 10.4.2%.204/32;
address kmf east acc 10.4.2%.202/32;
address kmf east idp 10.4.2%.201/32;
address kmf east evm 10.4.2%.200/32;
address kmf_east ims 10.4.29.203/32;
address kmf east E1 10.4.29.210/32;
address kmf_east E2 10.4.29.211/32;
address kmf east E3 10.4.29.212/32;
address kmf east E4 10.4.29.213/32;
address kmf east_vss 10.4.29.150/32;
address kmf east C1 10.4.29.151/32;
address kmf east C2 10.4.29.152/32;
address kmf east C3 10.4.29.153/32;

}

interfaces {
st0.1 {

host-inbound-traffic
system-services {
ping;
ike;

]
)
security-zone wifi {
address-book |
address kmf_west_wifi 10.100.1.0/24;
}
interfaces {
irb,3 {
host-inbound-traffic {
system-services {
ping;
}

}
}
interfaces {
ge-0/0/6 {
ether-options {
802, 3ad ael;
}
}
ge-0/0/7 {
ether-options {
802,3ad ael;
}
}
ge-0/0/15 {
unit 0 {
family inet {
address 192.0.35.202/26;
}
H
}

ael {
aggregated-ether-options {
lacp {
active;
}
1
unit 9 {
family ethernet-switching {
interface-mode trunk;
vian {
members [ vlan-access vlan-guest vlan-video
}
}
}

vian-wifi 1;




unit 0 {

description “access wlan";
family inet {
address 10.4.28.18%3/286;

)
}

unit 1
description "video vlan™;
family inet {
address 10.4,28.125/2¢;
}
}
unit 2 {

description "guest vlan™;
family inet {

address 10.4.28.1/25;
}

}
unit 3 {
description "wifi vlan";
family inet {
address 10.100.1.1/24;
)
}
}
lo0 {
unit 0O |
family inet {
filter {
input route-engine-filter;
)
)
}
}
st0 {
unit 3 {
description "IPSec KMF-West™;
family imet;
}
}

}
routing-options {
static {
route 0.0.0.0/0 next-hop 1%2.0.35.201;
route 10.4.29.0/24 next-hop st0.1;
route 64.124.6.5/32 next-hop 182.0.35.201;
}
}
policy-options |
prefix-list resolver-servers {
apply-path "system name-server <*>";

prefix-list local-prefixes {
10.4.28.0/24;
}
prefix—list ntp-servers {
129.6.15.28/32;
129.6.15.25/32;
}
prefix-list remote-ike-peers {
apply-path "security ike gateway <*> address <*>";
1
i
firewall {
family inet {
filter route-engine—-filter {
term deny-icmp-redirects {
from {
protocel icmp;
icmp-type redirect:

)

then {
discard;
}
}
term allow-icmp {
from {

proteocol icmp;

icmp~type [ echo-request echo-reply unreachable time-exceeded ];
}
then {




policer small-bw-limit;
accept;
)
H
term allow-traceroute {
from {
protocol udp;
port 33434-33534;
)
then {
policer small-bw-limit;
accept;
]
}
term allow-dns {
from {
source-prefix-list {
resclver-servers;
1
protocol udp;
source—-port domain;
1
then {
policer small-bw-limit;
accept;
}
}
term allow-ntp {
from {
source-prefiz-list |
local-prefixzes;
ntp-servers;
}
protocol udp;
port ntp;
}
then {
policer small-bw-limit;
accept;
]
}
term allow-establish {
from {
protocol tepr
tep-established;
]
then accept;
}
term allow—ipsec-esp {
from {
source-prefizx-list {
remote-ike-peers;
}
protecol esp;
}
then accept;
}
term allow-ipsec-udp {
from {
source-prefix-list {
remote-ike-peers;
}
protocol udpi
port 500;
}
then accept;
}
term allow-ike-fragments {
from {
source-prefiz-list |
remote-ike-peers;
}
ig—fragment;
protocol udp:

}

then {
policer small-bw-limit;
accept;

)
}

term allow-ssh {




from {
source-address |
10.4.29.193/32;
)
preotocel tcp;
destination-port ssh;

}
then accept;
}
term LAST {
then {
discardy
}
}

}

}

policer small-bw-1imit {
if-exceeding {

bandwidih-limit 1m;
burst-size-1limit 15k;

}
then discard;

}

}
vlans {

vlan—access |
vlan-id 10;
l3-interface irb.0;

}

vlan-guest {
vlan-id 12;
13-interface irb.Z;

}

vian~video {
vlan-id 11;
13-interface irb.1;

}

vlian-wifi {
vlan—-id 13;
l3-interface irb.3;

}

ptudor@srx>






