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ICANN

Internet Corporation for Assigned Names and Numbers

Root DNSSEC KSK Ceremony 14
Wednesday August 7, 2013

ICANN KSK Facility@Equinix LA3
1920 East Maple Avenue, El Segundo, CA 90245

This ceremony is executed under the
DNSSEC Practices Statement for the Root Zone KSK Operator Version A Revision 1358
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ICANN Root DNSSEC KSK Ceremony 14

Tamper Evident Bag {AMPAC, fiem #5CS1013 smail or #GCS1216 large or MMF Industries, tlem #2362010N20 small or #2362011N2C

AbbreviationsDraft
TEB =

large) §0=
HSM = Hardware Security Moduie FO =
W= Iniemal Witness Co=
§SC= Safe Securily Controller HMC=
KSR= Key Signing Request SKR=
Participants

Security Officer 0op=
Flash Deive CA=
Cryplo Officer SA=

Master of Ceremony KOS =

Signed Key Response  RZM=

Operator
Ceremony Administrator

System Administrator
ICANN KSK Operations Security
Root Zone Maintainer

instructions: At the end of the ceremony, particnpants sign on IW1's copy. IW1 records time upen completmm.

2 Title s Printed Name/Citizenship ‘Signature - .

CA | Mehmet Akein B
- tW/1KOS | Tomofumi Okubo (fﬂf;;»m-f;f:g:i}- f\»w——
SA1 Alexander Kulik 3
SSC1 | Selina Harington e (j‘“ )/ ,fp T~
SSC2 Leo Vegoda dodbe s
cO2 | Dmitry Burkov/RU iy
CO5 | Edward Lewis /US ; %ﬁ;&ér P
CO6 | AndyLinton /NZ S ‘
co7 Subramanian Mocnesamy / MU ' ,;x?w"/\' /
EW! | Alejandro Bolivar / Verisign A 5t
EW2 MMJ'#MH > e 7 August Zz’ 57
EWa James Kouyoumdjian / / _ A // < 2013
PricewaterhouseCoopers i Vs e
EWd | Martintewy-tHuricane.Electic | - .
EW5 | Edward-Besk — -
EW6 | Connor Barthold v v
EW7? | Dalini Khemlani o e
Ews Rod Treweek :
CA2 | Richard Lamb N e
2~ | Kim Davies -
SAz_| Mgk Udds i A
Ew? | Groy Dikiase ei;;:y' ""’Z«—r-\\
N
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JCANN Root DNSSEC KSK Ceremony 14

Note: Dual Gecupancy enforced. CA leads ceremony. Only CAs, IWs, or SAs can enter ceremony room
and/or escort other participants. Only CA+IW can enter safe room and/or escort other participants. CAs,
SAs or IWs may let individuals out of the ceremony room but only when CA+IW remain in the ceremony
room. No one may leave when CA+W are in safe room. Participants must sign in and out of ceremony
room and leave any credentials assigned to them (keys, cards} in the ceremony room if leaving before

completion of the ceremony. The SA starts filming before the participants enter the room.

Some steps during the ceremony require the participants to tell and/or confirm identifiers composed of
numbers and letters. When spelling identifiers, the phonetic alphabet shown below will be used:

A Alfa AL-FAH

B Bravo BRAH-VOH
C Charlie CHAR-LEE

D Delta DELL-TAH

E Echo ECK-OH

F Foxtrot FOKS-TROT
G Golf GOLF

H Hotel HOH-TEL

1 India IN-DEE-AH

J Juliet JEW-LEE-ETY
K Kilo KEY-LGH

L3 Lima LEE-MAH

M Mike MIKE

N November NO-VEM-BER
0 Oscar 0O5%5-CAH

P Papa PAH-PAH

Q Quebec KEH-BECK

R Romeo ROW-ME-OH
5 Sierra SEE-AIR-RAH
T Tango TANG-GO

U Uniform YQOU-NEE-FORM
\Y Victor VIK-TAH

w Whiskey WISS-KEY

X Xray ECKS-RAY

Y Yankee YANG-KEY

Z Zulu Z00-1L00

1 One WUN

2 Two T0O

3 Three TREE

1 Four FOW-ER

5 Five FIFE

6 Six SiX

7 Seven SEV-EN

3 Eight AIT

g Nine NIN-ER

0 Zero ZEE-RO
version 1.8 Page 3 of 26



TCANN Root DNSSEC KSK Ceremony 14

Act 1. Initiate Ceremony and Retrieve Equipments

Partu:|pants Arrwe and Slgn mto Key Ceremony Room

CActivity If;:.-fgf-f: o Initial o Time

SA conf rms that the \ndeos are recorded and onllne streammg is ilve.
W confirms that all participants are signed info the Ceremony Room.

Verify Time and Date

S " Activity - G e lniti_al_.
2. W1 enters UTC daie {day/month/year) and time using a reasonably
accurate wall clock visible to all in the Ceremony Room:

Date and time: _7 A\A@mﬁ 7)9\2):] ZG:%S, ‘Q—D ?_,Ogg

Ali entries into this script or any logs should follow this common source of
time.

Open Credential Safe #2

_ CActivity oS e nitial
3. CA and W1 escorts 8802 COs into the safe room together CA bnngs a ,
fiashlight when entering the safe room. VATD 203 6
4, SSC2, while shielding combination from camera, opens Safe #2. <3 70:3%
5, §SC2 takes out safe log and prints name, date, time, signature, and reason g
(i.e. “open safe”) in safe log. IW1 initials this entry. 1'(\] D 20339
Note: if log entry is pre-printad, verify the entry, record time of completion and sign.
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ICANN Root DNSSEC KSK Ceremony 14

COs Extract Credentials From the Safe Deposit Boxes

CStepii LAy
8. One by one, the selected COs refrieves required OP cards and SO cards
following the steps shown below.
a)  With the assistance of CA (and histher common key), apens her/his
safe deposit box.
# Common Key is botom loch and GO Key Is top lock
b} Verifies integrity of contents by reading out box number and TEB #
for OP and SO cards which should match below.
¢) Retains OP TEB and SO TEB and locks box.
d} Makes an entry in safe log indicating OP TEB and SO TEB removal
with box #, prinied name, date, time and signature,
Note: If log entry is pre-printed, verify the entry, record time of completion and sign,

Repeat these steps until all required cards are removed. IW1 initials this
entry when all CO have finished.

U dnltial, o Time

CO 2: Dmitry Burkov
Box #1793
OP TEB # BB21820459 ./

SO TEB # A13004335 /. /" KD | 70:44

CO 5: Edward Lewis

Box # 1790

OP TEB # BB21820461 ./
SO TEB # A13004326 /%"

CO 6: Andy Linton

Box #1072

OP TEB # BB21369032 v/
SO TEB # A16608558 /"

CO 7: Subramanian Moonesamy
Box #1792

OP TEB # BB21369033

SO TEB # A16608556 %/

Close Credential 5afe #2

LT Activity iUl nitial -

7. Once all safe deposit boxes are closed and locked, SSC2 makes an entry
that includes printed name, date, fime and signature into the safe fog v O
indicating closing of the safe. IW1 initials this entry. m Z Até

Note; If log entry is pre-printed, verify the entry, racord time of completion and sign.
8. SSC2 puts log back in safe and locks Safe #2 (spin dial at least two full

version 1.8 Page 50f 26



ICANN Root DNSSEC KSK Ceremony 14

e Actunty i o : j ": e "Ini_tia_l.
revoluuons each way, counter clock wise then clcck wsse)
CA and IW1 verify that the safe is locked and card reader indicator is green. \LjD 20 : 4'7

g IW1, CA, 85C2, and COs leave safe room, with OP cards in TEBs, closing

the door behind them. ’ ’ ka ZO g 53‘7

Open Equlpment Safe #1

SRS - Activity - S APEE i

10. After aone (1) mmute delay, CA, iW1 and 8801 enter the safe room wsth an _ %'JD
empty equipment cart, {L)ﬂ'_) 7-0 '

11. | S5C1, while shielding combination from camera, opens Safe #1. KID 2054

12. | §8C1 takes cut safe log and prints name, date, time, signature and reason o
{i.e., "opened safe”) in safe log. IW1 initials this entry. KTD 20575
Note; If fog entry is pre-printed, verify the entry, record time of completion and sign,

Remove Eqmpment from Safe #1

Sl Activity, o nitial - Time
3. ] CA CAREFULLY removes HSM2 (in TEB) from the safe and completes the

entry in the safe log indicating HSM Removal, TEB # and serial number,
prinfed name, dale, time, and signature. CA places the item on the
equipment cart. W1 initials this entry

Note: If log entry is pre-printed, verify the entry, record time of completion and sign. \m) ZC) ’ g‘é}-
HEM2: BB24049957Y serial # K6002018

Verify the integrity of the other, HSM that will not be in used this time.
HSM1: TEB# B824706821~1’éeria1 # K6002020 (last used)w/

14. | CAtakes out the items listed below from the safe and completes the entry in

the sale log indicating each item, TEB#, serial number if available. Printed

name, date, time and signature. CA places the item on the equipment cart,

IW1 initials this entry.

Note: If log eatry Is prt:-yprinted, verify the entry, record time of complation and sign, k<jD '2 E : Oz

Laptopt {Dell ATG6400): TEB# BB24706822/ seriali 37240147333

OIS DVD (Rev600) + HSMFD: TEB# BB21820463 ./

}gcajlﬂﬂ&h M_ﬂ__m_Ven'fy the integrity of the othelf Laptop that will not be used this time.
i 6 B Laptop2: TEB# A2734916v serial # 7292928457

Close Equipment Safe #1 and exit safe room

Activity T  itial
S5C1 makes an antry including printed name, date, time and signature into

the safe log indicating, “Close safe”, IW1 initials this entry.
Mote: if log entry Is pre-printed, verify the entry, record time of completion and sign.
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ICANN Root DNSSEC KSK Ceremony 14

JEELL e 'Activi'ty S ﬁ-:f S
SSC1 puts log back In safe and locks Safe #1 (spin dial at least two full
revolutions each way, counter clock wise then clock wise). :ﬁ\ .

CA and W1 verify that the safe is locked and door indicator light is green. V‘ ” ll 04-

186.

17. { CA, S8C1 and IW1 leave the safe room with the equipment cart, closing the
door.to the safe room securely behind them. . m

e
@
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ICANN Root DNSSEC KSK Ceremony 14

Act 2. Confirm and Sign the Key Signing Request

Set Up Laptop
- Step L ST A Salie o Initial 27 Time
1. CA inspects the laptop TEB for tamper evidence; reads out TEB # and serial
# white IW1 observes and matches it to the prior entry in most recent key .
ceremony or acceptance script for this site. IW1t confirms the TEB # and {Q_D 2/1 'l
serial # below. V/
Laptopt (Dell ATG6400); TEB# BB24706822 / serialff 37240147333

2 CA inspects the /S DVD + HSMFD TEB for tamper evidence; reads out
TEB # while IW1 observes and matches it to the prior entry in most recent .
key ceremony script for this site. IW1 confirms the TEB # below. m 2“ 12

OIS DVD (Rev600) + HSMFD; TEB# BB21820463 ./
3. CA takes the faptop, HSMFD and O/S DVD out of TEB placing it on key

ceremony table; discards TEBS; connects laptop power, extemai display, |Lm PARE
printer and boots laptop from O/S DVD.

CA presses "CTRL+ALT+F2" 1o get a console prompt and logs in as root. ) AR
CA enters the commands

gsystem-config-display —-noui

and L3V 7.4 \7

killall Xorg
CA ensures that external display works,

8. ] CAlogsinas root. <J3D 2116
7 CA configures printer as default and prints test page by going to

System > Administration > Printing. "y pATA
4 CA opens a terminal window and maximizes its size for visibility by going to

Applications > Accessories > Terminal. V—W 24 ‘:1’1
9. CA checks and fixes date and time on laptop based on wall ¢lock ensuring

UTC time zone has been chosen by going to K D 2; - 1%

Systemn > Administration > Date and Time. '
10. | CAinserts USB port expander into laptop. Ie 2118

version 1.8 Page 8 of 26



ICANN Root DNSSEC KSK Ceremony 14

Format and Iabel blank FD

Activ tty

11. CA plugs anew FD mto the Iaptop, then waits for it to be recogmzed by the
0/S. closes the file system popup window and formats the drive by executing
dmesg | grep -A 5 usb-storage

to confirm the drive letter that is asmgned to the blank USB drive {e.g. sda,
sdb, sdc),

umount /dev/sdal

to unmounts the drive {change drive letter if necessary),
mkfs.vfat -n HSMFD -I /dev/sda

to execute a FAT32 format and |abel i as HSMFD.

0 Initial o) o

12. | CA repeais step 11 for the 2" blank FD

o0

13. | CA repeats step 11 for the 3 blank FD

14, | CA repeats step 11 for the 4* blank FD

KD

15. | CA repeats step 11 for the 5" blank FD

K70

Connect HSMFD

Actwuty

: G5 Initial -
16. | CAplugs HSMFD into free USB slot on the laptop -NOT EXPANDER- and

waits for OfS to recognize the FD. CA lets participants view file names in
the HSMFD then closes the file system window.

¥ID

17. | Calculate the mdShash of the contents on the copied HSMFD.
find -P /media/HSMFD -type £ -printQ
| xargs -0 cat | mdSsum

IW confirms that the result matches the md5hash of the HSMFD that is on
the annotated script from the Ceremany 12.

| sort -=

KID

Start Logging Terminal Session

- Activity

18. | CA changes the default directory to the HSMFD by executing
cd /media/HSMFD

{nitial - :

PATK

19. | CA executes
script script—20130807.1log

to start a capture of terminal output.

UL

version 1.8
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ICANN Root DNSSEC KSK Ceremony 14

Start Loggmg HSM Output
: Actiwty

20, | CA connets asenal to USB null modem cable to 1aptop V1 LS ]

21. | CA opens a second terminal screen and execules
cd /media/HSMFD

and execules I
ttyaudit /dev/ttyUSBO o 2%

to start logging HSM serial port outputs. Note: DO NOT unplug USB serial
port from laptop as this causes logging fo stop,

Power Up HSM

L S _ CCActivity oo s T Co 0 Initial TR
22. | CA mspects the HSM TEB for tamper evidence; reads out TEB # and serial

# white IW1 observes and malches it to the prior script entry. IW1 confirms
TEB # and serial # helow. \(\—)”D L 35‘(

HSM2: 88240499570/serial # K6002018~/

23.  CA removes HSM from TEB; discards TEB and plugs tyUSBO nuit modem ; .
serial cable to the hack. KD 2% -

24. | CA switches to the tiyaudit terminal window and connects power fo HSM.
Status information should appear on the serial logging screen. W1 matches
displayed HSM serial number with above. (Time and date in the HSM may ,

not match the time used for the ceremony logs, but there is no need to K’JD 2“1 g{j
change it since the scripts that does the logging to the laptop adds a

timestamp.)
Enable/Actlvate HSM
RO Activity ~ = © L Y Initial
25, | CAcalisa CO CO inspects the TEB for tamper evidence, opens the TEB D 91 2, o\
and hands the OP card to the CA who ptaces card in cardholder visible to all.
26. | Repeat the step above until all OP cards are placed on the cardholder. ID 1\-. S &

27. | CAinserts 3 cards into HSM to activate the unit {via “Set Onling" menu item).
Type in the default PIN “11223344" when prompted. IW1 records the used
cards below. Each card is returned to cardholder after use. .
1stOP card & _of 7 }LTD 214.
2nd OP card & of 7
3rd OPcard ] of7

version 1.8 Page 10 of 26



ICANN Root DNSSEC KSK Ceremony 14

Check Network between Laptop and HSM

i ‘ - Activity o lni't_i'a! e Time oo
CA connects HSM to iaptop using Ethernet cable. Y50 VAR 2
29. | CA tests network connectivity between laptop and HEM by entering
ping 192.168.0.2
on the laptop terminal window and looking for responses. Ctrl-C to exit v L AL
program.

Insert Copy of KSR to be SIgned

D o Aetivity
The KSR is downloaded to the KSRFD and transferred to the fac:hty by the
IKOS. CA plugs FD fabeled “KSR" with KSR to be signed into the laptop and

waits for the O/S to recognize the FD. CA points out the KSR file to be
signed then closes the file system window.

Execute KSR signer

Activity .17 ¢

31. | CA identifies the KSR fo be signed and runs, in the terminal window
ksrsigner Kigmt7v /media/KSR/ksr-root-2013-g4-0 BTN

1o

S Initial o T

32 | The KSR signer will ask whether the HSM is activated or not as below.

Activate HSM prior to accepting in the affirmativel!
(y/m):

CA cofirms that the HSM is online and then enters “y" o proceed fo
verification.
Note: 3O NOT enter vy~ for the “Is this correct yin” yet.

WD

Final Verlf:cation of the Hash (vahdlty) of the KSR

. Activity

When the program requests verification of the KSR hash CA asks the Root
Zone Maintainer (RZM) representative to identify him/herself, present
identification document for IW1 to retain and read out the SHA256 hash in
PGP wordlist format for the KSR previously sent to ICANN. IW1 enters RZM
representative's name here;

ALETANDLO BOLWAL

o dnitial -

/media/KSR/skr-root-2013~-g4-0.xml

34. | Participants malch the hash read out with that displayed on the terminal. CA T
asks, “are there are any objections"? 10 PARCE
35. | CAthen enters “y* inresponseto “*Is this correct y/n?” o
complete KSR signing operation. Sample output should look like Figure 1. Y .
The signed KSR (SKR) will be found in IO | LUAS

version 1.8
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7 August 2013 12061 Bluemont Way,
Restan, VA 20190
1 703-948-3200
[ 701-987-6543
The SHAZ256 hash of the 2013 Q4 KSR file is:

Verisignlno.com

7d9e415d4e074dc6ef02f120e55083h66914b0995cd5ac672318da93¢9dcae36

The PGP wordlist for the hash above is:

klaxon onlooker cranky filament drifter amusement
dreadful responsive uncut aftermath unwind butterfat
topmost embezzle Mohawk potato gazelle bhelowground
ruffied nebula escape specialist ribcage graduate tissue
borderline surmount molasses spearhead sympathy robust
congregate

Attested on behalf of VeriSign by:

st~

Alejandro Bolivar

Senior Engineer, Cryptographic Business Cperations
VeriSign, Inc.



12061 Bluemont Way
Reston, va. 20190

T- 703-948-3200

F. 703-948-3857

Versignine.com

August 2", 2013

To Whom It May Concern:

This is a letter of Verification of Employment for Alejandro A. Bolivar. Verisign,
Inc. has employed Alejandro A. Bolivar full-time since September 8th, 1997 as a
Sr. Engineer-CBO in our Naming Product Operations department.

Verisign is the trusted provider of Internet infrastructure services for the
networked world. Billions of times each day our Identity protection and registry
services allow companies and consumers all over the world to engage in trusted
communications and commerce,

For over 10 years, Verisign Internet infrastructure has been at the very heart of
the Internet, enabling key transactions and protecting valuable data. Verisign
facilitates as many as 31 billion authoritative Domain Name System (DNS) queries
a day, and has been providing this service since 1998 with 100% availabliity. Over
the years the Verisign Internet infrastructure has scaled quickly and dramaticalty,
and has the capacity to scale just as dramaticatly in the coming years, as the
world moves to Internet-based transactions. Verisign’'s Network Intelligence and
Avallability team helps protect against distributed denial of service or DD0OS
attacks through an in-the-cloud monitoring and mitigation services. Verisign’s
iDefense Security Intelligence Services heip identify and track vulnerabilities,
malicious code, threats, and heips provide comprehensive intelligence to enabie
customers to proactively manage risk.

Should you have further questions, please contact me at the number below.

Sincerely,

\E==

David Carney
HR Services Consultant | Verisign, Inc. | 703-948-4143 | decarney@verisign.com
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&

&

Srarting: ksrsigner Kigmt7v Jmedia/KSR/ksT-root-2010-g4-1_3xml (&t Mon Jul 312 e2eddad
t Jopt/dnssec/asp.hemconfig?
Botivate HSM prior to accepting in the affirmativet! {w/H sy

LT

ksrsigner Hijgmtlv ksr-ront-2010-g4-1, ol

HSM foptrdnssec/aep.hsmoonfig activaved.
{debug) setenv KEYPER_LIBRARY PATH=/opt/dnssec

{depugyl setaav PKCSll_LIERARY_F&TH«!OthKeyper!FKCSllPraviderfpkcsll.
Fourd 1 slots on HEM /opt!Keyper/PKCSll?roviderfpkcsll.GCC4.0.2.SD.4,GT
HSM siot O

incleded

Leaded /opt/Keyper /FRE
EEM Information:

=4

a

1o ] o LA A L 22 R

.

<
W

PRI T R U S

[

Labals
Manufacturerid:
Model:

Serigl:

lidating last SR
Inception
BOI0-07-01TE0: 001 0
2010-07-11T0G; 90 : 440
2010-07-21TG0: 0500
F010-07-31799:056:00
Z010-08-107C0:00:00
2010-04-20T00:00: ¢
2010-G9-30T30:30: 60
2010-0%-09TJ0:3: 00
Z010-08-20700:100:00
NALIDATEDR.

Ingeption

201C-10-01TG0: 6000
2010-10-11700:00:00
2010-10~21700:0C:00
F010~-10-31T00:00:00
2010-21-10TCO 00 L0
2010-13-207T00:0C: 00
3010~11~30T00:00:00
2010-12-10TCD: 00407
2010-22-21100:09:00

. ERESED.

SHATEG hash of KSR:
Al75539193B26111:2C4FSBlAOGAEﬁFBCEZEIDDDD?17943C?2D5ﬁEE910672543

w» pratcheb insurgent dwelling mosguito play
ragmime hamburger wpshot Wichita snapshot candidate Belfast tambourine

GCC4 . 0.2.50.4.07

11Pravider/pkesll GCC4.0.2.80.4.07 Slot=0

TCANNESK

REP Metweris
Keyper Pro 0403
K&002618

with HSM...

Expiration
2QL0-07-15T
2000-07-25T
20140-08-04T2
2010~0B-147
Z010-08-24T23:

b
=
=
o
1
o
w:
i
(=3
[P
=3
=]
>
L
[¥=JTs Jhte Y o]

2010~09-313T2
2010-0%-24T40: 00200
2030-10-08T23:50:53

Eapiration

2010~-10-1%T23:59:159
2019-10-25T23:58:59
2050-11-04T23139:59
2010-11~-14723:55:50
2010-11-24T23: 59159
2010-12-04T23159:55
20106-12-14T23:59:89
2010-12-25700:00:00
2011-0L-0BT23:58:5%

ZSK Tags KK Tag (CKA I

55138,41248 14036
11248 1903&
41248 13038
51248 189036
412448 13036
41749 19036
41244 19038
41248 18034
402E6, 41248 10036

idate and Process KSR /media/ESR/ksr-root-ZCl0-gd-T.xml...

Z8K Tags
102688, 41248
40289

40288

40288

[ RVl

402388

i0zee

40288
21639, 40288

KK TugCKA LABEL)

honse ploneer fallout Bebylon atlas reproduce vapor miracle

stopwatoh bookseller Pluto

pyramid hlghchalr speciallet robust ultimats assume retraction bombast decimal <<

Is

this correct (y/Hi?

W

Generated new SER in fmedia/KER/skr-noet-2010-gd~1 uml

o0 —F G RN m ) [

Inception

2010-10-01TC0:08:00
2010-10-11700:20:00
2010-20-21700:00:00
2010~10-31T00:00:00
2010-11-10702:00: 00

2010-11-20T00:00:002 2

2010-11-30TC0: 0000
2013-12-101030:00:08
2010-12-2170G:00:00

SHRAZE6 hash of SHR:
ODCC3dlBTB3ER-EZEEOBlﬁAEASBDEFO?FUZE%959E959EEE6§CEE7CEF?ZTd1257

g

pa

cracker parTagon rilbicege quantit

aardvark revol
ragon reindeer

choki

Bapiration

2AL0-10~-15T2
203 0-10-25TE
2010-11-04T2

S op Al ur LD WD WD

AO10-12-23T00: 0
Z011-01-05T23:59

& o o
Ln & A G U LR O e

[t~

ng bravade xigkoff counciliman robust TOMOTCIW tracker
roBoOpRE UnCuL anuserent anearth coheren o
¢ kiwil unrsvel apreot hydra:

L3 Tags KIK Tag (CEA_LABEL)

20288, 51248 19036
49248 15034
40088 19036
40288 19036
10288 190386
20788 19036
40288 16636
50288 18036
£0786,21639 13036

ce deakhand
ic atlas Esk

Unloadad !DptfKeyper/?KCSll?ravideripkﬂsl1.GCC&.O.Z.SO.@.DT 3lotel

awwaudanes Tog oautput io J/ks

reigrer-3iGI00712«224426. 10y

B E kb
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Starting: ksrsigner Kjgmt7v /media/KSR/ksr-root-2013-g4-0.xml {at Wed Aug

013 UTIC)
Use HSM /opt/dnssec/aep.hsmconfig?

HSM /opt/dnssec/aep.hsmconfig activated.
setenv KEYPER_LIBRARY PATH=/opt/dnssec
setenv PKCS11_LIBRARY PATH=/opt/Keyper/PKCSllProvider/pkecsll.GCC4.0.2.80.4.07

Found 1 slots on HSM /opt/Keyper/PKCSllProvider/pkesll.GCC4.0.2.50.4.07
HSM slot 0 included

Loaded /opt/Keyper/PKCSllProvider/pkcsil.GCC4.0.2.50.4.07 Slot=0
HSM Information:

Label: ICANNKSK
ManufactureriD: AEP Networks
Model: Keyper Pro 0405
Serial: K6002018

validating last SKR with HSM...

7 21:43:13 2

# Inception Expiration Z5K Tags KSK Tag(CKA_LABEL}
1 2013-07-01T00:00:00 2013-07-15723:5%9:59 20580,486536 19036
2 2013-07-11700:00:00 2013-07-25T23:59:59 49636 19036
3 2013-07-21T00:00:00 2013-08-04T23:59:59 43656 19036
4 2013-07-31T00:00:00 2013-08-14T23:59:59 49656 19036
5 2013-08-10T00:00:00 2013-08-24T23:59:59 49656 12036
6 2013-08-20T00:00:00 2013-09-03T23:59:59 49656 19036
7 2013-08-30TG0:00:00 2013-09-13T23:59:59 49656 19036
8 2013-09-09T00:00:00 2013-09-24T00:00:00 49656 19036
9 2013-09-20T00:00:00 2013-10-05T23:5%9:59 49656,53085 19036
.. VALIDATED.

validate and Process KSR /media/KSR/ksr-root-2013-g4-0.xmi...

. - PASSED.

# Inception Expiration ZSK Tags KSK Tag(CKA_LABEL)
1 2013-10-01TO00:00:00 2013-10-15T23:59:59 59085,49656

2 2013-10-11T00:00:00 2013-10-25T23:59:59 53085

3 2013-10-21T00:00:00 2013-11-04T23:59:52 59085

4 2013-10-31T00:00:00 2013-11-14T23:539:59 359085

% 2013-11-10T00:00:00 2013-11-24723:59:5% 53085

& 2013-11-20T00:00:00 2013-12-04T23:59:539 59085

7 2013-11-30T00:00:00 2013-12-14T23:5%:59 59085

g 2013-12-10T00:00:00 2013-12-25T00:00:00 59083

9 2013-12-21T00:00:00 2014-01-05T23:59:59 33655,53085

588256 hash of KSR:

TD9E415D4E074DC6EF02F120E55083866914B0995CD5AC6T7E318DAY3CIDCAES6

s> klaxon onlooker cranky filament drifter amusement dreadful responsive uncut aftermat
h unwind butterfat topmost embezzle Mohawk potato gazelle belowground ruffled nebula es

cape specialist ribcage graduate tissue borderline surmount molasses spearhead sympathy
robust congregate <<

Generated new SKR in /media/KSR/skr-root—-2013-gq4-0.xml

#
1

Inception
2013-~10-01T00:00:00

Expiration
2013-10-157T23:59:5%

ZSK Tags
49656 ,59085

KSK Tag(CKA_LABEL)
190356



2 2013-10-11T00:00:00 2013-10-25T23:5%:59 59085 12036
3 2013-10-21T00:00:00 2013-11-04T23:59:59 59085 19026
4 2013-106-31T00:00:00 2013-11-14T23:59:59 59085 19036
5 2013-11-10T00:00:00 2013-11-24T723:59:59 53085 19036
6 2013-11-207T00:00:00 2013-12-04T23:59:59 59085 12036
7 2013-11-30T00:00:00 2013-12-14T23:5%:59 59085 19036
& 2013-12-10T00:00:00 2013-12-25T00:00:00 53085 13036
9  2013-12-21TH0:00:00 2014-01-05T23:59:59% 33655,59085 19036

8HAZ256 hash of SKR:
87228059A093641A4A15D1BACZFBlDBSl8A59392B2D9F882A305556CBDF15B45

>> Neptune candidate optic examine ragtime molasses flytrap Bradbury dogsled bifocals 8
tairway maverick snapshoy Wichita Belfast Montana veaming paperweight playhouse misnome
r sawdust supportive Vulcan Istanbul reform almighty scorecard handiwork optic vacancy
endorse detector <<

Unloaded /opt/Keyper/PKCSllProvider/pkcsll.GCC4.0.2.50.4.07 Slot=0
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Prmt Coples of the Operation for Part:cupants

36.

Actwtty :

CA prints out a sufﬁcnent number of copies for participants using
printlog ksrsigner-20130807-*.log N

where ksrsigner-20138807-*log is replaced by log oulput file displayed by
program. {this example generates N copies)

and hands copies to parficipants.

Cdnitial

37.

W1 attaches a copy to his/her script.

Backup Newly Created SKR

CA copies the contents of the KSR FD by running
cp -p /media/KSR/* .

for posting back to RZM. Confirm overwrite by entering *y" when prompted.

U Initial o T

38,

CA lists contents of KSR FD which should now have an SKR by running
1s -ltr /media/XSR

and then unmounts the KSR FD using

umount /media/KSR

40.

CA removes KSR FD containing SKR and gives it to the RZM
representative.

Disablef/Deactivate HSM

Activity
CA inserts 3 cards Into HSM to deaclivate the unit (via “Set Offline” menu
item). Type in the default PIN *11223344" when prompted. W1 records the
used cards below. Each card is returned fo cardholder after use. CA makes
sure the card{s) NOT used to activate are used to deactivate the HSM.

1stOP card 2. of 7
2nd OP card & of 7
3rd OP card "] _of 7
Confirm the ready light turns off.

5D

D Anitial oo T

PAEY!

version 1.8
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Act. 3 Secure Hardware and Close the Ceremony

Return HSM to a TEB
SteP : . . i

;TAthyﬁj L e

CA disconnects HSM from power and laptop {serial and Ethemet) if
connected, placing HSM into a new TEB and seals.

o Initial

CA reads out TEB # and HSM serial #, shows item to participants and 1W1
confirms TEB # and HSM serial # below.

HSM2: TEB# BB24646585Y serial # K6002018 ‘/
W1 initials the TEB and keep the sealing strips for later inventary,
CA places item on equipment cart,

m

- Step

Stop Recording Serial Port Activity and Logging Terminal Cutput

Activity -

~Initial

Set dotglob by executing
shopt -s dotglob

This aliows copying everything in the original HSMFD.

3. Closing ttyaudit terminal window
CA terminates the HSM serial output capture by disconnecting the USB _
serial adaptor from laptop. CA then exits out of ttyaudit terminal window by m AR gﬁ%—*
typing “exit".

4, Terminating the logging script ‘
CA stops logging terminal output by entering “exit” in the other terminal ¥ T) AP 5’4{
window. This only stops the script logging and will NOT close window.

Backup HSMFD Contents
Step ' o Activity . Initial

(o))

Calcutate the sha256hash of the contents on the original HSMFD.
find ~P /media/HSMFD -type f -print0 | sort -z
| xargs -0 cat | sha256sum

&%

Copy and paste the sha256hash and paste it on Text Editor by going to
Applications > Accessories > Text Editor

Print two copies. One for the audit bundle and the other for the HSMFD
package.

L7

CA displays contents of HSMFD by executing
1ls —-1ltr

Cro

210

CA plugs a blank FD labeled HSMFD into the laptop, then waits for it fo be
recognized by the O/S (as HSMFD_); and copies the contents of the HSMFD
to the blank drive for backup by executing

cp -Rp * /media/HSMED_

vIo

2001

version 1.8
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3 i Fin Actmiy : RN Cin E_ﬁ_itiéi Ti
10. CA dzsplays contents of HSMFD by executmg

1s —ltr /media/HSMFD_ D | 22:03

11. | Calculate the sha256hash of the contents on the copied HSMFD.
find -P /media/HSMFD -type £ -print0 | sort -=

| xargs -0 cat | shaZ56sum D RS

Confirm that it matches the sha256hash of the original HSMFD

12. } CAunmounts new FD usin )
umount /media/ I-ISSIFD_“ \&TD [2 JV
13. | CA removes HSMFD_ and places on table. INEY 12 04
14, | CA repeats step 9 to 13 for the 20 copy KTh 72 :U‘§
15, | CA repeats step § fo 13 for the 319 copy KID 7205
16. | CA repeats step 9 to 13 for the 4t copy LID 70 G
17, | CArepeats step 910 13 for the 5" copy KT 12¢77

Print Logging Information

Step e :f il L Actwlty e . :Z”.':: :  e imt[al i

CA prints oui hard copuas of logging information by executing
snscript ~26r -# 2 soeript-20130807.1og
ensoript —Gr ~# 2 --font=*Courierf’ thyaudi t—ttyD3B%-20130807-*.1log

for attachment to IW1 and CA scripts.
Hote: Ignore the error regarding non-printable characters if promptad.

Returnmg HSMFD and 0/5 DVD to a TEB

ST RO © Activity Lo Tl e itial
19. CA unmoums HSMFD by executmg

ed [tmp .
then ID | 2204
umount /media/HSMFD

CA removes HSMFD.

20. | After all print jobs are complete, CA

a) Turns off the laptop by pressing the power switch

b) Tums on the laptop by pressing the power switch KTD 2}1 . 00\
¢) Remove the O/S DVD from the drive

d) Tums off the laptop again by pressing the power switch

21. | CAplaces TWQ HSMFDs and OS/DVD in TEB; writes date, time and

“HSMFD" in amount field; and seals; reads out TEB #; shows item to
participants and [W1 confirms TEB # below.

0/S DVD {Rev600) + HSMFD: TEB# BB21907289 K\TD ’2’7’ \ %
IWH1 initials the TEB.
CA places TEB on eguipment cart.

version 1.8 Page 15 of 26
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ICANN Root DNSSEC KSK Ceremony 14

Dlstnbute HSMFDS

. -~ Activity S R Initial
Remasn ng HSMFDS are dsstnbuted fo IW1 {2 for audtt bundles, 1 for

himself), IKOS(1) to post SKR to RZM, and to review, analyze and improve
o procedures.

Returnmg Laptop toa TEB

Ty S nifiel T
CA dtsconnects pnnter d|splay, power, and any other connechons from
faptop and puts laptop in prepared TEB and seals; reads out TEB #, serial #

laptop # and shows item to participants and IW1 confirms TEB #, serial #
lapiop # below.

—
Laptop? {Dell ATG8400): TEB# BB24646586 / serial# 37240147333 LW ’ﬂ, ' l !3
IW1 initials the TEB and keep the sealing strips for tater inventory.
CA places TEB on equipment cart.

Returning 0? Smartcards to TEBs

Step CE s Activity =
24 CA calls each CO to the front of the room one at a time and repeats the
steps below.
a) CA takes a TEB prepared for the CO and reads out the number
and description while shawing the bag to IW1 and CO. Figure 2
below for an example.
by CO places the OP card into the labeled plastic case
¢} CAplaces the plastic case into the TEB, seals in front of IW1 and
CO then initials bag and strip.
d) W1 inspects the TEB, confirms description in table below and \CjO ’EZ/(L’L»
initials TEB and strip. IW1 keeps sealing strips for later inventory.
g) CA hands the TEB containing the OP card to the CO. CO inspects
and vesifies TEB #s and contents then initials his/her bag.
fy  CO enters completion time and signs for each TEB in the lable
below i IW1's script, IW1 initials table enfry.
g) CO returns to histher seat with the TEB, being careful not to poke
or puncture TEB. j

o Tnitial
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25. | Onceth

g}

e OP cars are packed, CA calls each CO to the
one at a time and repeats the steps below.

o Aoty

front of the room

CO opens the SO card TEB and confirms the contents

CO piaces the SO card info the labeled plastic case

CA places the plastic case into the TEB, seals in front of IW1 and
CO then initials bag and strip.

IW1 inspects the TEB, confirms description in table below and
initials TER and strip. IW1 keeps sealing strips for later inventory.
CA hands the TEB containing the SO card to the CO. CO inspects
and verifies TEB #s and contents then initials hisfher bag.

CO enters completion time and signs for each TEB in the table
below in IW+'s script, IW1 initials table entry,

CO returns to histher seat with the TEB, being careful not to poke
or puncturg TEB.

S Initial

LU

version 1.8

Page 17 of 26



97 JO 8T 28ed

Q' UDISIBA

£102 fweseuooly  -~892.061288 | L40LOS
ysnbny 2 ugjueweiqng 1 192/06i288 | L1901 dO L03
sty worifpuy LR | osdo | °%°
o g /{1228 | 1108 | 509
Em_wwm ; aowing Anuig \\, 29z.061294 M ww w mm - 09

~192.061248

- adfy pied

#02

T Auowrzsad HS) JISSNC 1008 NNV



ICANN Roat DNSSEC KSK Ceremony 14

SEALING INSTHUCTIONS‘
1, U badl poind pen 14 tion BEFORE
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Returning Equipment to Safe #1

1:-5'_Stép}-_5.j§- o Adtivity sl
96. | CA, IW1, SSC1 open safe rdom and enter with equipment carl.
27. 1 SSC1 opens Safe #1 shielding combination from camera. T PR 3%

98. | SSC1 removes the safe log and fills the next entry with printed name, date,
time, and signature indicating the opening of the safe. IW1 initials the entry. LTD 2.7 g4~
Note: If log entry is pre-printed, verify the entry, record time of completion and sign.

29. | CA records return of HSM in next entry field of safe log with TEB # and HSM
serial &, printed name, date, time, and signature. CA CAREFULLY places
the HSM into Safe #1 and IW1 initials the eniry. .

HSM2: TEBH BB24646585 serial #K6002018

30. | CA records return of laptop in next entry field of safe fog with TEB #, serial

#, laptop #, printed name, date, time, and signature; places the laptop into , . ’7
Safe #1 and iW1 initials the entry. Ver D 2 ?- : é

Laptop1 (Deil ATG6400). BB24646586 seriak# 37240147333\//
1. | CA records return of O/$ DVD + HSMFD in next entry field of safe log with
TEB #, prined name, date, time, and signature; places the OIS DVD +

HSMFD into Safe #1 and IW1 initials the entry. / ECTD /L? 3g

\Cjb 72 26

i}(%m OIS DVD (Rev600) + HSMFD: TEB# BRB21907269

T > Lafhyr RBLAGALSA) o LA
P 10

S a{; Vs Close quipent Safe #1

o Btep ol : CUE Ackivity e
32 | 8SC1 makes an entry including printed name, date, ime, signature and ,
notes “closing safe” in the safe log. (W1 initials the enty. m ’L—L‘ﬂp

Note: If log entry is pre-printed, vesify the entry, record time of completion and sign.
33, | $SC1 places log back in safe and locks Safe #1 {spin dial at least two ful

revolutions each way, counter clock wise then clock wise). KJD 2-2" 4‘1

IW1 and CA verify safe is locked and door indicator light is green.

34, | [W1, CA and SSC1 retum to ceremony foom with equipment cart closing \éﬁ
the door behind them. ’

Open Credential Safe #2
] Step Lot
35.

| Activity i nitial Time

After a one (1) minute delay, CA, IW1, SSC2, and COs enter the safe room. .
CA brings a fiashlight and the CO brings their OP card TEB with them. \CID Tl %

36. | SSC2 opens Safe #2 while shielding combination from camera. yob» | L AS

17, | S$5C2 remaves the safe log and fills in the next entry with printed name,
date, time, and signature indicating the opening of the safe. W1 initials the > /L{
o, IO | T

Note: i log entry is pre-printed, verify tha entry, record time of completion and sign.

version 1.8 Page 20 0f 26
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%

ICANN

CO Returns Credentials to Safe #2
38.

Coh A Aetivity T

One by one, each CO along with the CA {using his/her common key):

a) Open his/er respective safe deposit box and read out box number
inside Safe #2.,

b) COmakes an entry into the safe log indicating the return of OP card
and SO card including Box #, TEB #, card type, printed name, date,
time, and signature. W1 initials the entry after verifying contents and
integrity of the TEB and comparing TEB# s and card type to hisfher
script.

Note: If fog entry is pre-printed, verify the entry, record fime of complation and
sign.

¢} COshows the bag to the camera and then places his/her TEB into
his/her box and locks the safe deposit box with the help of the CA.

Repeat the steps above until all cards are retumned to the deposit box.

CO 2: Dmitey Burkov
Box #1793

OP TEB # BE21907261 \://
SO TEB # BB21907262
CO 5: Edward Lewis

Box # 17804 /

OP TEB # BB21907263
SO TEB # 8821907264

CO 6: Andy Linton

Box #1072 /
OP TEB # BB21907265

SO TEB # BB21907266 /

CO 7: Subramanian Moonesamy
Box # 1792 /
OP TEB # BB21907267 /

SO TEB # BB219(7268

::_iﬂitié] :

20k

version 1.8
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Close Credential Safe #?2

- Activity Initial
39. | Once all safe deposit boxes are closed, SSC2 makes an entry including
printed name, date, time, and signature and notes “Close safe” ints the safe L
log. IW1 initials the entry. m ‘Z?, S l

Note: If log entry ls pre-printed, verify the entry, record time of completion and sign.

40. { 88C2 puts log back in safe and locks Safe #7 (spin dial at least two full
revolutions each way, counter clock wise then clock wise). m TLE L
W1 and CA verify safe is locked and door indicator light is green.

41, | CA, IW1, SSC2, and COs leave safe room closing the door behing them ’;_7 ’Z WS z
making sure it is focked. w

Participant Signing of IW1’s Script

Step U achviy G Initial
42. | All participants enter printed name, date, time, and signature on IW1's script
coversheet, IW records the completion time. ‘LQD']D 717
Note: if entry Is pre-printed, verify the entry and sign.
43. | CA reviews IW1's script and signs it oD 17758

Signing Out of Ceremony Room

Step LU padvity o e
W2 ensures that alt participants sign out of Ceremony Room log and are

escorted out of the Ceremony Room. SA, IW1 and CA remain in the
Ceremony Room.

Filming Stops

N SO nitial |
SA stops filming and makes 2 copies of film, one for on-site and one for off- .
site storage along with IW1 script copies made below. Q0" %7 "‘\”\1
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Copying and Stormg the Script

CClnitial O Time
46. | IW1 makes at least 4 copies of hisher script: one for off-site audit bundie,
one for IW1, one for (KOS and copies for other pamcnpants as requested,
Audit bundles each contain
1) Qutput of signer system - HSMFD
2) Copy of WW1's key ceremony script

3) Audic-visual recording Kj‘]‘) O]l 17

4) Logs from the Physical Access Control and Intrusion Detection System

(Range is-67/2812012- 08/07/2013)
) 2
5) The IW attestation {A.1 below) 2/ / 726073 .
6) SA attestation (A.2, A.3 below) Losr Car® g

Al in a TEB labeled “Key Ceremony 14" dated and signed by IW1 and CA.
Off-site audit bundle is delivered to off-site storage. The CA holds the
ultimate responsibility for finalizing the audit bundle.

All remaining participants sign out of ceremony room log and leave.

Audit Bundle Checklist:

1. Qutput of Signer System (CA)

One electronic copy {physical flash drive) of the HSMFD in each audit bundle, each placed within a tamper-
evident bag, labeled, dated and signed by the CA and the W1

2. Xey Ceremony Scripts (IW1)

Hard copies of the IW1's key ceremony scripts, including the IW's notes and the IW's attestation. See Appendix
Al

3. Audio-visual recordings from the key ceremony (SA)
One set for the original audit bundle and the other for duplicate.

4. Logs from the Physical Access Control and Intrusion Detection System (SA)

One electrenic copy (physical flash drive] of the firewall configuration, the screenshots from the PAC-IDS
configuration review, the list of the enrelled users, the event log file and the configuration audit log file in each
audit bundle, each placed in a tamper-evident bag, labeled, dated and signed by the SA and the 1W.

IW confirms the contents of the logs before placing the logs in the audit bundle.

5. Configuration review of the Physical Access Control and Intrusion Detection System (SA)
SA's attestation and hard copies of the screen shots and configuration audit log from the review process. See
Appendix A.2.

6. Configuration review of the Firewall System (SA)
SA’s attestation and hard copies of the firewall configuration from the review process, See Appendix A.3. Make
sure the serambled passwords are eliminated from the configuration before publishing it.

7. Qther items
If applicable,
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A.1 Key Ceremony Script (by W)

| hereby attes ‘Ehat the Key Ceremony was conducted in accordance with this script and any
excepﬁgns/ atymay have occurred were accurately and properly documented.
i/ 1

‘I“ﬁ‘kujbo—- Vim Davies

A —

T T
Date: 7 August 2013
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A.2 Access Controi System Configuration Review (by SA)

I have reviewed the access control system configuration, the configuration audit log and the
assigned authorizations from the other KMF and not found any discrepancies or anything else out
of the ordinary.

Enclosed are the configuration audit log, the list of assigned authorizations and the screenshots
of the roles configurations.

Enclosed is aiso an electronic copy of the event log from the access control system ranging from
the last log extraction on [date, time UTC] & to now.

Alexander Kulik %{lﬁ F:&é) . ,{%ﬁi@ 5 } - lyﬁ\ L{(i;? Sfoi,ﬁ f

A o [A
Date:/’iuﬁﬁ;
%
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A.3 Firewall Configuration Review (by SA)

I have reviewed the firewall configuration from the other KMF and not found any discrepancies or
anything else out of the ordinary.

Enclosed is the configuration extract from the firewail unit.
Alexander Kulik //]
A7

A7

Date: 7 August 2013
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ICANN DNSSEC Script Exception

Abbreviations

TEB = Tamper Evident Bag

HSM = Hardware Security Module
FO = Flash Drive

CA= Ceremony Administrator
W= Internal Witness

SA = System Administrator
S55C= Safe Security Controller

Instructions: Initial each step that has been completed below, e.g., 57% Note time.

Note Exception Time

Activity
1 IW notes date and time of key ceremony exception and signs here; | k/JD

2 | W Describes exception and action below

TCRS ceqnotd TES Conm Laphop 82
be feplaced wilh new TER 1w

Remaved TER A72734410
Added  TER E24C465]

Senad 7207029457

~ End of DNSSEC Script Exception —

version 1.0
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akulik@srx> show configuration | no-more
## Last commit: 2012-02-03 09:41:48 UTC by root
version 10.1R1.8:
system {
host—-name srx;
domain—name ksk.lax.dns.icann.org;
location {
country—-code US;
postal-code 90245;
building Equinix- LA3

floor 1;
rack 1:
¥
ports {
console {
log—-out—-on-disconnect;
type vi100;
¥

root—authentication {

encrypted-password “'FHEHFHHEEREERRBH R TR

SECRET-DATA
h
name-server {
199.4.28.18;
199.4., 28, 28;
s
login {
user akulik {
full-name "Alex Kulik';
uid 2002;
class super-user;
authentication {
encrypted-password
"###################################”- ## SECRET-DATA
}
¥
user reed {
full-name "Reed Quinn'';
uid 2003;
class super-user;
authentication {
encrypted—password
N R ## SECRET-DATA
1
}
}
services;
syslog {
archive size 160k files 3:

#H



}

user x {
any emergency;

I
host 199.4.28.21 {
any any;
match RT_FLOW_SESSION;
log-prefix SRX-KSK-LAX;
}

file messages {
any critical;
authorization info;
¥
file interactive-commands {
interactive-commands error;
¥

source—-address 199.4.28.145;

max—-configurations—on—flash 5;
max—-configuration-rollbacks 20;
archival {

configuration {
transfer-on-commit;
archive-sites {

"scp://srxkskecjr@l99.4.28

.21 /home/srxkskcjr" password

" SRR ## SECRET-DATA

by

urt https://ael.juniper.net/junos/key_retrieval;

}
¥
}
license {
autoupdate {
}
s
ntp {
server 199,4.28.17;
server 199.4,28.27;
source—address 10.4.28.1;
+

interfaces {
interface-range interfaces—-trust {

member ge-0/0/1;
member fe-0/0/2;
member fe-0/0/3;
member fe-0/0/4;
member fe-0/6/5:
member fe-0/0/6;
member fe-0/0/7;
unit 9 {
family ethernet-switching {



vian {
members vian-trust:

¥
}
+
+
ge-0/0/0 {
unit 0 {
family inet {
address 199.4.28.145/26;
¥
¥
1
vlan {
unit @ {
family inet {
address 10.4.28.1/24:
¥
}
}
t
snmp {
community dnss3c {
clients {
18.4.28.253/32;
¥
I
trap-options {
source-address 199.4.28.145;
agent—address outgoing-interface;
}
trap—group kskwest {
categories {
authentication;
link;
routing;
startup;
configuration;
services;
+
targets {
199.4.28.21;
b
¥
}
routing—options {
static {
route 0.0.0.0/0 next-hop 199.4.28.129;
1



security {
ssh-known-hosts {
host 199.4.28.21 {
rsa—key #HHHFHHHHRH TR R

+
¥
nat {
source {
rule-set trust-to—-untrust {
from zone trust;
to zone untrust;
rule source-nat—rulte {
match {
source—-address 0.0.0.0/0;
}
then {
source-nat {
interface;
}
ks
}
¥
¥
}
zones {

security-zone trust {
address—~hook {
address localnet 10.4.28.0/24:
ke

host—inbound-traffic {
system-services {

atl:
}
protocols {
all;
}
¥
interfaces {
vian.@:
}

¥
security-zone untrust {
address-book {
address icanndns 199.4.28.0/22Z;
}

interfaces {
ge—0/0/0.0 {
host-inbound-traffic {
system-services {
ping;



}
¥
policies {
from-zone trust to-zone untrust {
policy trust-to-untrust {
match {
source-address localnet;
destination-address icanndns;
application any;

then {
permit;
log {
session-close;
}
¥
3
hs
}
}
vlans {
vlian-trust {
vlan-id 3:
13—-interface vlan.0;
e
¥

akulik@srx>



