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Abstract

This paper analyzes large-scale, countrywide Internet
content filtering from a technical point of view and
investigates the current situation in the People’s Re-
public of China. Additionally it discusses techniques
to effectively defeat censorship and based on various
tests conducted by the author, comments on their ap-
plicability in the Chinese part of the Internet.

1. Introduction

Nowadays the Internet has become an essential element
of the world’s media landscape and our everyday lives.
Thus for many people sending and receiving emails, chat-
ting with friends, researching information or even pur-
chasing goods is almost as common as watching TV or
listening to the radio. Interestingly without being further
challenged it is generally taken for granted in the West-
ern world that based on human rights, constitutions, le-
gal systems and moral values, access to the Internet is
provided freely, unlimited and most importantly unfil-
tered. But in reality the situation for millions of users
world-wide is completely different: “Chat rooms mon-
itored. Blogs deleted. Websites blocked. Search en-
gines restricted. People imprisoned for simply posting
and sharing information” [1]. In an attempt to create vir-
tual frontiers in cyberspace countries such as China, Viet-
nam, Tunisia, Iran, Saudi Arabia and Syria [1] have in-
stalled a multiplicity of technical and non-technical con-
trols to censor the Internet and prevent their citizens from
accessing or publishing information the government re-
gards as illegal. Therewith these countries are denying
essential human rights to their citizens and specifically
violate article 19 of the Universal Declaration of Human
Rights which states that “everyone has the right to free-
dom of opinion and expression; this right includes free-
dom to hold opinions without interference and to seek,
receive and impart information and ideas through any me-
dia and regardless of frontiers” [2]. In order to gain a fur-
ther understanding of the functionality and the extent of
such censorship, this paper investigates large-scale, coun-
trywide Internet content filtering from a technical point of
view. Therefore at first it discusses various means of fil-
tering a government might enforce to perform censoring.
Next it investigates the current situation of Internet filter-

ing in the People’s Republic of China and presents the im-
plications for Chinese users by providing concrete exam-
ples. Finally this paper particularly highlights techniques
to circumvent Internet censorship focusing on practical
and easy to use solutions that are applicable in China.

2. Filtering techniques
2.1. Introduction

First it must be noted that the rapid advancement of tech-
nology and especially the common availability of high
bandwidth Internet connections, as well as the dynamic
nature of Internet content, pose a severe technological
challenge to anyone trying to countrywide filter and con-
trol access to certain pieces of information. However if
one was to consider a country in which, due to a lack
of legal and moral restrictions, the government would
have unrestricted access and full control over central net-
work infrastructure elements, the state would be able to
observe, analyze and possibly alter all data that is be-
ing transferred unencrypted. Given a tremendous amount
of money, technology, knowledge and human labour, the
government would then be able to perform large-scale In-
ternet content filtering and subsequently control and pre-
vent its citizens from accessing, exchanging or publish-
ing information it regards as illegal. In order to study the
practical implications of such large-scale Internet con-
tent filtering, Dornseif [3] and Clayton [4] analyzed the
blocking of Nazi and pedophile websites in Germany and
England. They identified a variety of techniques operat-
ing at different levels of the Open Systems Interconnec-
tion Reference Model (OSI model) that all vary in terms
of their costs, implementation, granularity and effective-
ness. Therefore the next section introduces the filtering
techniques available at the different levels.

2.2. Network-level filtering

Network-level or packet filtering operates on layer 3 and
4 of the OSI model. Each packet is inspected in real-
time as it passes through the filtering device (e.g. router)
and based on the content of its header the device either
forwards or silently discards the packet. This type of fil-
tering is well-known for a long period of time and is im-
plemented in a majority of the devices available today.



Hence in theory there is no need for providers to pur-
chase additional hardware or introduce new technology
to perform this type of filtering. According to Dornseif,
the downside of network-level filtering is that there is no
way of informing the user about the filtering simply be-
cause the filtering device silently drops the user’s packets.
This also holds true for unintentionally blocked informa-
tion, a phenomenon often referred to as “overblocking” in
which content or services are “not intended to be blocked
but actually are blocked because of the coarse granularity
in IP-filtering” [3]. Dornseif also differentiates between
two different types of network-level filtering techniques
(layer 3 and layer 4 filtering) that both vary in terms of
their “granularity and resource consumption on the filter-
ing device” [3].

2.2.1. Layer 3

The network layer (layer 3) of the OSI model is primar-
ily responsible for logical addressing and routing of data
[5] and contains information (e.g. IP addresses) about
the source and the destination of a packet. By using this
information, one can define rules to block certain pack-
ets based on the embedded source and/or destination ad-
dress and thus prevent any communication to or from a
given host. The following sample rules are typical Ac-
cess Control Lists (ACLs) for Cisco devices [6] that will
deny all TCP and UDP traffic to or from the IP address
(212.58.224.81) associated with the website of the BBC
(www.bbc.co.uk):

deny ip host 212.58.224.81 any
deny ip any host 212.58.224.81

If these rules are added to a central networking device,
there would be no way of accessing the website of the
BBC unless the filtering is somehow circumvented. This
holds also true for any other service listening on that par-
ticular host. The advantage of layer 3 filtering is that, in
theory, processing such rules requires only minimal re-
sources on any networking device [3] and can be done
very efficiently. However, in practice, given the vitality
of IP addresses and websites these rulesets often tend to
become very large in size and cause a huge performance
loss. Additionally managing, distributing and synchro-
nizing them among all network devices involved is an-
other difficult challenge for the operator of the network
infrastructure. Lastly due to the lack of granularity in the
filtering mechanism itself, layer 3 filtering does not pro-
vide a way of limiting the blocking to a specific service or
port. Consequently the filtering might be too broad and
may unintentionally block access to a particular host or
service (overblocking).

2.2.2. Layer4

Layer 4 (transport layer) is “primarily responsible for the
formatting and handling of the transport of data in a trans-

parent manner” [5]. It provides “reliable and accurate de-
livery of the data to the next layer” [5] and uses protocols
such as TCP, UDP as well as ICMP. The TCP and UDP
protocols both include information (i.e. a port number)
about the type of service (e.g. port 80 for HTTP) a packet
was most likely generated by or is destined for. Together
with the source and destination addresses of a packet, this
application-specific information provides a finer distinc-
tion and division of network traffic when compared with
layer 3. An example of layer 4 filtering in Cisco-syntax
[6] would be:

deny tcp any host 213.133.109.150 eg 25

In this example, traffic from any host with any source
port to destination port 25 (SMTP) on 213.133.109.150
is denied. If such a rule is deployed, any host affected
by this filtering would be unable to communicate with
host 213.133.109.150 on port 25 (i.e. send an email to
that host). Although layer 4 filtering offers greater flex-
ibility and precision in terms of the scope of the filter-
ing, it may also block access to resources it should not
block (overblocking). For instance Dornseif [3] mentions
the HTTP protocol in which one server with a single IP
address may host several (up to hundreds or thousands)
other websites (so-called “name virtual hosting”). Hence
if access to the web server is blocked, then access to all
other websites that are hosted on the same server is also
blocked.

2.3. Application-level filtering

Unlike network-level filtering, application-level filtering
is applied at layer 7 (application layer) of the OSI model.
Therefore it is possible to inspect and analyze the pay-
load or content of a packet and hence “perform the most
detailed inspection on data before making a filtering de-
cision” [5]. This allows the filtering to be applied at the
protocol rather than at the network level and hence pro-
vides a greater granularity in terms of the filtering. Ad-
ditionally unlike network-level filtering, application-level
filtering often provides ways of informing the user about
the filtering. However as each packet has to be inspected,
analyzed and possibly executed or sometimes even re-
assembled, application-level filtering cannot be done in
real-time and especially in high-bandwidth environments
requires an enormous amount of highly expensive tech-
nical equipment in order to remain practicable. Further-
more if an appropriately encrypted protocol such as Se-
cure Socket Layer (SSL) or Secure Shell (SSH) is used,
application-level filtering becomes mostly impossible as
the payload of the transferred network traffic is encrypted
and thus cannot be inspected anymore.

2.3.1. Proxies

Application proxy firewalls (often simply referred to as
“proxies” or “proxy servers”’) operate at the application



layer of the OSI model and “act as intermediary by lit-
erally intercepting and responding to requests between
hosts” [5]. Therefore they operate by interposing them-
selves “in the middle of the application protocol and in-
terpreting it while applying security controls to the ap-
plication commands and data, where appropriate” [7].
An application-level proxy “as part of its normal oper-
ation executes the protocol. Instead of having to follow
along and try to figure out what the application protocol
is doing, the proxy is the application protocol: protocol
anomalies represent error conditions that the proxy de-
tects” [7]. Consequently an application proxy firewall
allows for the inspection and classification of network
traffic into allowed and disallowed (or malicious/non-
malicious) data and provides filtering mechanisms based
on this classification. As such, an application proxy fire-
wall is, for instance, able to differentiate between “nor-
mal” HTTP traffic and HTTP traffic generated by a net-
work worm such as CodeRed or Nimda and apply the fil-
tering accordingly. Unfortunately this flexibility leads to
“higher hardware requirements (generally needing faster
processors and more memory) as well as higher develop-
ment costs” [3] and causes a huge negative performance
impact as application proxies “spend more time process-
ing the packet, which results in increased latency in the
delivery of data” [3] when compared with the aforemen-
tioned network-level filtering. Furthermore, in order to
be most effective, an application-level proxy needs to
fully understand each protocol it is to decode and analyze.
Therefore it requires filters for each protocol it needs to
analyze but “most proxies can handle only a relatively
small number of applications. This limitation means that
the other applications are not permitted, or that you have
to use a generic service proxy (which may not provide
the required functionality), or that the proxy handles the
additional traffic as a packet-filtering firewall (making the
firewall a hybrid application proxy firewall)” [5].

2.3.2. Deep Packet Inspection

Another technique to perform content filtering at the ap-
plication level is to use “deep packet inspection”. Deep
packet inspection refers to “the capabilities of a firewall
or an Intrusion Detection System (IDS) to look within
the application payload of a packet or traffic stream and
make decisions on the significance of that data based on
the content of that data” [7]. Therefore in order to ap-
ply on-the-fly filtering “deep packet inspection typically
includes a combination of signature-matching technol-
ogy along with heuristic analysis” [5]. However unlike
application-level proxies the actual protocol is never exe-
cuted in deep packet inspection. Initially used as a tech-
nology to detect and defend against known and unknown
network-based attacks, deep packet inspection is also a
suitable technique for performing content filtering if an
appropriate set of signatures and keywords is employed.

2.3.3. DNS manipulations

The Domain Name System (DNS) is a globally de-
ployed hierarchical database to resolve hostnames (e.g.
www.dcu.ie) into the corresponding IP addresses (e.g.
136.206.1.2). Although it was never intended to be used
as a filtering mechanism, it nowadays “seems to be the
preferred way of blocking” [3] due to the simplicity and
yet effectiveness in which manipulations can be done.
A popular example of state-decreed DNS manipulations
was a blocking order published in February 2002 by the
district government of North Rhine-Westphalia in Ger-
many which forced 78 providers to block access to two
Nazi-related websites hosted in the United States. Dorn-
seif was the first to study this order in 2003 and identified
six techniques for performing DNS tampering [3]:

e Refused: The easiest way to stop users from con-
necting to a certain host is to simply refuse to re-
solve that given domain. Therefore the DNS stan-
dard defines the reply “REFUSED” which means
that “the name server refuses to perform the spec-
ified operation for policy reasons” [3]. Conse-
quently this is likely to cause a “host not found”
or “connection refused” error message.

e Nxdomain: A manipulation in which the exis-
tence of a particular domain is denied (“NXDO-
MAIN, non-existing domain”) by the recursive
DNS server of the provider. To invalidate a do-
main, the provider has to pretend to be authori-
tative for that domain and hence breach the DNS
standard. For the user this forgery will also cause
a “host not found” error message and will prevent
the user from connecting to the target host.

e Name hijacking: Refers to a deliberate modifica-
tion in which the user’s request to resolve a certain
domain is answered with bogus data. This will typ-
ically result in the user being unintentionally redi-
rected (“hijacked”) to another site.

e Name invalidation: A technique similar to “name
hijacking” in which resolving a domain results in
invalid rather than bogus replies. This will cause a
“could not connect” error message. Dornseif refers
to this method as “name astrayment”.

e Silence: Another way of refusing to resolve a par-
ticular domain is silently not to respond to such a
request at all. This will result in a delay or even
a timeout and will eventually cause a “host not
found” error.

e Provoked server failures: This type of tampering
will cause a server-generated error message to be
send to any client trying to resolve a certain do-
main. Hence the user will experience some sort of



error message (e.g. “could not connect”) and will
be unable to resolve or connect to the destination
domain.

Although trivial to circumvent, these six techniques will
typically prevent non-experienced users from resolving a
particular domain and thus from connecting to a target
host. Interestingly at the time of writing the aforemen-
tioned blocking order is still active and will prevent peo-
ple using a provider based in North Rhine-Westphalia,
Germany from successfully resolving a small number of
domains. For example, trying to resolve the Nazi-related
website www.stormfront.org with the local provider ISIS
Multimedia Net will cause name invalidation as described
above:

# host www.stormfront.org dnsl.isis.de
Using domain server:

Name: dnsl.isis.de

Address: 145.253.2.80#53

Aliases:

www.stormfront.org has address 127.0.0.

Here the name server of the local provider resolves the
domain www.stormfront.org to the IP address 127.0.0.1
(localhost). This is a generic address and refers to each
computer’s own loopback network interface. Hence a
connection attempt to this host will fail with a “could not
connect” error message.

3. Filtering by example: China
3.1. Introduction

According to official statistics published by the Chinese
government [8], the number of Internet users in China
has grown dramatically over the last couple of years and
reached an estimated size of approximately 123 million
in June 2006. Therewith the communist country has got
the world’s second largest number of Internet users and
is only outbalanced by the United States of America. Al-
though the degree of reliance of such statistics is ques-
tionable, these figures are still very impressive given they
are equivalent to just 9-10% of China’s entire population
and subject to growth of about 18-20% per year. There-
fore from a technical and non-technical point of view
it is incredible to believe that the Chinese government
operates “the most extensive, technologically sophisti-
cated, and broad-reaching system of Internet filtering in
the world” [9] and effectively manages to prevent Chi-
nese users from accessing or publishing information it re-
gards as bad, critical, subversive or illegal. Forbidden and
thus blocked information are including but not limited to
[10]

e Any information contradicting the constitution of
the People’s Republic of China.

e Any information disclosing state secrets, violating
national security, subverting the government or de-
stroying the unity of the country.

Any information damaging the honour and the in-
terests of the state.

Any information disturbing social order or under-
mining social stability.

e Any information spreading or instigating lewdness,
pornography, gambling, violence, murder or terror.

This leads to a situation in which for instance “Chi-
nese citizens seeking access to Web sites containing
content related to Taiwanese and Tibetan independence,
Falun Gong, the Dalai Lama, the Tiananmen Square in-
cident, opposition political parties, or a variety of anti-
Communist movements will frequently find themselves
blocked” [9]. Resistance against this filtering or pub-
lishing forbidden information is severely punished by the
Chinese government and according to Reporters Without
Frontiers [11] has already led to the imprisonment of at
least 50 Chinese individuals since 1999. For example the
cyber-dissident Li Jianping (40) is currently on trial on
a charge of “inciting the subversion of state sovereignty”
by publishing critical articles and comments on foreign
websites. If convicted, he will have to face an impris-
onment of 15-years [12] in China. Technically the cen-
sorship is believed to be mainly build on technology pro-
vided by well-known Western companies such as Cisco
or Juniper Networks [13] and “comprises multiple levels
of legal regulation and technical control. It involves nu-
merous state agencies and thousands of public and private
personnel” [9]. Interestingly “unlike the filtering systems
in many other countries, China’s filtering regime appears
to be carried out at various control points and also to be
dynamic, changing along a variety of axes over time. This
combination of factors leads to a great deal of supposition
as to how and why China filters the Internet. These com-
plexities also make it very difficult to render a clear and
accurate picture of Internet filtering in China at any given
moment” [9]. Thus in order to study the implications and
extent of this filtering in a real-world environment, the
author rented a dedicated server from a Chinese hosting
company for a period of four weeks in July/August 2006.
This Linux-based server was located in Shanghai where
it was directly connected to the backbone of China Tele-
com, the largest Internet Service Provider (ISP) in China.
The next sections provide a brief snap-shot of the impli-
cations of Internet filtering in China as experienced by
the author.

3.2. The Domain Name System

As mentioned before, manipulations of the Domain
Name System (DNS) are probably one of the most eas-
iest, fastest and yet effective methods to prevent users



from accessing particular websites. Thus in order to dis-
cover whether this type of manipulation is used by the
Chinese government at all, 50 sample domains were re-
solved simultaneously in an automated manner on both
a Chinese and a German server. The results of these
tests were then compared with each other to discover any
discrepancies and possible manipulations. The sample
dataset contained the addresses of well-known political
or religious organizations as well as television channels,
newspapers and other popular domains which have been
reported to be blocked in China [9] or which are very
likely to be blocked due to their content. For instance
among the tested domain names were:

Domain Description Result

www.falundafa.org Spiritual movement | SERVFAIL
www.amnesty.org Human rights org. SERVFAIL
www.bbc.co.uk Television channel SERVFAIL

www.wikipedia.org Online encyclopedia | SERVFAIL
www.cnn.com Television channel SERVFAIL
www.greenpeace.org | Non-profit organis. SERVFAIL
WWW.ZOV.tw Taiwanese governm. | Timeout
www.worldpress.org | News Timeout

Although all domains were successfully resolved by the
German server, it was found that more than 20% of the
tested domains either caused a “SERVFAIL” or time-
out error when being resolved on the server located in
China. Hence given the nature of the blocked domains
(e.g. BBC, Falun Dafa/Falun Gong, Free Tibet Cam-
paign, Amnesty International), it appears that the Chinese
government employs DNS manipulations to prevent users
from accessing certain websites.

3.3. Search engines

Search engines are largely responsible for the variety and
amount of information available to the users about a par-
ticular topic. Consequently if search engines are sys-
tematically manipulated to hide or even alter certain re-
sults, they would be the perfect instrument for censor-
ship and enable an adversary to easily dictate the way
users experience the web. In August 2006 the organi-
zation Human Rights Watch (HRW) published a paper
[13] describing the involvement of multinational compa-
nies such as Google, Yahoo and Microsoft in assisting
the Chinese government and their attempts to censor the
Internet by manipulating major search engines. The doc-
ument highlights two different ways in which the search
results tend to be falsified in China:

1. Website de-listing: A manipulation in which an
undesirable website is deliberately removed (de-
listed) from the list of search results.

2. Keyword censorship: A technique that prevents
users from searching for specific keywords.

In order to identify the degree of the manipulations, Hu-
man Rights Watch performed sample searches for 25

sensitive and non-sensitive terms on the Chinese vari-
ants of Google (www.google.cn), Yahoo (cn.yahoo.com)
and MSN (search.msn.com.cn) as well as on Baidu
(www.baidu.cn), the leading domestic search engine in
China. Afterwards the search results were compared with
the U.S.-based counterparts of the search engines. The
tests revealed that depending on the search terms used, all
search engines in China are subject to filtering. These re-
sults are identical to independent experiments conducted
by the author. However it must be noted that generally
speaking “Chinese Internet users have access to signif-
icantly more information with Google.cn and the cen-
sored MSN operating in China. However, it appears that
Yahoo! is censored at approximately the same level as
Baidu, the domestic search engine leader” [13]. Fur-
thermore the organization discovered that unlike Baidu,
Google, MSN and Yahoo China will notify users in dif-
ferent ways if information has been censored. Conse-
quently it appears that users in China are required to use
some method of circumvention in order to get unfiltered
search results.

3.4. Web browsing

Browsing the web is probably one of the major activi-
ties when using the Internet. Unfortunately in China it
is also the quickest and yet most disturbing way of ex-
periencing censorship. In addition to the aforementioned
manipulations of the Domain Name System and popular
search engines, the Chinese government also monitors all
web browsing activities of their users. As Clayton dis-
covered, the censoring works by inspecting web traffic
for certain keywords (e.g. Falun Gong, Tibet, Taiwan)
and once such a keyword has been identified, deliberately
breaking the connection between the client and the server
by sending forged RST packets to both endpoints. Addi-
tionally “once blocking has begun, it will remain in place
for many minutes and further attempts by the same client
to fetch material from the same website will immediately
be disallowed by the injection of further forged resets”
[14]. These results are equivalent to the author’s impres-
sions of browsing the web in China. It was found that
websites such as www.amnesty.org are inaccessible.

4. Circumventing the filtering
4.1. Introduction

Circumventing or even attempting to circumvent Inter-
net censorship is likely to infringe a countries law. Thus
in order to avoid detection and ultimately legal conse-
quences for the individuals involved, all circumvention
techniques presented in this paper (and in fact any way of
circumvention) should only be exercised with high cau-
tion. With that being said, the first step to circumvent
large-scale Internet filtering is to attempt to identify the
kind of filtering (e.g. DNS tampering) that is being em-



ployed by an adversary. Although the filtering is typically
a black box at first sight, there are still a number of tests
one could perform to make an educated guess of the fil-
tering mode of operation. These tests are including but
not limited to

1. Attempting to access information, services and
websites that are likely to be blocked and studying
the results.

2. Generating arbitrary TCP/IP packets with payloads
possibly subject to censorship to enumerate the
magnitude and strictness of the filtering.

3. Performing various DNS queries on local as well as
multiple, randomly distributed public DNS servers
from different countries and comparing the results.

If used in combination with a network sniffer such as
Wireshark (formerly known as Ethereal) or tcpdump,
these tests will most likely provide an individual with a
high level of technical knowledge with basic information
about the functionality and the magnitude of the filter-
ing. Furthermore one could record and analyze all locally
generated and received network traffic and try to identify
inconsistencies (e.g. forged RST packets) within the traf-
fic that are possibly caused by an intermediate filtering
mechanism. Once sufficient information about the filter-
ing has been gathered, one may choose an appropriate
circumvention technique which is most likely to defeat
the filtering mechanism in place. A relatively complete
list and description of suitable techniques was published
as part of a guide for bloggers and cyber-dissidents by
the organization Reporters Without Borders [15]. Vari-
ous other sources are also dedicated to bypassing Internet
filtering [16]. However as the guide correctly mentions,
there are also a number of disadvantages and risks as-
sociated with the majority of circumvention techniques
including

e Primary point of Internet access: Depending on
the nature of the primary point of Internet access
(e.g. private computer, public computer in Inter-
net cafe etc.), an individual may regardless of his
level of technical knowledge be unable to use cer-
tain circumvention techniques simply because he
is unable to install a particular piece of software or
change the computer’s settings in such a way that a
filtering could be bypassed. Additionally depend-
ing on the type of service (e.g. instant messaging or
Voice over IP communication) a user wants to use,
he may be unable to bypass the filtering system as
the required software product does not support al-
ternative, non-standard configurations.

e Level of technical expertise: Generally speaking,
users with a higher level of technical expertise are
more likely to be able to circumvent a particular

filtering mechanism. Additionally these kinds of
users tend to have access to a greater number of
circumvention techniques often involving the use
of cryptography and special software or servers.
Contrary inexperienced and non-technical users are
typically limited to a few easy-to-use and well-
known techniques that are unlikely to fully circum-
vent a countrywide filtering mechanism. Conse-
quently the level of technical expertise a user pos-
sesses is vital for his success rate.

e Privacy and anonymity: Although some circum-
vention methods enhance a user’s level of privacy
and anonymity, they mostly do not provide perfect
privacy or anonymity. Thus if a user was to reach a
very high level of privacy and anonymity, he has to
use a combination of various circumvention tech-
niques and must also possess a high level of tech-
nical knowledge.

e Availability of trusted remote systems: If a user has
access to a trusted computer system which is pos-
sibly located in a different country and thus unaf-
fected by any filtering mechanism, he may use that
system as a gateway to freely access any piece of
information. Furthermore the use of strong encryp-
tion will prevent an adversary from observing the
actions of an individual in any great detail. Unfor-
tunately this is an option which is typically only
available to a very small number of users. Hence
the majority of users are limited to using publicly
accessible servers which can easily be blocked by
the operator of the filtering.

e Expected penalty and enforcement: Breaking a fil-
tering system may put an individual’s personal se-
curity at stake. Therefore if the enforcement of the
filtering and the expected penalties are very strict,
an individual must use particular caution when try-
ing to bypass a filtering. In addition he must ensure
to use a system which is secure and also provides
the highest level of privacy as well as anonymity.

With these risks and disadvantages in mind, the following
section presents and discusses some of the most popular
techniques for circumventing Internet censorship. Addi-
tionally as each technique was thoroughly tested by the
author on the aforementioned server, this section also
comments on the applicability in the People’s Republic
of China.

4.2. The Clayton method

In June 2006 Richard Clayton, Steven Murdoch and
Robert Watson published the first in-depth analysis of
the mode of operation of the ”Great Firewall of China”
[14]. They discovered that the censorship employed by
the Chinese government partially works ”by inspecting



TCP packets for keywords that are to be blocked. If
the keyword is present, TCP reset packets (viz: with the
RST flag set) are sent to both endpoints of the connec-
tion, which then close”. Interestingly, the original pack-
ets are not modified by this filtering and will pass the
censorship unaltered. Hence the authors conclude that
”if the endpoints completely ignore the firewall’s resets,
then the connection will proceed unhindered”. Therefore
they give the example of a Linux-based system in which
a firewall rule such as

# iptables -A INPUT -p tcp —--tcp-flags
RST RST -7j DROP

will discard all packets with the RST flag set. This will
lead to a situation in which the censoring is completely
ineffective and in fact circumvented if such a rule is de-
ployed on both ends of a communication channel. How-
ever it should be noted that their method also has a num-
ber of disadvantages limiting or even hindering the appli-
cation of this technique in many situations:

1. In order to use this method one needs to have full
control of both endpoints (i.e. client and server)
of the connection to fully ignore TCP reset pack-
ets on either side. In reality having full control of
these two endpoints is rarely the case as the user is
usually only controlling the client but not a given
remote server. If a user possesses full control of a
client and a remote server, there are more effective
ways (e.g. use of strong encryption, covert chan-
nels) of circumventing the censorship than simply
ignoring TCP reset packets.

2. Even if an end-user has full control over one end-
point of the connection, he may often due to a
lack of knowledge or architectural circumstances
beyond his control, be unable to change the mode
of operation of the network stack of his operating
system.

3. The Internet standard document RFC 793 mentions
that “as a general rule, reset (RST) must be sent
whenever a segment arrives which apparently is
not intended for the current connection” and lists
a number of rules for RST generation and process-
ing [17]. The document also specifies scenarios in
which these types of packets must be used. Ignor-
ing RST packets hence violates the defined stan-
dard and may cause communication problems.

In summary, it is undeniable that the aforementioned
technique is a simple but yet very effective way of cir-
cumventing the way the Chinese censorship currently
works. However Clayton’s technique is not generic and
as the censoring may be subject to change, his method
may fail in the future. In addition, although it may render
the blocking mechanism useless, it does not prevent the

Chinese government from observing the communication
between two parties. Thus the government might install
other means (e.g. network-level filtering) to stop and pre-
vent two parties from communicating with each other.

4.3. Alternative DNS servers

Given a situation in which a user’s DNS server is sub-
ject to forgery, the easiest way to defeat these manipu-
lations is to continuously use a publicly accessible DNS
server which has not been tampered with. Consequently
the user must not utilize the DNS servers he has been
automatically assigned with by his provider but modify
his network configuration to explicitly use external ones
only which are not subject to tampering. A list of such
alternative DNS servers can be obtained online, however
it should be noted that due to security reasons some of
these servers might refuse to answer queries from arbi-
trary clients or resolve a domain which they are not au-
thoritative for. Once publicly accessible, unaltered DNS
servers such as 213.133.99.99 or 213.133.100.100 have
been identified, DNS tampering should no longer affect
the user. Certainly if a provider also employs network-
level filtering to prevent a user from querying alternative
DNS servers, the user will have to use a more sophisti-
cated method (e.g. tunneling) to successfully circumvent
DNS tampering. In the People’s Republic of China one
simply has to exclusively use an unfiltered, foreign DNS
server to defeat the manipulations at the DNS level and
to successfully resolve domains (e.g. www.cnn.com) that
are blocked by the national DNS servers. However as the
government also employs additional means of filtering,
these domains still remain inaccessible although they are
being correctly resolved.

4.4. Alternative proxy servers

The use of an alternative proxy server is probably one
of the simplest methods to circumvent loosely enforced
censoring and enables even mostly unexperienced users
to gain access to previously censored information. Ac-
cording to the aforementioned guide published by the or-
ganization Reporters Without Borders [15] there are in
principle two different kinds of proxies:

e Web-based proxies
e Non web-based proxies

The first kind of proxy refers to a browser-based solu-
tion in which ad-featured access to other websites is pro-
vided. It can be used by simply accessing websites such
as megaproxy.com offering this type of service and thus
does not require altering the local browser settings. Con-
trary a non web-based proxy refers to a stand-alone web
caching server which is freely accessible by the general
public. In order to use a non web-based proxy one has to
change his current browser settings and specify the proxy.



A frequently updated list of web-based and non web-
based proxies can be found online. However as the com-
munication with the proxy server is often not encrypted,
an adversary may detect these circumvention attempts
and hence block access to the proxy (e.g. using network-
level filtering). Thus one should frequently switch prox-
ies or chain them to cover their tracks. If access to all
well-known proxies is forbidden, other and more sophis-
ticated ways of circumvention (e.g. tunneling) must be
deployed.

4.5. Tunneling

Tunneling refers to the process of encapsulating one pro-
tocol or a multiple of protocols inside another (often re-
ferred to as “transport protocol”). Depending on the na-
ture of the transport protocol this encapsulation may or
may not be transparent to the end-user and thus require
changes to the system or application configuration. Fur-
thermore if the transport protocol is using encryption,
then the tunneled communication is also confidential un-
til it reaches the end-point of the tunnel. However many
tunneling protocols do not support encryption and hence
transfer the tunneled data in plaintext unless the tunneled
protocol itself is encrypted at the application layer. Typi-
cally tunneling is used in situations in which a tech-savvy
user is experiencing severe limitations of the type or num-
ber of protocols that he successfully can use in a network
environment to connect to a particular remote host or the
Internet. If a user is for instance facing a network setup
in which for whatever reason TCP and UDP connections
are filtered, he may use the ICMP protocol as a transport
medium to tunnel his entire network traffic to the outside
world and hence bypass any filtering employed by the
operator of the network. Beside such a transport proto-
col the user is also required to have secure and preferably
privileged access to a remote system which can be used
as the communication end-point of any tunnel. Thus the
remote system must ideally not be subject to any filter-
ing and allow the user to install as well as run additional
pieces of networking software. If access to such a sys-
tem is unavailable, one may purchase (shell) access from
a provider ideally operating in a foreign country or try to
use a provider such as Super Dimension Fortress (SDF)
or ShellsNet that offers shell accounts for free.

4.5.1. ICMP tunneling

The Internet Control Message Protocol (ICMP) is used to
“provide information about routing failures and to report
about delivery error, congestion delays and other condi-
tions on the network” [5]. Thus as mentioned above, the
use of ICMP as a tunneling mechanism is one way to
bypass TCP and UDP-based filtering because it is less
likely to be subject to filtering. But like any other type
of tunnel, an ICMP-based tunnel also requires the user to

have access to a remote host which is unaffected by the
filtering. Additionally one has to use a special piece of
software such as “ptunnel” (ping tunnel) or “ICMPTX”
(IP-over-ICMP) which are both freely available online.
Ptunnel written by Daniel Stgdle is an application to “to
reliably tunnel TCP connections to a remote host using
ICMP echo request and reply packets, commonly known
as ping requests and replies” [18]. The software works
by tunneling TCP connections over ICMP packets and
sending these packets from the client to an intermediate
host (called “proxy”) which then opens a TCP connec-
tion to a previously defined remote server. Once the re-
ply from the remote server comes in over TCP, the proxy
converts the data back to ICMP echo replies and sends
them on to the client that requested the connection. The
mode of operation of ICMPTX is very similar but un-
like ptunnel it does not tunnel TCP but complete IP con-
nections. When being tested in China it was discovered
that in general ICMP tunneling works fine and both of
the aforementioned products can be used to successfully
establish a tunnel with an intermediate host in Germany
and thus freely communicate with any other host on the
web. However with ptunnel it was found that the soft-
ware resolves any target on the client rather than on the
intermediate gateway. Thus it is vulnerable to DNS ma-
nipulations and does by default not provide a way to fully
bypass the filtering. Only when being used in combina-
tion with foreign, unfiltered DNS servers it was discov-
ered that ptunnel can be used to effectively bypass the
Internet censorship in China. ICMPTX is not affected by
this problem because it does not rely on the local DNS
configuration.

4.5.2. SSH tunneling

The Secure Shell (SSH) is an application layer proto-
col based on public-key cryptography. In summary it
provides “a powerful, convenient approach to protecting
communications on a computer network. Through secure
authentication and encryption technologies, SSH sup-
ports secure remote logins, secure remote command exe-
cution, secure file transfers, access control, TCP/IP port
forwarding, and other important features” [19]. These
advanced features of SSH such as port or X forwarding
will enable a user to securely and reliably bypass any
filtering. Thereby port forwarding refers to a transpar-
ent technique in which “insecure protocols running over
TCP can be made secure by forwarding the connections
through SSH” [19]. However like virtually all tunnel-
ing mechanisms, SSH tunneling also requires a user to
have access to a remote computer system which is unaf-
fected by any filtering and can be used as the end-point
of the tunnel. Then in order to bypass a censorship, one
may establish a cryptographically secure tunnel to a re-
mote system via SSH and forward a local port to a HTTP
proxy server running on the same or even a different re-



mote host. Additionally by altering the browser configu-
ration to exclusively send all data to the SSH tunnel lis-
tening on the local system, every request will be trans-
ferred encrypted to the remote proxy, serviced and then
confidentially transferred back to the requesting client. In
addition once the SSH tunnel has been established, DNS
queries are only performed by the remote system. Thus
the user will not be affected by possible manipulations of
local DNS servers. Instead one can securely and reliably
access any website which was previously blocked by an
adversary and in fact, use SSH to securely tunnel almost
any protocol running over TCP. The other way of for-
warding is called “X forwarding”. X is the most popular
window system for Linux/Unix systems and can be used
to run X applications remotely. These applications can
then display their windows locally or vice versa, run lo-
cally and have their display exported remotely. In X for-
warding, SSH secures the underlying X protocol by tun-
neling its communication and therewith enabling a user
to securely run remote X application (e.g. a browser) on
a local display (or vice versa) [19]. In the Chinese part
of the Internet it was discovered that the use of SSH is
not prevented by any means. Accordingly if SSH ac-
cess to an unfiltered, remote system is available, port
and X forwarding are both suitable techniques to com-
pletely and securely bypass the filtering of TCP connec-
tions performed by the Chinese government. Thus web-
sites such as www.worldpress.org can be accessed with-
out any problems. Given the strong cryptography used by
SSH as well as its technical level of sophistication, this
tends to be a preferable way of circumvention in China.

4.5.3. SSL tunneling

When people think about the Secure Socket Layer (SSL)
protocol they mostly refer to HTTPS which is the secure
transport of HTTP over SSL/TLS. However in reality the
SSL protocol is not specific to HTTP at all and in fact
“is an authentication and encryption technique providing
security services to TCP clients by the way of a Berkeley
sockets-style APL. It was initially developed by Netscape
Communications Corporation to secure the HTTP pro-
tocol between web clients and servers, and that is still is
primary use, though nothing about it is specific to HTTP”
[5]. Consequently SSL can also be used to securely tun-
nel other protocols or even build the foundation of a Vir-
tual Private Network (VPN). In order to use such a SSL-
based VPN to bypass Internet censoring, one again needs
access to a remote host which is unaffected by the filter-
ing. Furthermore one is required to install an additional
piece of software such as OpenVPN on both ends which
is used to establish and manage the tunnel. This free piece
of software “is a full-featured SSL VPN solution which
can accommodate a wide range of configurations, includ-
ing remote access, site-to-site VPNs, WiFi security, and
enterprise-scale remote access solutions with load bal-

ancing, failover, and fine-grained access-controls” [20].
The author discovered that OpenVPN can be used to suc-
cessfully establish a SSL-based tunnel between China
and Germany and hence build a cryptographically secure
way of fully bypassing the Chinese censorship.

4.5.4. Other ways of tunneling

In principle, given enough creativity and knowledge, al-
most every network or application protocol can be used
to transport another and build a tunnel. However in re-
ality the selection of the protocol to use largely depends
on environmental circumstances that are often beyond the
user’s control (e.g. network or firewall setup). Thus in
order to successfully bypass a filtering mechanism such
as a firewall or countrywide censorship, one must choose
an appropriate and sometimes even exotic way to tunnel
through an adversarial network. In addition to the pro-
tocols mentioned above, DNS tunneling as implemented
by tools such as NSTX or OzymanDNS, provides for
instance one way of tunneling all IP traffic through a
network in which only DNS queries and replies are al-
lowed (e.g. public wifi hotspots). Furthermore if an
Internet connection is restricted by a proxy server, one
may use software like httptunnel to dispose HTTP re-
quests to bypass a filtering and connect to a computer
outside of the local network. Other and more exotic ways
of tunneling are including but not limited to ACK- [21]
or steganography-based solutions [22], receiving blocked
web pages via email or using online translators as a gate-
way to access blocked information [23]. Finally one
could use decentralized peer-to-peer (P2P) software such
as The Onion Router (TOR) or Freenet that are dedi-
cated to anonymize “web browsing and publishing, in-
stant messaging, IRC, SSH, and other applications that
use the TCP protocol” [24] to defeat censoring.

5. Conclusion

Generously supported by Western companies such as
Cisco, Google, Microsoft or Yahoo, the Chinese govern-
ment operates the world’s most sophisticated and com-
prehensive Internet censoring system. Experiments con-
ducted by the author as well as various papers published
by international researchers indicate that the extent of this
filtering truly is massive and pervasive. It prevents Chi-
nese users by a multitude of non-transparent, technical
and non-technical means from accessing or publishing in-
formation the government defines as illicit. Considering
the enormous number of Chinese users and the general
availability of high-speed Internet connections, the level
of perfection of the censorship is surely frightening. In
order to maintain such a high level of control in the fu-
ture, the Chinese government will have to continuously
invest a huge amount of money to try and keep up with
technological advancement as well as with the rapidly



growing number of Internet users in China. This paper
investigated a number of techniques that can be used to
effectively bypass the filtering if a number of prerequi-
sites are fulfilled. Unfortunately most of the circumven-
tion methods available today are far too complicated for
the average user and thus are more likely to be used by
tech-savvy users or geeks only. Consequently new and
alternative solutions (e.g. browsers with built-in support
for TOR or other anonymizers) must be developed to en-
able even the average (Chinese) user to easily circumvent
Internet censorship and freely access any piece of infor-
mation. Censorship is futile!
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