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ABSTRACT

Identifying VPN servers is a crucial task in various situations, such
as geo-fraud detection, bot traffic analysis and network attack iden-
tification. Although numerous studies that focus on network traffic
detection have achieved excellent performance in closed-world sce-
narios, particularly those methods based on deep learning, they
may exhibit significant performance degradation due to changes
in network environment. To mitigate this issue, a few studies have
attempted to use methods based on active probing to detect VPN
servers. However, these methods still have two limitations. They
cannot handle situations without probing responses and are limited
in applicability due to their focus on specific VPNs. In this work,
we propose VPNChecker, which utilizes the graph-represented be-
haviors to detect VPN servers in real-world scenarios. VPNChecker
outperforms existing methods in four offline datasets. The results
from our datasets, containing multiple different VPN, indicate that
VPNChecker has better applicability. Furthermore, we deploy VP-
NChecker in an Internet Service Provider’s (ISP) environment to
evaluate its effectiveness. The results show that VPNChecker can
improve the coverage of sophisticated detection engines and serve
as a complement to existing methods.
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1 INTRODUCTION

Due to the growing demand for privacy protection, VPN have
become increasingly popular tool [9]. Specifically, VPN can encrypt
clients’ network traffic and even hide clients’ identities to ensure
communication security. However, VPN may also be exploited to
conduct geo-fraud, network attacks, malicious crawling, among
other abusive situations [16, 17, 35, 38]. For example, a website
may identify an incoming IP address as located in Los Angeles,
while the client behind this IP may actually be located in New
York. Many websites (e.g., Netflix, ChatGPT) restrict incoming IPs
to protect their commercial interests. Nevertheless, VPN can help
clients bypass these copyright protection strategies. Consequently,
detecting VPN servers to prevent abusive activities is necessary.

In the field of VPN servers detection, much research focuses
on network traffic detection [45, 50, 51]. Benefiting from advances
in artificial intelligence technology, many researchers utilize ma-
chine learning and deep learning algorithms to identify anonymous
servers from network traffic. In particular, those deep learning-
based methods exhibit high performance in lab environments. How-
ever, Xie et al. [44] demonstrate that many deep learning-based
methods might exhibit significant performance degradation when
the network environment differs from the training scenarios. Their
experiments indicate that some methods achieve an F1-score higher
than 0.99 in the training environment, but the F1-score can fall be-
low 0.40 in other testing situations. The sophisticated real-world
network environment [5, 30, 34, 48, 49] may contain packet loss,
network delay, partial network failures, and network updates. All
of these network phenomena could alter traffic features, resulting
in performance degradation for these traffic-based methods. The
significant performance loss caused by the network environment
inspires us to explore a method that does not rely on any network
traffic payload information.
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Figure 1: Active Probing Illustration

Recently, several works [12, 27, 47] have begun to detect VPN
servers based on active probing, which is unaffected by the testing
network environment. Specifically, researchers send probes to a
target server and determine whether it is a VPN server based on the
response information. Owing to different configuration strategies,
responses from VPN servers and normal servers may be different.
For instance, a normal server might return error information and
close the connection after receiving an unexpected request packet,
while VPN servers may remain silent until timeout, as shown in
Figure 1. While previous methods based on active probing have
promoted the development of VPN servers detection, they still
exhibit two critical limitations: i) We discover that 16.44% of servers
in our dataset do not respond with any information, and previous
works cannot handle this situation. ii) They only focus on certain
specific VPNs, which may lead to performance degradation when
their methods are applied to other VPNs.

To overcome these limitations, we utilize graph-represented be-
haviors to detect VPN servers. Our design is based on the following
considerations: i) Compared to VPN servers, normal servers are
accessed by numerous clients and typically exhibit a more sophis-
ticated connection relationship. We construct a communication
graph to capture servers’ connection behaviors. This graph relies
on communication information and can detect VPN servers that
lack probing response information. ii) A client might access multi-
ple VPN servers in a short time, and these servers may share the
same configuration strategy and show similar probing responses.
We construct a probing graph based on this phenomenon and uti-
lize some new features related to probing response behaviors to
capture the general characteristics of VPN servers and enhance the
method’s detection ability.

Experimental results on four offline datasets demonstrate that
our method achieves state-of-the-art (SOTA) performance. Our
VPN datasets include at least 43 VPNs, and experimental results
show that our method has better applicability. This paper aims to
detect VPN servers in a real-world context. Therefore, we deploy
our model in an ISP’s environment and compare it with industrial
detection engines. The results show that our model can assist these
engines in identifying VPN servers.

In summary, the contributions of this work are:

New Paradigm: To the best of our knowledge, we are the first
to combine the features of active probing and node communication
relationship to detect VPN servers, offering a unique perspective
on VPN server detection.

New Technique: We present VPNChecker, which detects VPN
servers using graph-represented behaviors. VPNChecker not only
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exhibits better applicability but also outperforms previous methods
and can enhance the coverage of sophisticated detection engines.

New Observation: We display some new observations regard-
ing VPN servers, such as ‘Stealth Ports’. Based on these observa-
tions, we introduce several new features, including response types
and port distribution, which can assist the security community in
identifying abused VPN servers.

Ethics and Privacy: The offline dataset in this paper is derived
from the real world. To mitigate potential privacy and ethical risks,
our ISP partner anonymizes all client IPs and provides us only with
traffic logs, including ports, IPs, and domains. While it’s true that
any detection technology harbors the potential for misuse, the inno-
vations detailed in this paper can also help the privacy community
better understand network behaviors, thereby empowering efforts
to safeguard user data against breaches. Any data we obtain from
the detection engine is only used for evaluation purposes. Given
our limited dataset, the result may not fully represent the actual
capabilities of these detection engines, and our purpose is not to
distinguish which is the best.

2 BACKGROUND

VPN Communication Behaviors: During the VPN communica-
tion process, a VPN client typically exhibits the following behaviors:
i) Authentication: The client might need to send login information
to the server for authentication, especially when utilizing com-
mercial VPNs, such as TorGuard. ii) Fast-connection: To optimize
network performance, the VPN client may attempt to connect to
several servers across various locations and select the one with
the shortest response time. Subsequently, the VPN client estab-
lishes a secure communication tunnel with the selected server. iii)
Keep-Alive: To prevent traffic leakage [31], the VPN client may
continuously send packets to ensure that the server remains active.
Consequently, when communicating via the VPN tunnel, clients
may connect to multiple VPN servers. These VPN servers might
belong to the same vendor and share configuration strategies.
Probing Response Behaviors: Active probing [27] is commonly
utilized to identify VPN servers. VPN servers usually exhibit one of
three response behaviors after receiving probes: i) Keep Silent: If the
request lacks authentication information, the VPN server remains
silent and does not respond with any content [12]. ii) Expected
Response: The server replies with content that matches the standard
protocol. For instance, when researchers send an OpenVPN request
to a server and receive a byte sequence that matches the response
format [26], they can infer that this server is an OpenVPN server. iii)
Unexpected Response: The server returns various error messages,
non-standard protocol responses.

3 DESIGN OF VPNCHECKER

3.1 High Level Description of VPNChecker

VPNChecker is designed to identify VPN servers in real-world
scenarios, which are more sophisticated than a lab environment.
Given a detection time window ¢, we use sf 0 to represent the
set of servers accessed by client i. There are n clients who access
servers within a time window of t. VPNChecker aims to identify
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We observe that the VPN servers’ probing information and com-
munication relationship may differ from that of normal servers.
For instance, normal servers might respond with error messages
after receiving a TCP probe with a random payload. However, VPN
servers might directly close the connection. In terms of communica-
tion relationship, normal servers are typically accessed by a myriad
of clients, leading to more sophisticated connection relationships
compared to VPN servers. Therefore, we utilize both the probing
graph and the communication graph to capture these features and
detect VPN servers.

The architecture of VPNChecker is depicted in Figure 2. We
firstly construct the probing and communication graphs, embed-
ding relevant information within their nodes. Subsequently, we
encode each graph, concatenate their features, and use a classifier
to identify the VPN servers. Finally, we deploy our system in the
real world.

3.2 Probing Graph Construction

Port is widely used to reveal the services supported by servers.
Given a detection time window ¢, we refer to the ports used by each
server in a client’s access server sequence as an Observed Ports, as
illustrated in Figure 3. Servers might provide various services using
different ports. However, the clients’ server access sequences only
show partial ports of a server, so collecting only the ports from the
Observed Ports might lose some information. To this end, we con-
duct port scanning for each server to supplement more information.
Specifically, we send TCP SYN and UDP packets to each server,
which is a common method [26]. If we receive any TCP or UDP
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response, we determine that the port is open. We refer to the ports
obtained from active probing as the Probing Port Combination.

Contrary to our intuition, the probing port combination of many
VPN servers is not random. We assume that if a port combination
appears fewer than 10 times, it may be random. Such combinations
account for only 18.47% of the total. Furthermore, we discover that
servers belonging to the same vendor may have similar probing
port combinations. This might be because servers from the same
provider often share a deployment strategy. For example, Psiphon3
servers typically use the probing port combination {443, 53, 22},
{443, 554, 22}, and so on. For more details, please refer to Appendix
A. This phenomenon inspires us to construct a graph using this
similarity.

Given the time window t, we assume that the server s; and
sk in the set s use similar probing port combination P (s;)
and P (sg), lndlcatmg they offer similar services. This similarity
{ is computed by using formula J. We use PG, to describe this
relationship, where &' and D’ represent the edge and node sets,
respectively, and N'(m) signifies the set of nodes that connect to
node m. Please note that not every server has a connected node.
To facilitate subsequent computations, we add self-loops for such
isolated nodes. The node features of this graph are mainly derived
from the active probing, therefore we refer to PG, as the probing
graph.
1P ()] N P (s)]
1P (s)] U IP (s)]

&l = 0l 5y, sk €50y, and T(P(s)), Plsi)) >=¢) ()

TP (sj), Psk)) = @)

n

&=UL & D'=UL (,*) 4)
sself—laop:{(ma m) |m€Z)t andm¢N(m)} ©)
PG =< -Z)t: &' Sself—loop > (6)

Our probes include application layer probes and transport layer
probes. From the application layer probes, we extract features re-
lated to response types. Based on the transport layer probes, we
derive features concerning response time, response length, termi-
nation state, and port distribution.

Application Layer Probes: Application layer probes include both
traditional VPN protocol probes and popular protocol probes. Our
design is based on the following observation: i) Many VPN servers
still utilize traditional protocols [27], such as PPTP, IPSec, SSTP,
and OpenVPN. In our dataset, at least 27.15% of VPN servers deploy
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these traditional VPN protocols. Consequently, we believe that
traditional VPN protocols probes can help us discover VPN servers.
ii) To bypass detection, many VPN servers disguise their traffic to
popular protocols and use the standard ports [32, 36, 40].

Specifically, our traditional VPN protocol probes and popular
protocol probes encompass SSTP, IPSec, OpenVPN, PPTP, FTP, SSH,
DNS, HTTP and TLS. We employ these probes to obtain response
types for each server. To accelerate probing speed, all of application
layer probes are sent to standard ports only. An overview of probe
content is shown in Table 1. The response types reveal not only
whether the server supports the corresponding protocol but also
the server’s deployment strategy. Below are two examples of our
probes and we refer interested readers to [3] for more details.

OpenVPN (TCP) Response Type: We send a TCP packet con-
taining \x38{8}\x00\x00\x00\x00 to a target server. If the server
responds with \x00{1}\x40{*}\x00\x00\x00\x00, it strongly sug-
gests that the server is running an OpenVPN service [27] since this
response content matches the standard OpenVPN format. We set
this response type as RT , = 1 (0 means OpenVPN). Previous works
[12, 47] have shown that VPN servers may employ configurations
to bypass probing attempts. We observe that VPN servers might
have the following response types after they receiving an OpenVPN
probe: i) The server directly rejects the TCP connection, indicated
by RT » = 2. ii) The server remains silent until a timeout occurs,
which is represented as R, = 3. iii) The server responds with
an empty packet after establishing a TCP connection, denoted by
RT o = 4. We observe that while many servers utilize port 1194
for communication in the real world, only 3.76% of those return
a standard OpenVPN protocol response. This suggests that many
VPN servers adopt probe-resistant strategies. Therefore, a detailed
analysis of response type is necessary. All of these response types
enable us to understand the server in greater detail than simply
focusing on whether a response is received.

Although popular probing tools like Nmap are also capable of
probing VPN protocols, existing research [21, 24] suggest that
servers might filter their probes due to exposed probing finger-
prints. Therefore, we design probes using a public Python library
[11] instead of using existing probing tools. Our probing result
indicates that our VPN protocol probes have a response success
rate about twice that of Nmap.

DNS Response Type: The DNS protocol allows clients to assign
a DNS resolver to query the IP addresses of domains. We consider
that the response behaviors of VPN servers, which mimic DNS traf-
fic and use port 53, may differ from normal servers. To distinguish
between VPN and normal servers, we assign the target server as a
DNS resolver and send a DNS query about google. com (a common
test domain). The response types of servers include: i) The server
answers with the IPs of google. com, indicating it is a DNS server,
denoted as R7 4 = 1 (d means DNS). ii) The server responds with
All nameservers failed to answer, represented as RT 4 = 2.
Our intuition is that google. com, being one of the most globally
popular domains, is likely cached in a DNS resolver. We discover
that 34.24% of responsive VPN servers fail to answer, while only
18.89% of responsive normal servers provide that response. This dif-
ference can help us detect VPN servers. iii) The server does not reply
with any response until a timeout occurs, referred to as R7 4 = 3.
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All of these response types can reveal a server’s configuration for
port 53.

In general, we utilize these application layer probes to gather
response type features for each target server. These features can
disclose server configurations and aid us in detecting VPN servers.

Table 1: Summary of Application Layer Probes

Name UDP/TCP  Probe Content Port
SSTP TCP \x53\x53\x54\x50\x5F ... 443
IPSec UDP {8}\x01\x10. .. 500
OpenVPN TCP&UDP  \x38{8}\x00\x00\x00\x00 1194
PPTP TCP \x00\x9c\{6}\x00\x01... 1723
FTP TCP Python TCP Connection 21
SSH TCP Python TCP Connection 22
DNS UDP Query google.com 53
HTTP TCP GET / HTTP/1.1\r\n... 80
TLS TCP Python SSL Connection 443

Transport Layer Probes: The transport layer probes encompass
both TCP and UDP probes. We extract the features of response time,
response length, termination state and port distribution based on
these probes.

Response Time and Length: As defined earlier, refer to the
ports observed in the ISP’s environment as Observed Ports. We
probe each Observed Port using TCP and UDP probes with 1500
bytes (standard Maximum Transmission Unit (MTU)) to collect
the total packet length (P L), packet count (PC) and time dura-
tion (DT, calculated as the difference between the last and first
response times). To accelerate the probing process, we set the max-
imum timeout period to 300 seconds. For servers with multiple
Observed Ports, we select results that exhibit the maximum values
for PL, PC and DT . We observe that these features may differ
between VPN and normal servers. For instance, VPN servers prefer
to reply with a longer response time and a shorter response packet
after receiving a TCP probe, as shown in Figure 4 and Figure 5. We
believe this may be a strategy for VPN to reduce the exposure risk.

1.0 1.0
0.8 0.8
L 06 06
& a
o4 o4
0.2 VPN 0.2 VPN
—— Normal —— Normal
0.0 0.0
200 400 600 800 1000 1200 0 50 100 150 200 250 300

Packet Length (Byte) Time (Second)

Figure 4: Response Length Figure 5: Response Time

Termination State: TCP servers might terminate a connection
if they receive bytes that cannot be parsed. Previous research [12]
has indicated that receiving bytes beyond a certain threshold can
lead a server to send a FIN packet, while a Linux server that closes
a TCP connection with unread bytes in its buffer might trigger
an RST packet. The RST/FIN threshold represents the minimum
byte count that triggers an RST/FIN packet. Existing work [47] has
shown that the RST threshold distribution differs between VPN
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and normal servers. Therefore, while some servers might close the
connection and not respond with content to avoid discovery, their
termination behavior can also be utilized to detect VPN servers.

We consider that the RST/FIN threshold is influenced by a server’s
configuration strategy. Drawing from prior works [7, 12, 47], we uti-
lize the RST and FIN thresholds as features to detect VPN servers.
We randomly send TCP probes to estimate these thresholds for
each server. We assume the value of RST/FIN threshold is smaller
than the standard MTU. Notably, while the MTU is 1500 bytes,
sending 1500 probes is unnecessary. We can use the binary search
method to optimize probing. The scope of our probe ports contains
Observed Ports and the ports enumerated in Table 1. To ensure
consistent feature dimensions and facilitate subsequent calcula-
tions, for servers with multiple Observed Ports entries, we select
one with the smallest RST/FIN threshold. If this port matches the
ports in Table 1, we also record its value.

Port Distribution: We perform port scanning for every server
and refer to the ports obtained by probing as Probing Ports. We
discover that servers may use multiple ports to communicate with
clients in the ISP’s environment. However, some of these ports do
not respond to any message after receiving our probe, not even
with a message to close the connection. We compute the difference
in ports (DP, DP = Observed Ports — Probing Ports) to describe
this phenomenon, which we refer to as ‘Stealth Ports’. In other
words, DP means the ports provide service for clients but prohibits
probing. In our dataset, the average length D% of VPN servers is
about 2.5 times that of normal servers. This difference may be due
to some VPN servers adopting a more strict probe-resistant strategy.
Additionally, we also compute the number of |Observed Ports| and
|Observed Ports U Probing Ports| as features to detect VPN servers.

The port distribution sequence of server may reveal the services
supported by the server. Our dataset indicates that approximately
90% of servers utilize fewer than 35 ports. Therefore, such sparse
distribution (35/65535) poses a challenge to feature representation.
We design the following formula to compress the port distribution
into a 10-dimensional feature vector V. The intention of this for-
mula is to retain some information about the server’s port patterns
while compressing the features. Where I is an indicator function,
pj is port j from Observed Ports U Probing Ports. The indicator
function takes the value 1 when two ports are the same and 0 when
they are different.

V=YoV1d..0V 7)

V; = I(pj mod 10,1) 8)

m
Jj=1

Generally, we obtain features derived from response types, re-
sponse time, response length, termination state, and port distribu-
tion for every server using the aforementioned method. As defined
earlier, the probing graph is referred to as PG,. Given the PG,,
we utilize the aforementioned features as initial node features ;.
Subsequently, we use GraphSAGE M to refine these node features
through neighbor feature aggregation and use the Istm as the ag-
gregation function. The final features A, (u) for each node u in this
graph are as follows:

Ar () = Misem (Fr (), Hy (u)) )
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Where F;(u) represents the initial features of u and H, (u) repre-
sents the neighbors’ features of node u. As the neighboring nodes in
this graph provide similar services, we consider that the aggregation
operation can enhance the feature representation.

3.3 Communication Graph Construction

We gather client IPs, server IPs, and ports from the ISP’s environ-
ment. Additionally, we collect the domains of each server from its
Pointer Record (PTR) and the certificate’s Common Name (CN).
These domains have been frequently utilized in server analysis. For
each server, we query their certificate from port 443 and Observed
Ports. We note that despite the certificate being defaultly deployed
on port 443, about 18.40% of certificates are deployed on other ports.
Therefore, it is necessary to consider the Observed Ports. Given
an observation time window ¢, we construct a graph CG; to de-
scribe the communication relationships among servers. Where .£;
represents a node of client IP, server IP, and domain, h denotes the
number of nodes, and R(L;) signifies the edges between node £;
and others. we refer to this graph as the communication graph.

CG: = <UL Li UL R(L) >
We consider that the communication behaviors of VPN servers
may be different from that of normal servers. Additionally, previ-
ous work [4] has show that topological features are beneficial in
graph classification. Therefore we use topological features as the
initial node embedding vector in CG;. The topological features are
derived from degree, eigenvector centrality, pagerank, closeness
centrality, local clustering coefficient and K-core. These metrics
can reveal the intrinsic structural properties and significance of
nodes within a network, providing a representation of the node
relationships. These metrics are widely used in graph analysis [29]
and the code for constructing these features can be found in public
Python libraries [14], more details can be found in Appendix B.
We use the GraphSAGE M to capture the features of each node
and choose the aggregation function to be mean. In this graph, we
use A (v) to describe the feature of node v. Where % (v) represents
the initial features of node v and H,(v) represents the neighbors’
features of node v.

Ac(v) = Mmean(Fe(0), He (0))

(10)

(11)

3.4 Detection Model

We use the probing graph and the communication graph to rep-
resent probing response behaviors and communication behaviors,
respectively. For target server x, we obtain the features from the
probing graph and the communication graph using the methods de-
scribed above. Subsequently, we use the formula Y (x) to enhance
their features and then concatenate all the features together. Where
R(x) represents a linear layer, containing learnable parameters ‘W
and b, R(x). denotes a linear layer with its own set of learnable
parameters ‘W and b. Finally, we use Z (x) to predict servers.

R(x) = Wx +b (12)
Y (x) = RitanhRa (A (x)) CONCAT RstanhRy(Ar(x)) (13)
Z(x) = Softmax(RsReLu(Rq (Y (x)) (14)
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4 EXPERIMENTS

4.1 Dataset

Offline Dataset: Maghsoudlou et al. [27] disclose that VPN traffic
accounts for at least 2.6% in their ISP’s environment. There are
million of servers in our ISP’s environment within one day. Conse-
quently, collecting and labeling VPN servers becomes a significant
challenge. Fortunately, previous work [31] has indicated that many
VPN servers are centrally deployed in some Autonomous Systems
(AS), such as 9009 and 60068. We obtain these servers’[31] labels
from our industry partner, who claims that their labels are derived
from threat intelligence and their detection model. Our partner can
identify various server types including VPN servers, Proxy servers,
and normal servers. To expedite the data collection process, we
regard VPN servers in the aforementioned ASs as seed IPs.

We present a new context-based dataset collection method that
assists researchers in collecting VPN servers in the real world. The
data collection procedure is as follows: i) Sequence collection: Given
a time window ¢, we record the timestamp 7; when client i accesses
the seed IPs. Owing to IP-sharing access technologies, such as Net-
work Address Translation (NAT) [33], multiple endpoints might be
behind one client IP. VPN software allows a portion of application
traffic to be routed through the VPN tunnel, while it routes other
traffic outside this tunnel [52]. As a result, clients may access mul-
tiple VPN servers within a short time. For client i, we gather the
server access sequence during the 2¢ seconds [7; — ¢, 7 + ¢]. ii)
Server collection: Since the VPN servers in the same server access
sequence may be deployed on different ASs, we can collect many
VPN servers from this window. iii) Data Processing: The client may
access numerous server IPs within a short time. For instance, we
observe that some IPs even access over 1,000 server IPs in just 10
seconds. To eliminate these abnormal sequences, we choose only
the server access sequences with a length smaller than p.

Table 2: Offline Dataset Distribution

Category | Count Percent
Psiphon3 6.64%, NordVPN 1.09%,
VPN 6840 PIA 0.92%, ExpressVPN 0.05%,
Surfshark 0.04%, Others 5.20%
Proxy 6295 13.54%
Normal 33346 71.74%
Total 46481 100%

The distribution of the offline dataset is shown in Table 2. We
organize these data into four datasets: VPN and normal servers
(D1), popular VPN and normal servers (D3), unpopular VPN and
normal servers (93), and Proxy and normal servers (Dy).

There are more than 43 (refer to Table 7 in Appendix) different
VPN servers in our dataset. The servers of the top three VPNs
(Psiphon3, NordVPN, PIA) account for 55.95% of all VPN servers,
and these VPNs have a certain probe-resistant ability.

We use D to enable the model to focus on features of popular
VPNs and to demonstrate the model’s identification ability. We em-
ploy Dj to learn features across a wide range of VPNs, showcasing
its broad applicability. Considering the partial functional similarity
between Proxies with VPNs, we also use Dy to explore the model’s
potential detection ability to Proxies. We refer interested readers to
[3] for more details about the datasets.
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Online Dataset: To test the performance of our model in the
online environment, we deploy it in the environment of our ISP part-
ner. Unlike the offline dataset, we do not specify seed IPs during the
data collection process. We collect 65,636 client access sequences,
which contain 512,170 server IPs.

4.2 Offline Experiments

Implementation Details: During the data collection stage, we
set an observation time window ¢ to 10 seconds, the largest server
sequence access length p to 50 and the Probing Port Combination
similarity { to 0.5 by default. In the subsequent model training stage,
the maximum training epoch is set to 150. We choose Adam as the
optimizer and set the learning rate to 0.005. Each experiment is
conducted 10 times, with the results being averaged for display. To
eliminate the impact of data imbalance, we use the downsampling
strategy (randomly discarding samples) to ensure consistency be-
tween the positive and negative sample. The models are evaluated
by utilizing Accuracy (AC), Precision (PR), Recall (RC), and F1-score
(F1). As we have mentioned, servers may not respond with any
information after receiving probes. In this situation, we set the cor-
responding feature value of each model to 0. In our offline dataset,
16.44% of servers do not provide any probing response information.
Comparison Experiments: Although much work has been done
in the field of VPN server detection, it primarily focuses on traffic in-
formation. These methods extract features based on traffic payload,
which may be affected by the network environment. In our scenario,
we primarily extract features from active probing. Our goal is not
to replace traffic-based methods, but to demonstrate that not using
traffic features can also be feasible. To this end, we only select those
methods that are based on active probing for comparison.

The results are shown in Table 3. OOVF [47] focuses on the
servers that use the OpenVPN protocol and primarily uses the
features related to response time to detect VPN servers. DPP [12]
aims to identify servers deploying probe-resistant protocols, princi-
pally extracting features from RST/FIN thresholds, response time,
and response content. The aforementioned studies have greatly
inspired our work. However, since their methods primarily focus
on specific VPN(s), and result in decreased performance on Dj, Dy,
and Dj3. Since OOVF only focuses on the OpenVPN protocol, it
has the worst performance on Dy4. ACER [7] is designed to detect
shadowsocks proxy, so it performs better than OOVF and DPP in
Dy. ACER extracts features from response time, TCP flags, and
packet information created during active probing. This method is
also adaptable for detecting VPN servers. Our model can also use
GCN [20], GAT [37], GIN [46], SGC [42] to aggregate graph fea-
tures. We also show their performance in Table 3. The results show
that VPNChecker achieves the highest F1-score on all datasets.
Ablation Experiments: As our detection target is VPN servers,
we conduct ablation experiments on D1, Dy and Ds. The results
are displayed in Table 4. To facilitate presentation, we denote the
probing graph as PG, the communication graph as CG, and W signi-
fies ‘without’. The results clearly indicate that both PG and CG are
beneficial for detection, with PG contributing most significantly.
This demonstrates that probing features are more important than
topological features. The results of W /G reveal that our model sur-
passes previous methods by solely utilizing features from response
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Table 3: Offline Experiments

Model PD;: ALL VPN and Normal D,: Popular VPN and Normal Dj3: Unpopular VPN and Normal Dy: Proxy and Normal
AC PR RC F1 AC PR RC F1 AC PR RC F1 AC PR RC F1
OOVF [47] | 07793  0.8350  0.7042  0.7641 | 0.8282  0.8555  0.8018  0.8278 | 0.7049  0.7856  0.5718  0.6619 | 05369  0.6040  0.2425  0.3460
DPP [12] 0.6559  0.6224  0.8018  0.7008 | 0.7045  0.6517  0.8927 07534 | 0.6284  0.6125 07963  0.6924 | 07047  0.6933  0.7903  0.7386
ACER [7] 0.6788 07042  0.6337  0.6337 | 07052  0.6692  0.6692  0.7530 | 0.7269  0.7468 07074 07266 | 0.8176 0.8118 0.8450  0.8281
GCN 0.8353  0.8878 07675  0.8233 | 0.8575 0.8549  0.8612 0.8581 | 0.8374 09119 07467 08211 | 08071  0.7553  0.9084  0.8248
GAT 0.8307 08788 07671  0.8192 | 0.8673 0.9616 07650  0.8521 | 0.8358  0.8938 07623  0.8229 | 0.8064 07611  0.8932  0.8218
GIN 0.8404 08337  0.8504  0.8420 | 0.8451 07928 0.9343  0.8577 | 0.8410 0.9474 07222 08196 | 0.8302 07735 09337  0.8461
SGC 0.8333  0.9009 07490  0.8180 | 0.8710  0.9536  0.7798  0.8580 | 0.8399 09156  0.7487  0.8238 | 0.8180  0.7728  0.9006  0.8318
VPNChecker | 0.8565 0.8382  0.8835 0.8603 | 0.8932 0.8864 09019 0.8941 | 0.8672 08949 0.8323 0.8625 | 0.8447 0.7915 0.9356 0.8575
Table 4: Ablation Experiments
Method D;: ALL VPN and Normal D,: Popular VPN and Normal Ds: Unpopular VPN and Normal
Accuracy Precision Recall F1 Accuracy Precision Recall F1 Accuracy Precision Recall F1
W/G 0.8399 0.8807 0.7903  0.8330 0.8890 0.9248 0.8508  0.8863 0.8399 0.8803 07870  0.8311
W/PG 0.5582 05334  0.9288  0.6777 0.5675 0.5411 0.8890  0.6727 0.6279 05866  0.8673  0.6999
W/CG 0.8511 0.8492  0.8538  0.8515 0.8529 0.9739 0.7253  0.8314 0.8363 0.8616 0.8616  0.8616
W/lstm 0.8397 09100 07539  0.8246 0.8719 0.9774 0.7613  0.8560 0.8235 0.8481 0.7878  0.8169
W/tanh 0.8531 0.8744 0.8246  0.8488 0.8691 0.9807 0.7530  0.8519 0.8286 0.9209 07191  0.8076
W/MLP 0.8579 0.8685 0.8436  0.8559 0.8626 0.9816 07391  0.8433 0.8291 0.8800 07623  0.8170
Linear 0.8584 0.8636 08514  0.8574 0.8641 0.8872 0.8342  0.8599 0.8384 0.8680 0.7984  0.8317
CNN 0.8621 0.8973 08177  0.8557 0.8774 0.9105 0.8372  0.8723 0.8590 0.8930 0.8158  0.8527
LSTM 0.8246 0.8850 0.7461  0.8096 0.8645 0.9828 07419  0.8455 0.8224 0.8903 07353 0.8054
VPNChecker |  0.8565 0.8382 08835 0.8603  0.8932 0.8864  0.9019 0.8941  0.8672 0.8949 08323  0.8625
types, response time, response length, termination state, and port 1 B 1
distribution. This indicates that our extracted features are more gzzz :; N ;Z:Z . ) o
efficient. In the PG, we use Istm as the aggregation function in Eoss \x«/‘\/l? Eoss S Eoss
T t
GraphSAGE. The W/Istm means we use the default method mean. [ g 5:2 T
The better result of Istm might be attributed to the Istm aggregation ool B ool " P "
function’s superior information mining ability compared to mean. ( ;e"m (b;me (S‘)mmy
a C

We also conduct ablation experiments about replacing tanh with
relu and removing MLP in feature fusion. The results show that all
the structures are necessary. Additionally, the results from using a
Linear layer, CNN, LSTM as classifiers indicate that our classifier
is more suitable.

Sensitivity Experiments: We conduct sensitivity experiments on
sequence length p, observation time ¢ and similarity threshold { as
mentioned in Implementation Details section. Figure 6-a illustrates
that shorter client access sequence lengths correlate with higher
F1-score. This may be because shorter sequences contain a higher
proportion of VPN servers. In the construction process of the PG, we
observe that VPN servers might utilize the same port combinations
as normal servers, which can lead to misclassifications. When the
proportion of VPN servers increases, such misclassifications are
reduced. Figure 6-b shows that the model is not sensitive to time
¢. This may be because the data distribution is consistent across
different time windows. Figure 6-c indicates that changes in the
similarity threshold do not significantly impact the results, possibly
because some VPN have a stable port combination.

4.3 Online Experiments

We deploy our system in an ISP’s environment and analyze 512,170
servers, identifying 6,143 suspicious VPN servers among these. We
compared it with four industry detection engines: IPQualityScore
[17], VPNAPLio [38], SPUR [35], IPInfo [16] as detailed in Table 5.
Ground truth construction: i) We collect domain names asso-
ciated with servers. Specifically, we query the PTR records and

Figure 6: (a), (b), (c) show the result of Sequence Length, Se-
quence Time and Similarity, respectively.

Table 5: Online Experiments

Industry Engine | Count Coverage Ratio
IPQualityScore [17] 4403 0.9724
VPNAPLio [38] 4315 0.8937
IPInfo [16] 766 0.1587
SPUR [35] 3074 0.6367
Ground truth 4528 1.0000

certificate SANs using Linux commands and gather HTTP host
and TLS SNI records from the ISP environment. ii) Following the
method outlined in [9], we identify VPN servers by checking for
the ‘vpn’ character in their domain names (e.g., vpngate.net). In
this step, we obtain 211 VPN servers. iii) We collect popular VPNs’
domains, such as surfshark.com and torguard.org. If a server de-
ploys a VPN domain, we consider it a VPN server. From this step,
we acquire 146 VPN servers. iv) Using the method from [27], we
identify VPN servers by sending VPN protocol probes, resulting
in 453 VPN servers. v) IPQualityScore, VPNAPLio, and SPUR are
designed to identify VPN, proxy, and Tor servers, so they have more
powerful identification capabilities. IPInfo offers multi-dimensional
IP data, but its capacity to detect VPN servers is limited to only
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a few instances. We adopte a simple voting strategy for ground
truth selection: we only select servers that are marked as VPN by
at least two of IPQualityScore, VPNAPLio, and SPUR. In this step,
we obtain 4396 VPN servers. Totally, we obtain 4528 deduplicated
VPN servers from step ii) to step v).
False alarms analysis: VPNChecker identifies 6143 VPN servers.
We check the 1615 (6143-4528) IPs and discover 522 IPs identified as
proxy or Tor by detection engines. This because proxy/Tor servers
often have similar features to VPN servers. Considering that these
servers may also be abused, we think that these are not false alarms.
For the remaining 1093 (1615-522) IPs, we try our best to analyze
them, and there is no evidence to indicate that they are VPN servers.
Specifically, we check whether an IP is in the VPN/abuse IP range
provided by [1, 2, 19, 31]. For the remaining 1093 (1615-522) IPs,
we count the number of visits to these servers within one hour.
Among them, 205 Server IPs have been visited less than 10 times.
We believe that the risk of these IPs being false alarms is very low.
Among the 6143 VPN servers identified by VPNChecker, 4528
are VPN, 522 are proxy/Tor servers and 1093 IPs are vague IPs. Our
online experiments show that VPNChecker can identify more VPN
IPs detection engines. Therefore, our method can help industrial
engines improve their detection capabilities.

5 DISCUSSION AND LIMITATIONS

Adaptive attacks: VPNChecker outperforms other models across
various datasets, partially due to the possibility that attackers have
altered their tactics in response to previous detection methods.
Detection and anti-detection form a continual game of chase. At-
tackers may refine their strategies to reveal fewer server features
after our method becomes public. For instance, they might random-
ize the RST/FIN threshold. However, this requires modifying the
operating system’s source code. Attackers can also alter commu-
nication behaviors to disrupt the node connection relationships
within our graph, but this could compromise user experience. In
general, while attackers can employ strategies to bypass our detec-
tion, these strategies are likely to incur additional costs.
Limitation: In this paper, we mainly focus on the features of active
probing and topology. We assume that security researchers have
the ability to receive probe responses and obtain node connection
relationships. However, our method may be limited in some sce-
narios. If researchers conduct server detection at the gateway, they
may not be able to obtain complex node interaction relationships.
In this situation, although our method can still be applied, ablation
experiments indicate that our model’s performance would decline.
If researchers conduct detection in situations where internet access
is not available, our method is not applicable.

6 RELATED WORK
6.1 Based on Network Traffic

Numerous works focus on network traffic detection and almost of
them can be used to identify VPN servers. Several studies [6, 8, 28,
41, 43] extract features from various statistical information, such as
time intervals, packet lengths, and byte entropy, and then employ
machine learning or rule-based methods for detection. For instance,
Wu et al. [43] suggest that while servers may randomize traffic
to evade detection, researchers can use byte entropy to identify
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traffic. Some research [23, 45, 50, 51] centers on feature extraction
from packet length sequences and arrival interval sequences, uti-
lizing deep learning methods for classification. For example, Jiang
et al. [18] use sequence information to construct traffic graphs,
subsequently employing Graph Neural Networks for identification.
Some studies [22, 25] utilize raw packets as features for detection,
achieving excellent classification results. Although the above works
achieve excellent classification results in the training environment,
these methods may have performance loss due to the changes in
environment. For example, Xie et al. [44] show that some methods
might show performance degradation in different networks.

6.2 Based on Active Probing

Traditional Protocols: Traditional VPN protocols, such as IPsec
[15] and PPTP [13], are still widely used[19, 27]. These protocols
are open-source and primarily designed to keep communications
secure rather than to resist detection. Owing to their open-source
and non-resistant nature, researchers can easily construct VPN
requests and send probe packets to target servers. By analyzing the
response content, they can determine whether the server provides
VPN services. Maghsoudlou et al. [27] use this method to discover
more than 9.8M VPN servers on the Internet.

Probe-Resistant Protocols: Some studies [12, 47] have pointed
out that many VPN servers deploy probe-resident protocols, such
as Psiphon’s obfuscation SSH protocol. These servers reply only
to requests that include authentication information. Since it is dif-
ficult to acquire authentication information, researchers cannot
receive any response after sending probing packets. Frolov et al.
[12] observe that probing with popular protocols, such as HTTP,
can effectively filter most normal servers out. Additionally, they
find that TCP timeout and data thresholds can be used to distin-
guish VPN servers from others. Xue et al. [47] discover that some
commercial OpenVPN servers also deploy authentication mecha-
nisms and they utilize the timeout and RST thresholds to detect
these OpenVPN servers. Some studies [7, 10, 39] are not directly
aimed at detecting VPN servers but offer methods that could be
applied to detect VPN servers. Fifield et al. [10, 39] indicate that
HTTP and TLS response may aid in classification. Cheng et al. [7]
suggest that researchers could focus on metrics such as timeout,
TCP flags and response packet length.

7 CONCLUSION

In this paper, we introduce a new method for detecting VPN servers
using a probing graph and a communication graph. We present
some interesting features, such as response types and port distri-
bution, which can help the security community enhance server
detection capabilities. Our experimental results demonstrate that
using features of active probing and topological relationships is
feasible. The results also show that our method outperforms pre-
vious methods and can help industrial detection engines enhance
coverage ratios.
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A PORT COMBINATION

We show examples of some VPNs’ probing port combinations in
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Table 7: VPNs in our dataset

Table 6. Some VPNs may have multiple port combinations. For i VPN Name
instance, Psiphon3 has [443, 53, 22], [80, 554, 22], [80, 22], and other AirVPN Fastestvpn ItopVPN
combinations. This variability could be due to firewall restrictions Browsec Fastvpnio VPN Just VPN
and the the complete set of port combinations may be [554, 22, 53, Cryptostorm Foxyproxy NordVPN
80, 443]. Researchers can mitigate this issue by conducting probes Cyberghost 'Gecko Opera
using nodes in different geographical locations. Daily HideMyAss PIA
Deeper Network Hotspot Shield  Privatevpn
Table 6: Example of Probing Port Combinations Easy Infvpn Proton
ExpressVPN IC Psiphon3
VPN Name Probing Port Combination W;topla - X‘t/pzn i;nm;ite
Psiohon3 22,53, 443 ure rust Zone under
P:phzi’)‘ {{22 443 SSi} Secure Android Tunnelbear Tomato
Psighon3 22 5’3 4 43 554} Supervpn360 Turbo TorGuard
Surfshark {443, 1443, 4000, 7443, 8443} Surfshark Ultrasurf SuperVPN
PIA {80, 443, 8443} Vpnify Vpnunlimited ~ Windscribe
PIA {80, 443, 8080, 8443, 8888} Touch unknown

Hotspot Shield {80, 443, 563, 636, 993, 995}
Hotspot Shield {80, 443, 563, 636, 993, 995, 6000}

CyberGhost {443, 8080, 8081, 8443} B TOPOLOGICAL FEATURES
Easy {80, 443, 8080, 8088, 12345} Here is a brief introduction to the topological features. Degree: The
Vpnify {22} degree of a node in a graph is the number of edges incident to it.
HideMyAss {80, 443} Eigenvector Centrality: It is used to express the importance of
Tomato {22, 80, 443, 8000} nodes, assuming that nodes connected to important nodes should
Touch {443, 8082, 8083} also possess higher importance. PageRank: PageRank is an algo-
Windscribe {443, 8443} rithm that calculates the ranking of nodes in a graph, originally

designed for ranking web pages. Closeness Centrality: Closeness
Centrality reflects the proximity of a node to all other nodes in
the network. Local Clustering Coefficient: The local clustering
coefficient is used to describe the connectivity between a node
and its neighbors. K-core: The k-core of a graph is a maximal sub-
graph where every vertex has at least degree k, with k reflecting
the node’s connectivity relative to other nodes in the network. The
above node features are very common in graph analysis, and re-
searchers can further extend the topological features to improve
model performance.
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