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Abstract

Nation-states impose various levels of censorship on their
Internet communications. As access to Internet resources has
grown among the global population, some governments have
demonstrated an increased willingness to filter content, throt-
tle connections, or deny access to Internet resources within
their sphere of influence. Researchers, policymakers, and
civil liberty advocates need an understanding of the technical
means that Internet censors implement. This work presents
a worldwide view of nation-state Internet censorship derived
from Internet measurement data and prior research. We per-
formed a cross-sectional study of 70 countries during a one-
year period, illuminating current online censorship trends. We
then conducted a systematic study of prior work to illustrate if
and how those same countries performed censorship over the
past two decades. Our research contributions are three-fold:
(1) a snapshot of current and emerging Internet censorship
methods around the globe, (2) a holistic view of changes in
censorship trends over the past two decades as the Internet has
become a primary means of human communication, and (3) a
research framework to allow for ease of continual analysis.

1 Introduction

The Internet has become one of the most significant communi-
cation mechanisms in human history. In terms of media influ-
ence, it has surpassed television, print media, and radio [50]
and is a routine aspect of daily life for millions of people glob-
ally. However, some nation-states impose censorship on Inter-
net communications within their sphere of influence. Irrespec-
tive of the motivation behind Internet censors—ideological,
autocratic, legal, social, or otherwise—Internet censorship re-
search has become a broad interdisciplinary endeavor, with
emphasis on explaining #ow online censorship happens.
Several research communities focus on Internet censorship
problems. Internet measurement research often characterizes
traffic filtering and manipulation at scale. Reports tend to
be published after notable historic events, or when countries
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make overt changes to their censorship practices and cap-
ture public attention. Privacy-enhancing technology groups
often develop anti-censorship software to allow users in cen-
sored areas to circumvent barriers to accessing information.
Sociologists and political scientists study the effects of cen-
sorship on populations of people. Less traditional works —
such as reports produced by advocacy organizations — docu-
ment instances of Internet shutdowns and blocking of online
platforms. Other researchers publish case studies of specific
nations, highlighting the government’s actions and contextu-
alizing the censorship geopolitically. While each individual
contribution is valuable, these works struggle to characterize
trends in Internet censorship globally. The narrow scope of
a case study only shows the experience of one country or
region, for a limited time period. Few works provide global
insights over multi-year measurement periods.

This paper fills this gap by providing a worldwide represen-
tative view of Internet censorship methods. By drawing from
several research communities and disciplines, we provide a
more holistic view of the technical measures used by nation-
states in a modern context and historically over the past 20
years.

Contributions. Our research contributions are three-fold:

* First, we conducted a cross-sectional study of 70 countries
during a specified period of one year. We used the same
countries surveyed in the Freedom on the Net (FOTN) an-
nual report by Freedom House [73] to ensure global rep-
resentation across the continents. Diverse datasets showed
how Internet censors deny access to information resources
and communication mediums.

* Second, we analyzed prior work to illustrate historical cen-
sorship methods from these same nation-states over the
past 20 years. The results of the analysis illustrate trends
in Internet censorship and changes in Internet censor meth-
ods over time. For example, we observed that most censors
are seemingly willing, and in fact continue, to use "old"
filtering methods, even though they are easy to bypass. And
increasingly, governments deliberately perform total Inter-



net shutdowns to achieve their censorship goals.

* Finally, the methodology presented offers an easily repro-
ducible framework for continuous reporting and studying
of worldwide censor activity.

2 Background and Related Work

2.1 Nation-state Internet Censorship

The authorities of some countries go to great lengths to
deny their citizens free and open access to Internet resources.
Nation-state Internet censorship is generally characterized as
either centralized or decentralized in nature. Centralized cen-
sorship often occurs on government-controlled infrastructure.
In some nations, there are few (or only one) Internet Ser-
vice Providers (ISPs) or cellular carriers for users to choose
from. When the state owns the infrastructure and controls
Internet routing, filtering "objectionable" material or limit-
ing access is more straightforward. The People’s Republic
of China (PRC) is the most cited example of centralized cen-
sorship [16, 26,29, 40, 55, 56, 86,95-98, 102, 103, 108, 132,
150, 172, 180, 188,201, 203]; their censorship apparatus is
known as the "Great Firewall of China." Other examples in-
clude small countries with limited access to transnational fiber
switching. Syria, which only has one government-controlled
autonomous system (AS) [34], can uniformly implement tech-
nical censorship measures across its population.

In contrast, decentralized censorship tends to result in frag-
mented implementation. Websites available in one region
may be denied in another. Examples of decentralized cen-
sorship regimes are the Russian Federation [147, 189] and
India [66, 158, 198]. Authorities in these nations legally com-
pel private-sector service providers to perform web filtering,
throttling, or shutdowns. Technical implementations may vary
widely between corporations, resulting in a patchwork of cen-
sorship. We will refer to any entity that manipulates network
traffic for the purposes of censorship a "censor" throughout
this paper. While Freedom House’s data shows an overarching
continual reduction in global Internet freedom overall, some
nations have scaled back censorship efforts, such as Myanmar
from 2012-2019 [134], The Gambia from 2017-present [80],
and Saudi Arabia from 2017-present [8].

2.2 Internet Censor Methods

Internet censors use a variety of technical means to deny
access to Internet resources. A crude and straightforward
method is an Internet shutdown. Feldstein defines Internet
shutdowns as "activities undertaken by states to intentionally
restrict, constrain, or disrupt Internet or electronic communi-
cations within a given geographic area or affecting a specific
population in order to exert control over the spread of infor-
mation, within a timebound period" [57]. Shutdowns can be

accomplished by physically disconnecting cable links, log-
ically segmenting network traffic, or manipulating routing
tables to ensure traffic does not reach its intended destina-
tion. Internet-wide disruptions have occurred when ASes in
censoring countries tamper with Border Gateway Protocol
(BGP) routing advertisements [115, 134]. Censors also use
bandwidth throttling to limit access to particular platforms or
media sources [10, 190] for a defined time period, sometimes
during elections or incidents of civil unrest. Throttling can be
implemented by injecting artificial latency, altering routing
paths, traffic shaping, traffic policing, or applying quality of
service (QoS) algorithms to "undesirable" traffic [113].

For persistent censorship, censors selectively deny con-
tent they deem objectionable. Typically, a censor observes
some characteristic of the network traffic to inform a block-
ing decision. Censors have historically maintained Internet
Protocol (IP) address blocklists, tracking servers they wish to
deny all traffic to or from. Censors also use port blocking —
often against transmission control protocol (TCP), User Data-
gram Protocol (UDP), or QUIC transport layer protocols —
to broadly disallow network packets. Much of the mainstream
Internet traffic today is web-based; thus, many censorship
methods focus on web-based protocols: Hypertext Transfer
Protocol (HTTP), Domain Name System (DNS), and Trans-
port Layer Security (TLS). When a user requests a website,
a censor can tamper with the DNS request to serve them a
blockpage, redirect the user to a different site, or resolve to
a non-existent IP address. With web proxies and URL filter-
ing software, censors can also deny lists of websites from
connecting, sending the web browser an HTTP error code or
terminating the connection with a TCP reset.

If a censor has deep packet inspection (DPI) capabilities,
they can observe the payload content of IP packets. DPI en-
ables the filtering of HTTP, File Transfer Protocol (FTP), Sim-
ple Mail Transfer Protocol (SMTP), and other traffic based on
keywords in the content of the communication [21,32, 169].
When users request websites protected by TLS, the traffic
is encrypted so a passive observer cannot read its contents.
However, censors can read the plaintext Server Name Indica-
tion (SNI) extension of a TLS header and block a destination
website based on it. Finally, censors with more advanced ca-
pabilities use protocol fingerprinting techniques to identify
particular protocols, applications, or other encrypted packets
based on traffic patterns — and subsequently block associated
traffic [152,157].

2.3 Data Sources

Several concerted efforts have been undertaken in the last
17 years to develop an understanding of how and where In-
ternet censorship happens. Deibert et al. presented results of
"the first systematic, academically rigorous global study of all
known state-mandated Internet filtering practices" [47], show-
ing evidence of how 26 of 40 countries conducted Internet



filtering activities — and the trend has only increased since
then. The OpenNet Initiative partnership they operated under
shut down research operations in 2014 [165] but made all of
its datasets and published materials publicly available on its
web page.

Other labs and advocacy organizations have taken on the
task of measuring Internet connectivity around the globe,
showing censorship where it takes place. The Open Observa-
tory of Network Interference (OONI) began data collection
on Internet censorship in 2012 and has continued through
the time of this writing [130]. OONI datasets, data explorer,
and API are available online'. Censored Planet Lab at the
University of Michigan, USA, has created and hosted several
global Internet measurement projects [141]. "Satellite" [160]
and "Hyperquack" [145, 170] measure DNS interference and
application layer HTTP/HTTPS manipulation, respectively.
Their dashboard for viewing data is also publicly available on-
line”. ICLab is a different global, longitudinal measurement
platform that utilizes commercial virtual private networks
(VPN5s) to gain vantage points in countries around the globe
to determine censorship activities. The Citizen Lab at the Uni-
versity of Toronto, Canada, has a research effort focused on
freedom of expression [101] — although their reporting often
focuses on specific political or social impacts of technology
censorship rather than wide Internet measurements.

Freedom House is a non-governmental organization (NGO)
based in Washington DC, USA. The group is a non-profit
and conducts research and advocacy on democracy, political
freedom, and human rights — often focusing on Internet
freedoms [73]. The group has produced the FOTN report since
2009, qualitatively measuring censorship in up to 70 countries
around the world. The report provides valuable macro-level
analysis of how users experience the Internet and if freedom
of expression is permitted on a scale of "free", "partly free",
"not free", or not assessed. Surveyed results are further broken
down into scores for three categories; Obstacles to Access,
Limits on Content, and Violations of User Rights — the first
two categories are particularly relevant to our study. The
FOTN country list and rank ordering served as the foundation
for our data collection.

2.4 Related Work

In 2008, Deibert et al. published their seminal report Access
Denied [47], offering the first global view of Internet cen-
sorship. The study data from 2006 covered 40 countries and
categorized censor methods into four categories: IP block-
ing, DNS tampering, Blockpage, and Keyword. We know that
there are many other prevalent Internet censorship methods
in use today. The authors concluded that nation-states that
practiced state-mandated filtering were predominately clus-
tered in three regions: east Asia, the Middle East/North Africa,

'OONI: https://ooni.org/data
2Censored Planet: https://dashboard.censoredplanet.org

and central Asia. Internet routing has increasingly grown in
complexity since 2006, and the geopolitical landscapes cen-
sorship regimes exist within have also changed. Some censors
have demonstrated a willingness to use more sophisticated,
targeted, and subtle methods, while others use blunt tactics
such as Internet shutdowns to achieve their goals. Researchers
have also documented online censorship in self-proclaimed
liberal democracies, which espouse freedom of speech and
expression as values; these nations were not covered in the
Access Denied reporting. Deibert et al. had to perform all
their measurements using their infrastructure, vantage points,
and OpenNet’s methodology. They did not have the plethora
of Internet measurement datasets available today. We draw
inspiration from their approach and provide a broader view of
Internet censorship with deeper technical detail. We survey a
globally representative list of countries, using diverse datasets
for overlapping coverage, and draw upon the latest research
in censor methods as described in §2.2.

Tschantz et al. did a study related to ours in 2016 [166] as
part of a larger systematization of knowledge (SoK). Section
4 of their paper outlines "censorship as practiced," in which
they examined 31 measurement studies to attribute censor
capabilities to several high-profile censoring nations. Some
of the capabilities were technology-specific (e.g., Netsweeper,
BlueCoat, SmartFilter), and the countries were not globally
representative as we aimed to accomplish. Gill et al. per-
formed a study similar to ours in 2015, using solely OpenNet
Initiative data [65], and only focused on DNS and HTTP
filtering of web URLs.

Aceto and Pescapé wrote a survey of censorship detection
systems in 2015 [3]. Their work covered academic detection
architectures as well as deployed Internet measurement plat-
forms. The study relied on the design goals of the detection
system authors for their characterizations, while this survey
focuses on the evidence of censorship occurrences.

Many studies have attempted to provide coverage of Inter-
net censorship through measurement platforms [11, 89, 90,
112,119,139,160,170,204], the use of literature surveys [3,24,
110,179], or crowdsourced data collection [58,121,159]. Mea-
surement platforms have various advantages and limitations,
and we drew from several to promote overlapping coverage.
Surveys provide historical context to our analysis. Prior work
also has dozens of individual country censorship case studies,
providing us with historical data on censor methods.

3 Methodology

We used a mixed methods (quantitative and qualitative) ap-
proach to data collection in our study. Data from the 2021
FOTN report’ served as a foundation for analysis, scoping
the project while ensuring global representation. We assessed

3While the 2022 report has since been published, it did not exist at the
time of this analysis.
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all 70 assessed countries from the FOTN report using our
framework. We used the Internet censorship methods from
the taxonomy by Master in [110] to ensure comprehensive
coverage of techniques.* The elements of the taxonomy are
those that we summarize in §2.2 above.

To begin our analysis, we used quantitative data from Inter-
net measurement sources to determine Internet censor actions
in each country during the report’s timeframe (June 01, 2020
to May 31, 2021). We used the report’s timeframe as the mea-
surement period for our study, so our outputs align with their
qualitative conclusions. We extracted data from the following
sources:

* OONI. OONI [58] performs over a dozen Internet mea-
surement tests for censorship in over 200 countries using
crowdsourced data from software probes they distribute,
and ingest tens of millions of data points monthly. The
"web_connectivity" test provides detection mechanisms for
DNS tampering, TCP/IP blocking, or blocking by a trans-
parent HTTP proxy.

* Censored Planet. Censored Planet provides a web-based
dashboard to display the results of their Internet censor-
ship detection. The platform utilizes various passive re-
mote measurement techniques in more than 200 countries.
This combination of tools includes: (1) Auger [138] uses
TCP/IP side channels to measure reachability between two
Internet locations without the use of a vantage point, (2)
Satellite [153] uses public DNS resolvers to compare how
popular webpages are resolved to determine where interfer-
ence happens, (3) Quack and Hyperquack [145] use Echo
and Discord servers to detect DPI blocking for HTTP and
HTTPS traffic.

* Internet Society Pulse. Internet Society Pulse curates infor-
mation about Internet shutdown events occurring around the
world and analyzes their economic and human impact. Data
from their platform shows time-based network disconnec-
tions executed by authorities in the studied countries [159].

* Access Now. Access Now is a non-profit organization that
promotes digital civil rights around the world [122]. The
#KeepltOn project by Access Now generates an annual
report and dataset to track Internet shutdowns, social media
blockages, and network throttling globally [121].

Journal articles, conference proceedings, and technical reports
covering the study timeframe filled gaps unobserved by the
data sources above, if applicable. IClab [67,119] did not have
published data for the entirety of the study period dates and
was thus excluded. Based on our findings, we filled in the
columns and rows of our framework (see §4.1).

4We chose not to include "Resource Exhaustion" (e.g., DDoS attacks)
and "Computer Network Attack" from the Internet Censorship Methods
Taxonomy [110] in our framework because those methods target resources
outside of the censor’s sphere of influence, to deny access to all Internet
users. This study focuses on nation-state censorship against each nation’s
citizenry. We also combined IP blocking and port blocking into one category.

After the cross-sectional portion of the study was complete,
we used a systematic literature review (SLR) approach [125]
to capture the historical context of censorship methods docu-
mented outside of the measurement period for each country.
We conjectured that presenting historical censorship activities
with recent ones would illuminate inter-country and global
trends. CensorBib [181] was the starting point for SLR ci-
tations. CensorBib is an online archive of selected research
papers on Internet censorship maintained by Dr. Philipp Win-
ter [182]; nomination submissions are open to the public. The
archive captured many of the country-specific studies from rel-
evant journals and conferences. We treated peer-reviewed jour-
nals and conferences as primary data sources, and technical
reports and blog postings were considered case-by-case when
primary sources were unavailable. Rather than surveying se-
lect journal proceedings, we searched for country-specific
case studies of Internet censorship. Our list of surveyed na-
tions began with the lowest scores on the FOTN 2021 re-
port (“not free””) and ended with the highest scores (“free”).
Low-scoring countries tended to have the highest number of
citations, while free nations had few (if any) case studies on
their censorship practices, with some exceptions.

Limitations and delineations. This study does not aim to
measure the quantity or frequency of particular censorship
methods, only evidence of their occurrence. In pursuing our
goal of illuminating global trends for censor methods, we con-
sequently lose some granularity. For example, in a nation-state
with a decentralized implementation of DNS tampering, users
served by one AS may be unable to access specific websites,
while citizens in other regions can because of non-uniform dis-
tribution or implementation of blocklists nationally. If there
is enough evidence of censorship in at least one AS, our data
will reflect the nation in question as using that censor method.
Additionally, our framework does not delineate "censorship
leakage" [37], in which the blocking decisions made by par-
ticular ASes impact users in other countries outside of the
censor’s geopolitical borders.

There are limitations inherent to the use of Internet mea-
surement data. Fletcher and Hayes-Bircher demonstrated
in [60] that remotely measured Internet censorship datasets
were less likely to contain false positives than subject mat-
ter expert (SME) analysis when taken as a whole. However,
platforms such as OONI have documented records of false
positives [145,198]. To minimize false positives, we manually
reviewed instances of "confirmed" censorship for accuracy.
We considered detected blockpages in OONI data, regardless
of censor method, as definitive censorship. For Censor Planet
data, we first ensured a URL with an "unexpected outcome"
had a sufficient sample size from the probe (>30 count) prior
to consideration. If so, we then considered the proportional-
ity of suspected blocking behavior. If over 50% of attempts
resulted in strong indicators (e.g., TCP reset packets), we con-
sidered it evidence of censorship. If the majority of attempts
resulted in "matches" (page loaded correctly) or less clear-cut



anomalies (e.g., "content mismatch"), we did not document it
as evidence during the cross-sectional study period.
Research publications have limitations and potential for
bias as well. Researchers often publish Internet censorship pa-
pers on "high-profile" offending countries, while some West-
ern nations receive little scrutiny or attention. Examples in-
clude China having 35 citations in this study, while Costa Rica
had zero. A globally representative study like ours helps to
highlight these gaps in the literature, and point toward impor-
tant open research questions. Without continual effort across
the continents to assess censorship activity, reporting may lean
heavily towards historic offenders and not detect new ones.
Articles in the literature also tend to focus on key historical
events or problems, which may bias researchers’ conclusions
toward a perception of ever-increasing censorship [92] while
potentially leaving out nations that make progress in reduc-
ing censorship. Recent efforts by groups such as OONI and
Censored Planet to quantitatively highlight emerging censor
trends [129, 146, 163] may help to balance this reporting.

4 Results and Discussion

4.1 Discussion of the Framework

The final data and overall results of the study are depicted in
Table 1. The 70 assessed countries are the rows of Table 1,
sorted by lowest to highest FOTN "total score." The column
headers are organized into four sections; (1) Country name
and ISO country code, (2) FOTN scores and status data, (3)
Internet censorship methods, and (4) notes.

FOTN scoring for obstacles to access, limits on content,
and violations of user rights are included as columns for each
country to provide context to our findings. FOTN uses 21
questions (nearly 100 sub-questions) to determine scoring
in each category; the scores are summed up to determine a
country’s total score (100-70 = free, 69-40 = partly free, 39-0
= not free).

Internet censorship methods are listed as columns across
the top, and are the central element of our study. Countries
we found evidence of using a particular method during the
measurement period are identified with a circle "@". If the
censorship method was only instituted for a specified period
of time (rather than persistent filtering), we indicated that with
an unfilled circle "O". If we encountered anecdotal observa-
tions of censorship, but could not confirm it with quantitative
evidence or a prior study, we marked that country with a
square "[J" to mean "unconfirmed"”. These data represent all
censor activity during the study period.

After we completed the cross-sectional portion of the study
and the SLR, we illustrated historically observed censorship

SWe did not report unconfirmed censor activity in any totals, discussion,
or figures other than the framework in Table | and associated citations in
Table 3.

in Table | using an upside-down triangle "V"; that is, docu-
mented censor activity that occurred at some time outside of
the study period over the last 20 years. The "notes" field on
the far right includes additional qualitative context for each
particular country. Historical events (e.g., war, conflicts, elec-
tions, civil unrest) often coincide with Internet censor activity.
Exceptions or further explanations for a particular piece of
evidence may have been warranted and included in the notes
section as well. Table 3 documents all citations and evidence
of Internet censorship methods by country; interested readers
can find it in Appendix A.

The framework is notable for its approachability and flexi-
bility. Data collection, visual investigation, and quantitative
analysis can all be performed using the same document. The
elements are also modular. For example, suppose a fundamen-
tal change is made to a component of the Internet protocol
suite, revealing a newly viable censorship method. In that
case, a column can be added to accommodate and track its
use. Conversely, a column could be removed if changes are
made that eliminate an entire class of censorship methods.
An example could include the introduction of an Encrypted
Client Hello (ECH) into the TLS standard. Because censors
currently rely heavily on the plaintext SNI extension present
in TLS 1.3 to target traffic for blocking, implementing en-
cryption to obfuscate SNIs may eliminate the "TLS-based
Filtering" column entirely. This outcome is not a certainty, but
the framework could oblige the change if it happened. Finally,
the framework supports ease of reproducibility. For example,
in five years a researcher can use the document as a baseline
(all data points are historic) and fill in only the gap data for the
five years of coverage — revealing emerging global trends.

4.2 Analysis and Trends

Figure | and Table 2 are examples of quantitative analyses that
can be derived from our framework. Figure 1 illustrates sum-
mary totals of countries that utilize particular censor methods.
The bottom bars (red) indicate active use during the measure-
ment period, while the top bars (pink) show countries that
have historically used a censor method (but not as of 2021).

In total, 62 of the 70 surveyed nations had some evidence
of Internet censorship, during the study period or as shown
in historical documentation. The most popular censorship
method was application layer filtering of HTTP content or
URLs — over all-time as well as during the study period.
BGP disruptions were the least utilized method both during
the study period and over all-time.

Unfortunately, we also observed a large percentage of
nations (41%) leveraging TLS-based filtering capabilities
against HTTPS traffic. This trend likely occurs because of the
widespread adoption of TLS encryption. Encrypting HTTP
traffic denies censors’ ability to filter based on the network
packet content. Mozilla’s telemetry reporting shows 82% of
global traffic is HTTPS as of October 2021 [54], and adoption



Table 1: Framework for Evidence of Internet Censorship Methods by Country

o \o% @ = observed, persistent censorship
¥ \go 3 .\.&‘ O = observed, time-based censorship
S /& 35"% \e& ‘QQ §Q\ o ¥ = historical censor observations
& /8 > o /& /F /S &/ /& O = unconfirmed
ST s s SSSS S S/
s °°¢ &6@ V'éeé& @r& %@}. S Q‘Q g§ ‘&e {“\% &gﬁ {S@ 43&
S Q S & & &
\@3«%@}% 2 Q@ /E &S QQQ-V @‘b S
IS S /X X
COUNTRY \%OA) Qo&o“é:" S 49& @&‘ s7 ch @‘b Q%% Q&& & Qs@ Notes Study period for @/O: June 01, 2020 to May 31, 2021
China CN (10| 8 | 2 | O | Not Free el Eel ] v (] [ ] o @ | Centralized active blocking of VPNs, circumvention tools, and secure messengers
Iran IR [16] 8 | 5| 3 | Not Free O |0e@* v [ ] [ ] ) @ | *Particular endpoints associated with QUIC/UDP targets, and residual censorship
Myanmar (Burma) |MM |17| 4 | 7 | 6 | Not Free O [ o O o v Military junta coup d’état after 2020 elections
Cuba CU |21[{5[9| 7| NotFree | O o | O V¥ | Mass anti-government protests of COVID-19 pandemic response, censored social media
Vietnam VN |22]12] 6 | 4 | Not Free v v Censorship focus in print media
Saudi Arabia SA |24]12| 8 | 4 | Not Free v v ® | O Reduced overall Internet filtering between 2017-2020
Pakistan PK (25| 5 (13| 7| NotFree | O v \& v o | O *Global YouTube disruption via BGP 24FEB2008
Egypt EG [26[12]10| 4 | NotFree | O | @ R
Ethiopia ET [27] 4 [12|11]| NotFree | O v @ |V Vv | Tigray civil war
United Arab Emirates | AE (27 12| 9 | 6 | Not Free [ ] [ ] [ ] v
Uzbekistan UZ (28] 9 |12| 7 | Not Free O ) o
Venezuela VE |28] 6 [12]10| Not Free v o0
Bahrain BH |30|16| 8 | 6 | Not Free v o0
Russia RU [30(12|10| 8 | NotFree | O () v O | ® | ® |O®| @ |Decentralized, novel hybrid censor approaches observed
Belarus BY |31[10[14| 7 | NotFree | O v ® |  © e
Kazakhstan KZ |33[11|11|11| NotFree | O | O@® v vV | ® | ® | v [Nation-wide deployment of government-issued root certificate, MITM interception 2019
Sudan SD [33] 6 |15|12| Not Free O v
Turkey TR |34|15(10| 9 | NotFree | V¥ v \ &/ o O | o *Global Internet disruption via BGP routes to Turkey 24DEC2004
Azerbaijan AZ |35|10(14|11| Not Free O v ) o Second Nagorno-Karabakh war, late 2020
Thailand TH |36|16|13| 7 | Not Free v () High levels of inconsistency in routing, content mismatches
Rwanda RW |38 |13 |11|14| Not Free v
Bangladesh BD |40[12|17|11|Partly Free| O v o | O
Iraq 1Q (41| 11|16|14|Partly Free| O v
Cambodia KH [43| 13|18 |12 |Partly Free o o
Zimbabwe ZW |46 8 [22|16|Partly Free | V¥ v
Jordan JO 4713|1717 | Partly Free v Oo* @ | @ | @ *Throttling of a social media service during public protests
Indonesia ID [48|14|17|17|Partly Free v o | O
Libya LY |48] 7 [25|16|Partly Free| Vv v
Nicaragua NI (48|12 18| 18| Partly Free o | O
India IN (49| 11|21|17|Partly Free| O v O|l ® | ®@| @ 89 Internet shutdowns during the measurement period
Uganda UG |49[11[19|19]Partly Free| O v ® | U* 2021 elections - shutdowns and social media; *Potential DPI censorship from AS21491
Lebanon LB |51[11|22]18|Partly Free * *Limited data available
Sri Lanka LK |51|11|23]|17|Partly Free | O
Kyrgyzstan KG |53]13|23| 17| Partly Free v Inconclusive for evidence of URL filtering during study period
Morocco MA | 53| 15|22 16| Partly Free v
The Gambia GM |53|12(22|19|Partly Free | V¥ O Internet freedom improvement since 2017
Singapore SG |54[19|17| 18| Partly Free () O
Malaysia MY |58 | 18|21 |19 |Partly Free | Vv ® |V
Malawi MW |59 112523 |Partly Free | (J* O #2019 elections; **2011 alleged short-term blocking of news and social media
Nigeria NG [59[17|25|17 |Partly Free | O v v v
Zambia ZM |59|15|24|20|Partly Free | V¥ v v 2021 elections, social media platform blocking (outside study period)
Mexico MX | 6018|2517 | Partly Free \& @ OF* *Blocking of Tor directory authorities; **state-owned AS8151 TLS-based filtering
Angola AO | 621230 20| Partly Free o* *Blocking of anti-censorship software websites
Ecuador EC [62]17]25]20 | Partly Free ® | O
Ukraine UA |62]20|21 |21 |Partly Free o o o
Tunisia TN | 63|16 (28|19 | Partly Free v v
Brazil BR | 64|20 |24 20| Partly Free v v
Ghana GH | 64|14 |27 |23 | Partly Free [ ] ()
Colombia CO |65|19(25|21 | Partly Free | [J* v *Potential shutdown in parallel with anti-government protests
Philippines PH [65|17|26 (22| Partly Free | v* () Vv | *Cellular telephony service shutdowns
Kenya KE [66]16|27 |23 | Partly Free Government orders for removal of content in leu of blocking actions
South Korea KR | 6722|2421 |Partly Free v v v o | O Authorities have publicized their use of TLS-based filtering for illegal content
Hungary HU |70(21(24|25 Free O | O* *AS60436 potentially performing filtering actions
Argentina AR | 7119|2725 Free v
Armenia AM |71(19(26(26 Free [ ] [ ] [ Second Nagorno-Karabakh war, late 2020
Serbia RS |71]21(25|25 Free \& *State blocking of gambling websites
South Africa ZA |73(17|29]|27 Free
Australia AT |75(23127|25 Free v O State blocks gambling, torrent, and streaming sites
United States US [75]21(2925 Free Law Enforcement compels the removal of intellectual property theft rather than blocking
Italy IT [76(21|30]25 Free oF *Mostly blocking alleged criminal activity or copyright infringement
Japan JP |76(21(29|26 Free
Georgia GE [77(1931]|27 Free * *Temporary blocking of "pro-Islamic State" websites 2015
France FI |[78(23(30(25 Free ® | O State blocking of websites related to "terrorism" and copyright infringement
United Kingdom GB | 7823|3025 Free v v ® | O IWF maintains court-ordered blocklist ("extreme pornography" and copyright infringement)
Germany DE |79(2229]28 Free v v Repeal of the Access Impediment Law (Zugangserschwerungsgesetz) 2011
Taiwan TW | 80243125 Free O *City of Taipei filters select websites on its public wifi
Canada CA |87(23(32|32 Free v v o O State blocking of copyright infringement
Costa Rica CR | 8720|3334 Free
Estonia EE |94(25(32|37 Free oF *State blocking of gambling websites
Iceland IS 196|25(34|37 Free * *State blocking of copyright infringement




Table 2: Percentage of Countries that Use Each Internet
Censorship Method in the Framework

Censor Method % During Study Period | % All-Time
Internet Shutdowns 29 40
IP or Port Blocking 9 30
BGP Attacks/Disruption 1 11
Bandwidth Throttling 6 13
DNS Tampering 24 46
HTTP/URL/Keyword Filtering 49 69
TLS-based Filtering 41 44
Protocol Fingerprinting 6 13

has only increased since then. Given this dilemma, censors
with higher motivation have invested in hardware and soft-
ware capable of targeting SNI in TLS headers of HTTPS
requests.

Oddly enough, HTTP-based censorship remains the most
utilized censor method (49%), despite the proliferation of
TLS. This suggests that some censors are satisfied to sponsor
content-based censorship regimes, despite being ineffective
against most web traffic. Some of these governments may
not have agencies or individuals that understand the technol-
ogy thoroughly enough to make informed decisions about
updating their censorship architecture. There is also the unfor-
tunate reality that some parts of the world are underserved by
HTTPS compared to more developed nations [83], and older
censor methods may continue to work in these countries until
system administrators update their web servers.

Some censor methods are reflected as mostly historic. IP
and port blocking occurred frequently in the past (30%) but
seldom during the study period (9%, or six countries). These
will be discussed further in §4.3. BGP disruptions were also
infrequent — likely because of the nature of manipulation of
BGP announcements, which impact Internet routing far be-
yond a nation’s borders. Two famous examples of malicious
actions by nation-states illustrate BGP-based censorship at-
tempts [115, 134], and both were short-lived.

4.3 Discussion

Global Internet censorship has generally increased over the
years, with a handful of nations as exceptions. In documenting
the technical means by which these countries deny access to
Internet resources, we illuminated several trends to inform
future research.

DPI technologies have long been assumed to be too re-
source intensive to implement at a national scale. Our data
indicates otherwise; an increasing number of countries are
willing and able to filter application-layer content. The most
aggressive censors utilize hybrid approaches (Russia) [190],
active probing of VPN and anti-censorship services (China)
[55, 120], and allowlisting prior to censorship-in-depth (Iran)
[28]. We also highlight the overall increased use of TLS-based
blocking, often when a censor targets the unencrypted SNI to

Nation-state Censor Methods Summary

m During Measurement Period

34
29
&y 17
B . m
& & Y .

Historically Observed

Number of Countries

& 4 & i &¥ & o s
& e D N & < R =
& & S 5 < S &
S &> < & & & N
B N N < <Y A o
N o B N > % &> o
& < ¥ S 5 < S <
& D S S & ° >
R 3 v o & N o«
N R N N
Q ’S &
s N ]*

Figure 1: Bottom bars indicate countries that censored using
a given method during the measurement period; Top bars
indicate historical evidence of censorship (but not during the
measurement period).

deny access to particular domains. This entire class of cen-
sorship techniques could potentially be eliminated with the
upgrade to Encrypted Client Hellos (ECH) — which is still
in IETF draft [149]. Encrypted SNI (ESNI) was an earlier at-
tempt to address privacy concerns of SNI targeting, but faced
implementation issues and was only supported by one major
web browser, Mozilla Firefox [136]. PRC also took the un-
precedented step of blocking most ESNI traffic [26]. Firefox
has since abandoned ESNI in favor of supporting ECH devel-
opment [88]; ECH will need to be widely deployed to ensure
the cost of overblocking deters authorities from blocking the
newest version of TLS.

As end-to-end encrypted (E2EE) messaging services gain
popularity for their security and privacy properties, censor-
ing nation-states have targeted these protocols with existing
methods as well as more advanced protocol fingerprinting
techniques. The proliferation of encrypted traffic analysis
(ETA) tools or next-generation firewalls (NGFWs) that can
block applications such as Signal or Tor Browser may pose a
threat to freedom of expression if implemented by a censor.
Notably, all evidence of censorship in the protocol fingerprint-
ing category came from focused individual studies, not from
the primary data sources in §3.

More targeted censorship methods enable regimes to meet
their censorship goals while avoiding overblocking, minimiz-
ing economic collateral damage. Censors may also use sophis-
ticated methods because they are more subtle, and deniability
that censorship is occurring may avoid the political implica-
tions of public outcry. At the same time, countries in other
parts of the world are increasingly willing to use blunt in-



struments of censorship — often total Internet shutdowns —
during tumultuous periods of civil unrest or political change.

We also observed that nations typically understudied in
terms of Internet censorship have some level of filtering hap-
pening within their borders. Several countries (e.g., Italy,
France, Estonia, Iceland) use DNS tampering to block content
considered illegal (e.g., intellectual property theft, gambling,
pornography, terrorism, child sexual abuse materials) in their
society. Some surprising Western examples included when
Canada blocked COVID-19 information [176] and when po-
lice in the United Kingdom turned off WiFi in subway systems
during environmental activism protests [175].

There are several positive trends for Internet freedom advo-
cates in our data. We observed a decline in the use of naive
methods such as IP blocklists. This is possibly the case for
several reasons: (1) difficulty in maintaining blocklists, as
IP addresses are often ephemeral, (2) collateral damage, as
blocking an IP range belonging to a CDN can deny access to
large swaths of the Internet, and (3) as [Pv6 is more widely
deployed, the total IP address space grows exponentially. This
observation could be partially distorted based on bias in the
literature as outlined in §3. However, in our study we rarely
observed port blocking in use for censorship. Typical web
traffic occurs on ports 443, 80, and 53, and applications using
other ports are not necessarily required to follow standard
conventions when hosting their services. Iran is a notable
exception in that it has implemented allowlisting for the three
ports mentioned above on several occasions, denying access
to all others [28]. Another recent study highlighted "residual
censorship," where censors detect an objectionable connec-
tion using one censorship method, then proceed to deny all
connections between the two endpoints for a short duration
using a 3-tuple (client IP + server IP + port) or 4-tuple (client
IP + port + server IP + port) [27]. Bock et al. observed this re-
newed, time-based approach to IP and port blocking in China,
Iran, and Kazakhstan; further research is needed to determine
if other nation-states are implementing similar functionality
into their censorship systems.

Application layer filtering, specifically HTTP content and
URL blocking, has also seen a decline in effectiveness. The
broad adoption of encryption via TLS limits a censor’s ability
to analyze and target packet contents. DNS tampering oc-
curs less often than HTTP-based application layer filtering,
and several circumvention techniques remain available for
DNS-based censorship: (1) changing the DNS server a user
device submits requests to, (2) using encrypted DNS proto-
cols, such as DNS over TLS or DNS over HTTPS, (3) using
web proxies that support DNS traffic, such as SOCKSS, (4)
using VPNs and tunnel-based anti-censorship tools. Detection
and documentation of censors that block DoT/DoH and QUIC
endpoints [20, 52] are also points of serious consideration for
Internet measurement researchers.

5 Future Directions

In addition to being a valuable tool for investigating and track-
ing global censorship trends, our analysis and the resulting
framework point to several interesting and open research di-
rections. Our framework helps highlight gaps in existing work,
both from a country-specific and a technical perspective, and
can serve as a well-informed springboard for future studies.

We report several anecdotal instances of censor activity
(e.g., social media, blog posts) in multiple countries that
lack quantitative evidence or scientific studies to corroborate.
Some of these nations present little evidence of censorship
in available Internet measurement datasets; this may point
to areas currently under-studied or that would benefit from
further research. Are these true censorship events or isolated
instances resulting from external circumstances? Have these
countries shown repeated instances of censor activity but re-
ceived less attention because they are not part of the often-
studied country sets? What political or social circumstances
may lead to future censorship trends in these countries?

While prior work has explored censorship methods based
on geographical regions, deeper analysis of the global dataset
prompted us to ask: Are there different ways to group coun-
tries and datasets that may lead to valuable insights? For
example, we wonder if there are notable similarities or trends
among politically allied nations. Do allied countries influence
each others’ likelihood of censor activity, censorship methods,
pace of deployment of their censorship apparatus, or content
filtered, to name a few? What other international factors might
influence a nation’s censorship activities?

We believe this is an important area of future work because
it benefits censored citizens and policymakers supportive of
free expression online. Comprehensively understanding how
censorship happens is a crucial first step towards change.
The global nature of our methodology and framework allows
one to better ask (and answer) broader questions of research
relevance towards Internet governance.

6 Conclusion

Understanding global trends in Internet censorship can em-
power researchers, policymakers, and civil liberty advocates.
While substantial prior work focuses on single-nation or re-
gional censorship, we sought to expand this perspective by
providing a worldwide view of Internet censorship methods
over time. To do this, we developed a comprehensive frame-
work that is approachable and flexible — it allows for easy
visual investigation, further quantitative analysis, and straight-
forward updates as new findings emerge. We conducted a
cross-sectional study over a one-year period and a historical
20-year survey of 70 countries within the framework. This
allowed us to provide unique, data-driven insights into global
Internet censorship trends and point out interesting directions
for future research.
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Table 3: Evidence of Internet Censor Methods by Country

China [4,12,13,20,27,35,40,42,48,55,56,65,71,72,74,86,89,96,102, 108, 120, 128, 135,138, 139, 173,180, 183, 184, 187, 188, 194,199,201, 203]
Tran [4,9,10,10,14,19,20,27,28,52,65,89,93, 106,121, 128, 138,139, 159, 166, 173, 194]
Myanmar (Burma) [45,65,91,121,128,134,159]

Cuba [17,46,121,133,141,159,194]
Vietnam [18,47,65]

Saudi Arabia [6,8,44,47,89,91,173,202]
Pakistan [1,2,47,49,89,94,114,115,128,159]
Egypt [43,49,65,89, 100, 159]
Ethiopia [4,47,49,100, 121,159,163, 166, 196]
United Arab Emirates [4,44,47,65,89,91, 128, 166]
Uzbekistan [89,99, 128,159, 194]
Venezuela [36,65,82]
Bahrain [47,89,128,173]

Russia [11,65,78,89,121,128,138, 142,147,173, 186, 189, 190]

Belarus [49,121,128,139, 159, 193]
Kazakhstan [4,20,27,49,65,85,89,121, 139, 144,159, 166, 168]
Sudan [47,138,159]
Turkey [5,11,49,61,89,128, 138,161,162, 166, 167,173,200]
Azerbaijan [47,64,91,100,128,137,159]
Thailand [4,47,48,63,65,91,100, 128, 166, 173]
Rwanda [62,111,143,178]
Bangladesh [23,89,100,121,159,173]
Iraq [116,139,159]
Cambodia [100]
Zimbabwe [197]
Jordan [47,89,100,107,113,117,156]
Indonesia [65,128,139]
Libya [22,43,130,138]
Nicaragua [100]

India [47,65,68,89,100,121,128,158,159,173,198]
Uganda [100, 121,159,191, 192]
Lebanon [100]

Sri Lanka [100, 159]
Kyrgyzstan [65,100]
Morocco [65]

The Gambia [15,33,59]
Singapore [79,84,100]
Malaysia [65,91,100,128,173,185]

Malawi [53,105]
Nigeria [7,65,126,159]
Zambia [140, 195]
Mexico [87,89,100]
Angola [100]
Ecuador [89, 100]
Ukraine [89, 128]
Tunisia [4,47,91,166]
Brazil [171,174]
Ghana [100]
Colombia [47,118]
Philippines [4,100, 104, 166]
Kenya [77]

South Korea [38,41,47,65,89,100,128,173]
Hungary [100]
Argentina [127]

Armenia [100, 109, 186]
Serbia [155]

South Africa -

Australia [22,124,148,151]

United States [24,81,123,154,175,177]

Italy [2,31,128]

Japan -

Georgia [164]
France [65,89, 128]
United Kingdom [39,81,89,138,175]
Germany [30,51,65,76,156,177]
Taiwan [70]
Canada [22,75,176]

Costa Rica -

Estonia [25,131]
Iceland [69]
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