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EXECUTIVE SUMMARY 1 

The concept of digital vaccination certificates or “smart vaccination certificates” (SVCs) is proposed to 2 

provide a mechanism whereby an individual can present documentation that claims they have 3 

received a vaccine and this claim can be cryptographically verified by an interested party. This is 4 

considered superior to a paper-only vaccination certificate, which can be fraudulently obtained, 5 

easily lost and damaged, or simply difficult to read due to illegible handwriting. Although the SVC is  6 

initially planned to be used for Coronavirus disease (COVID-19) vaccinations, the intent is to set up a 7 

foundational mechanism that will be applicable for use with other vaccinations in the future, such as 8 

Yellow Fever, Polio, or vaccinations that have yet to be discovered. Furthermore, the approach is 9 

architected to respond to the evolving science and needs of countries. The World Health 10 

Organization (WHO) has developed this guidance and technical specifications document, in 11 

collaboration with a multi-disciplinary group of partners, in order to support WHO Member States in 12 

adopting interoperability standards for SVCs.  13 

What is a Smart Vaccination Certificate?  14 

A vaccination certificate is a medical document that records a vaccination service that an individual 15 

has received. Digital vaccination certificates, or cards, refer to digital immunization records that are 16 

accessible by the vaccinated person, and serve the same purposes as traditional home-based 17 

records: they provide a tool to ensure continuity of care and a proof of vaccination (1).  18 

A smart vaccination certificate (SVC) can be purely digital and stored, for example, on a smartphone 19 

application or a cloud-based server. Alternatively, it can be a “digital twin”1 (2) of a traditional paper 20 

home-based record. A smartphone is not required to have an SVC. The link between the paper SVC 21 

record and the digital record can be established by a barcode2, for example, that is printed on the 22 

paper vaccination card.  23 

The SVC only documents that a vaccination event has occurred. It is not intended to serve as an 24 

“immunity passport” (3). As per the “Interim position paper: considerations regarding proof of 25 

COVID-19 vaccination for international travellers” (4), “Regardless of any technology implemented in 26 

future, the COVID-19 vaccination status of international travellers should be recorded through the 27 

International Certificate for Vaccination and Prophylaxis based on the model presented in Annex 6 of 28 

the IHR. The same format could be adapted once WHO pre-qualified COVID-19 vaccines become 29 

available universally and relevant recommendations are provided under the IHR.” 30 

 
1 As defined by IBM, a “digital twin” is “the virtual representation of a physical object or system”. 

2 Barcode or 2D data matrix 
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Figure 1. Smart Vaccination Certificates can take many forms 31 

 32 

What are the benefits of a Smart Vaccination Certificate?  33 

SVCs can enhance existing paper home-based records (5) and the international certificate of 34 

vaccination or prophylaxis (6) by combining the functionality of both. Additionally, SVCs can provide 35 

a way to mitigate fraud and falsification of “paper only” vaccination certificates by having a “digital 36 

twin” that can be verified and validated in a reliable and trusted manner, for health, occupational, 37 

educational, and travel purposes (as per national and international policies); without depending on 38 

an individual verifier’s subjective interpretation. Once an individual’s vaccination record is available in 39 

a digital format, additional functionality can be built to support things like automated reminders for 40 

the next dose or linkages to other immunization information systems (though these are outside the 41 

scope of this document). An SVC is intended to allow for multiple types of use without requiring an 42 

individual to hold multiple vaccination records per Figure 2. 43 

 Figure 2. Multiple use cases for a Smart Vaccination Certificate 44 

 45 

Key design principles  46 

In order to guide the creation of a globally interoperable SVC, WHO has adopted the following key 47 

design principles.  48 

• Equity: Ensuring that SVCs do not further pre-existing inequities or create new ones  49 

• Accessibility:  Ensuring that SVCs are accessible to all, including through the use of open 50 

standards  51 

• Privacy protecting: Ensuring that individual privacy rights are respected and protected  52 
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• Scalability, flexibility and sustainability: Ensuring that SVCs can reach global scale, are 53 

sustainable beyond the COVID-19 pandemic, are adaptable for other contexts and uses, and 54 

take into account environmental sustainability of the various solutions implemented.  55 

Scenarios of use and use cases of the SVC  56 

The scope of this document currently covers two scenarios of use of the SVC:  57 

(1) Continuity of Care: Vaccination records are an important part of an individual’s medical 58 

records, starting at birth. The Continuity of Care scenario of use is the primary purpose of a 59 

vaccination certificate. It provides individuals with a record of which vaccinations they have 60 

received, helping to ensure they are able to make informed decisions on the health services 61 

they receive and can provide that information to a health worker as part of their medical 62 

history.   63 

(2) Proof of Vaccination: Vaccinations are intended to reduce transmission, protect against 64 

infection and ensure long-lasting immunity. Vaccination records are an important tool to 65 

document and provide proof that an individual has been vaccinated. This allows for public 66 

health officials to help manage and minimize the impact of acute public health events that 67 

endanger people’s health across geographical regions and international boundaries. 68 

There are multiple use cases within the Continuity of Care and Proof of Vaccination scenarios, and it 69 

is expected that these use cases will operate within contexts across a broad range of digital health 70 

maturity. The recommended core data set for the SVC is intended to reflect the critical data 71 

requirements for interoperability, driven by the public health need.  72 

What is the WHO trust framework? 73 

A trust framework consists of technical specifications, interoperability criteria and related governance 74 

mechanisms that are agreed upon by multiple entities to establish trust between those entities. The 75 

WHO trust framework is intended to be a mechanism by which any Members State can trust that 76 

medical documents issued by another Member State are authentic and have not been tampered 77 

with. The WHO trust framework will leverage public key infrastructures (PKIs) to establish a 78 

cryptographically supported trust framework for SVCs. PKI is widely used to establish global trust 79 

frameworks. For example, it is the key mechanism behind online credit card transactions (7). Public 80 

health authorities in Member States will need to establish and maintain a domestic PKI system with 81 

appropriate authorities, applications, people, and processes in place to support SVC issuance and 82 

verification.  83 

The WHO trust framework relies on a chain of trust between Member States that is operationalized 84 

by a public key directory, to be managed by WHO. No personal health data will be stored in the 85 

WHO Public Key Directory. The WHO Public Key Directory will be a global registry of public keys 86 

linked to Member States’ public health authorities. This global directory of public keys will allow 87 

cross border verification and validation of SVCs.  88 

By managing a global directory of public keys, WHO can play the role of a trust broker among 89 

Member States that meet SVC interoperability requirements. Locally, each Member State would 90 
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maintain a copy of the global list of public keys. These locally cached keys could be then leveraged 91 

to verify SVCs issued by other Member States.  92 

Member States may also choose to bilaterally exchange public keys, or regional public key 93 

directories may also be set up (such as is being contemplated by the European Union). The overall 94 

process is illustrated in Figure 3. 95 

Figure 3. WHO Public Key Directory 96 

 97 
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1 INTRODUCTION 98 

1.1 Background 99 

The Coronavirus disease (COVID-19) caused by the severe acute respiratory syndrome coronavirus 2 100 

(SARS-CoV-2), first identified in December 2019, has spread to become a global pandemic. The 101 

outbreak has forced curtailment of movement, curfews and adoption of preventative measures to try 102 

to halt transmission and lower the burden on public health resources and reduce loss of life and 103 

severe illnesses. COVID-19 vaccines are being delivered at record speed and countries need a way for 104 

individuals to have a record of their vaccination status.  105 

1.2 Assumptions 106 

At the time of writing, four vaccines have been approved by WHO under the emergency use list (8) . 107 

Given the existing inequities in accessing digital technologies and connectivity, regardless of 108 

technologies being implemented in countries, it is currently still recommended that COVID-19 109 

vaccination status be documented on the International Certificate of Vaccination and Prophylaxis 110 

(ICVP). 111 

A number of assumptions are being made about the responsibilities of WHO and Member States 112 

with regards to the SVC. The following assumptions are being made about WHO’s responsibilities 113 

with regards to the SVC: 114 

1. WHO will not have access to any identifiable, individual data.  115 

2. WHO will not receive or process personal health data (only public keys).   116 

3. WHO will determine the core data set and the related data standards (data structure and 117 

semantics). 118 

The following assumptions are being made about Member States’ responsibilities:  119 

1. It will be up to the Member State to determine the format in which to implement the SVC in 120 

(such as if it will be augmented paper, smartphone application, or something else). 121 

2. There can be multiple point of service solutions depending on the context of the Member 122 

State. 123 

3. Member States will be responsible for implementing the policies necessary to support the 124 

SVC workflow. 125 

4. It will be up to the Member State to determine the mechanism for unique identification. 126 

 127 

1.3 Purpose of this document 128 

Whereas, the following statement(s) on the sixth meeting of the International Health Regulations 129 

(IHR) Emergency Committee regarding the Coronavirus disease (COVID-19) pandemic advised the 130 

WHO Secretariat (9) to: 131 
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• “Rapidly develop and disseminate the WHO policy position on the legal, ethical, scientific, 132 

and technological considerations related to requirements for proof of COVID-19 vaccination 133 

for international travellers, in accordance with relevant IHR provisions. 134 

• Coordinate with relevant stakeholders the development of standards for digital 135 

documentation of COVID-19 travel-related risk reduction measures, that can be implemented 136 

on interoperable digital platforms. This should include vaccination status in preparation for 137 

widespread vaccine access.” 138 

WHO has developed this technical specifications document in order to support WHO Member States 139 

as recommended by the IHR Emergency Committee. Furthermore, with the unprecedented scale of 140 

vaccination delivery in countries, digital technologies should be leveraged to support capturing of 141 

vaccination status for individuals. Digital technologies can provide a way to mitigate fraud and 142 

falsification; provide a way to send automated reminders to the vaccinated person of when the next 143 

dose is due; and can allow for an individual to more seamlessly have access to their personal record; 144 

and more seamlessly provide that information to their health care provider.  145 

As Member States are increasingly looking to adopt digital solutions for a vaccination certificate for 146 

COVID-19, this document is intended to provide Member States with a baseline set of requirements 147 

and standards specifications that will allow for a compliant SVC solution to be interoperable with 148 

other SVC standards-based solutions. With the baseline requirements met, it is anticipated that 149 

Member States can adapt these specifications into a local instance and deployment of an SVC with 150 

their technology partner of choice. This document is intended to be software-neutral and provide a 151 

starting point for Member States to deploy an SVC in whichever mode of distribution (e.g. paper or 152 

smart phone application) they would like; regardless of whether it is a paper card with QR code 153 

stickers or a fully functioning smartphone application developed internationally or locally.  154 

 155 

1.4 Target audience 156 

The primary target audience of this document is national authorities tasked with creating or 157 

overseeing the development of a digital vaccination certificate solution for COVID-19. The document 158 

may also serve useful to partners, such as local businesses, international organizations, non-159 

governmental organizations, and trade associations, which may be required to support Member 160 

States in deploying an SVC solution.  161 

 162 

1.5 Scope of this document 163 

This document is part of a larger body of work under the Smart Vaccination Certificate Working 164 

Group, which includes key outputs outlined in Figure 4. The scope of this document specifically 165 

includes the following three key sections: 166 

1. Business requirements for a digital vaccination certificate (Smart Vaccination Certificate, SVC) 167 

for national level adoption.  168 

2. Guidance for establishing national trust frameworks for issuing and validating trusted SVCs. 169 
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3. Business requirements for a global trust framework for validation and verification of SVCs.  170 

Figure 4. Anticipated outputs of the Smart Vaccination Certificate Working Group 171 

 172 

1.5.1 Planned releases  173 

Due to the rapidly evolving context of the COVID-19 pandemic, this document is intended to have 174 

three release candidates prior to a complete Version 1 being released. After release of Version 1, 175 

revisions are planned with subsequent versions of the document released every six months for the 176 

next three years.   177 

Release Candidate 1 [this document] contains the key business requirements for a digital 178 

vaccination certificate (Smart Vaccination Certificate, SVC) for national adoption that includes the 179 

prioritized scenarios of use, use cases, key workflows, a core data set mapped to a preferred code 180 

set, and a base Health Level 7 (HL7) Fast Healthcare Interoperability Resources (FHIR) 181 

Implementation Guide for the SVC Release Candidate 1 scope. The first release candidate also begins 182 

to outline a global trust framework and high-level overview of a governance mechanism.  183 

Release Candidate 2, planned for public release at the end of April 2021, is anticipated to build off 184 

the business requirements outlined in Release Candidate 1 and to include ethical and privacy 185 

considerations of a digital vaccination certificate. Furthermore, Release Candidate 2 will also include 186 

greater detail on the technical specifications for a global trust framework for verifying and validating 187 

a digital vaccination certificate.  188 

Release Candidate 3, planned for public release at the end of May 2021, will be a further iteration of 189 

the technical specifications for a national SVC, including establishing a national trust framework, and 190 

a comprehensive specifications document for a global trust framework.  191 

Version 1, planned for public release at the end of June 2021, is intended to be a complete technical 192 

specifications document for a nationally deployable digital vaccination certificate that can leverage a 193 

global trust framework for verification and validation of a standards-compliant SVC issued anywhere, 194 

globally.  195 



Release Candidate 1   Page | 4  

 

1.5.2  Open and closed issues in Release Candidate 1 196 

1.5.2.1 Open Issues 197 

The following are issues for which input is sought from public commenters: 198 

• The best option for formatting 2D barcode (such as a QR code) content is not clear. There is 199 

a desire to be able to generate machine-readable, signed artefacts derived from the SVC core 200 

data set and leverage these in Proof of Vaccination use cases – but the size limitations of QR 201 

codes present challenges for representing a full representation of the FHIR document.  202 

• The present SVC FHIR health data content specification is related to the FHIR International 203 

Patient Summary (IPS) specification and the FHIR composition defined there. Other content, 204 

such as lab results, is readily persisted in the IPS format. It is not clear whether an IPS-205 

conformant shared health record repository, separate from the SVC Registry, should be 206 

identified as a mandatory or optional element of the SVC infrastructure. 207 

• Some Member States have approached WHO for assistance related to the establishment of 208 

their PHA’s national public key infrastructure. It is not clear what role WHO should or could 209 

play. Some options include WHO acting, as the holder of an anchor PKI certificate, could be 210 

employed to generate and sign public and private key pairs for Member States’ PHAs, and 211 

the PHAs can then employ to create Document Signer certificates. Alternatively, WHO may 212 

be able to offer a fully hosted and outsourced PKI service bureau for Member States who 213 

may need such services. Other options are possible. 214 

1.5.2.2 Closed Issues 215 

The following are closed issues that were decided as part of the expert group interactions that 216 

preceded the publishing of Release Candidate 1. 217 

• Many options were considered and evaluated regarding the operational alternatives for a 218 

global trust network. Based on WHO’s decision criteria, a PKI-based WHO Public Key 219 

Directory design, generally based on the Public Key Directory model employed by the 220 

International Civil Aviation Organization (ICAO), was decided upon.  221 

• A number of alternatives were evaluated regarding the SVC core data set, its elements, and 222 

the cardinality and coding of these elements. The final core data set is described in Section 223 

3.5.  224 

• The normative base code system for the SVC is ICD-11. For COVID-19, a 1-to-1 mapping is 225 

included in the specification between ICD-11 and SNOMED GPS. 226 

• HL7 FHIR R4 has been decided upon as the health data standard for expressing the SVC core 227 

data set.  228 

• The HL7 FHIR International Patient Summary (IPS) Implementation Guide (IG) has been 229 

chosen as the “reference” data model for the SVC IG, with profiling as necessary to support 230 

the cardinality and coding decisions related to the SVC core data set. 231 

 232 
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1.6 How to leverage this document 233 

Release Candidate 1 is intended to be an initial technical specifications document that effectively 234 

captures the requirements for a digital vaccination certificate or Smart Vaccination Certificate (SVC) 235 

from the immunization programme perspective. The first release candidate can be used to guide 236 

initial discussions towards developing a nationally and internationally recognized SVC that is 237 

standards-based.  238 

Given the consistently evolving context of COVID-19, this document is intended to be regularly 239 

updated with additional details up until the planned release of Version 1. In the interim, this 240 

document can provide a baseline set of requirements in which Member States can use as reference 241 

for their own planned implementation of a digital vaccination certificate.  242 

 243 

1.7 Methods and additional resources  244 

Since the COVID-19 pandemic began and as vaccines were beginning to show signs of successfully 245 

preventing deaths and serious illnesses, the number of digital solutions for vaccination certificates 246 

has flourished. For WHO to remain software neutral, WHO created the Smart Vaccination Certificate 247 

Working Group, with the intention it be a multi-sectoral working group focused on supporting 248 

development of key standards for a digital vaccination certificate, sharing joint learnings, and 249 

supporting development of a governance model with a trust framework architecture to support roll 250 

out of  COVID-19 vaccines, globally (10). 251 

The goals of the Smart Vaccination Certificate working group are to: 252 

1. Guide WHO on common standards and governance for security, authentication, privacy, and 253 

data exchange; 254 

2. Coordinate and strategically align efforts and collaboration to manage lessons learned and 255 

commonalities; and  256 

3. Establish guidance for Member States to facilitate informed adoption. 257 

The objectives of the Smart Vaccination Certificate working group are to:  258 

1. Publish standards for security, authentication, privacy, and data exchange for outlined use 259 

cases; 260 

2. Support and learn from successes and challenges via reference implementations and 261 

community of practice;  262 

3. Identify and curate multiple tools that conform to security, authentication, privacy, and data 263 

exchange standards established by the consortium;  264 

4. Develop appropriate guidance detailing use cases, standards and best practice; and 265 

5. Provide guidance to Member States to ensure they can adopt and support digitized 266 

vaccination certificate solutions nationally, and eventually for cross border purposes. 267 

In December of 2020, WHO issued an open call for nomination of experts to contribute to the SVC 268 

technical specifications and standards. Through a formal process, experts were selected based on 269 
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their expertise (in immunization, standards setting, technology implementation, and/or policy), not 270 

their affiliation, with a focus on regional representation and gender balance. 271 

The Smart Vaccination Certificate Working Group was leveraged to inform the contents of this 272 

guidance document through a series of consultative meetings divided into the following three 273 

workstreams: 274 

• Workstream 1: Vaccination certificate data set standards, workflows, functional requirements 275 

• Workstream 2: Validation and verification of vaccine certificate and enabling technologies 276 

• Workstream 3: Ethics, legislation, privacy, and communications  277 

In addition to the expertise provided by the Smart Vaccination Certificate Working Group, the 278 

following existing WHO guidance documents served as a baseline for this work: 279 

• Statement on the sixth meeting of the International Health Regulations (2005) Emergency 280 

Committee regarding the coronavirus disease (COVID-19) pandemic (9) 281 

• Interim position paper: considerations regarding proof of COVID-19 vaccination for 282 

international travellers (4) 283 

• Monitoring COVID-19 vaccination: Operational guide for the collection and use of 284 

vaccination data (1) 285 

• Practical guide for the design, use and promotion of home-based records in immunization 286 

(5) 287 

• Guidance on developing a national deployment and vaccination plan for COVID-19 vaccines 288 

(11)  289 

• International Health Regulations (2005) Third Edition (12) 290 

  291 

https://www.who.int/news/item/15-01-2021-statement-on-the-sixth-meeting-of-the-international-health-regulations-(2005)-emergency-committee-regarding-the-coronavirus-disease-(covid-19)-pandemic
https://www.who.int/news/item/15-01-2021-statement-on-the-sixth-meeting-of-the-international-health-regulations-(2005)-emergency-committee-regarding-the-coronavirus-disease-(covid-19)-pandemic
https://www.who.int/news-room/articles-detail/interim-position-paper-considerations-regarding-proof-of-covid-19-vaccination-for-international-travellers
https://www.who.int/news-room/articles-detail/interim-position-paper-considerations-regarding-proof-of-covid-19-vaccination-for-international-travellers
https://www.who.int/publications/i/item/monitoring-covid-19-vaccination-interim-guidance
https://www.who.int/publications/i/item/monitoring-covid-19-vaccination-interim-guidance
https://www.who.int/immunization/monitoring_surveillance/routine/homebasedrecords/en/
https://www.who.int/publications/i/item/WHO-2019-nCoV-Vaccine_deployment-2020.1
https://www.who.int/publications/i/item/9789241580496
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2 GUIDING PRINCIPLES  292 

As with any digital solution, there are potential impacts on equity and equitable access to such 293 

solutions. Thus, there are several guiding principles and frameworks that have informed the 294 

formulation of the technical specifications as well as provide guidance on how resulting solutions can 295 

be ethically implemented. The guiding principles include the following: 296 

• SVC Design principles 297 

• Ethical considerations for national use 298 

• Ethical considerations for cross border use  299 

• Data privacy principles for a digital vaccination certificate 300 

 301 

2.1 SVC Design principles 302 

The following design principles have guided the design of an SVC, the development of this 303 

document, and the Smart Vaccination Certificate Working Group: 304 

1. Equity 305 

• Everyone has the right to obtain and hold an SVC; 306 

• The SVC should not increase health inequities or increase the digital divide; 307 

2. Accessibility 308 

• Every SVC should be verifiable; 309 

• SVCs should work in online and offline environments across multiple platforms, paper 310 

and digital;  311 

• The interoperability specifications will be based on open standards to ensure 312 

equitable access to a range of non-proprietary digital tools; 313 

3. Privacy protecting 314 

• An individual’s vaccination record is a medical document, and an individual’s privacy 315 

needs to be respected accordingly. 316 

• Individuals are able to have access to their own data and can fully control whether or 317 

not they want to disclose their vaccination status;  318 

• Only data required for the purposes of vaccinations should be captured to minimize 319 

data collection and support appropriate usage of those data;  320 

4. Scalability, flexibility, sustainability 321 

• Given how diverse our world is, the recommendations regarding the technological 322 

specification for an SVC solution are intended to be flexible and adaptable for each 323 

Member State to meet public health needs, as well as the needs of individuals around 324 

the world. There is no “one size fits all”.  325 

• The requirements outlined are intended to allow for SVC solutions to meet the needs 326 

of a country’s holistic public health preparedness and response plan, while still being 327 

usable in others. It is also an overarching expectation that there will be multiple 328 

digital health products and solutions that will be implemented to operationalize the 329 

requirements described in this document. This allows for support of local and 330 
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sustainable development so that Member States have a fair choice of solutions, 331 

without excluding products from any institution. 332 

• The most environmentally sustainable options should be pursued to reduce any 333 

additional undue harm to the environment.  334 

 335 

2.2 Ethical considerations for national use 336 

This section is intentionally left blank and will be included in Release Candidate 2. 337 

 338 

2.3 Ethical considerations for cross border use  339 

This section is intentionally left blank and will be included in Release Candidate 2. 340 

 341 

2.4 Data privacy principles for a digital vaccination certificate 342 

This section is intentionally left blank and will be included in Release Candidate 2.  343 
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3 REQUIREMENTS FOR A SMART VACCINATION CERTIFICATE 344 

FOR NATIONAL-LEVEL ADOPTION 345 

This section describes a set of standard functions and capabilities that would be needed in a system to 346 

support priority scenarios (Continuity of Care and Proof of Vaccination) and their respective use cases, 347 

with descriptions of activity flows, settings and actors, and core data elements. It is anticipated that these 348 

use cases will operate within contexts across a broad range of digital health maturity. 349 

 350 

3.1 Scope  351 

3.1.1 Priority scenarios of use 352 

The two primary use case scenarios for the SVC are: 353 

Continuity of Care  354 

The vaccination certificate is presented to a medical authority so that the bearer’s vaccination 355 

status can be considered as part of continuing to provide care to the individual.  In this sense, 356 

it forms part of the person-centric health record of the individual. 357 

Proof of Vaccination 358 

The vaccination certificate is presented as proof that the bearer has received a vaccination, 359 

and this claim can be checked and validated by an interested party. 360 

3.1.2 Out-of-scope 361 

The following uses of a digital solution are out of scope for Release Candidate 1: 362 

• Vaccinations related to diseases other than COVID-19 363 

• Adverse event reporting 364 

• Monitoring and evaluation 365 

• Lab test results 366 

• The format and content of 2D barcodes, other than the barcoded unique vaccination 367 

certificate identifiers (UVCI) that is printed on or affixed to the front of an SVC paper card 368 

3.1.3 Dependencies and assumptions 369 

For the purposes of Release Candidate 1, the following dependencies are expected: 370 

• A PHA is able to leverage a national public key infrastructure to:  371 

o Establish and maintain a country signing certificate authority (CSCA) that anchors the 372 

country’s public key infrastructure (PKI) 373 

o Generate and cryptographically sign the Document Signer (DS) PKI certificates 374 

o Leverage Document Signer private keys to generate and cryptographically sign UVCIs 375 

(to be pre-printed on SVC paper cards) and to cryptographically sign the digital SVC 376 

documents persisted to the SVC Registry. 377 
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o Broadly disseminate public keys  378 

o Manage a master list of public keys and other PKI artefacts necessary to support 379 

participation in a global trust network 380 

• A health worker is able to ascertain the identity of a subject of care, as per the norms and 381 

policies of the PHA. The SVC is not an identity. 382 

• The SVC is not digitally verifiable until the core data set related to a vaccine administration 383 

event is captured to a PHA database and a signed SVC document is persisted to the SVC 384 

Registry.  385 

• It is assumed that a subject of care's SVC can be searched for and retrieved based on the 386 

demographic and vaccine event details (such as to find and reprint a lost or damaged paper 387 

card). 388 

• Subsequent vaccine administration events logged to the same SVC paper card will be added 389 

as new entries to the signed SVC document on the SVC Registry that is referenced by the 390 

SVC paper card’s UVCI. 391 

3.1.4 Constraints  392 

For RC1, the following constraints are imposed: 393 

• Where a subject of care receives COVID-19 vaccinations outside of their home country, it is 394 

the responsibility of the foreign PHA to issue the subject of care an SVC which faithfully 395 

records the vaccine administration details. A PHA-signed SVC document will not contain 396 

vaccine administration details from outside the jurisdiction of the issuing PHA. 397 

 398 

3.2 Key settings, actors, and their roles 399 

The Continuity of Care and Proof of Vaccination scenarios are expected to involve a few primary, 400 

typical settings with a set of human and non-human (such as systems) actors involved at those 401 

settings, as described in this section.   402 

For the Continuity of Care scenario, it is expected that there will be two key settings: 403 

1. the Care Site, where the vaccination event will take place; and  404 

2. the Public Health Authority (PHA), under whose responsibility the vaccination is performed 405 

and the SVC is issued.  406 

At the Care Site setting, there are the following human and non-human actors: 407 

• the Subject of Care, who receives the vaccination; 408 

• the SVC Holder is the one who has the subject of care’s vaccination certificate (it is usually 409 

the subject of care, but not always – for instance, a caregiver may be the SVC holder for a 410 

child); 411 

• the Health Worker who administers the vaccine; 412 

• optionally, a Digital Health Solution such as an electronic immunization registry (EIR) or an 413 

electronic medical record (EMR) solution. 414 
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At the PHA setting, there are the following human and non-human (e.g. software systems) 415 

actors: 416 

• Data Entry Personnel, who enter core data set content (after the fact) that has been 417 

manually recorded by Care Sites that do not have a digital health solution in place; 418 

• the Shared Health Record (SHR) repository, that is able to persist health data about the 419 

subject of care that is, potentially, a superset of the content in the SVC core data set; and  420 

• the SVC Registry, where a verifiable, digitally-signed copy of the SVC document is persisted.  421 

For the Proof of Vaccination scenario there are expected to be four key settings: 422 

1. the Verification Site, where it is necessary to prove one’s COVID-19 vaccination status (such 423 

as at a care site, a school, or an airport);  424 

2. the National PHA, which has the overall responsibility for vaccinating the country’s 425 

population and is the maintainer of the SVC Registry.  426 

3. the WHO Public Key Directory, which is a quality-controlled, global master list of public 427 

keys, revocation lists, and internet endpoints that operationalize the trust network between 428 

Member States’ PHAs; 429 

4. an International PHA, that may have been the issuer of an out-of-country SVC being 430 

presented at the verification site. 431 

At the Verification Site setting, there are the following three human and non-human actors: 432 

• the SVC Holder, who wishes to assert a claim related to COVID-19 vaccination status; 433 

• the Verifier, who wishes to verify the claim; 434 

• optionally, an ICT solution which acts as a Status Checker that can inspect and 435 

cryptographically verify digital credentials;  436 

At the National PHA setting, the SVC Registry is employed to maintain the documents of 437 

record for SVCs it has issued. To support verification of credentials that were issued outside the 438 

country, a National PHA may make a status request to another country’s PHA’s SVC Registry. 439 

The mechanics of the trusted transaction (the keys and endpoints) are provided to each PHA by 440 

the WHO Public Key Directory. Each PHA is responsible for managing its own national public key 441 

directory (NPKD) and other aspects of its public key infrastructure (PKI).  442 

As an important point of clarification – the preceding definitions are expected to be generic 443 

workflow actors and workflow settings. Within a specific care delivery network, there may be a 444 

hierarchy of occupational groups, such as supervising physicians, nurse practitioners, other 445 

nurses, community health workers etc. The Health Worker role, identified above, is intended to 446 

generically define an individual that provides the vaccination service. It is intended to describe 447 

the role at a generic level to describe the workflow. Likewise, a Care Site may be a temporary 448 

vaccination clinic, or it may be a health facility within a larger provider network. These details are 449 

not expected to be germane to the workflow descriptions, as they have been framed. 450 

 451 
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3.3 Continuity of Care 452 

The Continuity of Care scenario is illustrated, at a summary level, in Figure 5. The workflow’s actors 453 

and settings, and its related high-level requirements, may be described as follows: 454 

• A Subject of Care presents at a Care Site to receive a COVID-19 Vaccine administered by a 455 

Health Worker.  456 

• The details of the vaccination event SHALL be recorded and persisted according to the Smart 457 

Vaccination core data set, or some superset of this specification. 458 

• The care site MAY have a local Digital Health Solution (such as an electronic immunization 459 

registry or an electronic medical records solution). 460 

• The core data set content SHALL be expressed on the SVC paper card which SHALL have a 461 

UVCI. The holder of the SVC paper card is an SVC Holder (this is represented at point A). 462 

• The SVC core data set SHALL be electronically captured and shared with the PHA, who MAY 463 

persist the content to a SHR repository. Possibly leveraging the content persisted to the SHR, 464 

or leveraging directly uploaded core data set content, the PHA SHALL persist a 465 

cryptographically signed SVC document to the SVC Registry. 466 

• After the cryptographically signed content is persisted to the SVC Registry, the holder of the 467 

SVC paper card and/or a machine-readable version of the SVC, is the holder of a verifiable 468 

SVC (this is point B). 469 

• A PHA MAY generate one or more 2D (“QR”) barcodes representing the SVC core data set, or 470 

some subset of it that supports selective disclosure. Such QR codes MAY be downloadable 471 

by an authenticated subject of care or by a health worker who MAY subsequently print or 472 

affix one or more QR codes on a subject of care's SVC paper card or onto a paper insert. 473 
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Figure 5. Continuity of Care scenario 474 

 475 
SVC: smart vaccination certificate; SHR: Shared Health Record 476 

 477 

3.3.1 Continuity of Care use cases 478 

Navigating through the simple workflow diagram shown in Figure 5, there are three possible care 479 

pathways. The navigation of the three pathways defines the three use cases related to the Continuity 480 

of Care scenario, as listed in Table 1. 481 

Table 1. Continuity of Care use cases 482 

Use case ID Use case name Use case description  

UC001 “Paper first” A guideline-based vaccine administration is recorded entirely 

on paper, with the digital content captured later (as a “back 

data entry” workflow) and uploaded to the Public Health 

Authority (PHA). 

UC002 Offline digital health A guideline-based vaccine administration is recorded using 

an offline digital health solution with the content uploaded, 

subsequently, to the PHA. 

UC003 Online digital health A guideline-based vaccine administration is recorded using 

an online digital health solution which updates the content, in 

real time, to the PHA. 

 483 

There is significant overlap between these three use cases – and because of its role as the most 484 

“basic case”, the workflows for UC002 and UC003 may be defined entirely in terms of the steps in 485 

UC001. For this reason, only UC001 is explored in detail in this section.  486 
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The “paper-first” Continuity of Care workflow is illustrated by Figure 6. The participants in this 487 

sequence diagram, listed from left to right, are:  488 

• the Subject of Care; 489 

• the SVC paper card; 490 

• the Health Worker; 491 

• the paper register at the care site; 492 

• the Data Entry Personnel; 493 

• the Digital Health Solution (e.g. the PHA’s EIR, or SHR repository); and  494 

• the PHA’s SVC Registry. 495 
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Figure 6. “Paper-first” Continuity of Care scenario sequence diagram 496 

 497 

SVC: smart vaccination certificate; HW: health worker; UVCI: unique vaccination certificate identifier; PHA: public health authority 498 

smart vaccination certificate registry. 499 

The sequence diagram steps, and the requirements related to these, are described in Table 2.  500 
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Table 2. Paper-first sequence diagram steps and associated requirements  501 

For each vaccine administration: 

Identification 

1. The identity of the subject of care SHALL be established as per 

Member State processes and norms. 

2. The subject of care MAY present an existing SVC card to inform the 

care delivery process. 

3. The health worker MAY resolve the subject of care’s identity to one or 

more unique IDs (such as a passport number, a national ID, etc.). 

On the paper 

register 

4. The health worker MAY establish a new ID for the subject of care.  

Note: Even if no “wallet ID” is created and provided to the subject of 

care, there SHALL be a system-generated patient ID associated with 

the subject of care’s SVC. 

5. The health worker MAY retrieve existing health history data about the 

subject of care. 

6. As per PHA-published guidelines, the health worker SHALL record the 

subject of care's pertinent health data related to the vaccine 

administration (e.g. allergies, pregnancy status, etc.). 

Care event 
7. As per the PHA-published guidelines, the health worker administers 

the vaccine. 

On the SVC card 

8. The health worker SHALL record the core data set on the SVC card. 

9. The responsible health worker SHALL sign the SVC card as per 

applicable Member State and IHR regulations. 

On the paper 

register 

10. The health worker SHALL record the UVCI of the subject of care’s SVC. 

11. Associated with the UVCI, the health worker SHALL record the SVC 

core data set, along with other pertinent health data. 

In the digital health 

solution 

12. The data entry personnel SHALL securely login and authenticate to the 

digital health solution. 

For each care delivery session of the context: 

 13. The facility, organization, and care-delivery health worker context of 

the vaccine administration event SHALL be established. 

For each vaccine administration event in the context: 

Data entry 

14. The UVCI SHALL be used to establish a globally unique identifier for 

the digital SVC Document or to reference the identifier of a previously 

established digital SVC Document. 

15. The health data captured during the vaccine administration event 

SHALL be recorded as coded content within this FHIR Composition; 

this content MAY represent a superset of the health data recorded on 

the paper SVC card. If the data represents a subsequent vaccination 

event, this content SHALL be added as another event to the same FHIR 

Composition. 
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16. The subset of the FHIR composition that corresponds to the SVC core 

data set SHALL be generated as a FHIR document and submitted to 

the PHA SVC-signing webservice.  

17. The PHA SVC-signing webservice SHALL digitally sign the SVC FHIR 

Composition and persist this signed artefact. The webservice MAY 

generate one or more 2D barcodes representing the SVC. 

18. At the conclusion of data entry, the data entry personnel SHALL log 

out of the secure digital health solution. 

*Optional steps (if supported): 

Digitally signed 

SVC  

19. The subject of care MAY leverage a secure PHA webservice to request 

a digital copy of a signed SVC. 

20. If the subject of care is authenticated by the PHA webservice, and 

authorized to obtain the requested SVC, the PHA service MAY return a 

digital copy of a signed SVC. 

 502 

3.3.2 Discussion of Continuity of Care scenario workflow variations and 503 

implications 504 

Figure 7 illustrates, graphically, the three workflow navigation paths. In the diagram, point A 505 

represents the point in time when the subject of care has completed their vaccination encounter and 506 

point B represents the point when they will have a verifiable SVC card. From this illustration, a 507 

number of comparisons and implications may be noted: 508 

• In both UC001 – “paper first” and UC002 – offline digital health, there will be a time delay 509 

between point A and point B. 510 

• For UC002 – offline digital health, and UC003 – online digital health, some steps would be 511 

executed in the Digital Health Solution rather than in the paper register (workflow steps 4, 512 

5, 6, 10 and 11 in Table 2).  513 

• UC001 – “paper first” relies on the SVC card being pre-printed with a cryptographically 514 

signed UVCI barcode. It is expected the content on the SVC card will be handwritten. For 515 

UC002 and UC003, it may be possible to print the SVC core data set content on the card at 516 

the time of the vaccination event.   517 

• For UC003 – online digital health, it is possible to print the core data set content and the 518 

cryptographically signed UVCI barcode on the SVC card at the time of the vaccination event. 519 

For this workflow, there is no delay between point A and B. Release Candidate 2 of this 520 

specification will provide more detail about possible options to print barcoded content on 521 

the SVC card besides just the UVCI. 522 
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Figure 7. Continuity of Care scenario variations 523 

 524 

3.4 Proof of vaccination 525 

The Proof of Vaccination scenario relies on the PHA having established and synchronized the 526 

national public key directories with the global WHO Public Key Directory. The processes around this 527 

are described in Section 5. 528 

3.4.1 Selective Disclosure 529 

The Proof of Vaccination scenario, supports the optional generation of a selective disclosure version 530 

of the SVC by the PHA, potentially as a 2D barcode, as described in steps 19 and 20 in Figure 6. This 531 

option, UC005, is illustrated by Figure 8. In this option, if a PHA offers the capability to do so, a 532 

verifiable SVC Holder (point B) MAY request from the issuing PHA a selective disclosure version of 533 

their SVC (point C); this MAY be a privacy-preserving subset of the SVC core data set.  534 
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Figure 8. Optional selective disclosure workflow 535 

 536 

3.4.2 Verification of a Claim 537 

The verification of a claim of vaccination is illustrated in Figure 9. The workflow’s actors and settings, 538 

and its related high level requirements, may be described as follows: 539 

• An SVC Holder, who MAY have a separate identity proofing document, presents to a 540 

Verifier an SVC in support of a claim of vaccination status. 541 

• To verify the COVID-19 vaccination claim of a verifiable SVC Holder (point D in Figure 9): 542 

o a Verifier MAY choose non-cryptographic verification (UC006). 543 

o a Verifier MAY have a status checker application that can cryptographically verify an 544 

SVC (UC007) without executing an external status check. 545 

o a Verifier MAY execute a transaction against the national PHA to do a status check 546 

of a nationally-issued SVC (UC008). 547 

o a Verifier MAY execute a transaction against the national PHA to do a status check 548 

that must be communicated to an international PHA to check an internationally-549 

issued SVC (UC009). 550 
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Figure 9. Verification of a claim of vaccination551 

 552 

3.4.3 Proof of Vaccination use cases 553 

Navigating through the simple workflow diagram shown in Figure 9,, there are four possible 554 

verification pathways. The navigation of these pathways defines the four use cases related to the 555 

Proof of Vaccination scenario; these are listed in Table 3. 556 

Table 3. Proof of Vaccination use cases 557 

Use case ID Use case name Use case description  

UC006 Manual verification A verifier verifies an SVC using purely manual (visual) means.  

UC007 Offline cryptographic 

verification 

A verifier verifies an SVC, using digital cryptographic 

processes, in an offline mode. 

UC008 Online status check 

(national SVC) 

A verifier verifies an SVC, using digital cryptographic 

processes, in an online mode that includes a status check 

against the public health authority’s SVC Registry. 

UC009 Online status check 

(international SVC) 

A verifier verifies an internationally issued SVC, using digital 

cryptographic processes, in an online mode that includes a 

status check against the national public health authority’s SVC 

Registry, which in turn accesses the international public health 

authority’s SVC Registry. 

 558 
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The Proof of Vaccination sequence diagram that operationalizes the four Proof of Vaccination use 559 

cases is illustrated by Figure 10. The participants in this workflow, listed from left to right, are the 560 

SVC holder, the SVC holder’s identity document, the SVC paper card, the Verifier, the PHA’s SVC 561 

Registry, and the international PHA’s SVC Registry.  562 

Figure 10. Proof of Vaccination sequence diagram 563 

564 

SVC: smart vaccination certificate; UVCI: unique vaccination certificate identifier; PHA: public health authority smart vaccination 565 

certificate registry; INT/intPHA: international public health authority smart vaccination certificate registry. 566 

The workflow steps, and the requirements related to these, may be described as follows: 567 

1. The SVC Holder SHALL present her SVC plus whatever additional proof of identity is 568 

appropriate in the context of the claim (it is expected the SVC SHALL NOT be an identity). 569 

2. A Verifier MAY visually verify an SVC. (UC006) 570 

3. A Verifier MAY scan a machine-readable (2D barcode) of the SVC’s UCVI or entire core data 571 

set. 572 
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4. A Verifier MAY verify an SVC based on the scanned 2D barcode, without a network status 573 

check. (UC007) 574 

5. A Verifier MAY execute a status check of an SVC by submitting a transaction to the national 575 

PHA. 576 

6. For authorized Verifiers, a PHA SHALL develop a cryptographic status result for a submitted 577 

UVCI. 578 

7. A PHA SHALL retrieve content for SVCs it has issued, based on its disclosure policies. (UC008) 579 

8. A PHA MAY request SVC content from the international PHA that issued the SVC. 580 

9. An international PHA SHALL authenticate requesting PHAs. 581 

10. An international PHA SHALL retrieve SVC content for SVCs it has issued, based on its 582 

disclosure policies. 583 

11. An international PHA SHALL return the SVC content to the authenticated requesting PHA, 584 

based on the international PHA’s disclosure policies. (UC009) 585 

12. The PHA SHALL return to the requesting Verifier the UVCI status and SVC content response, 586 

based on its disclosure policies. 587 

13. The Verifier SHALL decide on the claim (denoted by point D on Figure 10) 588 
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3.4.4 Discussion of Proof of Vaccination scenario workflow variations and 589 

implications 590 

From Figure 10, several comparisons and implications may be noted: 591 

• Although it may seem counterintuitive, the most common verification workflow for SVCs may 592 

be a purely manual (visual) check of the card. This workflow matches the workflow used, 593 

presently, for existing International Certificate of Vaccination or Prophylaxis (ICVP) cards. 594 

Notwithstanding its shortcomings compared to the digitally supported SVC workflows, this 595 

simple process is well accepted and is quick and easy to do. 596 

• When doing offline verification of a paper SVC card, the verifier can cryptographically 597 

confirm that the UVCI barcode on the card has not been altered and that it was 598 

cryptographically signed under the responsibility of the PHA.  599 

• In a selective disclosure situation, or in any case where a machine-readable version of the 600 

SVC has been generated and signed and downloaded by the SVC Holder, this downloaded 601 

barcode may be verified in an offline mode (as long as the verifier has, locally, a recently 602 

synchronized public key database and revocation list). 603 

• Online verification can support content-verification of paper-first SVCs and can also check 604 

whether signed barcodes containing SVC content may have become “stale”.  605 

• It is expected that a verifier does not ever directly access an international PHA. In cases where 606 

an international SVC must be verified online, the query is executed, on behalf of the verifier, 607 

by the national PHA.  608 

• This release of the specification does not describe normative SMS-based interactions that 609 

may be leveraged to verify SVCs. It is anticipated that such a workflow would be valuable in 610 

addressing equity challenges and could potentially have implications regarding the format of 611 

UVCIs that are SMS “friendly” (for example, purely numeric).  612 

 613 

3.5 Core data set  614 

To develop the core data set, the analysis phase mapped data requirements under the International 615 

Health Regulations (12), WHO Home-based records guidance (5), WHO AEFI reporting requirements 616 

(13, 14), and WHO immunization programme monitoring guidance (1). The core data set has been 617 

further informed by analysis of existing digital vaccination certificates currently deployed in a number 618 

of countries and pre-existing standards for digital vaccination certificates.  619 

Furthermore, in establishing the core data set, the following key principles were used to specifically 620 

guide the formulation of the recommended data elements: 621 

1. Data minimization. Aligned with the principle of privacy protecting, only the bare minimum 622 

set of data elements for documenting a vaccination event should be collected. Each data 623 

element must have a purpose in accordance to the predefined use cases. This is especially 624 

important for personally identifiable information (PII). 625 
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2. Open standards. Aligned with the principle of accessibility, proprietary terminology code sets 626 

or proprietary standards cannot and will not be recommended to Member States.  627 

3. Balance between digital and paper. Aligned with the principle of equity, data requirements 628 

should not increase inequities or put individuals at risk. Additionally, data input requirements 629 

should be feasible on paper but take advantage of the benefits of digital technology.  630 

5. Not all data needs to be in the vaccine certificate. Aligned with the principle of capability, 631 

flexibility and sustainability, the vaccination certificate is intended to be part of a much larger 632 

ecosystem of immunization information systems which include: 633 

a. EIRs (such as OpenSRP (15)) 634 

b. Reporting systems for vaccine coverage monitoring (such as DHIS2 (16)) 635 

c. AEFI reporting systems (such as Vigiflow (17)) 636 

To underscore the importance of the ability to implement, the data content model for the SVC core 637 

data set has been developed as a standards-conformant, HL7 FHIR Implementation Guide (IG). This 638 

Smart Vaccination Certificate Implementation Guide (SVC IG)3 (18) is, itself, based on the widely 639 

adopted IPS health data content model and the HL7 FHIR IPS IG (19) that normatively documents it.  640 

As a WHO-published specification, the SVC IG references ICD-11 (20) as the SVC’s normative base 641 

code system. Use of ICD-11 addresses important requirements, such as that: the ICD-11 codes satisfy 642 

the SVC’s primary use scenarios; the ICD-11 code system is multilingual and “digital-ready”; and, as 643 

the custodian of the WHO Family of International Codes (WHO-FIC) as a freely-available global 644 

public good, WHO is able to ensure all Member States can benefit from the implementable SVC 645 

specification. In recognition of its strong uptake by some Member States, the SVC IG also includes a 646 

one-to-one map between relevant ICD-11 codes and the functionally equivalent code in the 647 

SNOMED Global Patient Set (GPS) (21). 648 

 
3 The SVC IG can be found linked here: https://who-int.github.io/svc  

https://who-int.github.io/svc-rc1/
https://who-int.github.io/svc
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3.5.1 Recommended core data set  649 

The recommended core dataset is intended to reflect the critical data requirements for interoperability, driven by the public health need. 650 

There are three key sections to the core dataset that include:  651 

1. Header  652 

2. Data elements for each vaccination event  653 

3. Vaccine certificate metadata (to be provided in Release Candidate 2) 654 

The header section data elements reflect the Subject of Care’s demographic information (Table 4). The header section is intended to capture 655 

information about the vaccinated individual to allow for information on the vaccination event to be linked to a specific person. This data 656 

should remain the same regardless of which vaccination a person has received, thus it should only be collected once.  657 

Table 4. Header section of the SVC with preferred code set 658 

Data element Description Requirement status Data type Preferred code set 

Name The full name of the vaccinated person Required String Not applicable 

Date of birth  The individual's date of birth (DOB) if known. If unknown, use given DOB 

for administrative purposes. The full format of DD MM YYYY is required if 

known. 

Required -  

If known 

Date Not applicable 

Unique identifier Unique identifier for the vaccinated person, according to the policies 

applicable to each country. There can be more than one unique identifier 

used to link records. (e.g. national ID, health ID, immunization information 

system ID, medical record ID). 

Optional - 

Recommended 

ID Not applicable 

Sex Documentation of a specific instance of sex information for the vaccinated 

person. 

Optional - 

Recommended 

Coding As defined by 

Member State 

 659 

The data elements for each vaccination event outlines data that needed to have been collected for each vaccination the vaccinated 660 

person received (Table 5).  For each dose, all of the data elements in Table 5 would be required to have been recorded. On a paper form, 661 

this is equivalent to a separate “row” on a vaccination certificate that is then repeated for each vaccination received.  662 

Table 5. Data required for each vaccination transaction with preferred code set 663 

Data element  Description Requirement status Data type Preferred code set 

Vaccine or prophylaxis Generic description of the vaccine or vaccine sub-type. e.g. Covid-19 

mRNA vaccine, HPV vaccine. 

Required Coding ICD-11 
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Data element  Description Requirement status Data type Preferred code set 

Vaccine brand The brand or trade name used to refer to the vaccine received. Required Coding As defined by 

Member State 

Vaccine manufacturer Name of the manufacturer of the vaccine received. e.g. Serum 

institute of India, AstraZeneca.  
If the vaccine manufacturer is unknown, vaccine market authorization 

holder is REQUIRED. 

Required – Conditional 

 

Coding As defined by 

Member State 

Vaccine market 

authorization holder 

Name of the market authorization holder of the vaccine received.  
If vaccine market authorization holder is unknown, then vaccine 

manufacturer is REQUIRED. 

Required – Conditional 

 

Coding As defined by 

Member State 

Vaccine batch number  Batch number or lot number of the vaccine. Required String Not applicable 

Date of vaccination Date in which the vaccine was provided. Required Date Not applicable 

Dose number Vaccine dose number. Required Integer 

quantity  

Not applicable 

Country of vaccination The country in which the individual has been vaccinated. Required Coding ISO 3166 

Administering centre The name or identifier of the vaccination facility responsible for 

providing the vaccination. 

Required Coding As defined by 

Member State 

Signature of health 

worker 

REQUIRED for PAPER vaccination certificates.  

The health worker who provided the vaccination or the supervising 

clinician's hand-written signature. 

Required – Conditional 

 

Signature Not applicable 

Health worker 

identification 

REQUIRED for DIGITAL vaccination certificates.  

The unique identifier for the health worker as determined by the 

Member State. There can be more than one unique identifier used. 

(e.g. system generated ID, health profession number, cryptographic 

signature, or any other form of health worker unique identifier). This 

is to be used in lieu of a paper-based signature. 

Required - Conditional ID Not applicable 

Disease or agent targeted Name of disease vaccinated against (such as COVID-19) Optional - 

Recommended 

Coding ICD-11 

Due date of next dose Date on which the next vaccination should be administered Optional - 

Recommended 

Date  Not applicable 

ICD-11: International Classification of Diseases 11th edition; ID: identifier. 664 

The vaccine certificate metadata contains data elements that are not visible to the user, but that are required to have linked to the 665 

certificate itself (to be provided in release candidate 2) 666 

 667 
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3.5.2 Preferred code set 668 

The WHO constitution and nomenclature regulations mandate ICD and other WHO standards to be 669 

produced by the Organization that serve as a common language in core areas of health information.  670 

Hence, WHO recommends the use of ICD-11 as the health data content standard in the WHO Smart 671 

Vaccination Card. ICD-11 is the preferred content standard as ICD-11 is: 672 

• A global public good that is completely free and available for all to use in its entirety. No 673 

additional costs will be required to access any additional parts of the code set.  674 

• Kept clinically updated through an open, public and transparent maintenance process.  675 

• Able to provide comprehensive content coverage and granularity required for data fields in 676 

individual-level systems, including the SVC.  677 

• Easy to integrate into software systems via a public API for use in all settings, without 678 

additional tooling. This is due to ICD-11’s digital and multilingual structure. 679 

• Human-readable and machine-readable.  680 

As WHO Member States adopted ICD-11 for morbidity and mortality reporting globally, ICD-11 681 

provides the most suitable and future proof semantic interoperability standard. ICD-11 682 

implementation has already started, and it will become mandatory in January 2022. With this said, 683 

however, WHO will provide technical guidance (i.e. identifying crosswalks and mapping principles) 684 

for use with legacy systems as part of the ICD-11 implementation support, for ICD-10 or other used 685 

freely available classifications and terminologies (such as Anatomical Therapeutic Chemical, ATC, 686 

SNOMED CT GPS, etc.). 687 

For guiding principles for WHO Family of International Classifications (WHO-FIC) and other 688 

classifications and terminology mapping in the context of the WHO SVC, please refer to Annex 1. 689 

 690 

3.6 Requirements 691 

This section provides an overview of the functional and non-functional requirements of an SVC. 692 

Functional requirements describe the capabilities the system must have in order to meet the end-693 

users’ needs and achieve tasks within the business process (22). Example of a functional requirement 694 

is that the SVC must be able to provide the ability for an individual to selectively disclose parts of their 695 

SVC. Non-functional requirements provide the general attributes and features of the digital system 696 

to ensure usability and overcome technical and physical constraints (22). Examples of non-functional 697 

requirements include ability to work offline, multiple language settings and password protection. It is 698 

expected that the narrative descriptions provided in the preceding sections may be distilled into a 699 

set of normative functional and non-functional requirements. 700 

3.6.1 Functional requirements 701 

This section is intentionally left blank and will be included in Release Candidate 2. 702 
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3.6.2 Non-functional requirements 703 

This section is intentionally left blank and will be included in Release Candidate 2.  704 
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4 NATIONAL SVC ARCHITECTURE 705 

Member States are at different levels of digital health maturity and investment. There is an 706 

expectation that, where digital health infrastructure and/or public key infrastructure (PKI) has already 707 

been deployed, this infrastructure may be leveraged to support the SVC workflows described in 708 

Section 3.  709 

This section describes, in generic terms, a notional health enterprise architecture based on the Open 710 

Health Information Exchange (OpenHIE) specification. The registries and repositories, defined in the 711 

OpenHIE specification, that are relevant to SVC workflows are identified. A high-level description is 712 

given of conformance-testable, standards-based transactions that may be employed to leverage 713 

these digital health assets in support of the SVC workflows. Although the transaction processing for 714 

populating an SVC Registry is part of the scope of a national SVC architecture, the public key 715 

infrastructure that would support this is described as part of the overall global architecture 716 

description provided in Section 5. 717 

4.1 Architectural blueprint 718 

If digital health solutions are employed in real time during the vaccine administration event, it is 719 

anticipated that complementary digital health infrastructure, such as the architectural elements 720 

described by the OpenHIE specifications (23), could be leveraged. The OpenHIE high-level 721 

architecture is shown in Figure 11.  722 

Figure 11. OpenHIE architecture 723 

 724 

Source: OpenHIE.org (24). 725 
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This section illustrates how standards-based, health data sharing infrastructure could support point 726 

of care digital health solutions. To show this, a set of digital health interactions are described in 727 

terms of the conformance-testable IHE specifications (25) referenced by the OpenHIE specification.  728 

 729 

4.2 Recommended registries 730 

The registries and repositories defined in the OpenHIE architecture (Figure 11) may play a role in 731 

providing data that are part of the SVC core data set defined in Section 3.5. These include: 732 

 733 

Client registry: A demographic database that contains definitive information about each subject of 734 

care. These data can include the subject of care's name, date of birth, sex, address, phone number, as 735 

well as other person-specific information such as parent-child or caregiver relationships, family 736 

clinician relationships and consent directives. It is also in the client registry that the list of unique 737 

identifiers for a particular Subject of Care can be found (e.g. health ID#, driving license number, 738 

passport, etc.). The data in the client registry that relates to the SVC core data are: 739 

• Name (required) 740 

• Date of birth (required if known) 741 

• Sex (optional, recommended) 742 

• Unique identifiers (optional, recommended) 743 

 744 

Health worker registry: A demographic database of health worker information, including data such 745 

the name, sex, address, phone number, date of birth, and qualifications (including cadre, 746 

authorizations of practice, etc.). The health worker registry will also reference unique health worker 747 

identifiers that may have been issued by a PHA or by care delivery organizations or facilities. The 748 

data element in the health worker registry that relates to the SVC core data set is the health worker 749 

identifier.  750 

 751 

Facility registry: A database of facility information including data such as the facility name, its PHA-752 

issued unique identifier, the organization under whose responsibility it operates, its location (by 753 

address and/or GPS coordinates), its type, its hours of operation and the health services it offers. The 754 

data in the facility registry that relates to the SVC core data set is the facility name or unique 755 

identifier (which is to be represented in the Administering centre data element) and the country.  756 

 757 

Shared health record (SHR) repository: Maintains longitudinal health information about each 758 

subject of care and is leveraged to support care continuity over time and across different care 759 

delivery sites. Health data in the SHR can include content such as the subject of care's: medication 760 

list, allergies, current problem list, immunization records, history of procedures, medical devices, 761 

diagnostic results, a record of vital sign observations, past history of illness, history of pregnancies 762 

and current pregnancy status, social history (e.g., smoking habits and alcohol use, etc.), functional 763 

status, current plan of care, and advance directives (19). Such health data may be expressed using 764 
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health data content standards such as the IPS specification. Data in the SHR can be important for 765 

delivering guideline-based care during vaccine administration. 766 

 767 

4.3 Standards-based transactions 768 

Where available, existing digital health infrastructure can be employed during the Continuity of Care 769 

use cases to facilitate the capturing of SVC core data set content. Specific transaction processing 770 

examples include: 771 

A. Establishing the care event context by leveraging the health worker registry and facility 772 

registry to identify the health worker and facility identifiers. 773 

B. Retrieving the subject of care's existing demographic record in the client registry, or creating 774 

a new record, if needed. 775 

C. Retrieving existing health data about a subject of care from the SHR, if it exists.  776 

D. Updating the SHR with details regarding the vaccine administration event, including the data 777 

elements stipulated in the SVC core data set. 778 

As an example, the potential role of these transactions A-D, within the context of the SVC Continuity 779 

of Care scenario, is illustrated in Figure 12. 780 

Figure 12. Overview of the role of a national health architecture in supporting the Continuity of Care scenario 781 

 782 

SVC: smart vaccination certificate; HW: health worker; IL: interoperability layer; CR: client registry; HWR: health worker registry; FR 783 

facility registry; SHR: shared health record repository; TS: terminology service; ID: identifier; IPS: International Patient Summary. 784 

The workflow participant illustrated in Figure 12 are (from left to right): the subject of care, the 785 

subject of care’s paper SVC card (if they have one), the health worker, and the point of service digital 786 

health solution. Carrying on from left to right are the elements of the OpenHIE health information 787 

A

B
C

D
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exchange: the interoperability layer, the client registry, the health worker registry, the facility registry, 788 

the SHR repository, the terminology service, and the PHA’s SVC registry.  789 

At a high level, Figure 12 illustrates: 790 

• A health worker logs into a point of service digital health solution 791 

• The context of the vaccine administration care encounters is established (process A) 792 

• For each care encounter: 793 

o The subject of care's identity is established (process B) 794 

o The subject of care's health history is retrieved from the health information exchange, 795 

if applicable (process C) 796 

o The vaccine is administered 797 

o The subject of care's health history is updated in the health information exchange 798 

(process D) 799 

• At the end of the care delivery session, the health worker logs out of the digital health 800 

solution. 801 

The details related to process A are illustrated in Figure 13. 802 
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Figure 13. Process A – establishing the care encounter context 803 

 804 

SVC: smart vaccination certificate; HW: health worker; IL: interoperability layer; CR: client registry; HWR: health worker registry; FR 805 

facility registry; SHR: shared health record repository; TS: terminology service; ID: identifier; IPS: International Patient Summary. 806 

Process A may be described as follows: 807 

• The health worker logs into the digital health solution and is authenticated. 808 

• From the digital health solution, a standards-based transaction is submitted to the 809 

interoperability layer to look up the health worker and the organization (IHE transaction ITI-810 

90). 811 

• The interoperability layer creates an audit record (IHE ATNA transaction) and submits the ITI-812 

90 transaction onward to the health worker registry. 813 

• The health worker registry returns an ITI-90 response to the interoperability layer, which the 814 

interoperability layer logs in the audit trail (ATNA) and returns onward to the digital health 815 

solution. 816 

• This process pattern is repeated to retrieve facility and organization data from the facility 817 

registry (also using the ITI-90 transaction). 818 

A

B

D

C
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The transactions and their normative patterns are defined in the OpenHIE Architecture Specification 819 

(24) and in the conformance-testable IHE mobile Care Services Discovery (mCSD) specification (26) 820 

that OpenHIE references.  821 

The details related to process B are illustrated in Figure 14.  822 

Figure 14. Process B – establishing the subject of care’s identity 823 

 824 

SVC: smart vaccination certificate; HW: health worker; IL: interoperability layer; CR: client registry; HWR: health worker registry; FR 825 

facility registry; SHR: shared health record repository; TS: terminology service; ID: identifier; IPS: International Patient Summary. 826 

Process B may be described as follows: 827 

• Process A is executed. 828 

• At the beginning of the care encounter, the subject of care provides demographic 829 

information to the health worker who leverages this information to look up the subject of 830 

care in the point of service digital health solution. If the subject of care has a unique identifier 831 

(such as a health ID#) then this lookup will be “deterministic”, and only one record should be 832 

matched. If no identifier is available, a “fuzzy search” is made using the demographic details. 833 

A

B

DC
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• To ensure the most up to date information is leveraged, these details are passed by the 834 

digital health solution to the health information exchange’s interoperability layer as content 835 

in a standards-based IHE ITI-78 query transaction. 836 

• The interoperability layer lays down an audit record (ATNA) and passes the query onward to 837 

the client registry. The client registry returns an ITI-78 response which the interoperability 838 

layer logs (ATNA) and returns onward to the digital health solution, which ingests the result. 839 

• If the subject of care was not found, or if the details on the client registry need to be updated 840 

o New or updated demographic details are entered by the health worker into the 841 

digital health solution. These details are submitted to the interoperability layer as an 842 

IHE ITI-93 transaction.  843 

o The interoperability layer lays down an audit log (ATNA) and passes the ITI-93 844 

transaction on to the client registry. The client registry is updated with the content 845 

and returns an ITI-93 response to the interoperability layer, which lays down an audit 846 

log (ATNA) and returns the result to the digital health solution. 847 

These client registry-related transactions and their normative patterns are defined in the OpenHIE 848 

Architecture Specification (24) and in the conformance-testable IHE Patient Master Identity Registry 849 

(PMIR) specification (27) that OpenHIE references.  850 
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The details related to process C are illustrated in Figure 15 851 

Figure 15. Process C – retrieving the subject of care's health history 852 

 853 

SVC: smart vaccination certificate; HW: health worker; IL: interoperability layer; CR: client registry; HWR: health worker registry; FR 854 

facility registry; SHR: shared health record repository; TS: terminology service; ID: identifier; IPS: International Patient Summary. 855 

Process C may be described as follows: 856 

• Process A is executed 857 

• Process B is executed 858 

• If the subject of care had an existing record in the client registry: 859 

o The client’s unique ID is leveraged to look up the reference ID of the subject of care's 860 

IPS record. To do this, the digital health solution submits a document ID query IHE 861 

ITI-67 transaction to the interoperability layer, which lays down an audit log (ATNA) 862 

and passes the query on to the SHR repository. 863 

o The SHR searches for the subject of care's IPS and returns the document ID in the ITI-864 

67 response to the interoperability layer, which logs the audit record (ATNA) and 865 

returns the response to the digital health solution. 866 

A
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o Referencing the document ID, the digital health solution submits a query for the 867 

subject of care’s IPS to the interoperability layer as an IHE ITI-68 transaction. 868 

o The interoperability layer logs the query (ATNA), passes it to the SHR, which returns 869 

the IPS document to the interoperability layer (ATNA) and onward to the digital 870 

health solution. 871 

o The digital health solution ingests the subject of care's IPS document.  872 

These SHR-related transactions and their normative patterns are defined in the OpenHIE Architecture 873 

Specification (24) and in the conformance-testable IHE Mobile Health Document Sharing (MHDS) 874 

specification (28) that OpenHIE references.  875 

The details related to process D are illustrated in Figure 16. 876 

Figure 16. Process D – updating the subject of care's health history with the SVC core data set 877 

 878 

SVC: smart vaccination certificate; HW: health worker; IL: interoperability layer; CR: client registry; HWR: health worker registry; FR 879 

facility registry; SHR: shared health record repository; TS: terminology service; ID: identifier; IPS: International Patient Summary. 880 

Process D may be described as follows: 881 

• Process A is executed 882 

A

B
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• Process B is executed 883 

• Process C is executed 884 

• The vaccine is administered 885 

• The digital health solution creates a data bundle including the details of the care context 886 

expressed as a FHIR Encounter resource (29) plus the details of the vaccine administration, 887 

expressed as an updated version of the subject of care's IPS. 888 

• The digital health solution submits the bundle to the interoperability layer as an IHE ITI-65 889 

transaction.  890 

• The interoperability layer lays down and audit record (ATNA) and submits the bundle to the 891 

SHR. The SHR persists the content and returns the ITI-65 response to the interoperability 892 

layer, who lays down an audit log (ATNA) record. 893 

• The transactions related to generating and persisting a digitally signed SVC document 894 

(described below and boxed in red in Figure 16) rely on a national public key infrastructure 895 

that is described in Section 5.  896 

• The interoperability layer leverages the SVC core data set to prepare and digitally sign an 897 

SVC FHIR document. This signed SVC document is persisted to the SVC Registry and the 898 

transaction response is returned. It is anticipated that, where the SVC Registry operates as a 899 

conformant FHIR server, this transaction may also employ ITI-65. 900 

• The interoperability layer returns the ITI-85 response to the digital health solution, which 901 

processes the response. 902 

These SHR-related transactions and their normative patterns are defined in the OpenHIE Architecture 903 

Specification (24) and in the conformance-testable IHE Mobile Health Document Sharing (MHDS) 904 

specification (28) that OpenHIE references.  905 

 906 

4.4 Governance considerations  907 

4.4.1 Issuing SVCs 908 

This section is intentionally left blank and will be included in Release Candidate 2. 909 

4.4.2 Revocation of SVCs 910 

This section is intentionally left blank and will be included in Release Candidate 2. 911 

4.4.3 Issues related to verifiers accessing personal health data 912 

This section is intentionally left blank and will be included in Release Candidate 2. 913 

4.4.4 Issues related to verifiers becoming holders of personal health data 914 

This section is intentionally left blank and will be included in Release Candidate 2. 915 

  916 
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5 GLOBAL SVC ARCHITECTURE  917 

5.1 Guiding design principles for the global architecture 918 

The design of the global trust framework was based on the following principles: 919 

• Given the motivation to rapidly implement SVCs in service of the fight against the COVID-19 920 

pandemic, WHO favoured proven architectural approaches that were demonstrably and 921 

reliably implementable at global scale.  922 

• The SVC is a health document. The trust framework design was therefore burdened with the 923 

generally applicable constraints related to the management and sharing of protected health 924 

data. 925 

• The SVC initiative’s overarching imperatives related to equity informed the design’s focus on 926 

mature architectural approaches for which a range of open source and/or global public 927 

goods options would be available to operationalize national solutions. 928 

• Respect for Member State sovereignty. Architectural choices were favoured that would give 929 

Member States’ broad freedom within the engineering constraints of having to support 930 

interoperability across disparate technologies and solutions that are already implemented.  931 

• WHO will not become a holder of personal health data nor a party to transactions that 932 

convey personal health data. Architectural approaches must cast WHO as an enabler and 933 

facilitator of direct Member State to Member State interactions. 934 

• The design must accommodate federations of regional trust frameworks that can be 935 

connected to and interoperate within the overall global framework. 936 

• The design should leverage open standards, software global public goods, OpenHIE 937 

architecture, foundational services, and conformance assessment, to facilitate interoperability, 938 

usability, reuse, and quality. 939 

5.2 Technical specifications for a global trust framework  940 

The trust framework uses private and public key pairs to operationalize digital signing and 941 

cryptographic verification. Content that is encrypted by a private key may be de-crypted by the 942 

corresponding public key of the key pair. The process is shown in Figure 17. 943 

Figure 17. Digital signing using private and public key pairs 944 

 945 

Operationally, private keys are kept highly secure and public keys are broadly shared. In this way, 946 

content that is “signed” by (encrypted by) a private key may be readily verified by (decrypted by) 947 
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anyone who has the corresponding public key. This sign-verify mechanism is leveraged to establish 948 

the chain of trust, which is illustrated in Figure 18. 949 

Figure 18. The chain of trust 950 

 951 

PHAs in Member States will establish and maintain a domestic public key infrastructure that can be 952 

leveraged to issue and to verify SVCs. As shown in Figure 18 the process of issuing an SVC (shown in 953 

blue in Figure 18) will involve three steps: 954 

1. The PHA will generate a private and public key pair that will serve as the CSCA. The private 955 

key will be kept highly secure; the public key will be widely disseminated. 956 

2. The PHA will generate one or more Document Signer key pairs. Document Signer private 957 

keys are kept highly secure; the public keys are widely disseminated. The Document Signer 958 

key pair is digitally signed by the CSCA’s private key. 959 

3. SVC content, such as the UVCI, is digitally signed using the Document Signer’s private key. A 960 

barcode representation of the signed content is generated. When this signed barcode is 961 

printed on or affixed to an SVC card, for example, the paper card becomes cryptographically 962 

“linked” (via the UVCI) to its twin: the digital SVC. 963 

The verification process (shown in red in Figure 18) reverses this process to verify content on the 964 

card: 965 

1. The SVC’s cryptographically signed barcode is “read” by a digital solution. 966 

2. The Document Signer’s public key is leveraged to cryptographically verify that the barcode 967 

content has not been tampered with. 968 

3. The PHA’s CSCA public key is leveraged to cryptographically verify that the Document 969 

Signer’s signature was issued under the responsibility of the PHA.  970 

The WHO Public Key Directory provides a mechanism for Member States’ PHAs to update their 971 

public keys and other supporting artefacts to a central directory (i.e. WHO Public Key Directory). In 972 

turn, each Member States’ PHA can refresh their local, national public key directory with the global 973 

Master List of updated PHA artefacts from all other participating Member States. Each Member State 974 

will be responsible for establishing and maintaining its own national public key infrastructure (PKI). 975 

This PKI should include the highly secure databases for maintaining their private keys; the directories 976 
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needed to store and manage its own public keys; as well as the keys and other artefacts regularly 977 

downloaded from the WHO Public Key Directory’s global Master List. Member States may choose to 978 

bilaterally exchange public keys and regional public key directories may be set up (such as is being 979 

contemplated by the EU Member States). All of these scenarios work within the overall global trust 980 

framework supported by the WHO Public Key Directory.  981 

Importantly – WHO will never be a custodian of any personal health data. Neither will WHO 982 

participate in verification transactions. Rather, the WHO Public Key Directory will play a facilitator and 983 

enabler role. The batch uploads and downloads of participating Member States allows them to be 984 

part of the global chain of trust related to SVC issuance and verification. 985 

As is illustrated by Figure 19, the technical approach favoured is based on a federated PKI supported 986 

by a central WHO Public Key Directory. This directory will maintain a regularly refreshed global 987 

Master List of Member States’ PKI public keys, key revocation lists, and internet endpoints (used for 988 

online verification). 989 

Figure 19. The WHO Public Key Directory 990 

 991 

The expected operation of the trust framework will be that: 992 

• Member States will regularly refresh the WHO Public Key Directory with their country’s 993 

most up-to-date PKI public keys, revocation lists and endpoints.  994 

• Each Member State will be able to download the updated global Master List, which 995 

contains the public keys, revocation lists, and endpoints from every other Member State 996 

participating in the WHO Public Key Directory.  997 
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• Optionally, and outside of the WHO Public Key Directory workflows, Member States can 998 

bilaterally exchange Master List content with each other. Regional directories could even 999 

be established (such as is being contemplated by the EU Member States). In all cases, it is 1000 

expected that these workflows will be operated in a way that is consistent with the 1001 

operation of the overall global trust network.  1002 

The operation of the global trust network workflow is illustrated by Figure 20. The workflow 1003 

participants, in order from left to right, are the: SVC Verifier, SVC Issuer, national PHA that will 1004 

operate the NPKD infrastructure, the WHO Public Key Directory, an international PHA who will be 1005 

the operator of their NPKD. 1006 

Figure 20. Global trust network operational workflow 1007 

 1008 

  1009 

PKD: public key directory, DSC: document signer certificate; CRL: certificate revocation lists; SVC: smart vaccination certificate; WHO 1010 

PKD: World Health Organization Public Key Directory; intPHA: international public health authority SVC directory. 1011 

This workflow operationalizes use case UC004 – the establishment and operation of a national public 1012 

key infrastructure that leverages the WHO Public Key Directory. The workflow participants, their 1013 

interactions, and the business requirements arising from these interactions, may be described as 1014 

follows: 1015 

❑ WHO SHALL be the operator of a PKD (the WHO Public Key Directory).  1016 
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❑ Member States SHALL operate an NPKD that SHALL operationalize their domestic CSCA. The 1017 

NPKD SHALL be leveraged to issue, maintain, and manage the sharing of their PKI 1018 

certificates. The NPKD MAY be operated by the PHA. 1019 

1. Member States MAY exchange certificates in bilateral relationships outside the purview of the 1020 

WHO Public Key Directory. 1021 

2. The NPKD SHALL leverage the CSCA to issue document signer keys (DSC private key, PrKey) 1022 

to SVC issuers as per the national norms and standards. Issuers SHALL issue SVCs under the 1023 

responsibility of the PHA. 1024 

3. The NPKD SHALL issue Link Certificates under their CSCA and update the WHO Public Key 1025 

Directory with these certificates. 1026 

4. The NPKD MAY maintain a Master List and in this instance, it SHALL update the WHO Public 1027 

Key Directory with this Master List. 1028 

5. The NPKD SHALL update the WHO Public Key Directory with DSC public keys (PuKey) and the 1029 

updated PKI certificate revocation list. 1030 

6. The WHO Public Key Directory SHALL maintain the global Master List containing countries’ 1031 

CSCA public keys, each country’s DSC public keys, their certificate revocation lists, and a 1032 

directory of SVC verification endpoints.  1033 

7. The NPKD SHALL regularly fetch from the WHO Public Key Directory an updated global 1034 

Master List to refresh its local copy of this list in its NPKD. 1035 

8. As per national guidelines, the NPKD MAY distribute the updated global Master List to 1036 

domestic verifiers. 1037 

The overall framework, and how the pieces of it fit together, is illustrated in Figure 21Error! Not a 1038 

valid bookmark self-reference. 1039 

Figure 21. Overall implementation pattern for operationalizing SVCs 1040 

 1041 

 1042 
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A notional implementation pattern for realizing this framework may be described as follows: 1043 

1. To begin, a national PHA would establish a PKI and operationalize a national public key 1044 

directory (NPKD). 1045 

2. Leveraging its PKI, PHA-signed UVCI barcodes can be added to paper vaccination cards to 1046 

create SVC cards. 1047 

3. SVC cards can be employed to support the Continuity of Care scenario. 1048 

4. The SVC core data set, once captured to a digital health solution in a format compatible with 1049 

the HL7 FHIR International Patient Summary (IPS) standard, may be leveraged by the PHA to 1050 

generate signed SVC documents and save them to an SVC Registry. 1051 

5. Once populated in the PHA’s SVC Registry, digital or paper SVCs issued by the PHA can be 1052 

verified. 1053 

6. Participation in the WHO Public Key Directory operationalizes the ability to verify SVCs issued 1054 

by international PHAs. This may be important to the resumption of travel and tourism.  1055 

More detailed technical specifications of the global trust network will be included in Release 1056 

Candidate 2 of this specification.  1057 

 1058 

5.3 Global governance framework  1059 

This section is intentionally left blank and will be included in Release Candidate 2. 1060 

  1061 
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ANNEXES 1062 

Annex 1: Guiding principles for mapping WHO-FIC and other classifications 1063 

Mapping from classification and terminologies used in legacy systems to ICD-11 and other WHO FIC 1064 

classifications should follow the below listed principles.4  1065 

1. Establish use case(s) prior to developing the map. 1066 

2. Clearly define the purpose, scope, and directionality of the map. 1067 

3. Maps should be unidirectional and single purposed. Separate maps should be maintained for 1068 

bidirectional maps (to support both a forward and a backward map table). Such unidirectional 1069 

maps can be very useful to support data continuity for epidemiological and longitudinal studies. 1070 

Maps should not be reversed. 1071 

4. Develop clear and transparent documentation that is freely available to all, and that describes the 1072 

purpose, scope, limitations, and methodology of the map. 1073 

5. Ideally the producers of both terminologies in any map participate in the mapping effort to 1074 

ensure that the result accurately reflects the meaning and usage of their terminologies. At a 1075 

minimum, both terminology producers should participate in defining the basic purpose and 1076 

parameters of the mapping task, reviewing and verifying the map, developing the plan for 1077 

testing and validation, and devising a cost-effective strategy for building, maintaining, and 1078 

enhancing the map over time. 1079 

6. Map developers should agree on the competencies, knowledge, and skills required of team 1080 

members at the onset of the project. Ideally, target users of the map also participate in its design 1081 

and testing to ensure that it is fit for its intended purpose. 1082 

7. Quality Assurance (QA) and Validation: A key item for QA and validation is ensuring the 1083 

reproducibility, traceability, and comparability of the maps. Establish the QA and validation 1084 

protocols at the beginning of the project and apply them throughout the mapping process. 1085 

Factors that may be involved in quality assurance include quality-assurance rules, testing (test 1086 

protocols, pilot testing), and quality metrics (such as computational metrics or precisely defined 1087 

cardinality, equivalence, and conditionality). Clear documentation of the QA process and 1088 

validation procedures is an important component of this step in the mapping process. If 1089 

conducting a pilot test is feasible, it will improve the QA/validation process. Mapping is an 1090 

iterative process that will improve over time as it is used in real settings. 1091 

8. Dissemination: Upon publication and release, include information about release mechanisms, 1092 

release cycle, versioning, source/target information, licence agreement requirements, and a 1093 

 
4 Further mapping guidance details is provided in the White Paper on WHO-FIC Classifications and Terminology 

Mapping produced in collaboration with the WHO FIC Network. The document can be download from the following 

URL www.who.int/classifications  

 

http://www.who.int/classifications
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feedback mechanism for users. Dissemination of maps should also include documentation as 1094 

stated above, describing the purpose, scope, limitations, and methodology used to create the 1095 

maps. 1096 

9. Maintenance: establish an ongoing maintenance mechanism, release cycle, types and drivers of 1097 

changes, and versioning of maps. The maintenance phase should include an outline of the 1098 

overall lifecycle plan for the map, continuous improvement process, and decision process around 1099 

when an update is required. Whenever maps are updated, the cycle of QA and validation must 1100 

be repeated. 1101 

10. When conducting mapping manually, it is recommended to provide map specialists with the 1102 

necessary tools and documentation to drive consistency when building the map. These include 1103 

such items as the tooling environment (workflow details and resources related to both source 1104 

and target schemes); source and target browsers, if available; technical specifications (use case, 1105 

scope, definitions); editorial mapping principles or rules to ensure consistency of the maps, 1106 

particularly where human judgement is required; and implementation guidance. Additionally, it is 1107 

best practice to provide an environment which supports dual independent authoring of maps as 1108 

this is thought to reduce bias between human map specialists. Development of a consensus 1109 

management process to aid in the resolution of discrepancies and complex issues is also 1110 

beneficial.  1111 

11. In computational mapping, it is advisable to include resources to ensure consistency when 1112 

building a map using a computational approach, including a description of the tooling 1113 

environment, when human intervention would occur, documentation (e.g. the rules used in 1114 

computerized algorithms), and implementation guidance. It is also advisable to always compute 1115 

accuracy and error rate of the maps. It is also important to manually verify and validate the 1116 

computer-generated mapping lists. Such manual checking is necessary in the quality assurance 1117 

process, as maps that are generated automatically will almost always contain errors. Such 1118 

manually verified maps can also assist in the training of the machine-learning model when maps 1119 

for different sections of terminologies are being generated sequentially. 1120 

12. Cardinality as a metric in mapping must be clearly defined in terms of what is being linked 1121 

between source and target and how the cardinalities are counted. For example, SNOMED CT 1122 

codes for functional impairments are semantically different from ICF codes. A 1-to-1 map 1123 

between the two does not mean semantic equivalence. In terms of counting, what SNOMED 1124 

International considers to be a 1:1 map include what others may consider to be a 1-to-many 1125 

map.  1126 

13. Level of equivalence, such as broader, narrower, or overlap, should be specified.  1127 

14. Maps must be machine-readable to optimize their utility. 1128 

15. ICD-11: When creating maps using ICD-11, consider mapping into the Foundation Component 1129 

first, then generating maps to Mortality and Morbidity Statistics through linearization 1130 

aggregation. 1131 
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