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•	 Discrimination or harassment

• Conflicts of interest

•	 Theft/fraud/bribery

•	 Environmental/safety

Cybercriminals are out to get our data, but 
they only succeed when we fall for their tricks. 
You can help keep them out of our systems. 

To avoid phishing (email) and smishing (text) 
scams:

• Never click links from unknown senders – in
emails or texts.

• Confirm the sender’s identity by checking
their address for suspicious variations.

• Watch for unusual or unexpected messages
or requests to verify your password.

• Never provide passwords or other confidential
information online.

If you’re ever unsure if a message is valid, 
check with IT or an internal resource before you 
click on any links. ACME
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