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1 Document Purpose

The purpose of this document is to define the business-level requirements for the Secure
Flight/TSA Office of Transportation Security Redress (TSA OTSR)/TSA Office of
Intelligence (TSA-OI)/TTAC Vetting Operations relationship as needed to support the
Secure Flight program’s Cleared List capability.

2 Document Scope

This document will capture Secure Flight’s requirements of TSA OTSR, TSA-OI, and
TTAC Vetting Operations as well as TSA-OI's, TSA OTSR’s, and TTAC Vetling
Operations’ requirements of each other and of Secure Flight. This document focuses on
the requirements for Secure Flight’s current operating capability.

3 Document Organization
This document is structured as follows:

o Section 4 (Organizational Overview) provides an overview of Secure Flight, TSA
OTSR, TSA-0], and TTAC Vetting Operations organizations, focusing on each
organization’s role regarding the creation, maintenance, and distribution of the
Cleared List.

o Section 5 (Relationship Overview) provides additional context to the Secure
Flight/TSA OTSR/TSA-OI/TTAC Vetting Operations relationship by defining the
capabilities and attributes that will be enabled via the Business Requirements
defined in Section 6.

e Section 6 (Business Requirements) provides: (1) the requirements that Secure
Flight has of TSA OTSR, TSA-OI, and TTAC Vetting Operations; (2) the
requirements that TSA OTSR has of Secure Flight, TSA-OI, and TTAC Vetling
Operations; (3) the requirements that TSA-OI has of Secure Flight, TSA OTSR,
and TTAC Vetting Operations; and (4) the requirements that TTAC Vetting
Operations has of Secure Flight, TSA OTSR, and TSA-OL.

4 Organizational Overview

4.1 Secure Flight Overview

Prior to the implementation of Secure Flight, aircraft operators each conducted their own
matching processes in order to identify certain known and suspected terrorists. Because
WARNING: This record contains Sensitive Security Information that is contralled under 49 CFR parts 15 and 1520, No
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each aircraft operator conducted its own matching process, the ability to conduct watch
list matching and coordinate law enforcement responses was not consistent across the
aviation industry. :

The 9/11 Commission recommended that, “Improved use of ‘No Fly’ and ‘Selectee’ lists
should not be delayed. This screening function should be perlormed by TSA, and it
should utilizc the larger set of watch lists maintained by TSA and other government
entities.” Tn Q1 FY05, TSA developed the Secure Flight program as a watch list
malching solution to fulfill the Congressional mandate to pre-screen passcngers against
the terrorist watch list.

‘The May 25, 2010 White House Deputies Commiittee determined that TSA should match
passengers against all records in the Terrorist Screening Database (TSDB) that have a full
name and date of birth. Thosc TSDB rccords that have full name and datc of birth that
are not already on the No Fly and Selectee list are referred to herein as the Expanded
Seleclee List. Please note that the term “Expanded Sclcetce List” is onc uscd by Sceurc
Flight but does not represent an official subset of the TSDB.

Sccucc Flight has incorporated the Cleared List into its automated, manual review, and
resolution processes to minimize the inconvenience that individuals could incur as a
result of the pre-screening proccss. Having a Clcarcd List that is current, accurate, and
thorough along with an efficient manner by which the general puhlic can engage with the
Department of ITomeland Security’s Traveler Redress Inquiry Program (DHS TRIP)
reduces the risk that the Secure Flight program is perceived to be inconveniencing many
innocent individuals.

42 TSA OTSR Overview

TSA OTSR serves as the component agency responsible for managing DHS TRIP. DHS
TRIP is the central processing point for redress inquiries [rom individuals who seck
resolution regarding difficulties experienced during travel screening including denied o
delayed airline boarding, denied or delayed entry into the United States, and repeated
additional screcning. DHS ‘TRIP provides redress for transportation security programs
including Secure Flight. :

When a traveler applies for redress through DHS TRIP, a Redvess Control Number is
provided to the traveler. If appropriate, the traveler’s information and Redress Confrol
Numbcr is added to the Cleared List. If the traveler is confirmed to match an entry on the
No Fly, Selectee, or Expanded Selectee Lists, then the traveler’s information is not added
to the Cleared List. :

WARNING: This record contains Seusitive Secnrity [nformation that is controlled under 49 CFR parts 1S and 520, No
part of tlils record may be disclo persons without a “a know”, as delincd CFR parts 15 aund 1520, except
with the written permission of t tinistrator of the Tra slation Secuvity Ad ration or the Seevetary of
‘Transpertation. Unauthiorized release may vesalt in civil penaliy or other action. For U.S. goverament ageucles, publie
disclosure is gavernied by 8 U.S.C. 52 and 42 CFR parts L5 and 1520.

SF/TSA OTSR/TSA-OI BRD, vl.4 S5of L1 Secure Flight

epic.org EPIC-12-06-20-TSA-FOIA-20181003-Production.pdf 000005



ssiTive securdfy mrorMaIEN

4.3 TSA-OI Overview

TSA-OI disseminates the Cleared List to TSA Secure Flight. Secure Flight receives all
records for individuals who have met the TSA OTSR-based criteria for inclusion on the
Cleared List. Secure Flight receives regular updates to the Cleared List from TSA-OL

4.4 TTAC Vetting Operations Overview

TTAC Vetting Operations serves as the lead for all security threat assessments and
credentialing initiatives for transportation industry workers, individuals seeking access to
critical infrastructure, and domestic passengers. TTAC Vetting Operations is responsible
for the development and deployment of automated vetting systems which are used to vet
populations including flight crews, hazardous materials crews, transportation workers,

elc.
DI3)49USC §114(n

S Relationship Overview

The business-level requirements outlined in Section 6 are intended to enable the
following attributes of the Cleared List capability as supported by the Secure Flight/TSA
OTSR/TSA-OITTAC Vetting Operations relationship.

Provision of Cleared List to Secure Flight

The requirements in Section 6 define the provision of the Cleared List by TSA-OI
to Secure Flight to support the Secure Flight mission. The requirements in
Section 6 also ensure any suspected or known terrorists are rapidly removed from
the Cleared List.

Retention of Cleared List Transmissions

The requirements in Section 6 define the retention of Cleared List transmissions
from TSA-OI to Secure Flight. Note: This capability is needed for data integrity,
reconciliation, audit, and oversight purposes.

Cleared List Currency and Integrity

The requirements in Section 6 define the assurance that the Cleared List that
Secure Flight is using is of the utmost currency and integrity. The requirements
also describe the vetting process conducted by TTAC Vetting Operations to

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520, No
part of this record may be dis: to persons without a x to know", as defing 9 CFR parts 15 and 1520, except
with the written permission of- dministrator of the T ortation Security A stration or the Secretary of
Transpariation, Unauthorized release may result in civil penalty or other action. For U.S. government agencies, public
disclosure is governed by 5 U.S.C. 552 and 49 CFR parts 15 and 1520,
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ensure that no known or suspected terrorists are placed on or remain on the
Cleared List.

Security and Privacy Compliance
The requirements in Section 6 define the compliance to security and privacy
regulations and standards.

Service Level Agreement (SLA) Visibility

The requirements in Section 6 define an SLA that Secure Flight (the customer)
has agreed to with its service providers (TSA OTSR and TSA-OI). Secure I'light
has a vested interest in the welfare of the DHS/TSA-level redress process as well
as the timely receipt of the Cleared List.

6 Business Requirements

This section will list the organizations’ business-level requirements of each other in
support of the Secure Flight program’s Cleared List capability.

6.1 Secure Flight’s Business Requirements of TSA-OI

The following requirements represent the Secure Flight program’s requirements of TSA-
Ol

Cleared List Transmission Requirements:

- Secure Flight shall receive or have access to all Cleared List recordP® #UST§
DN3)49US C § 11400

Cleared List Content Requirements:

- Secure Flight shall receive the following data elements per Cleared List record:
- [oi@49usc §ii1am

- Secure Flight shall receive discreet New, Modify, or Delete identification for each
Cleared List record.

WARNING: This vecord contains Sensitive Sceurity Information that is controlled under 49 CER parts 15 and 1520. No
part of this record may be discl to persons withouta * to know™, as define 9 CER pavts 15 and 1520, except
with the written permission of ministrator of the T rtation Security f\xslmlinu or the Scerefary of
Transportation. Unauthorized release may vesult in civil penalty or other action. For U.S. government agencics, public
disclosure is governed by 5 U.S.C, 552 and 49 CFR parts 15 and 1520.
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Transmission Retention Requirements:
B340 US C §114M

Interface Security and Privacy Requirements:

- The TSA-Ol/Secure Flight interface shall meet all DHS and National Institute of
Standards and Technology (NIST) security standards for user and data access
control and system configuration rules.

- The TSA-OI/Secure Flight interface shall be consistent with all restrictions or
conditions imposed by statute or other law, including privacy compliance
requirements stated in the Privacy Impact Assessments (PIA) and System of
Records Notices (SORN) for Secure Flight and DHS TRIP.

- The TSA-OI/Secure Flight interface shall possess a current Interim Authority to
Operate (IATO)/Authority to Operate (ATO) from the TSA Chief Information
Security Officer.

Cleared List Metric & SLA Requirements:
D340 USC §114(n

6.2 Secure Flight’s Business Requirements of TSA OTSR

The following requirements represent the Secure Flight program’s requirements of TSA
OTSR.

Cleared List Currency & Integrily Requirements:
D)3)49USC § 1140

Cleared List Metric & SLA Requirements:
On a monthly basis, Secure Flight shall receive (from TSA OTSR):
- The average redress application cycle time (from the receipt of a complete
application to adjudication completion).
- The number of aviation-related complete Redress applications received and
(adjudication) completed.

6.3 Secure Flight’s Business Requirements of TTAC Vetting Operations

The following requirements represent the Secure Flight program’s requirements of TTAC
Vetting Operations,

WARNING: 'Uhis record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520, No

part of this record may be disclo persons without a “n know™, as defined CFR parts 15 and 1520, except

with the written permission of (1 ninistrator of the Tra fation Security Ad rafion or the Scerelary off

‘I'ransportation. Unauthorized release may result in civil penalty or other action. For U.S. government agencies, public
disclosure is governed by 5 U.S.C. 552 and 49 CFR parts 15 and 1520,
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Cleared List Transmission Requirements
- TTAC Vetting Operations will notify Secure Flight and OTSR when a Cleared
List entry is determined to be a match to an entry on the No Fly, Selectee, or

Expanded Selectee Lists.

6.4 TSA OTSR’s Business Requirements of Secure Flight, TSA-OI, and/or TTAC
Vetting Operations
- TTAC Vetting Operations will vet Redress applicants against the No Fly and

Selectee lists as well as the TSDB.
D3)40USC § 114

Cleared List Metric & SLA Requirements:
On a monthly basis, TSA OTSR shall receive:
- The number of Cleared List receipts from TSA OI to Secure Flight (from Secure

Flight)
- The number of Expedite Cleared Updates received by Secure Flight (from Secure
Flight)

6.5 TSA-OI’s Business Requirements of Secure Flight, TSA OTSR, and/or TTAC
Vetting Operations
- Secure Flight shall acknowledge successful receipt of each transmission of the
Cleared List to TSA-OL.

- OTSR or TTAC Vetting Operations will update TSA-OI in the event that any
Cleared List entries are determined to match an entry on the No Fly, Selectee, or
Expanded Selectee Lists.

6.6 TTAC Vetting Operations’ Business Requirements of Secure Flight, TSA
OTSR, and/or TSA-OI
- TTAC Vetting Operations will receive regular updates to the Active and the
Cleared List from OTSR.

WARNING: This record contains Sensitive Sccurity Information that is controlled under 49 CER parts 15 and 1520. No
part of this record may be disc! to persons without a * to know", as defin 9 CFR parts 15 and 1520, except
with the written permission ai‘xdmlnislmlor of the T riation Security A stration or the Sccretary of
Transportation. Unauthorized release may vesult in civil penalty or other action, For U.S. government agencies, public
disclosure is governed by 5 U.S.C. 552 and 49 CIR parts 15 and 1520,
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- TTAC Vetting Operations will receive a separate file of all pending Redress
applicants from OTSR.

7 Process Overview

The following steps outline the high-level processes that TTAC Vetting Operations, TSA
OTSR, and TSA-OI will employ to provide Secure Flight with the Cleared List. Note:
The DHS Traveler Redress Inquiry Program (DHS TRIP) has been added into the process
flow below to allow for the understanding of how an individual (indirectly) interacts with
the aforementioned entities.

Process Redress Applications and Update Cleared List

1. An individual submits a redress application or inquiry to the DHS TRIP
office.

2. DHS TRIP sends a confirmation and a unique redress number (for an
application) to the individual when the application or inquiry has been
received and is deemed complete.

3. DHS TRIP reviews the application or inquiry to determine to which DHS
component agency the application or inquiry should be provided. The DHS
component(s) will review the application and reach a determination about a
traveler's status.

4. For those applications or inquiries determined to be related to No Fly,
Selectee, and/or Expanded Selectee Lists (i.e. an aviation context), DHS TRIP
forwards the application or inquiry to TSA OTSR.

DI 40USC § 1140

WARNING: This record contains Sensitive Security Informatign that is contralled under 49 CER parts 15 and 1520, No
part of this record may be lllsclosc“crsons without a "uciﬁuow", as defined ing[-‘ R parts 15 and 1520, except
with the written pevmission of the nistrator of the Transfor®tion Sccurity Admi tion or the Secretary of
Transportation. Unauthorized release may result in civil penally or other action. For U.S, government agencies, public
tisclosuie is governed by 5 U,S.C. 552 andl 49 CFR parts 15 and 1520,
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5. DHS TRIP sends a response letter to applicants.
B)3149 USC § 11400

Provide Updated Cleared List to Secure Flight
b)3) 49U S C § 1141

WARNING: This vecord contains Sensitive Security Information that is controlled under 49 CER parts 15 and 1520. No

part of this record may be disclose rsons without a “need ow", as defined in R parts 15 and 1520, except
with the written permission of the ristrator of the Trans ion Sceurity Admi ion or the Secretary of

Transportation. Unauthorized release may result in civil penalty or other action. For U.S. government agencies, public
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1 Document Purpose

The purpose of this Business Requirements Document (BRD) is to define the business-
level requirements for the Secure Flight/Transportation Security Administration Office of
Intelligence — Head Quarters (TSA-OI (HQ)) relationship as needed to support the Secure
Flight program matching against the Center for Disease Control’s (CDC) “Do Not Board
List” (DNBL).

2 Document Scope

This BRD will capture Secure Flight’s requirements of TSA-OI (HQ) as well as TSA-OI
(HQ)’s requirements of Secure Flight specific to the Secure Flight DNBL process.

This BRD documents the current process which resulted from a Tuesday, November 24,
2009 meeting between Secure Flight and TSA-OI (HQ). It is considered a “living”
document due to the changes to this process that will occur periodically over the next
several months as additional aircraft operators move to Secure Flight operations. It is
expected that full aircraft operator cut-over could take up to 18 months to complete, at
which time the TSA-OI (HQ) will no longer be in any of the processes currently defined
in this document. Secure Flight will continue to work towards a final process. If/when
a change(s) occur, this BRD will be updated to reflect those changes

3 Document Organization
This document is structured as follows:

o Section 4 (Organizational Overview) provides an overview of the Secure Flight
and TSA-OI (HQ) organizations.

e Section 5 (Requirements Overview) provides additional context to the Secure
Flight/TSA-OI (HQ) relationship by introducing and defining the types of
requirements that are defined in Section 6 (Business Requirements). .

e Section 6 (Business Requirements) provides:
o Secure Flight’s Requirements of TSA-OI (HQ) (Section 6.1)
o TSA-OI (HQ)’s Requirements of Secure Flight (Section 6.2)
o Additional Requirements (Section 6.3)

Note: The business requirements defined in Section 6 are specific to the
Secure Flight DNBL matching process.

o Section 7 (Process Overview) provides detail on the Secure Flight-based DNBL
matching processes.

o The DNBL Generation and Provision Process (Section 7.1)

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520, No
part of this record may be disclosed rsons without a “need ow”, as defined in R parts 15 and 1520, except
with the written permission of the A: isteator of the Transp on Security Admin on or the Secrefary of
Transportation, Unauthorized release may result in civil penalty or other action. For U.S. government agencies, public
disclosure is governed by 5 U.S.C. 552 and 49 CFR parts 15 and 1520,
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o The Secure Flight DNBL Matching and Manual Review Process (Section
17.2)

o The Secure Flight DNBJ, Resolution Process (Section 7.3)
o The Secure Flight DNBL Reconciliation Process (Section 7.4)

4 Organizational Overview

4.1 Secure Flight Overview

Under current, post-9/11 practices and pursuant to TSA Security Directives, aircraft
operators comply with these directives through various methods of matching passcnger
information to thc No Fly and Sclectee Lists provided by TSA. Because each aircraft
operator conducts its own matching process, the ability to conduct watch list matching
and coordinate law cnforcement responscs is not consistent across the aviation industry.

The 9/11 Commission recommended that, “Improved use of ‘No Fly’ and Sclectec’ lists
should not be delayed. This screening function should be performed by TSA, and it
should utilize the larger set of watch lists maintained by TSA and other government
cntitics. Aircraft opcrators should be requircd to supply the information needed to test
and implement this new system.” In QI FY05, TSA developed the Secure Flight
program as a walch list matching solution to fulfill thc Congrcssional mandate to pre-
screen passengers against the terrorist watch list.

‘The Department of Homceland Sccurity Screening Coordination Office (DHS SCO) stated
that Secure Flight should begin matching against the DNBL. After further review, TSA
Senior Management (Gail Rossides, Greg Wellen, and Keith Kauffiman) agreed on
Thursday, May 7, 2009 that Secuce Flight should begin this process.

42 TSA-O1 (HQ) Overview

Currently, the ‘T'SA-OI (HQ)’s Indication and Warning Division is charged with assisting
aircraft operators in determining the travel status of all passengers for domestic and
international flights that fly into U.S. airspacc. The aircraft operators call TSA-OI
(HQ)’s Watch center to determine if a person is a match to the Terrorist Screening
Center’s (TSC) No-Fly and Selectee list. The Office of Intelligence has performed this
function since post 9/11 pursuant to TSA Security Directives and Emergency
Amendments.

The TSA-OI (HQ) provides threat assessments, security hriefings, and intelligence tools
that support TSA’s 55,000 strong workforce. TSA-OI (HQ)'s focus is not only aviation,
but all modcs of transportation throughout the United States and abroad. TSA-OT (HQ)

WARNING: This record contains Seasitive Sceurity Tnformation that is controlled under 49 CFR parts 1S and 1520, No
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disclosure Is governed by § U.S.C. 552 and 49 CFR parts 15 and 1520,

SE /' TSA-OI (HQ) DNBL BRD v2.0 Solls Secure Flight

epic.org EPIC-12-06-20-TSA-FOIA-20181003-Production. pdf 000016



QsiTIVE SECUPEY INFORMAPON

will continue to work with the aircraft operators until Securc Flight is fully implemented
which could take up to 18 months.

TSA-OI (HQ) proccsscs and facilitates the addition of individuals determined to be a
public heatth risk by the CDC. The 11.S. Governinent considers the following diseases
for the DNBL: cholera, diphtheria, infectious tuberculosis, plaguc, smallpox, ycilow
fever, and viral hemorrhagic fevers, such as Marburg, Ebola and Congo-Crimean, Severe
Acute Respiratory Syndrome, and influenza caused by novel or re-emergent influenza
viruscs that arc causing or have the potential to causc a pandemic. The CDC submits
DNBI. requests to the DHS Health and Human Services (HIIS) branch and is then
approved by the DHS Chief Medical Officer. Oncc approvced, the request is forwarded to
the Transportation Security Operations Center (TSOC) Command Duty Officer (CDO).
TSA-OI (11Q) confirms the addition has been approved by TSA Senior Leadership.

5 Requirements Overview

The business-level requirements outlined in Section 6 are intended to enable the
following attributes of the Secure Flight DNBL matching capability as supported by the
Sccurc Flight / TSA-OI (HQ) relationship.

Secure Flight's Business Requirements of 1SA-Of (HQ) (Section 6.1):

DNBL Provision Requirements
These requirements in Section 6.1 define the provision of DNBI. updates by the
TSA-OI (11Q) Watch to Secure Flight.

DNBL Content Requirements
These requirements in Section 6.1 define the data contents that the 'I'SA-OI (HQ)
Watch must provide Secure Flight with for each DNBI. update.

DNBL Content Validation Handling Requirements

These requirements in Section 6.1 define the validation that Secure Flight will
perform on the DNBL updatc so as to cnsure the ingested DNBL data is current,
accurate, and thorough.

DNBL SID Assignment Requirements
These requirements will ensure that the SIDs used by Secure Flight and TSA-OI
(HQ) will remain in synch.

DNBL Retention Requirements

‘These requirements in Section 6.1 define the retention of DNBT, updates from the
TSA-OI (HQ) Watch to Secure Flight. Note: This is needed for data integrity,
reconciliation, audit, and oversight purposcs.

WARNING: This record contains Seusitive Security Information that is controlled under 49 CFR parts 15 and 1520. No
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DNBL Currency and Integrity Requirements

These requirements in Section 6.1 define the assurances that Secure Flight and
TSA-OI (HQ) will take to ensure the DNBL record set that both organizations
(i.e., Secure Flight and TSA-OI (HQ)) have are of the utmost currency and
integrity. :

TSA-OI (HQ)’s Business Requirements of Secure Flight (Section 6.2):

DNBL Content Requirements
These requirements in Section 6.2 define the data contents that Secure Flight must
provide TSA-OI (HQ) Watch with for each DNBL update.

DNBL Provision Acknowledgement Requirements

These requirements in Section 6.2 define the acknowledgements that Secure
Flight must provide back to the TSA-OI (HQ) Watch after the TSA-OI (HQ)
Watch sends a DNBL update to Secure Flight.

6 Business Requirements

This section will list the organizations® business-level requirements of each other in
support of the Secure Flight program’s DNBL matching capability.

6.1 Seccure Flight’s Business Requirements of TSA-OI (HQ)
The following are Secure Flight’s requirements of TSA-OI (HQ).

DNBL Provision Requirements:

[b)(3)49USC §114(n)

WARNING: This vecord contains Sensitive Security Information (hat is controlled under 49 CFR parts 15 and 1520, No
part of this record may be disclosed ons without a “need ow", as defined in 4 R parts 15 and 1520, except
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disclosure is governed by 5 U.S.C. 552 and 49 CFR parts 15 and 1520.
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D31 40USC § 1140

- The TSA-OI (HQ) Watch shall provide TSA-OI (Secure Flight) with the

following DNBI. data contents for Modify or Delete DNBL updates:
b)3)49US C § 114()

DNBL Content Validation Handling Requirements
- TSA-OI (Secure Flight) will validate the DNBL updates against the following
rules:

DNBL Validation Rule ] Handling (If Violated) |
[oX3)49USC §114(1)

DNBL SID Assignment Requirements:
D)3 40 USC §1140)

LDNBL Kelenfion Kequirenmenls:

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520, No
part of this record may be dlsclnserxrsnns without a "ncc:xmw". as defined in R parts 15 and 1520, except
with the written permission of the / istrator of the Trans ion Security Admin ion or the Sceretary of
Transportation. Unauthorized velease may result in civil penalty or other action, For U.S, government agencies, public
disclosure is governed by 5 U.S.C. 552 and 49 CFR parts 15 and 1520,
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- The TSA-OI (HQ) IIS shall retain a copy of all DNBL updates that were sent to
Secure Flight (consistent with TSA-O1 (HQ) IIS data retention regulations).
Note: Saved copies of the Secure Flight-forwarded TSOC email are sufficient to
meet this requirement.

DNBL Currency and Integrity Requirements:
D)3 49 USC §114[0)

6.2 TSA-OI (HQ)’s Business Requirements of Secure Flight
The following are TSA-OI (HQ)’s requirements of Secure Flight.

DNBL Content Requirements:
DX3)40US C § 114N

DNBL Provision Acknowledgement Requirements
X340 US C § 11400

6.3 Additional Requirements

The following requirements represent additional requirements of the Secure Flight / TSA-
OI (HQ) relationship related to the Secure Flight DNBL matching process. These
requirements are not included in Section 6.1 or 6.2 because they do not necessarily
represent Secure Flight requirements of TSA-OI (HQ) or TSA-OI (HQ)’s requirements of
Secure Flight, Rather, they are broader requirements of the Secure Flight / TSA-OI (HQ)
DNBL relationship as a whole.

DNBL Security and Privacy Compliance Requirements:

WARNING: This vecord contains Sensitive Security Information that is controlled under 49 CFR parts IS5 and 1520. No
part of this vecord may be disclosed sons without a “need ow”, as defined in R parts 15 and 1520, except
with the written permission of the A strator of the Transp on Security Admini on or the Secretary of
Transportation. Unauthorized release may. vesult in civil penally or other action. For U.S. governmnent agencies, public
disclosure is governed by 5 U.S.C, 552 and 49 CFR parts 15 and 1520,
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- The TSA-OI (HQ) / Secure Flight interface shall meet all DHS and National
Institute of Standards and Technology (NIST) security standards for user and data
access control and system configuration rules.

- The TSA-OI (HQ) / Secure Flight inferface shall be consistent with all restrictions
or conditions imposed by statute or other law, including privacy compliance
requirements stated in the Privacy Impact Assessments (PIA) and System of
Records Notices (SORN) for Secure Flight and TSA-OI (HQ).

DNBL Performance Requirements:
- Secure Flight (OSD) shall update the Secure Flight system and provide a

disposition acknowledgement[0)/3)48USC § 1140)
DY3)4USC § 11401

7 Process Overview
The Secure Flight DNBL end-to-end matching process is comprised of four (4) sub-
processes. The four sub-processes are:

The DNBL Generation and Provision Process (Section 7.1)

The Secure Flight DNBIL Matching and Manual Review Process (Section 7.2)
The Secure Flight DNBL Resolution Process (Section 7.3)

The Secure Flight DNBL Reconciliation Process (Section 7.4)

°
]
°
o

7.1 The DNBL Generation & Provision Process

This process refers to how the DNBL is generated and subsequently provided to the
Secure Flight program (so that Secure Flight can perform the matching function). For
purposes of this document, only the primary flows have been included. Alternative flows
will be created during the detailed requirements phase. Note: While Steps 1-8 of this
process are not part of the Secure Flight program, they have been included to provide
context to the broader end-to-end process. Steps 1-8 have been italicized for ease of
identification below.

1 The local public health center identifies someone with a health threat to the
public and contacts CDC Headguarters.

2 The CDC determines that an individual needs to be added to, modified, or
removed from the DNBL.

3 The CDC provides the DHS Nehwork Operations Center (NOC) with the
individual (and associated identifiers) to be added to, modified, or removed from
the DNBL.

4 The DHS NOC contacts the DHS Chief Medical Olfficer to determine if DHS
agrees with CDC'’s request.

WARNING: This record contains Sensitive Sccurity Information that is controlled under 49 CFR parts L5 and 1520, No
part of this record may be disclosed sons without a “need ow”, as defined in AR parts 15 and 1520, except
with the written permission of the A istrator of the Transp on Security ,\dmin.:gun or the Secretary of
Transportation. Unauthorized release may result in civil penalty or other action, For U.S, government agencies, public
disclosure is governed by § U.S.C, 552 and 49 CFR parts 15 and 1520,
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5 The DHS NOC Waich officer contacts the TSOC with the DNBL add / modify /

removal update.
b)(3)49U S C §114(n

16 "This process ends.

7.2 The Secure Flight DNBL Matching & Manual Review Process

This process refers to how Secure Flight will match Secure Flight Passenger Data (SFPD)
against the DNBL. This process includes both the automated matching component as
well as the manual review and resolution processes, if required. For purposes of this
document, only the primary flows have been included. Alternative flows will be created
during the Secure Flight detailed requirements phase.

1 The aircraft operator submits SFPD to Secure Flight up to 72 hours prior to the
passenger’s flight.

2 The Secure Flight system matches the SFPD against the No Fly, Selectee, Cleared
List, and DNBL as defined in the Secure Flight requirements document, “Aircraft
Operator Requests BPPR.doc”.

IWWARNING: This record contains Sensitive Sccurity Information that is controlled under 49 CER parts 15 and 1520. No
part of this record may be disclosed ¢ sons without a “need w", as defined in 4 parts 15 and 1520, except
with the written permission of the A trator of the Transp n Security Admini n or the Secrefary of
Transportation. Unauthorized release may result in civil penalty or other action. For U.S. government agencies, public
disclosure is governed by 5 U.S.C. 552 and 49 CFR parts 15 and 1520,
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a. If the Secure Flight system does not find a possible match on the DNBL,
the Secure Flight system will return a “Cleared” Boarding Pass Printing
Result (assuming no matches were found on the No Fly and Selectee
Lists). The DNBL Matching Process Ends

b. If the Secure Flight system finds a possible match on the DNBL, the
Secure Flight system will return an “Inhibited” Boarding Pass Printing
Result to the submitting aircraft operator.

c. The Secure Flight system will not attempt to match the DNBL conflict
matches against the Cleared list,

3 b)3)49USC §114(n

4

5

6 —This process ends il.e., 1t coniimues wilh The Secure [‘]lgﬁ[ DNBL Kesolution

Process below).

7.3 The Secure Flight DNBL Resolution Process

This process refers to how the Secure Flight system will be updated after the appropriate
operational entities (e.g., TSOC, Federal Security Director (FSD), efc) respond to a
possible DNBL match attempting to check-in at the departure airport of his/her first flight
segment. For purposes of this document, only the primary flows have been included.
Alternative flows will be created during the detailed Secure Flight requirements phase.

1a [PPP#IUSCT § 1140

WARNING: This vecord contains Sensitive Security Information that is controlled under 49 CEFR parts 15 and 1520, No
part of this record may be disclosed sons without a “nced ow", as defined in R par(s I5 and 1520, except
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Transportation. Unauthorized release may result in civil penalty or other action, For U.S. government agencics, public
disclosure is governed by 5 U.S.C. 552 and 49 CFR parts 15 and 1520,
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Ib For all Secure Flight covered aircraft operators, the aircraft operator will
contact the Secure Flight Resolution Service Center about a passenger’s inhibited
status.

i.  The Secure Flight Customer Support Agent (CSA) will classify the

call as resolution and[b)(3)48USC §1140) |
b)3)40 US C § 114(1)

ii.

i, INTREfGRIUSE 31140 Ican negate the possible
DNBL match, [p)3)48USC §114(0)
ﬁ%’éﬁ‘_}o release that specific inhibitor in the SFUT via the RFA
i

sposition process.
i (bX3)49USC §114(r)

ii.  The Secure Flight CSA will inforn the aircraft operator of the
result and close out the call. The DNBL Resolution Process

Ends
D)3)40USC §114(0)

iv.

E OUperational entities (€.g., 1SUC, FSD, airport Law
Enforcement Officer (LEO’s)/Local Health officials) will be
instructed by the TSOC to follow their existing Security
Directives (SD).

- IF the possible DNBL match can be negated, the TSOC
will notify the TSA-OI (HQ) Watch who will notify the
Secure Flight-located TSA-OI Analyst.

- Follow Step 1b-iii above. The DNBL Resolution
Process Ends _

- IF the possible DNBL match can NOT be negated, the
passenger will not be allowed to board his/her intended
{light. Note: In this case, the Secure Flight previously-
returned BPPR of “Inhibited” is still in effect for the
passenger.,

- The CSA will inform the aircraft operator to follow
their Security Directive and close out the call. 7he
DNBL Resolution Process Ends

b)3)49USC §114(r)

WARNING: This record contains Sensitive Security Information that is contralled under 49 CFR parts 15 and 1520, No
part of this record may be disclosed sons without a *need ow", as defined in SR parts 15 and 1520, except
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Transportation. Unauthorized release may vesult in civil penalty or other action. For U.S. government agencies, public
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7.4 The Secure Flight DNBL Maintenance Process

This process refers to how Secure Flight and TSA-OI (HQ) Watch will verify on a
recurring basis that Secure Flight and TSA-OI (HQ) Watch are using the most accurate
DNBL within their respective processes.

[ [DEHSUSCETEO I TgA-Of (HQ)-IIS and Secure Flight will share their DNBL '
Tists™ with each other to ensure that Secure Flight and TSA-OI (HQ) Watch are
using the most accurate DNBL within their respective processes.

a. [f no abnormalities are found, all parties will acknowledge as such.

e b. If abnormalities are found (e.g., TSA-OI (HQ) Watch has x number of
individuals on the list, but Secure Flight has a different number of
individuals on the list), TSA-OI (HQ) and Secure Flight will work
together to reconcile and correct their lists, as appropriate.

WARNING: This record contains Sensitive Sccurity Information that is controlled under 49 CER parts 15 and 1520, No
part of this record may be disclosed rsons without a “umixuw", as defined in R parts 15 and 1520, except
with the written permission of the As istrator of the T'ransg on Securitly Admin on or the Secretary of
Transportation. Unanthorized release may result in civil penalty or other action. For U.S, government agencies, public
disclosure is governed by 5 U.S.C. 552 and 49 CFR parts 15 and 1520,
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Appendix A Acronyms

. Acronyms

Description

BRD Business Requirements Document
CDC Center for Disease Control
CDO Command Duty Officer
CSA Customer Support Agent
|DHS Department of Homeland Security
DNBL Do Not Board List
DOB Date of Birth
FSD Federal Security Directive
HHS Health and Human Services
IT Information Technology
LEO Law Enforcement Officer
NIST National Institute of Standards and Technology
NOC Network Operations Center
Ol Office of Intelligence
PIA Privacy Impact Assessiments
POC Point of Contact
RFA Refer for Action
SCO Screening Coordination Office
SD Security Directive
SFA Secure Flight Analyst
TSA-OI (HQ) Transportation Security Administration Office of Intelligence —

Head Quarters

TSA-OI (HQ) I1S

[TSA-OI (HQ)] Intelligence Information Systems

TSA-OI (Secure
Flight)

Transportation Security Administration Office of Intelligence —
Secure Flight

TSOC

Transportation Security Operations Center

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR par(s 15 and 1520. No
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1 Introduction

1.1 Scope

The Transportation Security Administration’s (TSA) Office of Intelligence and Analysis (OIA)
Secure Flight program conducts watch list matching of alrline passenger data to Federal
government watch lists for international and domestic flights. Matching requests are initiated
by covered airlines and are either entered directly into a Secure Flight interface or sent from
reservation or departure control systems (DCS) through the Department of Homeland Security
(DHS) router, which then transmits the passenger data to Secure Flight.

While not the creator {system of record) of any watch list, Secure Flight must receive, process,
and reconcile (ensure Secure Flight watch list data Is an accurate mirror of the source system
data) data from list providers in order to meet its mission of passenger vetting.

The scope of this Interface Control Document (ICD) is to describe the interface specification for
Secure Flight to receive and reconcile watch list data from Office of Security Operations (0SO),
herein referred to as the list provider. The watch list data covered by this document is the

Pre v Disqualification Protocol (PDP).

1.2 Document Overview

This document contains design specifications to define the interface between the list provider
and Secure Flight. This document will provide a description of the processes, messages, and
validation rules used to exchange information between these entities.

1.3 Reference Documentation

The table below lists the reference documents used during the creation of this document.

R S ST
2% i an ki 5’%#5 B

P g }"j’."g ?\‘I fi‘
s ‘-’.{ZSQ:- ’31 ;;-1
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2 System Description

2.1 Interface Overview

The Interface between Secure Flight and the list provider used to receive and reconcile watch
list data will not be automated. An automated interface is planned for a future release.

2.2 FunctlonalAllocatlon

The Interface between the list provider and Secure Flight will be a manual file transfer via a
shared folder on the TSA network. The shared folder will be utilized as the secure medium for .
the list provider to post list updates. Secure Flight will access and download the list update and
send an acknowledgement to the list provider.

2.3 Flle Transfer

The list provider will create a file containing all Secure Flight applicable records, encrypt It using
the current TSA password, and post it to the shared folder. Once posted, the list provider will
send an emall to Fb)(3) 49USC §114() to notify Secure Flight a new version of the

list Is available. When notified, Secure Flight will access the shared folder to download and
validate the posted file. When downloaded, Secure Flight will send an email notification to the
list provider indicating the status of the download.

g Create file 25 Password et T.SA Post file 2 nmﬁu'::l—
E R SncrypLi shared folder file posted
¥ )

|
Access TSA
“:u';::;m l -1 network r-s Download file |-— Validate fite
1 shared folder
J
i |
1
Send emall
Parform Error L notitationss
Honotoe dovnlosd
o unsuccessful
Send omall
["ﬂm:""'] [ notificatlon ~ J '
download complet

Figure 1: File Transfer via Shared Folder Process Flow

Secure Flight DMO
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2.4 Transactions

List providers must be able to support the following transaction types, which are supported by
the manual file transfer.

Table 1: List Update Transaction Types

?‘Z\Fm 1TvR

Mﬂnﬁ.‘l’v
Conslsts of all Secure thht appllcable records (not to

Entirglist exceed 50,000 records) in the source system

2.5 Security and Integrity

The TSA shared network folder Inherits the TSA network security, which provides for data
privacy and security.

Files posted to a TSA shared network folder must be encrypted or password protected.

2.6 Key Contacts
The following defines the ownership and key contacts for the subject interface.

Table 2: Key Contacts

Secure Flight peratlons Manager o bxa} (b)(3) wUSC § 114«)
Secure Flight Data Management
Organization (DMO)
Secure Flight Operational Services | Any
Division (OSD)
0S0 PARIS System Owner Frederick P Falcone
050 PARIS 1SS0 -
_OSO PARIS Program Manager
0SO PARIS Resource Center Watch Person

Page | 3
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3 Detailed Interface Requirements

3.1 Interface Requirements

The interface between the list provider-and Secure Flight will be not be automated. The list
provider and Secure Flight will utilize the following shared TSA network folder to submit and
receive updated lists -

\\tsahgf001.network.ad.tsa.gov\tsa\TSASharedFolders\Secureflight\List\PDP.

The following sections specify the details for this Interface (NOTE: An automated interface is
planned for a future release).
3.2 File Requirements

The list provider will export a file from their source system for each transaction type as agreed.
The file must be comma separated value (CSV) format. Table 3 below defines the content
required in each file. The file should be named as follows: PDP List_[YYYYMMDD],

. Table 3: Requlred File Content

‘TB\_' 3
ji-\

B a5 UsC § T400)

3.3 Frequency

The list provider will post the file as described in Section 3.2|P)3)49US C § 114() ]
Exa) 49USC §114(1) |

Posts will be stored on the shared network folder for a period of 7 days. The list provider is
responsible for managing retention of posts as defined.

Page | 4
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3.4 Data Validation Requirements

Secure Flight will validate the file per the requirements identified in Section 3.2,

3.5 Messaging

When posted, the list provider will send emall notifications to

0lA.SecureFlight. Data@tsa.dhs.gov,

Upon completion {or attempt) to download the file, Secure Flight personnel will send an email
notification to the list provider (to PARIS@tsa.dhs.gov and ComplianceAnalysis@tsa.dhs.gov)

indicating the disposition of the download attempt.

LlSt Prowder

| Secure Flight

Secure Fllght

Secure Flight

Secure Flight

—]

Secure Flight

3.6 Error Handllng

oI5 U5 C § 1140

Contact PARIS Resource Center Phone
at 571-227-5590.

Contact PARIS Resource Center Phone
at 571-227-5590.

As part of the email notification back
to the list provider once the file Is
downloaded, indicate the download
was unsuccessful and the error
encountered. Request a “re-post”. -

As part of the email notification back

to the list provider once the file is
downloaded, indicate the download
was unsuccessful and the error
encountered. Request a “re-post”.

As part of the email notification back
to the list provider once the file is
downloaded, indicate the downioad
was unsuccessful and the error
encountered, identifying the
impacted records. Request a “re-
post” of the impacted records.

epic.org
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4 Communications Procedures

4.1 Planned Outage Pracedures

When the list provider has a planned outage (e.g., maintenance window); they should contact
Secure Flight personnel at[(b)”) 49USC §1140) ko communicate the planned
outage.

4.2 Unplanned Outage Procedures

When the list provider encounters unplanned outage, they should contact Secure Flight
personnel at[C)) 49U S C 1140 |to communicate the recovery
steps and actions to be taken.

4.3 Change Management Procedures

When either entity requires changes to this agreement that impacts the interface, they must
contact the other party for approval.

5 Timeline

This ICD shall be in effect upon the date of signing. This ICD is valid for the duration of the list
provider Authority to Operate (ATO) granted at the time of the latest date on either signature
in section 6 of this document. At that time it must be reviewed, updated, and reauthorized. If
the parties wish to extend this agreement, they may do so by reviewing, updating, and
reauthorizing this agreement. The newly signed agreement should explicitly supersede this
agreement and will be referenced by title and date.

This ICD will be reviewed annually at a minimum to colncide with the annual self assessment or
whenever a significant change occurs. This ICD shall remain in effect until modified,
superseded, or canceled by either party by written notification. To ensure continuity of
operations, it Is agreed that any modifications to this ICD will be provided in writing thirty (30)
days in advance.

Page | 6
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6 Signatory Authority

| agree to the terms of this Interface Control Document

(Slgnature) (Date)

Name|‘b‘(5) J
Secure Flight

.. Digitally signed by Frederick P. Falcone

F rEd e ric k P ” F a ! con e ooicof;'fgjf::\zﬁ;kbiﬁ I;‘alcone, o=Compliance, s

vy Date: 2012.06.19 09:49:10 -04'00'

(Signature) (Date}

Frederick P Falcone
PARIS System Owner

Page | 7
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6 Signatory Authority

___lagreo tn tha terms of thic lnterfare Control Document

b){6)
06/ 19 / 20] 2
TSTRITITUTE] (Date)
Nam(®X®) |
Secure Flight

Digitally signed by Frederick P. Falcane

Frederick P. Falcone o e woecemeteneey,

Date; 2012.06.19 09:49:10-04'00'

(Signature) (Date) -

Frederick P Falcone
PARIS System Owner

epic.org
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Bar Code
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Provider Agency , _Cus togy!rAnaucy ;
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10 ll-db-ol Sce}lel i See Below :

Other Accourniting Taformation appﬂw ~raliinle Obllgation Month and SOC dia shold bs identifiad 1 this block. Cusfomurs nof wring the FMIS may
use this bfx& o dum’k\mqw éua Nqﬂmf oF elr acecunting sysises) .

SEE 2"" PAGE
' (Sea reverse side of form.) - :
: . Approved for Provider Office; - | . Approved for Contract.ingon'fcer
O:ganization 1izad]
Ccbp
b)(6)
: R
7 ,'AIT Eowi%k i
(D)(6) . | Contracting Officer
LONTACTING OFF 78R
" Wher imlrofund billing data-are manually submitted o thé billing office, the Provider Iitrafunid Data'block an the reverse side
st ba completed by the provider of the goods or sgrvice.
DHS Form 07(0-1
Rev, June 2003
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Provier Intrafund Data . L
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Doclitians No, - | Obligation Mith : Ghliptin SOF Paymént
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Interagency Agréement
HSTS02-10-X-DAD007

Between the
Transportation Security Administration .
And the

U.S. Customs and Border Protection

PART A - General Terms & Conditions

A.l, Purpose

This Part of the 1A (hereinafter “Part A") dascribes the terms and conditions that govern the
provision of acquisition assistance betvseen the Transportation Security Administration,
hereinafter “the Requestlng Agency” and U.S. Customs and Border Protection hereinafter

“the Servicing Agency

No fiscal obligations are created through the execution of Part A. A fiscal obligation arises
when the Transportation Security Administration demonstrates a.bona fide need, provides
the necessary requirements and funding Information to the Servicing Agency and both
parties execute a funding document using Part B of this IA or an alternate funding
document.

A.2, Authority
The partles' authority to enter into this lnteragency agreement Is (check applicable box):

X The Aviation and Transportation Security Act (ATSA), Public Law 107-71
o The Economy Act (31 U.S.C. 1535)
o Franchise Fund {e.g., 31 U.S.C. 501 note) or Revalving Fund (e.g., 40 U.S.C. 321)

o Identify specific statutory authority
o Other (identify speciﬁc statutory authority or authorities)

As noted In DHS Management Directive 125-02, “Interagency Agreements,” issued August
15, 2008, an Interagency agreement must cite a statute upon which the agreement Is
based, Fach Interagency agreement may rely upon only one statute. This means that an
Interagency Agreement should cite the Econemy Act only when a more specific authority Is
not avallable.
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A.3. Part A Identifier
Insert the Procurement Request Number and IA number here in this table:

[ Procurement Reguest Number . | 2110200DAD007 ]

Interagency Agreement Number HSTS02-10-X-DAD007
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A.4, Scope.
a, Organizations authorized to request acquisition assistance

The following organizations in the Transportation Security Administration are authorized
Lo obtain assistance from the Servicing Agency. Office of Intelligence, Deputy
Administrator's Office.

b. Organizations authorized to provide acquisition assistance

The organizations in the Servicing Agency are authorized to provide assistance to the
Transportation Security Administration. Passenger Systems Program Office, Office
of Information Technology.

c. Types of products or services that may be acquired

[B)3)40USC § 1140

d, Limitations
The following restrictions apply: None
A.5. Period of Agreement

The terms and conditions described In Part A of the IA become effective when signed by
authorized officials of both agencles and remain effective until 1 year from date of
execution, unless amended in accordance with Section 11 or terminated in accordance with
Sectlon 12, The period may be extended by mutual agreement between the parties up to 5
years from the date of execution.

A.6. Roles & Respansibilities of Servicing Agency & Transportation Security
Administration

The effective management and use of interagency contracts is a shared responsibility of the
Transportation Security Administration and the Servicing Agency. The parties hereby agree
to the following roles and responsibilities, which are derived from the Checklist in Appendix
1 of Interagency Acquisitlons, quidance issued by the Office of Federal Procurement Policy.

TSA is responsible for providing:

bN3)40USC § 11400
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CBP is responsible for providing:
’(b)(SHQ USC §114(n

A.7. Billing & Payment

The Transportation Security Administration will pay the Servicing Aéency for costs of each
contract or task/delivery order. Billings may Include the amounts due under the contract or
order plus any assisted service fees identified in Part B of this IA.

IPAC is the method of reimbursement to CBP for services performed under (his IA.
TSA Agency Code: 7011001

Address for submission of invoices:
USCG Finance Cenler

TSA Interagency Agreements

PO Box 4112 )
Chesapeake, VA 233274112
Phone Number: 757-523-6940
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The Transportation Security Adminlistration shall be responsible for Interest owed under the
Prompt Payment Act except that the Servkcing Agency shall be responsible for interest owed
to the contractor due to délays created by actions of the Servicing Agency.

A.8. Small Business Credit

Any contract actions executed by the Servicing Agency on behalf of the Transportation
Security Administration wiil allocate the soclo-economic credit to the Transportation Security
Administration at the lowest FIPS 95-2 Agency/Bureau component as tdentified by the
Transportation Security Administration. If the code Is not provided, the Servicing Agency
wili allocate the credit to the highest Transportation Security Administration FIPS 95-2

Code. .

A.9. Notification and Reporting

For any contract actions executed by the Servicing Agency on behalf of the Transportation
Security Administration (for “assisted acquisition”), the servicing agency will provide to the
TSA Contracting Offlcer identified In this agreement, not less than four days prior to its
planned award, information Identifying the awarded contractor and official buslness address,
amount and type of contract, the identities, official business addresses, and amounts and
types of subcontract of all major subcontractors, so that the TSA can comply with
Congresslonal and public notification requirements.

A.10. Contract Termination, Disputes and Protests

If a contract or order awarded pursuant to this IA Is terminated or cancelled or a dispute or
protest arlses from specifications, sollcitation, award, performance or termination of a
contract, appropriate action will be taken In accordance with the terms of the contract and
applicable laws and regulations, The Transportation Security Administration shall be
responsible for all costs associated with termination, disputes, and protests, Including
settlement costs, except that the Transportation Security Administration shall not be
respansible to the Servicing Agency for costs assaciated with actions that stem from errors
in performing the responsibllities assigned to the Servicing Agency. The Servicing Agency
shall consuit with the Transportation Security Administration before agreeing to a
settlement or payments to ensure that the Servicing Agency has adequate time in which to
raise or address any fiscal or budgetary concerns arising from the proposed payment or .
settlement.

A.11, Review of Part A

The parties agree to reviev fointly the terms and conditions in Part A at least annually if the
period of this agreement, as identified in Section 5, exceeds one year. Appropriate changes
will be made by amendment to this agreement executed in accordance with Section 11. The
partles further agree to review performance under this IA to determine if expectations are
being met and document a summary of their assessment. The responsible reviewing official
at each agency shall sign and date the assessment.
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A.12. Amendments
Any amendments to the terms and conditions in Part A shall be made in writing and signed
by both the Servicing Agency and the Transportation Security Administration.

A.13, IA Termination

This IA may be terminated upon thirty (30) catendar days written notice by either party, If
this agreement Is cancelled, any implementing contract/order may also be cancelled. If the
IA Is terminated, the agencies shall agree the terms of the termination, including costs
attributable to each party and the disposition of awarded and pending actions.

If the Servicing Agency incurs costs due to the Transportation Security Administration’s
failure to give the requisite notice of its intent to terminate the IA, the Transportation

Security Administration shall pay any actual costs Incurred by the Servicing Agency as a BRI R 5 IR

result of the delay in notification, provided such costs are directly attributable to the fallure
to give notice.

A.14, Interpretation of IA

If the Servicing Agency and Transportation Securlty Administration are unable to agree

about a materlal aspect of either Part A or Part B of the ]A, the parties agree to engage In

an effort to reach mutual agreement in the proper Interpretation of this IA, including -

amendment of this IA, as necessary, by escalating the dlspute within thelr réspective . . .. -
organizatlons. 't

If a dispute related to funding remains unresolved for more than [60) calendar days after
the parties have engaged in an escalation of the dispute, the partlies agree to refer the
matter to thelr respective Agency Chief Financial Officers with a recommendation that the
partles submit the dispute to the CFO Councli Intragovernmental Dispute Resolution
Committee for review In accordance with Section VII of Attachment 1 to the Treasury

Financial Manual, Volume 1, Bulletin No. 2007-03, Intragovernmental Transactions, Subject: B

Intragovernmental Business Rules, or subsequent guldance.
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A,15, Signatures
TRANSPORTATION SECURITY ADMINISTRATION O

Data: Bune 2010

Slgnatures 1 : LA TCle

Nome: AT, REWICK .

:-g;nw:%s‘ﬁs treet, TSA-25, Aringlo \;Azzzoz
réss: o b SA- 1,
Phone: 571-22 4 ] J

"

CUSTOMS AND BORDER PROTECTION DFFICIAL:

(b)(6)
Slgnaturd ————— [l

Namo: _|

Ttle:._ & (Al ; - e s
Agancy: ‘ . -
Adreaa: P s 7 A Yl -~
Phona: b)(6) i e oy
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Model Interagency Agreement
PART B - Requirements & Funding Information

B.1. Purpose

This Part of the 1A (herelnafter “Part B“) serves as the funding document. It provides
specific information on the requirements of [The Transportatlon Sacurity
Administration], herelnafter “the Requesting Agency” sufficlent to demonstrate a bona fide
need and Identifies funds assoclated with the requirement to allow [U.S. Customs and
Border Protection]}, herelnafter “the Servicing Agency,” to provide acquisition assistance
and conduct an interagency acquisition.

B.2. Authority
The parties’ authority to enter into this interagency agreement is (check applicable box):
n The Economy Act (31 U.S.C. 1535)
o Franchise Fund (e.g., 31 U.S.C. 501 note) or Revolving Fund (e.g., 40 U.S.C. 321).
* X Identify specific statutory authority The Aviation and Transportation Security Act (ATSA),
Public Law 107-71
o Other (ldentify specific statutory authority or authorities)

B.3. Part B Identifier
Insert common agreement number(s) to identify Part B on other documents.

B.4. General Terms & Conditions

Activities undertaken pursuant to this document are subject to the general terms and
conditions set forth in Part A, HSTS02-10-X-DAD007,
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B.5. Project Title - Appllcatlon development and malntenanca sarvices,
project and security support services.

B.6. Description of Products or Services / Bona Fide Need

TSA is using CBP computer programming capabilities (specialized programmers and
computer systems—Automated Targeting System) to develop software that supports
our (TSA’s) screening mission. TSA has requested programming of CBP’s computer
systems to automate tasks that relate to TSA's aviation security mission. CBP has
completed work on behalf of TSA, and in addition to this upfront computer
programming, CBP has also configured thelr systems to provide TSA with metrics
information and feedback regarding these tasks.

This is an ongoing requirement (there is not a “product” per se, but a continuing series
of software refinements and feedback results to match TSA's needs. The cost is
incurred In programmer time and overtime In supporting TSA's mission, as opposed to
costs incurred supporting the CBP mission. The software modifications are customized
for TSA, and therefore require additional computer programmer time and expertise
beyond what CBP Is using to accomptish their core mission.

1.0 OVERVIEW AND BACKGROUND

As per the attempted terrorist attack on December 25, 2009, the Transportation Security
Administration (TSA) requires rule changes o the Automated Targeling System (ATS)
to be performed by Customs and Border Protection (CBP)/ Targeting & Analysis
Systems Program Office (TASPO).

2.0 SCOPE OF WORK

CBP has enhanced ils security measures through the creation of new targeling rules,
modifications of existing rules and by conducting intelligence driven special operations.

3.0 PERIOD OF PERFORMANCE, LOCATION AND HOURS OF PERFORMANCE

Location: Work required under this order shall be performed at the Government site.

4.0 DELIVERABLES

All deliverables are Data to be delivered in electronic format to the COTR. No other
office automation product shall be used, unless approved by the Government.
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5.0 GOVERNMENT FURNISHED RESOURCES

The Government will furnish the means for periodid updates as applicable.

6.0 TRAVEL AND OTHER DIRECT COSTS

No travel Is anticipated in conjunction with this delivery order. However, should travel
be necessary, all fravel shall be in accordance with the Federal Travel Regulations (for
travel in 48 contiguous states), the Joint Travel Regulations, DoD Civilian Personnel,
Volume 2, Appendix A (for travel to Alaska, Hawalii, Puerto Rico, and U.S. territories and
possessions), and if required by the SOW, the Standardized Regulations (Government
Civilians, Foreign Areas), Section 925, "Maximum Travel Per Diem Allowances for
Forelgn Areas" (for travel not covered in the Federal Travel Regulations or Joint Travel
Regulations).

The Government does not anticipate any Other Direct Costs (ODCs). " In the event there
is a requirement for ODCs, advance approval of the COTR is required.

7.0 CONTRACTING OFFICER’S TECHNICAL REPRESENTATIVE,
CBP COTR:

Name: Phil Landfried

Address: 5971 Kingstowne Village Pkwy.

5" floor mailroom
Alexandria, Virginia 22315

Tel. #:
Fax.#: (571) 468-1478
Email:  [£)(5)

8.0 SECURITY, PRIVACY AND DISCLOSURE OF INFORMATION.

Privacy.

Since data processed at Customs and Border Protection may contain Privacy Act
information, the Contractor must read, sign and adhere to appropriate nondisclosure
requirements for Privacy Information.

Disclosure of Information.

Any information made available lo the Contractor by the Government shall be used only
for the purpose of carrying out the provisions of this Task Order and shall not be

10
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divulged or made known in any manner to any persons excepl as may be necessary in
the parformance of the Task Order.

The Contractor shall not use, disclose, or reproduce data, which bears a restnctwe
legend, other than as required in the performance of this task.

The Contractor assumes responsibility for protection of the confidentiality of
Government records and shall ensure that all work performed by its subcontractors shall
be under the supervision of the Cont:actor's responsible employses.

Each officer or employee of the Contractor or any of its Subcontractors to whom any
Government records may be made available or disclosed, shall be notified in writing by
the Contractor that Information disclosed 10 such officer or employee can be used only
for a purpose and {o the extent authorized herein. Further disclosure of any such
Information, by any means, for a purpose or to an extent unauthorized herein, may
subject the offender to criminal sanctions imposed by 18 U.S.C 641. That section
provides, in pertinent part, that whoever knowingly converts to their use or the use of
another, or without authority, sells, conveys, or disposes of any record of the United
States or whoever recelves the same with intent to convert it to their use or gain,
knowing it to have been converted, shall be guiity of a crime punishable by a fine up to
$10,000 or imprisoned up to ten years, or both.

“All services provided under this task order must be compliant with DHS Information
Security Policy, identified in MD4300.1, Infermation Technology Systems Securily
Program and 4300A Sensilive Systems Handbook.”

OAST (Office on Accesslible Systems and Technology) Compliance
DH cossibilit uirements Tool (DART
cceassibility Requirements (Section 508 Compliance!

Seclion 508 of the Rehabilitation Act, as amended by the Workforce Investment Act of
1998 (P.L. 105-220) requires that when Federal agencies develop, procure, maintain, or
use electronic and information technolegy, they must ensure that it is accessible to
people with disabilities. Federal employees and members of the public who have
disablilities must have equal access {0 and use of information and data that is
comparable to that enjoyed by non-disabled Federal employees and members of the
public.

All EIT deliverables within this work statement shall comply with the applicable technical
and functional performance criteria of Section 508 unless exempt. Speclﬁcally. the
following applicable standards have been identified: .

36 CFR 1194.21 - Software Applications and Operating Systems, applies to all EIT

software applications and operating systems procured or developed under this work
statement including but not limited to GOTS and COTS software. In addition, this
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standard is to be appiied to Web-based applications when needed to fulfill the functional
performance criteria. This standard also applies to some Web based applications as
described within 36 CFR 1194.22.

36 CFR 1194.31 — Functional Performance Criteria, applies to all EIT deliverables
regardless of delivery method. All EIT deliverable shall use technical standards,
regardless of technology, to fulfill the functional performance criteria.

36 CFR 1194.41 — Information Documentation and Support, applies to all documents,
reports, as well as help and support services. To ensure that documents and reports
fulfill the required “1194.31 Functional Performanca Criteria”, they shall comply with the
lechnical standard assoclated with Web-based Intranet and Intemet Information and
Applications at a minimum. In addition, any help or support provided in this work
statement that offer telephone support, such as, but not limited to, a help desk shall
have the ability to transmit and receive messages using TTY.

Exceptions for this work statement have been determined by DHS and only the
exceptions described herein may be applied. Any request for addilional exceptions shall
be sent to the COTR and determination will be made in accordance with DHS MD
4010.2. DHS has identified the following exceptions that may apply:

36 CFR 1194.2(b) — (COTS/GOTS products), When procuring a product, each agency
shall procure products which comply with the provisions in this part when such products
are avaflable in the commercial marketplace or'when such products are developed In
response to a Government solicitation. Agencies cannot clalm a product as a whole is
not commercially available because no product In the marketplace meets all the
standards. if products are commercially available that meet some but not all of the
standards, the agency must procure the product that best meets the standards

When applying this standard, all procurements of EIT shall have documentation of
market research that identify a list of products or sgryices that first meet the agency
business needs, and from that list of products or services, an analysis that the selected
product met more of the aocessnb:lity requirements than the non-selected products as
required by FAR 39.2. Any selection of a product or service that meets less accessibility
standards due to a significant difficulty or expense shall only be permitted under an
undue burden claim and requires approval from the DHS Office of Accessible Systems
and Technology {(OAST) in accordance with DHS MD 4010.2,

38 CFR 1194.3(b) - Incidental to Contract, all EIT that Is exclusively owned and used by .

the contractor to fulfill this work statement does not require compliance with Section
508. This exception does not apply to any EIT deliverable, service or item that will be
used by any Federal employee(s) or member(s) of the public. This exception only
applies to those contractors assigned to fulfill the obligations of this work statement and
for the purposes of this requirement, are not considered members of the public,

8.0 ACCEPTANCE CRITERIA
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e Accuracy - All deliverables shall be accurate in presentation, technical content, and
adherence to accepted elements of style.

o Clarity ~ All deliverables shall be clear and conclse; engineering terms shall be used
as appropriate. All diagrams shall be easy to unders(and and relevant to the
supporting narrative.

» Conformance — All deliverables shall conform to the U.S. Customs Service SDLC.

+ Specifications Validity — All deliverables shall satisfy the requitements of the
Government as specified herein.

« File Editing — All text and diagrammatic files shall be editable by the Government. o ‘ : S

¢ Timeliness — All deliverables shall be submitted on or before the due date specified
in this Task Order.

B.7. Projected Milestones

Event Projected Date

Automated Targeting 5vstem (ATS) At date of IA execution - Ongoing
Support .

AQQ Support At date of IA axecution - Ongoing
Performance reporting by Servicing As required by COTR

Agency

Procurement Milestone Dates As specified by COTR

B.8. Billing and Payment

The Servicing Agency will pay contractor Involces from amounts tdentifled in section 13 on a
reimbursable basis. The Servicing Agency will present an itemized statement to the
Transportation Security Administration for reimbursement of Incurred contract costs and asslsted
services support costs. The Transportation Security Administration will pay relmbursable billings
to the Servicing Agency from funds identified In section 12. See section 7 of Part A for additional
terms and conditions addressing billing and payment.
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Reimbursable blllings are delinquent when they are 30 or more calendar days old (from ‘date
of the billing). When billings remain delinquent over 30 catendar days and the )
Transportation Securlty Administration has not indicated a problem regarding services, the
Servicing Agency may choose not to award any new contract/orders or modifications to
existing contract/orders for the Transportation Security Administration (or the ctient within)
and termination of existing services wiil be consldered and negotiated with the
Transportation Security Administration. :

B.9. Description of Acqulslttoh Assistance
The Servicing Agency will provida the following services to the Transportation Security
Administration,

The Servicing Agency viill provide the following services to the Requesting Agency.

The Servicing Agency will provide cradie-to-grave acquisition support services to the
Requesting Agency. These sepvices shall included preparing a soficitation, conducting a
competition, including evaluation of offers and source selection, and invoice processing and
payment. The Servicing Agency’s specific roles and responsibllities are delineated in Sectlon
A.6 along with the assoclated roles and responsibilities of the Requesting Agency.

14
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B.10, Fees
N/A
B.11. Obligation Information
Servicing Agency and - Requlrement Type of Requirement
Transportation Security Application Severable Service
Administration shall complete the development
table below. . and
HSTS02-10-X-DAD00? maintenance
services,
project and
security
support
services.

B.12. Transportation Security Administration Funding Information

Basic Appropriation Symbol 2110200DAD007

Amount Obligated ) $500,000.00

5TS101 r\OOOD?OIOHQ:\D100800007700300050001\0-
Fund Citation (Line of Accounting) | $460000000000000-253D-T SADle(,l-Dhl- TASK-D

Appropriation expiration date L 9/30/2011
Unique restrictions on funding (if : - oo )

any) ) None
TSA Agency Location Code (ALC) ) 70110001

TSA DUNS/BPN Numnber: 11-274-6297

The total Not To Excead (NTE) funding limit on this Interagency Agreoment Is $2,500,000.00

B, 13, S‘ewiclng g ncy Fuiiding: A fariation

Tha Setvlcing Agency shall comiplé ‘y:e'fahle Dplpi: Baite
approp fiatibn ‘Symbot (Treasury accolint symbdl}

Fund citatlon (lina of acccunting)

Buslnass event type code
Agehey location code (8!iigit).far-IPAC
DUNS/8eNnuimbor (Busliass F‘ahﬂereﬂa’ﬁ"vb KGEBAN #)

B.14. Description of Requesting-Agency Specific Restrictions

This sectlon Identifies unique restrictions applicable to the Transportation Security
Administration regarding acquisition, other than funding. [insert description e.qy., the
8erry Amendment)

15
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Note: unique restrictions on funding should be Identified In paragraph B, 12,

B.15. Small Business Credit

The Servicing Agency shall use the following FIPS 95-2 Code to Identify the Transportation
Security Administration in FPDS: [the Transportation Security Administration should
insert the lowest FIPS 95-2 Agecy/Bureau component]. Note: If the code Is not
provided, the Servicing Agency will allocate the credit to the highest Transportation Security

Administration FIPS 95-2 Code.

B.16. Amendments

Any amendments to the terms and conditions in Part B shall be made in writing and signed
by both the Servicing Agency and the Transportation Security Administration.

B.17. Contact Information

Servicing Agency Contracting POC

Transportation Security Administration Program
Office POC

Name|D)(6) | Name HMichael Munnls

Address Address 601 South 12th Street, Arlington, VA 20598-
6010

Emaifb)(6) | Emaitf0)(6) |

Phone/Fax §b)(6) | 571-468-1478

Phone/Fax 703-6014b)6) |

Servicing Agency Financlal POC

Transportation Security Administration Financlal POC

Namq‘b}{ﬁ) '

Nam*b)(a) ]

Address DHS- Customs & Border Protection
Natlonal Finance Center

PO Box 68908

Indianapolis, IN 46268

Address 601 South 12th Street, Arlington, VA 20598- ;

6014

Email [b)(6) ]

emaif| " |

Phone/Fax Fb}{ﬁ} | 317-298-1038

Phona/Fax 57 1-227}“‘” ]

Requesting Agency Contracting POC

AT, Bewick

601 South 12th Street, Arlington, VA 20598-6025

b)(6)

S71-2Z74b)6) |
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B.18. Signatures - i3 ‘ 5
By signing this:document, the Transportation Sscuirity CUSTOMS AND BORDER PROTECTION: -
Adminlstration canfims lat 2 bana fide need exists-and :
that finds gre for the deslgnated purpose, meet time:
fimitatlons, and are legally-available for.the acgulsitiod
degcribed in this docummant; that all unique funding and
procurement requitements; including all stalutery and,
regulatory réqulrements applicabls to tha funding being |
provided; have besn disclosed to Servicing Agoncy; and:
&l Intarnal revisws and approyals requiréd prior to
transfening funds {o the Servicing Agency have been
- completed. The Séryicing Agency's acceptance of ths
documont creates an obligation on the part of the
Transporation Sme?ﬁdmlnlgli‘ﬁ o

[oI6) >
T u'%é C_

b)(6)
Nams
Contracting Officer

Tite g
-Trangporiation Securlty Administration

-[(B)(8)

Agency -
ATTACHMENTS (1)
1. DHS Intaragency Agreemenit Form 710-1A
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SENSITIVE SECle INFORMATION

B e Ceemisen s lStOVenvieWw: il el e s e
List List Owner List Update Approximate List Most Recent Additional Documents | Begin Matching
Frequency Size (6/2012) MOU Date Date |
No Fly List Terrorist Screening (b)3)49 USC §114(1) Most recent ICD signed 11/08/2011 1/27/2009 l
Selectee List Center (TSC) version signed between SF and WLS.
Expanded 9/12/2010 ISA signed 3/11/2010 4/11/2011
Selectee List between DHS between TSA and
and TSC. WLS.
Do Not Board | Centers for Disease As Needed | 80 | No MOU required | Business Requirements 8/25/2009
List (DNBL) Control (CDC) as internal TSA Document was updated
entity provided on 12/5/2009. Later
SF with DNBL process update
‘ records from provided to DHS
\ | CDC. Secretary on 12/5/2011
Cleared List DHS Traveler bX3)49US.C. 511400 ' No MOU required | Business Requirements 1/27/2009
i Redress Inquiry as DHS TRIP is | Document was updated
Program (TRIP) ! operated by TSA. | on 5/23/2011.
DY3)49USC §114(D 6/10/2010
9/8/2011
Prev' ™ TSA Office of Security | Daily, Monday-Friday | 19,000 No MOU required | ICD signed 6/19/2012. 6/28/2012
Disqualification | Operations (OSO) ! as agreementis | ConOps signed 6/2012.
Protocol List ‘ \ within TSA.

*The list size is based on the number of identities, not the number of records (aliases) which is what Secure Flight matches against.

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of this record may be disclosed to persons without a

“need to know”, as defined in 49 CFR parts 15 axzo, except with the written per;%on of the Administrator of the T
of Transportation. Unauthorized release may resullin civil penalty or other action.

epl&.ory 1520

r U.S. government agencies, public
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