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1 Document Purpose 
The purpose of this document is to define the business-level requirements for the Secure 
FlightffSA Office of Transportation Security Redress (TSA OTSR)rrSA Office of 
Intelligence (TSA-OI)rrTAC Vetting Operations relationship as needed to support the 
Secure Flight program's Cleared List capability. 

2 Document Scope 
This document will capture Secure Flight's requirements ofTSA OTSR, TSA-Ol, and 
TIAC Veiling Operations as well as TSA-OI's, TSA OTSR's, and 'ITAC Veiling 
Operations' requirements of each other and of Secure Flight. This document focuses on 
the requirements for Secure Flight 's current operating capability. 

3 Document Organization 
This document is stl'llctured as follows: 

• Section 4 (Organizational Overview) provides an overview of Secure Flight, TSA 
OTSR, TSA-OI, and TfAC Vetting Operations organizations, focusing on each 
organization's role regarding the creation, maintenance, and distribution of the 
Cleared List. 

• Section 5 (Relationship Overview) provides additional context to the Secure 
FlightrrSA OTSRrrSA-OIrrTAC Vetting Operations relationship by defining the 
capabilities and attributes that will be enabled via the Business Requirements 
defined in Section 6. 

• Bection 6 (Business Requirements) provides: (1) the requirements that Secure 
Flight has ofTSA OTSR, TSA·OI, and TIAC Vetting Operations; (2) the 
requirements that TSA OTSR has of Secure Flight, TSA-OI, and TIAC Vetting 
Operations; (3) the requirements that TSA-OI has of Secure Flight, TSA OTSR, 
and TIAC Vetting Operations; and (4) the requirements that TIAC Veiling 
Operations has of Secure Flight, TSA OTSR, and TSA-OI. 

4 Organizational Overview 

4.1 SccUI'e Flight Ovcl-vicw 
Prior to the implementation of Secure Fligbt, aircraft operators each conducted their own 
matching processes in order to identify certain known and suspected terrorists. Because 
WARNING: This rc{'onl ('ouIRln! SClIsllh'e Scrllrlry Inrornm llOIl Ibat Is conlrolltLl lIuLlrr49 CFR. (lllrlS 15 Aud 1520. No 
pnl" orll1ls record may be dlsrlos~lenolls wllbolll tlllne~no\\"'t as Lltnncd h~l'll pRrls IS and 1520, exeelll 
wllh Ihe wrlUclI permission offhe ~l1lslrlUor of the Trnn lion Securily Adml alion 01' the Secrctnry or 
Trnnsporlalioll. Ullnulholizcd I'clease lIIRy result in ch'llllcllA ty or olher action. For ,So governlllcnt Agellcles, public 
dlscloslII'e Isgo\'crned by 5 U.S.C. 551 AnLl"9 CFn paris IS alHI IS20. 
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each aircraft operator conducted its oWlllllatching process. the ability to conduct watch 
list luatehing and coordinate law cnforccnlent responses \vas not consistent across the 
aviation indtL<dry. 

The 9/11 Conl1nission l'ecOlnmended that, "Tnlproved use of 'No Fly' and CSelectee' list.q 
Sllould not be deJayed, Tbis screening ill11clion should be perlbrlned by TSAt and it 
should utilize the largcl' set of \vatch lists ttl8infained by TSA and other govermnent 
entities." Tn Ql FY05J TSA developed the Secure Flight progral11 as a watch list 
1uatching solution to fulfill the Congl'cssionallllandatc to prc-screen passcngcrs against 
the tenOl·ist watch list. 

The May 25,2010 White House Deputies COllltuittee dete1'Jullled that TSA should 1natch 
passengers against all records in the Tel1'Olist Screening Database (TSDB) that have a full 
nmnc and datc of birth. Those TSDB l'ccol'ds that have full1l8tnC and date of bhth that 
are not already on the No Fly and Selectee list are referred to herein as the Expanded 
Selectee List. Please note that the tenll "Expanded Selcctee ListU is one llscd by Sccure 
Flight but does not represent an oftleial subset of the TSO'R. 

SecufC ~light has incorpol'atcd the Cleared List into its automatedt luanual review) and 
resolution processes to nliniluize the incollvenience that individuals could incur as a 
result of the pre-screening process. Having a Clcared List that is Clll'1'Cnt, accurate, and 
thOl·ough along \vith an efficient Inannel' by \vhich the general puhlic can engage with the 
Departnlent of lIon leland Security's Traveler Redress Inquiry Progl'alll (DHS TRIP) 
rcduces the risk that the Secure Flight pl'ogrnlll is l>erceived to be inconveniencing many 
innocent individuals, 

4.2 TSA OTSR Overview 
TSA OTSR serves ac; the COtnl')onent agency resl')onsible tbr managing DHS TRIP. DHS 
TRIP is the central processing point for redress inquiries from individuals wlto seck 
l'esolutiolll'egal'ding difficulties expel'ienced during travel screening including denied ot" 
delayed airline boarding, denied or delayed entry into the United States, and relJeated 
additional sCl'ccning. DHS TRIP provides redrcss for transportation seclll'ity progl'ams 
including Secure Flight. 

When a traveler applies for redress through DHS TRIP, a Redress Control NUlllhel' is 
provided to the traveler. If appropriate) the traveler's intOl'lllation and Redl'ess Control 
Nunlbcr is added to the CIC81'Cd List. If the traveler is confinued to lnateh an entry 011 the 
No Fly, Selectee, or Expanded Selectee Lists, then the traveler)s jufol'nlation is not added 
to the Cleared List. 

,V,JRNING: This retord coulolns SeusJIi\"C Security Inrormation thnt is cOllh'ollrd Hndel' 49 CFR parts 15 and 1520. No 
IUU'. of Ibis rtcorcl may be dlsclo~ pc:r.sons WWIOllt R "n~ know", as ddlned r::::# C.'1t pm"s 15 Aud 1520. ex(tlJt 
with tile n'rittfll pfJ'mis.~ol' or tl~ninfs'l"I'ttol' or U.e Tra~'IRlIon !\feUI'll)' I\d~"afjtlu or the Serl'etal')· of 
Transportalion. Unautboriz~d rtI~!lt 1II0y I'estlll in civil pt'URlty 01' otlte.· RftlOIl. For U.S. go\'Crnmeul ft8t'ut'IK. pllbUe 
disclosure is ~O\'el11t'd by5U.S.C. SSll1ud 49 CFR parts IS ruttl1520. 
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4,3 TSA-Ol Ovcrview 

TSA-OI disseminates the Cleared List to TSA Secure Flight. Secure Flight receives all 
records for individuals who have met the TSA OTSR-based criteria for incl usion on the 
Cleared List. Secure Flight receives regular updates to the Cleared List fi'om TSA-Ol. 

4.4 TTAC Vclling Opcrations Ovcrview 

TTAC Vetting Operations serves as the lead for all security threat assessments and 
credentialing initiatives for transportation industry workers, individuals seeking access to 
critical infrastructure, and domestic passengers. TTAC Vetting Operations is responsible 
for the development and deployment of automated vetting systems which are used to vet 
populations including flight crews, hazardous materials crews, transportation workers, 
etc. 
bX3) 49U SC §114(r) 

5 Relationship Overview 
The business-level requirements outlined in Section 6 are intended to enable the 
following attributes of the Cleared List capability as suppOlied by the Secure FlightrrSA 
OTSRlTSA-OVITAC Vetting Operations relationship. 

Provision of Clearcd List to SccUJ'c Flight 
The requirements in Sect ion 6 define the provision ofthe Cleared List by TSA-OJ 
to Secure Flight to support the Secure Flight mission. The requirements in 
Section 6 also ensure any suspected or known terrorists are rapidly removed from 
the Cleared List. 

Retention of Clellrcd List T.·ansmissiolls 
The requirements in Section 6 define the retention of Cleared List transmissions 
from TSA-OI to Secure Flight. Notc: This capability is needed for data integrity, 
reconciliation, audit, and oversight purposes. 

Cleared List Currcncy Rnd Integrity 
The requirements in Section 6 define the assurance that the Cleared List that 
Secure Flight is using is of the utmost currency and integrity. The requirements 
also describe the vetting process conducted by TTAC Vetting Operat ions to 

WARNING: This rccord ('onlnills Stll s lli\"C~ Stcud ly JlIfonualion IhAt Is f onlr() lIed Ulultl""9 e fR pAris 15 ~11t1 1520. No 
plB'1 of III Is record lilA)' be dis 10 I,USOIIS willtont It 10 know", itS d cnn~9 Cl'R pnrls 15 1\1I t11520, except 
will. Ihc wti llcll permission of t1mh.lstrntor of the T 01'1 011011 Srcurlly AAisll'Rfloli or Ihe Scnclnl"Y of 
l'rnllsllor lUlon. Un:tulltorlzcd l'cleRsc mlty r('s ul( III ('h'lIlle llall), or olher :H'lion. For U.S. go\'C'rnnlcllt ngrudu, Imblle 
tllsclosurc Is gonrflt'd b.\' 5 U.S.C. 552 fwd 49 CFR pllrls IS Rlld 1520. 
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ensure that no known or suspected terrorists are placed on or remain on the 
Cleared List. 

Security and Privacy COlUpliance 
The requirements in Section 6 define the compliance to security and privacy 
regulations and standards. 

Service Level Agreement (SLA) Visibility 
The requirements in Section 6 define an SLA that Secure Flight (the customer) 
has agreed to with its service providers (TSA OTSR and TSA-Ol) . Secure Flight 
has a vested interest in the welfare of the DHSITSA-Ievel redress process as well 
as the timely receipt of the Cleared List. 

6 · Business Requirements 
This section will list the organizations' business-level requirements of each other in 
support of the Secure Flight program's Cleared List capability. 

6.1 SecUl'e Flight's Business Requirements of TSA-OJ 
The following requirements represent the Secure Flight program'5 requirements ofTSA­
Or. 

Cleared List Transmission Requirements: 
Secure Flight shall receive or have access to all Cleared List recordij<b)(~ ) 49 U S G § 

b)(3) 49 U S G § 11 4(r) 

Cleared List Content Requirements: 
Secure Flight shall receive the following data elements per Cleared List record: 

b)(3) 49 U SG § 114(r) 

WARNING: This recort! ('oulnfus 5c1I5111\'c Security Inform Ation that Is conll'olled IIl11ler -49 CFn IHII'IS IS a1ll11520. No 
pftrl of lhis reco rd mil)' be dlsc~to 11('I"S01l5 without 11 '~ Io l(11ow", RS tJcnnc~1) CFR 11:11'15 15 :lIuI 1520, ex-repl 
wllh Ihe written permission or~lmlnls ll'llto l' of the 'f1~rIAlloli Sccurlly t\~sl rnlion or UIC Sccl'dnr), or 
TrAlIsllOrlAlion. UnAlIlliori7.ctll'tIC:lSC nlA}' rcsult III cM! PCIIAlty 01' otllC~r Hclloll. Fol' U.S. gO\'Cl"llnll'lIt agcnclcs, public 
tllsclosure Is gO\'cl'lItd by 5 U.S.C. 552 Alld"9 CFR pfl l'ls IS ft nd 1520. 
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li'ansmission Retention Requirements: 
b)(3) 49 usc § 114(,) 

lntelface Security and Privacy Requirements: 
The TSA-OJ/Secure Flight interface shall meet all DHS and National Inst itute of 
Standards and TeclU1ology (NIST) security standards lor user and data access 
control and system configuration rules. 
The TSA-OliSecure Flight interface shall be consistent with all restrictions or 
conditions imposed by statute or other law, including privacy compliance 
requirements stated in the Privacy Impact Assessments (PIA) and System of 
Records Notices (SORN) for Secure Flight and DHS TRIP. 
The TSA-OJ/Secure Flight interface shall possess a current Interim Authority to 
Operate (IA TO)/ Authority to Operate (ATO) from the TSA Chief Information 
Security Officer. 

Cleared List ivietric & SLA Requirements: 
Ibl(3)49 usc § 11 4(, ) 

6.2 SeCUl'e Flight's Business Requil'emcnts ofTSA OTSR 

The following requirements represent the Secure Flight program's requirements ofTSA 
OTSR. 

Cleared List Currency & Integrity Requirements: 
b)(3) 49 usc § 114(,) 

Cleared List Metric & SLIl Requirements: 
On a monthly basis, Secure Flight shall receive (from TSA OTSR): 

The average redress application cycle time (from the receipt of a complete 
application to adjudication completion). 
The number of aviation-related complete Redress applications received and 
(adjudication) completed. 

6.3 Sccure Flight's Business Requirements ofTTAC Vetting Opcl'ations 

The following requirements represent the Secure Flight program's requirements ofTTAC 
Vetting Operations. 

WARNING: 'fhis record tont. ins SClisith'c Sccurity Ilirormnlioll Ihal is cOlllroliel1 IImlt'r "9 CFIl paris IS nnd 1520. No 
11111'1 off his r(,cord t11 ay b(' dI5r1o~ persolls without R " n~ know'\ ns dditl('d ~CFR PAI"S 15 11 11t1 1520, uc('pt 
willi the wrllf('11 pet'mlssloll ofll ..... ulnislrafor of tilt' Tra~latloll Sc('urily Adnftraliolt orthc S('('1'('II1I"), of 
TrRllsllorll1lion. UnAuthorizt'd relcRse ili A)' result In ('h'i! (It'uRlly or othtr nelion. For U.S, gove l'lIllt ent RgtllciC!l, public 
disdosnrc isgo\'erllcd by S U.S,C. 552 aud 49 CFR paris IS and 1520. 
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Cleared List Yhll7smissiol1 Requirements 
- TTAC Vetting Operations will notify Secure Flight and OTSR when a Cleared 

List entry is determined to be a match to an entry on the No Fly, Selectee, or 
Expanded Selectee Lists. 

6.4 TSA OTSR's Business Requirements of Secure Flight, TSA-OI, and/or IT AC 
Vetting Opel'ations 

- TTAC Vetting Operations will vet Redress applicants against the No Fly and 
Selectee lists as well as the TSOB. 

b)(3) 49 usc § 1I4(r) 

Cleared Listlvietric & SLA Requirelllents: 
On a monthly basis, TSA OTSR shallrecei ve: 
- The number of Cleared List receipts from TSA 01 to Secure Flight (from Secure 

Flight) 
- The number of Expedite Cleared Updates received by Secure Flight (from Secure 

Flight) 

6.5 TSA-OI's Business Requirements of Secure Flight, TSA OTSR, and/or TTAC 
Vetting Operations 

Secure Flight shall acknowledge successful receipt of each transmission of the 
Cleared List to TSA-OJ. 

OTSR or TT AC Vetting Operations will update TSA-OJ in the event that any 
Cleared List entries are determined to match an entry on the No Fly, Selectee, or 
Expanded Selectee Lists. 

6.6 TTAC Vetting Operations' Business Rcquirements of Secure Flight, TSA 
OTSR, and/or TSA-OI 

- TTAC Vetting Operations will receive regular updates to the Active and the 
Cleared List from OTSR. 

WARNING: This rtcord cOllllllns SClI silh·c Security Tnrormalioll Ihnl is cOll trolled under 49 C,,'1t PRI"ts 15 And 1520, No 
Ila rt oflltis rtrord mol' be disc to I!cnons wit hout n ''<::stI IO kn ow", "s dcnll~9 eFR !Iads 15 and 1520. excclI I 
wit h Ihc writlclI lltrlll issiO Il or d11l 11liSirnlol' of Ihe T~rl:lIlon Security A""'slr:tllon or th e S{'crelRrr of 
'f mnsllorlalioll. Unauthorized nMAsc mny r('$ ull ill chil [lcIIAII)' 01' olher netio n. FO I' U.S. gO\"tI'lIU1cnl Agencles, public 
disr losul"c is gO\'t'l1ICd by 5 U.s.c. 552 nnd .19 CFH IIArls IS nlld 1520. 
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- TfAC Vetting Operations will receive a separate tile of all pending Redress 
applicants from OTSR. 

7 Process Overview 
The following steps outline the high-level processes that TfAC Vet1ing Operations, TSA 
OTSR, and TSA-OJ will employ to provide Secure Flight with the Cleared List. Note: 
The DHS Traveler Redress Inquiry Program (DHS TRIP) has been added into the process 
flow below to allow for the understanding of how an individual (indirectly) interacts with 
the aforementioned entities. 

Process Redress Applications and Update Cleared List 

I. An individual submits a redress application or inquiry to the DHS TRIP 
of11ce. 

2. DHS TRIP sends a confirmation and a unique redress number (for an 
application) to the individual when the application or inquiry has been 
received and is deemed complete. . 

3. DHS TRIP reviews the application or inquiry to determine to which DJ-IS 
component agency the application or inquiry should be provided. The DHS 
component(s) will review the application and reach a determination about a 
traveler's status. 

4. For those applications or inquiries determined to be related to No Fly, 
Selectee, and/or Expanded Selectee Lists (i.e. an aviation context), DBS TRIP 
forwards the application or inquiry to TSA OTSR. 

b)(3) 49 u sc § 114(r) 

WARNING: This rtCO I'd ('Ollbllus si 's live Sccul"ily IlIrOrma{~n I 11! Is controll ed UlU1i >" CFR pAris ISllud 1520. No 
part oflhl5 record 1Il 1l)' be disclose ('nons without n liner now", ns ddh'NJ in Fit 11:1.1'1, 15 unci 1520, tX('('llt 
wllh the written pCl'lIIissioll of rh e nlstrAlol' of the Tran I 11011 Sr(urily Adml lion or Ihe SrcrelAry or 
TnUlSllol'lfl tlOIl. UUAlIlhorlull rcirASC IIIAy ru ult In rh'lI penalty or olhCI' Ac tion. Fol' U.S. gO\,CI'IIIIlCIiI "gclleles, public 
,lfsciosul'C is gO\'tI 'llcll by 5 u.S.C. 552 mnl 49 CFn. PRI 'Is IS "ml IS20. 
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5. DHS TRIP scnds a response letter to applicants. 
bX3) 49 u sc § 114(r) 

Provide Updated Cleared List to Secure Flight 
rt'X3) 49 U SC § 11 4(r) 

WARNING: This r((,ord conlnlll.5 St'lisitln~ Seem'ily lurol'llutliOll Ihal is controlled under 49 CFn. 11111'15 151111d 1520. No 
pnrl orlhls r('tord 11111)' lte disclo.5 ('(~rsons without a I<IIt'C(~OW".I1S defined In ~lt pArIs 15 and 1520. excep' 
willi the wriitcli llcrmissiolt orille ~llslrnlor of Ihe Tl"nllSlftloll Sc('uril)' Adll1il~ion or tlie S(,(,I'(,'I1I)' of 
TrAI1SpOI'la!ioll. Ull:Htlhorized release iliA)' result in ch'ill)Cnlllty 0" olhcl' :\ction. FOI' U.S. gonrnlllcni ngentics. public 
dl$clo$III'(' Is gO\'crncd by 5 U.S.C. 552 and .. 9 e FR pnl'ls 15 Rnd 1520. 

SFr rSA OTSRffSA-OI BRD, vi A II of II Secure Fligh( 



epic.org EPIC-12-06-20-TSA-FOIA-20181003-Production.pdf 000012

S~ITIVE SECU~ INFORlVlA ~ 

u.s. Depal'tment of Homeland Security 
Transportation Security Administration (TSA) 

Transportation 
Security . 
Administration 

Office of Transportation Threat Assessment 
and Credentialing (TTAC) 

Secure Flight Program 

Secure Flight / TSA-OI (HQ) DNBL 
Business Requirements Document (BRD) 

Version 2.0 

December 15, 2009 

W,WIVING: Tills rceord ('ollinius Srnsllin' Seelll'IIy IlIrOl'll1nliolllllRt Is conh'oll ed IIntJcr~? CFI~ I)RI'IS IS nnd 1520. No 
pfnt or this record iliA)' be dln'losH I)(.~rsons wilhoit I n OfIiCI know", AS tlcnncd il l CI'U IHU'I5 15 and 1520, exccp' 
will! (lie wrillrll (Icrmissioll orlhc nillistrnlol' or the TrAil IItrion Security Adm rAtion Ot' the Se('n~lnry or 
TrAl15pOrlnlioli. Unauthorized rc n mny resull in ch'lI pCI . 1t or 011lt'1' I\('lioll . ..-o • . gon-rnmcnl :l.gcndcs, IJIIlJllc 
disclosure Is go\wAcd by 5 U.S.C. 552 :llld 49 CFH paris 15 :wd )520. 



epic.org EPIC-12-06-20-TSA-FOIA-20181003-Production.pdf 000013

~SITlVE SEC~Y INFO~N 

Document Revision History 

Date Version Modified By Comments 
5/20/2009 0.1 bX6) bX5) 

6/212009 0.2 

6/3/2009 0.3 

6/1712009 1.0 

6125/2009 1.0 

12/15/2009 2.0 

WARNING: This record ('onlAlll s Scnsili\'c Securit), InfonlHllioli Ih al is con trolled untler 49 CFR pArIs 15 null 1520. No 
pHI'( orlilis I'c('onlm:ty be dls('los('(~r.soIl5 withollill " nc('~now", as defined III ~R paris 15 II lid 1520, escc pl 
wilh the wrillcu permission of the , ... Islmlor of th e Tl'IllISrfteloll ScclI lity ,\1111111.61011 01' the ScCn~IH r)' of 
Tl1ulSllol'latio li. Unau thorized releAse mAY rt'5l1l1ln ci\'iI penalty or olhel' Artio" . Fol' U.S. go\'ernment agtndcs. public 
discfosu l'c Is gonrflcd by 5 U.S.C. 552 And "9 CFR pariS IS :wd IS20. 

SF / TSA-OI (HQ) DNBL BRD v2.0 2 of 15 Secure Flight 



epic.org EPIC-12-06-20-TSA-FOIA-20181003-Production.pdf 000014

'SITlVE SECU Y INFORM~N 

Table of Contents 

I Documcnt Pul'pose ..... ....... .... .............. . , .. , ..... """'''" ............ ....... . ,, .• " ."" ... "',, .......... .. 4 
2 Document Scope ....................................... " ... ... ........ " ... " ... ," " .. ,"' .. ", .. " .. .... ....... .. ... . , 4 
3 Document Organization .. ... ,." .. , .......... ... " ."." ........... " ....... ... , .... , ..... " ....... ........ ... ....... 4 
4 Organizational Ovcrvicw , ..... ........ .... .. ... .. ..... " .. .. ......... ... , ... , .. .......... " .. , .... """,, .,,' ...... 5 

4.1 Secure Flight Overview .. ...... .. ......... .... .... ...... .. .. .. ............ .. ....... """ .... ",, .............. 5 
4.2 TSA-OI Overview" ...... ............ " .......... " ........................ ... " ."" ............................ 5 

5 Requirements Ovel'vicw .... ........... .... ............. ..... .. ..... ...... .. ", ....... "" .. " ...... ................. , 6 
6 Business Requirements ...... , .... ......... , ......... ",." ......... ..................... .. , .. , .... " ... , ........... .. 7 

6,1 Sccure Flight's Busincss Requ irements ofTSA-OI.. ........ ........... " ...................... 7 
6,2 TSA-OI's Business Requirements of Secure Flight .................... .... ......... .... ... " .. . 9 
6.3 Additional Requ irements .... ....... , ............ " .... ........ . ,., ......... ... ..... .. ... .. , ... .. ... " .... , ... . 9 

7 Process Overview ....... ......... .. ...... ...... ... ... ... , .. .. ....... ... .................. ... ...... ........... ,', ... .. .. 10 
7, I The DNBL Generation & Provision Process ................ .. .......................... ...... .. . 10 
7.2 The Secure Flight DNBL Matching & Manual Review Process ............... .. ...... II 
7,3 The Secure Flight DNBL Resolution Process ................ .. ................... . : ........... .. 12 
7.4 The Secure Flight DNBL Maintenance Process ..... ... ............ " ." ... .. .... .. ............ 14 

Appendix A Acronyms ... ......... ,', ..... ".,'" ....... , .. ,,, ......................... , ... .. ..... ,, ... .. ... , .... ... .. 15 

WARNING: This record con lftil1s Sensitive Security luronnRtion IhAt Is ('onh'ollcd IIIlIlel" 49 CFn pAris 15 And 1520. No 
Imrl of Ihls record fUn)' be dlscloscll !"sons wlthOll1 A "lIccd<::~ho\\'''. AS defined In ~n. IIAr ls 15 And 1520, (');('('111 
wilh the written perminloll of the A IslI'Alor of ti lt TrRlIsl,Aioll Scclldty ,\ (huinlAioll 01' the Secrelnry of 
TrAlIsllorlRtlolI. Unauthorlzcd l'elrAsc 1111')' result in ch'lI penAlly or olli('I' "('lion. FOl' U.S. go\'CrlllllCnl agrllciu, pu blic 
.1 15c105ure isgO\'N l1 rd by 5 U.s.c. 552 Rntl-i9 CF1lllflris 15 fi nd 1520. 

SF / TSA·OI (HQ) DNBL BRD v2.0 3 of 15 Secure Flight 



epic.org EPIC-12-06-20-TSA-FOIA-20181003-Production.pdf 000015

ISITIVE SECU 

1 Document Purpose 
The purpose of this Business Requirements Document (BRO) is to define the business­
level requirements for the Secure Flightrrransportation Security Administration Office of 
Intelligence - I-lead Quarters (TSA-OI (HQ» relationship as needed to support the Secure 
Flight program matching against the Center for Disease Control's (C~C) "Do Not Board 
List" (DNI3L). 

2 Document Scope 
This BRD will capture Secure Flight' s requirements ofTSA-OI (HQ) as well as TSA-OJ 
(HQ)'s requirements of Secure Flight specific to the Secure Flight ONBL process. 

This BRD documents the current process which resulted fi'om a Tuesday, November 24, 
2009 meeting between Secure Flight and TSA-OI (HQ). It is considered a "living" 
document due to the changes to this process that will occur periodically over the next 
several months as add itional aircraft operators move to Secure Flight operations. It is 
expected that full aircraft operator cut-over could take up to 18 months to complete, at 
which time the TSA-OI (HQ) will no longer be in any of the processes currently defined 
in this document. Secure Flight will continue to work towards a final process. If/when 
a change(s) occur, this BRD will be updated to reflect those changes 

3 Document Organization 
This document is structured as follows: 

o Section 4 (Organizational Overview) provides an overview of the Secure Flight 
and TSA-OI (HQ) organizations. 

• Section 5 (Requirements Overview) provides additional context to the Secure 
F lightrrSA-OI (HQ) relationship by introducing and defining the types of 
requirements that are defined in Section 6 (Business Requirements). 

o Section 6 (Business Requirements) provides: 

o Secure Flight's Requirements ofTSA-OI (HQ) (Section 6. 1) 

o TSA-Ol (HQ)'s Requirements of Secure Flight (Section 6.2) 

o Additional Requirements (Section 6.3) 

Note: The business requirements defined in Section 6 are specific.to the 
Secure Flight ONBL matching process. 

• Section 7 (process Overview) provides detai l on the Secure Flight-based DNBL 
matching processes. 

o The DNBL Generation and Provision Process (Section 7.1) 

W,JRNING: This n~conl conlains SfllSili\'c Security Inforlll81ioll Ih nt is ton lrollcd ulldrr "9 CFR fl lU'U 15 And 1520. No 
pari crtftis record Inay ue llisdosrd noll!! wllholll n "ne('d ow", ftS c..ICfiufd In ~R IUlrls IS Rlld 1520, CIfCpl 
willi Ihe w.-ll(ell pcrmisslon orfile ,\ I1ll'fllor of Ihe Trnnsp 011 Srcllrily Adlllltl~OIl 01' Ihe Scen:'ar), of 
Tnul5pOrll'llioll. Unauthorized relcAse 1111\)' resul! in ch'it (lcn:llly or olher Aclioll, For U.S. go\'Crul1\(,1l1 agencies, Imblie 
dlsrlosurc is gO\'trncd by 5 U.S.C. 552 Rnd "9 CFR I'IAr,S IS Rnd 1520. 
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o The Secure Flight DNDL Matching and Manual Revie\v Process (Section 
7.2) 

o The SeCU1'e Flight DNBL Resolution Process (Section 7,3) 

o The Secure FHght DNBL Reconciliation Process (Section 7.4) 

4 O)·ganizational Overview 

4.1 Secure Flight Overview 
Under cunent, post-9/t1 practices and pursuant to TSA Security Directive.c;, aircraft 
operators cOlnply with these directives through various Inethods of matching passcngcr 
infonnation to thc No Fly and Selectee Lists provided by TSA. Recause each aircraft 
operator conducts its 0\Y111natching process, the ability to conduct watch list 1l1atching 
and coordinate law cnforCClncnt rcsponses is not consistcnt across the aviation industry. 

The 9/11 Conullission reconullended tbat, "Ilnproved use of 'No Fly' and 'Sclcctce' lists 
sho\dd not be delayed. This screening functiQn should be }le .. fotn,ed hy TSA, and it 
should utilize the larger set of watch lists luaintailled by TSA and other govenuuent 
entities. Aircraft opcrators should be rcquircd to supply the infol'nlotiol1 needed to test 
and 1tnpletnent this neVi system. n Tn Q I FYOS, TSA developed the Secure Plight 
progralll as a watch lisl nlatching solution to fulfill the Congrcssionalluandatc to pre­
screen passengers against the terrorist watch list. 

The DcpartJncnt of Hotnelalld Security Screening Coordination Office (OrIS SeQ) stated 
that Secure Flight should begin matching against the DNBL. Aftel' further review, TSA 
Senior Managelnenl (Gail Rossides, Greg Wellen, and Kcith Kauffinan) agreed on 
Thursday, May 7,2009 that Secure Flight should begin this process. 

4.2 TSA-OI (IlQ) Overview 
C\u'l'cntlYt the TSA·OI (HQ)'s Indication and Warning Division is charged \vith assisting 
aircraft operators in detemlining the travel status of all passengers for dOluestic and 
international flights that fly into U.S. airspace. The aircraft OpCl'atOl's call TSA-OI 
(HQ)'s \Vatch center to determine if a persoll is a match to the Terrorist Screening 
Center's (TSC) No-Ply and Selectee list The Office of hlleUigencc has JlCrfOClllcd this 
function since post 9111 pursuant to TSA Secudty Directives and Rn1ergency 
Alnendments. 

The TSA-OI (HQ) provides threat assessments, security briefings, and intelligence tools 
that support TSA's 551000 strong workforce. TSA-OI (HQ)'s focus is llot only aviation, 
but alltnodcs oftranspol1ation throughout the United States and abroad. TSA .. OT (HQ) 

WARNING: 1'111s 1'C('ord contaius Stnsill\'c Sctllrity JnfDnnalioll thnl is conrroUed under 49 CI:H PAl"S IS Imd 1S20. No 
. pHrf offll15 I'CC02'd may be dtsc:toscd~rsons ,,'ltllont n ··Ilc:c:d~o\\'''. as dtfilltd III i11t llUls IS R1U11520, e~cept 
",Uti the wrillen (lcrmlssfon or 'he A"'Srra,ol' of th~ Tnul5~on Sec lU'jfy Adl11ini iolt or (Iu~ s~ i'flaty of 
TI'8I1SporfRUon. UnRulhorized ~Ica.lljc nla)' .. (sutt in cl"iI LXualty or oUtcr action. 11'01' U. '. govel'ume'lt Agencits. publit 
disclosure is go,'rrnrd by S U.s.C. SS211nd 4' ern P~U1$lS 'll1d lS20. 
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will continue to work 'with the ail'cl'alt operators until Secure Flight is fully implemcnted 
which could t~e up to 18 lllonths. 

TSA-OI (HQ) processes and facilitates the addition ofindividua1g detel'Jnilled to be a 
public health risk by the cnc. The 11.8. Govermnent considers the following diseases 
for the DNBL: cholera) diphtheria, infectiolls tuberculosis, plaguc, stnallpox, yellow 
fever, and viral hel110l'l'hagic fevers, sueh as Marburg, Rbola and Congo~ClimeanJ Severe 
Acute Respiratory SYlldronle, and influenza caused by novel or l'e-elnergent influenza 
viruses (hat arc causing or have the potential to eause a pandeluic. The CDC subtnits 
J)NRT, requests to the DHS Health and HUO'lan Services (I-illS) branch and is then 
approved by the DHS Chief:rvledical Officer. Once approvcd) the rcquest is fot'warded to 
the Tnmspol'tation Security Operatiol1s Center (TSOC) C0111mand Duty Officer (CDO). 
TS1\-OI (IlQ) confirms the addition bas been approved by TSA Senior Leadel'shil). 

5 Requirements Ove,·vie\v 
The business-level requirements outlined in Section 6 are intended to enable the 
fbllowing attributes of the Secure Flight DNBL Inatching capability as supported by thc 
Secure Flight I TSA-OI (HQ) relationshi)). 

Secure ~1ighl ts Business Requirements ()f1~~A-()1 (HQ) (Section 6.1): 

DNBL Provision Requirements 
These requil'eillents in Section 6.1 define the provision ofDNRL updates by the 
TSA-OI (IIQ) Watch to Secure Flight. 

DNBL Content Rcquh·cJllcnts 
These requirenlents ill Section 6.1 define the data contcnts that the TSA .. OI (HQ) 
Watch must provide Secure Flight \vith fo), each DNRT ~ updnte. 

DNBL Content Validatioll Handling RequireUlents 
These l'equirelnents in Section 6.1 defme the validation that Secure Flight will 
perfoflll on tlte DNBL updale so as to cnsurc the ingested lJNBL data is current, 
accurate, and thorough. 

DNBL SID Assignntent Reqllirelnents 
These l'equil'elnents will ensure that the SIDs used by Secure Flight and TSA-OI 
(HQ) will remain ill synch, 

DNBL Retention Requil"elncnts 
Thesc l'cquireillents in Seetion6.1 define the retention of nNRT, updates fl'Otll the 
TSA-OI (HQ) Watch to Secure Flight. Note: This is needed for data integrity, 
reconciliation, audit, and ovel'sight purposes. 

WARNING: This ret'ol"d cOlltaills SfllsUl,'e Seclltil), Infol1l1Ation that is eonft'ollcd luultl' "9 CFI~ pa"ts 15 And 1510. Nfl 
pal" 01' IIlls recol'd mAY be diKloscd~oJ1s \fUhout a 'Incc(~ow" t as dliiurd ill i'-R l>1\t'(s 15 alld J520, exC'tpl 
with the writt~11 l'fl'mis~1 on or tht' A"i5fmror of the "rans~ntt Secm'i t}. Admini ftJl or th~ Sttrchtry of 
Tt'Rusllorfa tiOII. UIUHlrhor1z~d I'elesse mAy I'CSUU In dvU pClInU)' 01' Oellel' t\('i1on. For U. ,go\'et1l1utnf Agflleles, l)ubiic 
disclosut't~ is ga\'cl'ned -hy S U.S.C. ~511lnd 49 CPR porlS 15 and 1520. 
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DNBL Currency and Integrity Requirements 
These requirements in Section 6.1 defUlc the assurances that Secure Flight and 
TSA-OI (HQ) will take to ensure the DNBL record set that both organizations 
(i.e., Secure Flight and TSA-OI (HQ» have are of the utmost currency and 
integrity. 

1'8A-01 (HQ)'s Business Requirements o.fSecure Flight (Section 6.2): 

DNBL Content Requirements 
These requirements in Section 6.2 define the data contents that Secure Fl ight must 
provide TSA-OI (HQ) Watch with for each DNBL update. 

DNBL Provision Aclmowlcdgcmcnt Rcquircments 
These requirements in Section 6.2 define the acknowledgements that Secure 
Flight must provide back to the TSA-OI (HQ) Watch after the TSA-OI (HQ) 
Watch sends a DNBL update to Secure Flight. 

6 Business Requirements 
This section will list the organizations' business-level requirements of each other in 
support of the Secure Flight program's DNBL matching capability. 

6.1 SCCUl'C Flight's Busincss Rcquircmcnts of TSA-OI (HQ) 
The following are Secure Flight's requirements ofTSA-OI (HQ). 

DNBL Provision Requirements: 
bX3) 49 U SC §114(r) 

WARNflVG: This I ('('onl contolns St'llsitl\'t SrclIrily fnrOl'mnlioll Ihall, rOlllrolh:ll undtl' 49 CFIl pAris IS Alld IS20. No 
IlArt orl lll s I"('cord mRy be disclosed "SOilS wllhout n "ut'td 0\\"":\5 drnned 11I4~n porls IS nud 1520. cXCt'PI 
with the written pmnlssion of Ihe A st rAlor or the TrA l1 sp . II Sccllril)' Adll1hll~n 01' Ihe Srcnhuy of 
TrAII5110l"I"tlon. Un:ltIlhorlzed !"(I(M!!: 111ft)' r~5ullll1 ch' 1I11~IIAI()' 01" olh(r nellon. For U.S. gO\'crnlll~n l :\g~llelt!. I)Ublic 
disclosure is gO\'erllt'd by 5 U.S.C. S5211 lld "9 CFn pariS IS And 1520. 
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[ b)(3) 49 U SC § 114(, ) 

The TSA-OI (HQ) Watch shall provide TSA-OI (Secure Flight) with the 
following DNBL data contents for Modi(y 0.· Delete DNBL updates: 

P>X3) 49 usc § 11 4(,) 

DNBL Content Validation Handling Requirements 
TSA-OI (Secure Flight) will validate the DNBL updates against the following 
rules: . 

I DNBL Validation Rule I Handline: (If Violated) 
bX3) 49 U SC § 114(,) 

DNBL SID Assignment Requirements: 
b)(3) 49 usc § 114(' ) 

, L(erenfl0I11{equlI"elllems: 
WARNING: This I'eeord coulnlns Sell sllln Srcllrily Inrormation tlmt is (olilrollc(1 until'r ~9 eva Ilnrls IS alld 1520. No 
pari orlilis rccord mal' be discloset rsolls wl1holll n "lIccd~IOW", ns dcnncd In ~'n llarts IS ftlltllS20, CXCC'l11 
willi lite writl(,11 pC't'mlulolt orlhe . Islratol" of the Trnnsrftlon Security ,\dlnin . loll or the Secl'cIAr), or 
Tmusllorhl!1oll. UIIRulhorl7.Cd relcAse iliA)' reslIl( in cI\'U pena!!)' 01' olit('r nctlon. For U.S. go\'rrnll1cull1gel1c!cs. Imblle 
disclosure i5 gonrned by 5 U.S.C. SSl nnd 49 CFIt paris IS :1m] J520. 

I 
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The TSA-OI (HQ) IlS shall retain a copy of all DNBL updates that were sent to 
Secure Flight (consistent with TSA-Ol (l-lQ) IlS data retention regulations). 
Notc: Saved copics orthe Secure Flight-forwarded TSOC email are sufficient to 
meet this requirement. 

DNBL Currency and integrity Requiremellts: 
b)(3) 49 usc § " 4(f) 

6.2 TSA-OI (HQ)'s .Business Requirements of Secure Flight 
The following are TSA-OI (HQ),s requirements of Secure Flight. 

DN BL Content Re(fltirements: 
bX3) 49 u sc § 114(f) 

DNBL Provision Acknowledgement Requirements 
bX3) 49 usc § 114(f) 

6.3 Additional Rcquircments 
The [ollowing requirements represent additional requirements of the Secure Flight / TSA-
01 (HQ) relationship related to the Secure Flight DNBL matching process. These 
requirements are not included in Section 6.1 or 6.2 because they do not necessarily 
represent Secure Flight requirements ofTSA-OI (HQ) 01' TSA-OI (HQ)'s requirements of 
Secure Flight. Rather, they are broader requirements of the Secure Flight! TSA-OI (I-IQ) 
DNBL relationship as a whole. 

DNBL Security and Privacy Compliance Requirements: 

W,'RNfNG: This reconl COntains Stnsilln: Security Inform Ation Ihnt is conlrollrd ulI(h~ I' 49 CFIl pari s 15 nml 1520. No 
pnrl o,flhls record mny be dl5c1osed ~SOIlS wlthoul n ulU:cd~owli. as defined in ~n [lAI'IS IS Rud 1520. except 
willi the \\Tlltcn ]lcl'lIIlssloli orfhc A~slrafor or the Trnnsp.,....OIi Scrurity Adminiftoll 01' Ihe Sruelflry or 
TmnsfIOrlntlon, Unnulhodzcd releasc IIlR}',.'csull in rh'il prllnlty or olllrr :tctlon, Fm' U,S. go\,unmclI( Rgcncies, 11I1bJlc 
dlscloSllr~ Is gortrllcd by 5 U.s.C. 552 Rud 49 CFn p~r(s 15 nnd 1520. 
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The TSA-OJ (HQ) I Secure Flight interface shall meet all OHS and National 
Institute of Standards and Technology (NIST) security standards for user and data 
access control and system configuration rules. 
The TSA-OI (HQ) I Secure Flight interface shall be consistent with all restrictions 
or conditions imposed by statute or other law, including privacy compliance 
requirements stated in the Privacy Impact Assessments (PIA) and System of 
Records Notices (SORN) for Secure Flight and TSA-or (HQ). 

DNBL Peljormance Requirements: 
Secure Flight (OSO) shall update the Secure Flight system and provide a 
dispOsition acknowledgement ~b)(3)49 usc § 11 4(r) 

bX3) 49 u sc § 114(r) 

7 Process Overview 
The Secure Flight ONBL end-to-end matching process is comprised of four (4) sub­
processes. The four sub-processes are: 

• The ONBL Generation and Provision Process (Section 7.1) 
• The Secure Flight DNBL Matching and Manual Review Process (Section 7.2) 
• The Secure Flight DNBL Resolution Process (Section 7.3) 
• The Secure Flight DNBL Reconciliation Process (Section 7.4) 

7.1 Thc DNBL Gencration & Provision Process 

This process refers to how the DNBL is generated and subsequently provided to the 
Secure Flight program (so that Secure Flight can perform the matching function). For 
purposes of this docuJllent, only the primary flows have been included. Alternative flows 
will be created during the detailed requirements phase. Note: While Steps 1-8 of this 
process are not part of the Secure Flight program, they have been included to provide 
context to the broader end-to-end process. Steps 1-8 have been italicized for ease of 
identification below. 

1 The local Pllblic health center identifies someone with a health threat to the 
public alld contacts CDC Headquarters. 

2 The CDC determines that an individllal needs to be added to, modifie(/, or 
removedjrom the DNBL. 

3 The CDC provides the DHS Nel1l'ork Opemtions Center (NOC) with the 
individual ((md associated identifiers) to be added to, modified, or removedfrom 
the DNBL. 

4 The DHS NOC contacts the DHS Chiejl\l!edical Officer to determine if DHS 
agrees with CDC's request. 

WARNING: This record ronllllliS Scnslliyc Security IIiIonlllllion Ihnl is controlled undcr49 eFR pnrls IS nnd 1520. No 
IHart oflhls record mR)' Ltc discloscd ~SOI1S witholll n "nel'd~owu, ns dcflned III ~R Imrls 15 And 1520, except 
wilh Ihe wrillcn )lcrmiss ioll of lhe Afti51rnlol' of Ihe Trnl15ptftoll Strurlly Admini 011 or the Secretnry of 
'l'mllsllorlallon. UURulhorizcd release mft)' resullll1 ci\'iI penAlly or OUICI' Arlion. FOI' U .. gO\'t'l"nnlcnl ngrnflts, public 
di srlosul't is goYerneu by 5 U.S.c. 552 nnd 49 CFR PAI'IS 15 nnd 1510. 
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5 The DHS NOC Watch officer contacts the TSOC with the DNBL add / modify / 
remOVailllJdale. 

b)(3) 49 usc § 11 4(r) 

J7)lTus process eOOs. 

7.2 The Secure Flight DNBL Matching & Manual Review Process 

This process refers to how Secure Flight will match Secure Flight Passenger Data (SFPD) 
against the DNBL. This process includes both the automated matching component as 
well as the manual review and resolution processes, if requil·ed. For purposes of this 
document, only the primary flows have been included. Alternat ive flows will be created 
during the. Secure Flight detailed requirements phase. 

1 The aircraft operator submits SFPD to Secure Flight up to 72 hours prior to the 
passenger's flight. 

2 The Secure Flight system matches the SFPD against the No Fly, Selectee, Cleared 
List, and DNBL as defined in the Secure Flight requirements document, "Aircraft 
Operator Requests BPPR.doc". 

WARNING: This feconl conlalus SClIslli\'c Security fnformnlloll th nt is controlled untler 49 CFR pariS IS "11111520. No 
l)nt'l of tit Is r('cord IIIAy be disclosed 1~.SOll J without a "need ~\\"\ os dcfi llcd In ~~ par IS 15 and (S20, exce pt 
with Ihe written permission of the A<lf"lj.strnlor of Ihe TnUlsp~1I Security Adlllllll~1I 01' Ihe Secret Rry of 
TrAnsportation. UnAlllhodzcd nlrRSC /Un)' rtsull in ch'lI penAlly or oUu~r Aellon. f'or U.S. governll1enl Age ncies, public 
dlsrlosurc Is governcd by 5 U.S.C. 552 Rnd 49 evn Ilft.'ls 15 Aud JS20. 
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SITIVE sEcuM v INFORM~N 

a. J f the Secure Flight system does not find a possible match on the DNBL, 
the Secure Flight system will return a "Cleared" Boarding Pass Printing 
Result (assuming no matches were found on the No Fly and Selectee 
Lists). The DiVEL Matching Process Ends 

b. If the Secure Flight system finds a possible match on the DNBL, the 
Secure Flight system will return an " lnhibited" Boarding Pass Printing 
Result to the submitting aircraft operator. 

c. The Secure Flight system will not attempt to match the DNBL conflict 
matches auainst the Cleared list. 

3 b)(3) 49 U SC § 114(,) 

4 

5 

6 I illS process ellus tJ.e., lL conllnues WIllI lIIe .,ecure ".lgm 
Process below). 

7,3 The SecUl'c Flight DNBL Rcsolution Process 

, KeSOlllllon 

This process refers to how the Secure Flight system will be updated after the appropriate 
operational entities (e.g., TSOC, Federal Security Director (FSD), etc) respond to a 
possible DNBL match attempting to check-in at the depart1ll'e airport ofhis/her first flight 
segment. For purposes of this document, only the primary flows have been included. 
Alternative flows will be created during the detailed Secure Flight requirements phase. 

h r~' ·" '" ,,,., 
WARNING; This !"«'onJ tOIlI:lillll Scnsilin Security Information thnt is tOlilrolled IIIldrr 49 CFll. IInrls IS nnd 1520. N"o 
part orlhls r«ord mny be dist"ond~solls without It "need ow".:1, defined In ,~n pAris 15 and 1520. exccpt 
with the wrillen IJcrllllssion of Ihe ,\ ft1SII'AIOI' of Ihe Tnwsp on Security AtlmhliAloll or the Secretary of 
l'rnnspol'IRlioll. UnAulhorlzed releAse IIIny nsult in eh'U penAlty or olher :1clloll. For U.S. gonnllllenl n&cllci~s. public 
disciosUl'C Is go\'crucd by 5 U.S,C, 552 And 49 eFR pnl'u 15 And 1520. 

SF I TSA-O! (HQ) DNBL BRD v2.0 120fl5 Secure Fl ight 
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~SITIVE SECU~Y INFORMA~N 

I b For Hll ScclIl'e Flight covcred aircraft operators, the aircraft operator will 
contact the Secure Flight Resolution Service Center about a passenger's inhibited 
status. 

i. The Secure Flight Customer Agent (CSA) will classifY the 

ii. 

result and close out the call. 
El1d.l' 

. bX3) 49 usc § 114(' ) 
IV. 

bX3) 49 U Sc § 114(,) 

t. uperauonaL enuues ~e.g., '''UL, r"u, mrpol'L Law 
Enforcement Officer (LEO's)/Local Health officials) will be 
instructed by the TSOC to follow their existing Security 
Directives (SD). 

IF the possible DNBL match can be negated, the TSOC 
will notify the TSA-O! (HQ) Watch who will notifY the 
Secure Flight-located TSA-or Analyst. 
Follow Step I b-iii above. The DNBL Resolllliol1 
Process El1ds 
IF the possible DNBL match can NOT be negated, the 
passenger will not be allowed to board hislher intended 
flight. Note: In this case, the Secure Flight previously­
returned BPPR of"lnhibited" is still in effect for the 
passenger. 
The CSA will inform the aircraft operator to follow 
their Secmity Directive and close out the call. The 
DNBL Resolution Process Ends 

WARNING: This record cOlllAlns Srusilh'c Seelle-ily fnrornllltioll thalls conlrollrd IIndry 49 CH1llaris 15 and 1520. No 
pRrl orlhis record mAy be dl srlosrd~50n s willtoul n "lIccd~ow", AS dtnncd In ~It pltl'lS IS Alld J520, Utepl 
with Ihe ",.-iUrn prrmlss lon or th e " ftlSU'11 101' or Ihe Tr:uup~o" Sccm;ly Admini '011 or fhe SecretAI,}' of 
TrnnSllorl1ltion. Ullnulhol'izt'd I'cJcnsc fII!!.y I'rsull in rh'illl t'Jl Rlly 01' other nrlioll. 10'01' U . . &m'C I'IIIIICIlI flgC llcJU. [Iubllr 
disclosure is gO\'l.'l"l1rd by 5 U.S.C. ~S2 and 49 CI'Il. p:l1'15 15 :tmI 1520. 

SF I TSA·Q1 (HQ) DNBL BRD \'2.0 13 of 15 Secure Flight 
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.,. ... -' 

~SlTIVE SEcuM y INFORM~N 

7.4 The Secure Flight DNBL Maintenance Process 
This process refers to how Secure Flight and TSA-Ol (HQ) Watch will verify Oil a 
recurring basis that Secure Flight and TSA-OI (HQ) Watch are using the most accurate 
DNBL within their respective processes. 

TSA-OI (HQ)-IlS and Secure Flight will share their DNBL . 
'=t"'st"'s""':;-:w"'tt"" :-:e"'a::::cr.1-::0""'t ler to ensure that Secure Flight and TSA-OI (J-IQ) Watch are 
using the most accurate DNBL within their respecti ve processes. 

a. If no abnormalities are found, all parties will acknowledge as such. 
b. If abnormalities are found (e.g., TSA-OI (HQ) Watch has x number of 

individuals on the list, but Secure Flight has a different number of 
individuals olllhe list), TSA-OI (HQ) and Secure Flight will work 
together to reconcile and correct their lists, as appropriate. 

WAR/lUNG: This rtcord cOlllnlns SCllslliYC: Security InfonU Rfion th AI Is controlled undtr "'9 CI'.H. 11nrls IS And 1520. No 
pari oflhi! rccottl ilia), be disclosed rsolls without n "ncctl ow", as defillcd in ~R pAris IS Alld 1520, except 
wllh the \\'rittcli ptrmissioll oflhe A Islmlor of the Trnnsp 011 Security AdmlnlAioll or the Secrela ry of 
TltUISportAtioli. UIIRlll horizcd ,'('lrASe mAy I'('SUIt In chil penally or 0lhe1' Ac ti on. For U.S. gO'·CI"lImcnl RgCllcit's, pllbllc 
disclosure Is gon'fl1t'd by 5 U.S.C. 552 Rn d 49 CFR IJarlS 15 Rlld 1520. 

SF I TSA·OI (HQ) DNBL BRD v2.0 14 of 15 Secure Flight 
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~SITlVE SECU ' Y INFORMA~N 

Appendix A Acronyms 

ACl'ollyms Description 
BRD Business Requirements Document 
CDC Center for Disease Control 
COO Command Duty Officer 
CSA Customer Support Agent 

· DHS Depat1111ent of Homeland Security 
DNBL Do Not Board List 
DOB Date of Birth 
FSD Federal Security Directive 
HHS Health and Human Services 
IT Information Technology 
LEO Law Enforcement Officer 
NIST National Institute of Standards and TeclUlology 
NOC Network Operations Center 
OI Office ofIntelligence 
PIA Privacy Impact Assessments 
POC Point of Contact 
RFA Refer for Action 
SCO Screening Coordination Office 
SD Security Directive 
SFA Secure Flight Analyst 
TSA-OI (HQ) Transportation Security Administration Office of Intelligence -

Head Quarters 
TSA-OI (HQ) liS ' fTSA-OI (HQ)] Intelligence Information Systems 
TSA-OI (Secure Transporta.tion Seclll'ity Administration Office ofIntelligence-
Flight) Secure Flight 
TSOC Transportation SeclII'ity Operations Center 

WARNING: This reC01'I1 tanlAlus Stllsith'c Security IlIrOrl1l"lioll (hnl ls c::ontrolled under 49 e rn paris IS Rlld 1520. No 
part orlltl5 recol1l may be di sc losed ~'SOIlS without A "11 ('('(1 ~OW"I AS dcnllcd In"~ II:!!"'S 15 alltl1520, eXCCI)1 
wilh Ihe written permission ofrhe ArAislrnlol' of the "'mIl 5 IJ~1I Security AdmilliAou or Ihe SC(,ffl :uy of 
Tn\lIlIlOl'181101l. Uuftulitori1.cd rclcAse iliA)' result in ch'lI pCI1I1I1)' 01' olilcl' :u:lioll. 1"01' U,S. go\'cnuucnl ugcncics. Ilublic 
disclosure is go\'uncd b)' 5 U.S,C. S52 nnd 49 CFn I)H I"IS IS :uI(I1520, 

SF I TSA-OI (HQ) DNBL BRD v2.0 15 of t5 Secure Flight 
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1 Introduction 

1.1 Scope 

The Transportation Security Administration's (TSA) Office of Intelligence and Analysis (alA) 
Secure Flight program conducts watch list matching of airline passenger data to Federal 
government watch lists for international and domestic flights. Matching requests are initiated 
by covered airlines and are e ither entered directly Into a Secure Flight Interface or sent from 
reservation or departure control systems (DCS) through the Department of Homeland Security 
(DHS) router, which then transmits the passenger data to Secure Flight. 

While not the creator (system of record) of any watch list, Secure Flight must receive, process, 
and reconcile (ensure Secure Flight watch list data Is an accurate mirror of the source system 
data) data from list providers in order to meet its mission of passenger vetting. 

The scope of this Interface Control Document (ICD) Is to describe the Interface specification for 
Secure Flight to receive and reconcile watch list data from Office of Security Operations (050), 
herein referred to as the list provider. The watch list data covered by this document Is the 
Pre ... Disqualification Protocol (PDP). 

1.2 Document Overview 

This document contains design specifications to define the Interface between the list provider 
and Secure Flight. This document will provide a description of the processes, messages, and 
validation rules used to exchange information between these entities. 

1.3 Reference Documentation 

The table pelow lists the reference documents used during the creation of this document. 

Pago 11 
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2 System Description 

2.1 Interface Overview 

The Interface between Secure Flight and the list provider used to receive and reconcile watch 
list data will not be automated. An automated interface Is planned for a future release. 

2.2 Functional Allocation 

The Interface between the list provider and Secure Flight will be a manual file transfer via a 
shared folder on the TSA network. The shared folder will be utilized as the secure medium for . 
the list provider to post list updates. Secure Flight will access and download the list update and 
send an acknowledgement to the list provider. 

2.3 File Transfer 

The list provider will create a file containing all Secure Flight applicable records. encrypt It using 
the current TSA password. and post it to the shared folder. Once posted. the list provider will 
send an email to P>X3) 49 us c § 114([) ~o notify Secure Flight a new version of the 
list Is available. When notified. Secure Flight will access the shared folder to download and 
validate the posted file. When downloaded. Secure Flight will send an email notification to the 
list provider Indicating the status of the download. 

~ 
"UttrLkl~ PnsWQtd A«tn TSA Se.rldtmaQ 

£ nttwwlt 1'011 rile ncllra tlon -
'p"dfitd """". 0If W Id fold" ~It posted 

~ 

Ru. /YIr Acun TSIt 

noUflu tlon nllWOl'k OcrNnIoJld fIl. Va1lda:e ~!. 
"'Ht d fokfer 

0 

L~ " " 
~ v -S.nd_mall 

nolllktUo/\ -

~ 
dowrJoad 

l.I"wcu"fut 

~ " : • 

Figure 1: File Transfer via Shared Folder Process Flow 
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',. 

2,4 Transactions 

list providers must be able to support the following transaction types, which are supported by 
the manual file transfer. 

Table 1: List Update Transaction Types 

Entire List 
Consists of all Secure records (not to 
exceed 50,000 records) In the source system 

2.5 Security and Integrity 

The TSA shared network folder Inherits the TSA network security, which provides for data 
privacy and security. 

Flies posted to a TSA shared network folder must be encrypted or password protected. 

2.6 Key Contacts 

The following defines the ownership and key contacts for the subject Interface. 

Table 2: Key Contacts 

Secure Flight Data Management 
Organization (oMO) 

Secure Flight Operational Services Any 
Division (050) 

050 PARIS System Owner Frederick P Falcone 

050 PARIS 1550 

050 PARIS Program Manager 

050 PARIS Resource Center Watch Person 

Paso 13 
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3 Detailed Interface Requirements 

3.1 Interface Requirements 

The interface between the list provider. and Secure Flight will be not be automated. The list 
provider and Secure Flight will utilize the following shared TSA network folder to submit and 
receive updated lists· 
\\tsahgfO01 .network.ad.tsa.gov\tsa\TSASharedFolders\Securefllght\list\PDP. 

The following sections specify the details for this Interface (NOTE: An automated Interface is 
planned for a future release). 

3.2 File Requirements 

The list provider will export a file from their source system for each transaction type as agreed . 
The file must be comma separated value (CSV) format. Table 3 below defines the content 
required in each file. The file should be named as follows: PDP lisUYYYVMMDD]. . 

. Table 3: Required File Content 

3.3 Frequency 

ost the file as described In Section 3.2 bXJ) 49 u sc § 11 4(r) 

Posts will be stored on the shared network folder for a period of 7 days. The list provider Is 
responsible for managing retention of posts as defined. 

Page I 4 
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3.4 Data Validation Requirements 

Secure Flight will validate the file per the requirements identified In Section 3.2. 

3.5 Messaging 

When posted, the list provider will send email notifications to 
OIA.5ecureFlight.Data@tsa.dhs.gov. 

Upon completion (or attempt) to download the file, Secure Flight personnel will send an email 
notification to the list provider (to PARIS@tsa.dhs .gov and ComplianceAnalysls@tsa.dhs.gov) 
Indicating the disposition 9f the download attempt. 

3.6 Error Handling 

Secure Flight 

Secure Flight 

Secure 

Secure Flight , 

Secure Flight 

PARIS ResourceCenter Phone 
571-227-5590. 

part of the email notification back 
the list provider once the file Is 

downloaded, Indicate the download 
unsuccessful and the error 

encountered_ Request a "re-post". ' 

As part of the email notification back 
to the list provider once the file is 
downloaded, Indicate the download 
was unsuccessful and the error 
encountered. Request a "re-post". 

As part of the email 
to the list provider once the file Is 
downloaded, Indicate the download 
was unsuccessful and the error 
encountered, identifying the 
Impacted records. Request a "re­
past" o'f the impacted records. 

Page I 5 
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4 Communications Procedures 

4.1 Planned Outage Procedures 

;"o;,s;c;;.:;;;.::.;:,~~=':!.' .:.:m.:;:a",ln.:.:t;::e.:.:na::;n.:.::;ce window), they should contact 
o communicate the planned 

~--------------~ outage. 

4.2 Unplanned Outage Procedures 

When the list rovlder encounters un 
personnel at bX3) 49 usc § 114(,) 

·steps and actions to e taken. 

4.3 Change Management Procedures 

should contact Secure Flight 
to communicate the recovery 

When either entity requires changes to this agreement that Impacts the interface, they must 
contact the other party for approval. 

5 Timeline 

This ICD shall be in effect upon the date of signing. This iCD is valid for the duration of the list 
provider Authority to Operate (ATO) granted at the time of the latest date on either signature 
in section 6 of this document. At that time it must be reviewed, updated, and reauthorized. if 
the parties wish to extend this agreement, they may do so by reviewing, updating, and 
reauthorizing this agreement. The newly signed agreement should explicitly supersede this 
agreement and will be referenced by title and date. 

This ICD will be reviewed annually at a minimum to coincide with the annual self assessment or 
whenever a significant change occurs. This ICD shall remain In effect until modified, 
·superseded, or canceled by either party by written notification. To ensure continuity of . 
operations, it Is agreed that any modifications to this ICD will be provided In writing thirty (30) 
days In advance. 

Page I G 



epic.org EPIC-12-06-20-TSA-FOIA-20181003-Production.pdf 000036

6 Signatory Authority 

I agree to the terms of this Interface Control Document 

(Signature) (Date) 

NameLfb_)(_6) __________ ~ 
Secure Flight 

" Digitally signed by Frederick P. Falcone 

Frederick P. Fa I co n e' ON: c"=Frederlck P. Falco"e, o=Compllance, 
. ou; 050, emall{b)(6) t=U5 

.... / Date: 2012.06.1 909:49:I 0.()4'OO' 

------------------~ ------------
(Signature) 

Frederick P Falcone 

PARIS System Owner 

(Date) 

Pagei' 
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6 Signatory Authority 

NamfbX6) 

Secure Flight 

O ~llrI2 01 2--
(Date) 

Olgltally sJgned by Frederick P. falconl! 

Frederick P. Falcone ~~~;;":~:~!\~6~·'cooe,o:complla nce , I-us 
Date; 2012.06.19 09:49:10 ·04'00' 

(Signature) (Date) . 

Frederick P Falcone 

PARIS System Owner 

Page I 7 
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'CondlttoDJ or~rtlment 

) • Pln1Ulcinr. 
~ 

Tho~tor scrvi~ 1neludo both dhct lUl~indfRol coitil;&p'pllcablotolho;B,srccment.· .Ad~ct~onfs:BlO 
mado:.on;lI)uatlntated coslbasls, Iftho.oaUmatod advance·ls:dlffclufirorn the B~ costsiProper.·a4justDlont.(1'(/iIntl or. 
addllfonpl bll«ng) O!' tho tias~ oftho.aCCUl1 c.oata fnGurrccrahall'bo. ~de:\lp'on compfedon of tho woII(. (tfteP.8IkJjI of 
. bflll"I£.1fldt (,lI.11(~':9".ar/8r6s fll~, mwt.blllttliedfn·,IH:nmr.aII'lB pDtllon ojt1Jelorm:.) , 
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A.l. Purpose 

Interagency Agreement 
HSTS02-10-X-OAD007 

Between ·the 

Transportation Security Administration 

And the 

U.S. customs and Border Protection 

PART A - General Terms & Conditions 

This Part of the JA (hereinafter "Part Aj describes the terms and conditions that govern the 
provision of acquisition assistance between the Transportatton Security AdmInistration; 
hereinafter "the Requesting Agency" and U.S. Customs and Border Protection hereinafter 
"tho Servicing Agency." 

No fiscal obligations are created through the execution of Part A. A fiscal obligation arises 
when the Transportation Security AdmInistration demonstratesa. bona fJde need, provIdes 
the necessary requirements and funding InformatIon to the Servicing Agency and both 
parties execute a funding document using Part B'ot this IA or an alternate funding 
document. 

A.2. Authority . 
The parties' authority to enter Into this Interagency agreement Is (check applicable box): 

X The Aviation and Transportation Security Act (ATSA), Public Law 107-71 

o The Economy Act (31 U.S.C. 1535) 

o Franchise Fund (e.g., 31 U.S.C. 501 note) or Revolving fund (e.g., 40 U.S.C. ~21) 

o Identify specifIc statutory authority ____________ _ 

o Other (Jdentify specific statutory authority or authorities) 

As noted In DHS Management Directive 125·02, ''Interagency Agreements," Issued August 
15, 2008, an Interagency agreement must cite a statute upon which the agreement Is 
based. Each Interagency agreement may rely upon only one statute. This means that an 
Interagency Agreement should cite the Economy Act only when a more specific authority Is 
not available. 

. : .. ,~::. 

.' ~, ; .. ' .. \ 

.. 
'. ". 

" . 
.. 
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A.3. Part A Identifier 
Insert tHe Procurement Request Number and IA number here in this table: , 

I Procurement Reque~.~ Number 

Interagency Agreement Number 

12J.10200DAD007 

HSTS02-10 .. X-DAD007 

'!. :,r • 
' .. ••••• t' 

":',: :....... \:. 

, .,'~g:;,;:~:.~:: .. :~,_ .... ::.: .. :,:.;",._::.~: ... ~,., ... :.":",,~,:,,,:;.,,:,'~':.'.~ U:··:L::., . '. 
': • . !. ' ; >;;~::~~"(/,:.:'.: ",' . '. 
-; '.~:. :. 

~'. . .' ..... ' . ·:·:i!l~~:··:··; . 
. ~.::::~':.::' . ;' ' .. /. ~~.\: . , .. ". 

I : t : ' •• ' ',' ~.I·,,'.'" \.':.~ I '~"~' • 

:: '0 ': : ".f . 

I 

..... 
. .~ .. ~:. ", : 
.. : .. ' .-

....... 
'. . e': .. • •• ' ;. ,0 

:., '.~ ': . 

. ,:"':':'.:' 

" ... : ..... 
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A.4. Scope· 
a. Organizations authorized to request acquisition assis tance 

The following organizations In the Transportation Security Administration arc authortzed 
to obtain assistance from the Servicing I\gency. Office of Intelligence, Deputy 
Admlnlstr<ltor's Office. 

b. Organizations authorized to provide acquisition C!ssistancc 

The organ izations In the Servlc1ng Agency are authorized to provide assistance to the 
Transportation Security Administration. Passenger Systems Program Offlce, Office 
of Information Technology. 

c. Types or products or services that may be aCQUired 

bH3) 49 U SC § 11 4(r) 

. , 
.'.-

., 
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... ; 

L ___________________ _ ________________ ..J ·~:;:l .~ .. ~-'~ .. ~,.; •.. 

d . Limitations 

The (allowing restrictions apply: None 

A.S. Period of Agreement 

rho terms and conditions described In Parl A of the IA become effective when Signed by 
aul horlzed officials of both agencies and remain effective un til 1 year from date of 
execution, unless amended In accordance wfth Section 11 or termfnated In accordancc with 
Scctlon 12, The period may be extended by mutual agreement between the par ties up to 5 
years from the date of execution, 

A.6. Roles & Rcs ponsibflft lcs of Servicing Agency & Transportation Security 
Administration 

The effective management and use of Interagency conlracts Is a shared responsibility of the 
Transportat ion Security Administration and the 'Servicing Agency. The parties hereby agree 
to the following roles ancl responsibilities, whlcll arc derived from the Checklist In Appendix 
1 of Inl'eragency AcqUisitions, guidance Issued by the Omce of f ederal Procurement Policy, 

'rSA Is responsible for providing: 

r~""''' '"'' 
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CBP is responsible for providing: 

[ bK3) 49 USC § 1I4(r) 

A,7 , Billing & Payment 

The Transportation Security Administration will pay the ServicIng Agency for costs of each 
contract or task/delivery order, 811l1ngs'may include the amounts' due under the contract or 
order plus any assisted service fees Identified in Part B of this lA, 

IPAC Is tho mothod of rcimburscmCnl lo CBP (or servlcos perfOimed under Ibis IA. 

TSA Agency Code: 701 1001 

Addless for submission of invoices' 
USCG Finance Center 
TSA inle.agcncy Agfeements 
PO Box41 12 
Chesapoake. VA 23327-411 2" 
Phone Number: 757-523·6940 
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The Transportation Security Administration shall be responsible for Interest owed under the 
Prompt Payment Act except that the Servicing Agency shall be respOnsible for Interest owed 
to the contractor due to delays created by actions of the Servldng Agency. 

A.B. Small Business Credit 
Any contract actions executed by the Servicing Agency on behalf of the Transportation 
SecUrity Administration will allocate the sodo-economlc credit to the Transportation Security 
Administration at the lowest APS 95·2 Agency/Bureau component as Identlned by the 
Transportation Security Administration. If the code Is not provided, the Servicing Agency 
will allocate the credit to the highest Transportation Security AdminIstration FIPS 95-2 . .': 
Code. 

A.9. Notification and Reporting 

For any contract actions executed by the Setvlctng Agency on behalf of the Transportation 
Security Administration (for "assisted acqulsltlonj, the serviCing agency wm provide to the 
TSA Contracting Officer Identified In this agreement, not tess than four days prior to its 
planned award, Informatf~n Identifying the awarded contractor and ornelal business address, 
amount and type of contract, the Identities, official business addresses, and amounts and 
types of subcontract of all major subcontractors, so that the TSA can comply with 
Congressional and public notification requirements. 

A.lO. Contract Termination, Disputes and Protests 

If a contract or order awarded pursuant to this IA Is terminated or cancelled or a dispute or 
protest arises from specifications, solicitation, 8w8rd,performance or termination of a 
contract, appropriate action will be taken In accordance with th°e terms of the contract and 
appUcable laws and regulations. The Transportation Security Administration shall be 
responsible for all costs associated with termination, dIsputes, and protests, Including 
settlement costs, except that the Transportation Security Administration shall not be 
responsible to the Servicing Agency for costs assoct~ted with actions that stem from errors 
In performing the responsibilities assigned to the ServiCing Agency. The Servicing Agency 
shall consult with the TransportatIon Security Administration before agreeIng to a 
settlement or payments to ensure that the Servicing Agency has adequate time In which to 
raise or address any fiscal or budgetary concerns arising from the proposed payment or 
settlement. 

A.ll. Review of Part A 
The parties agree to review jointly the terms and conditions In Part A at least annually If the 
period of thIs agreement,. as Identified In Section 5, exceeds one year. Appropriate changes 
will be made by amendment to this agreement executed In accordance with Sectlon 11. The 
parties further agree to review performance under this fA to determine If expectations are 
being met and document a summary of theIr assessment The responsible revIewing official 
at each agency shall sign and date the assessment. 
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A.12. Amendments 
Any amendments to the tenns and conditions In Part A shall be made In writing and signed 
by both the Servicing Agency and the Transportatton Security Administration. 

A.13. IA Termination 
This fA may be terminated upon thirty (30) calendar days written notice by either party. If 
this agreement Is cancelled, any implementing contract/order may also be cancelled. If the 
IA Is terminated, the agencies shall agree the terms of the termination, Including costs 
attributable to each party and the dlsposltfon of awarded and pending actions. 

If the Servicing Agency Incurs costs d.ue to the TranspOrtation Security Administration's 
failure to give the requisite notice· of Its Intent to terminate the lA, the Transportation 
Security Admlnlstratlo,n shall pay any actual costs Incurred by the Servicing Agency as a 
result of the delay In notification, provided such costs are directly attributable to the failure 
to give notice. 

A.14. Interpretation of IA . 
If the Servlctng Agency and Transportation Security Administration are unable to agree 
about a material aspect of either Part A or Part 8 of the lA, the parties agree to engage In 
an effort to reach mutual agreement In the p.:oper Interpretation of this lA, Including· 
amendment of this lA, as necessary, by esca'latfng the dispute wIthin their respective 
organizations. 

If a dispute related to funding remains unresolved for more than [60] calendar days after 
the parties have engaged In an escalation of the dispute, the parties agree to refer the 
matter to their respective Agency Chief Financial Otrlcers with a recommendation that the 
parties submit the dispute to the CFO Council Intragovernmental'Dlspute ReSolUtion 
Committee for review In accordance with Section VII of Attachment 1 to the Treasury 
Financial Manual, Volume 1, Bulletin No. 2007-03, Intragovernmental Transactions, Subject: 
Intra governmental Business Rules, or subsequent guidance. 
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A.1S! Slgn,BtUr'eS 
TRANSPORTATION SECURITY AO"lU1JSTRATIOtl CIAL: 

. (1 
SIgnature; ~:::L.::....!..~!.<s:..""':;;C~19(:':-_ _ _ ~ OitO: B JuD@2Q1Q 

,' . 'f.: : 
, . 

. , .. , 

;', 

... , .. . 
. :~~f:~.~;· .,; .~ :'-,,' ::' =::-" ; - , " , . . . : ',:. 

- :).~ ,I . ~ '. ': 
" ,', 

., 
:." . 

7 



epic.org EPIC-12-06-20-TSA-FOIA-20181003-Production.pdf 000047

Model Interagency Agreement 
PART 8 - Requirements & Funding Informatlo.n 

B.l. Purpose 
This Part of the IA (hereinafter "Part Bj serves as the funding document. It provides 
specific Information on the requIrements of [The Transportatlo~ Security 
AdmlnJstratlon], here!nafter "the Requesting AgencyU sufficient to demonstrate a bona Ode 
need and Identifies funds assoclated with the requirement to allow [U.S. Customs and 
Border Protection), hereInafter "the ServIcing Agencv, D to provide acquisition assistance 
and conduct an Interagency acquisitIon. 

B.2. Authorltv 
The parties' authority to enter Into this Interagency agreement Is (check applicable box): 
o The Economy Act (31 U.S.C. 1535) 
o Franchise Fund (e.g., 31 U.S.C. 501 note) or Revolving Fund (e.g., 40 U.S.C. 321) . 

. X Identify specific statutory authority The Aviation and Transportation Security Act (ATSA), 
Public Law 107-71 
o Other (Identify speclflc statutory authority or authorities) 

B.3. Part B Identifier 
Insert common agreement number(s) to Identlfv Part B on other documents. 

8.4. General Terms 8r. Conditions 
Activities undertaken pursuant to this document are subject to the general terms and 
conditions set forth In Part A, HSTS02-10-X-DAD007. 
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B.S. Project Title - Application development and maintenance services, 
project and security support services. 

B.6. DescriptIon of Products or Services I Bona Fide Need 

TSA Is using CBP computer programming capabilities (specialized programmers and 
computer systems-Automated Targeting System) to develop software that supports 
our (lSA's) screening mission. TSA has requested programming of CBP's computer 
systems to automate tasks that relate to TSA's aviation security mission. CBP has 
completed work on behalf of TSA, and in addition to this upfront computer 
programming, CBP has also configured their systems to provide TSA with metrlcs 
informallon and feedback regarding these tasks. 

This is an ongoing requirement (there Is not a ·producr per 8e, but a continuing series 
of software refinements and feedback results to match TSA's heeds. The cost is 
Incurred In programmer time and overtime In supporting TSA's mission, as opposed to 
costs. incurred supporting the CBP mission. The softws~e modifications are customIzed 
for TSA, and therefore require additional computer progtammer time and expertise 
beyond what CBP Is using to accomplish thetr core mission: 

1.0 OVERVIEW AND BACKGROUND 

As per the attempted terrorist attack on December 25, 2009, the Tran8po~atlon Security 
Adminl$tratfon (TSA) r~quires rule changes to the Automated ·Targellng System (ATS) 
to be performed by Customs and Border Protection (CBP}I Targeting & Analysis 
Systems Program Office (TASPO). 

2.0 SCOPE OF WORK 

CBP has enhanced its security measures through the crealion of new targeting rules, 
modifications of existing rules and by conducting intelligence driven special operations. 

3.0 PERIOD OF PERFORMANCE. LOCATION AND HOURS OF PERFORMAN.CE 

Location: Work requfred under this order shall be performed at the Government sileo 

4.0 DELIVERABLES 

All deliverables are Data to be delivered in electronic format to the COTR. No other 
office automaUon product shall be used, unless approved by the Government. 
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5.0 GOVERNMENT FURNISHED RESOURCES 

The Government will fUrnish the means for periodic updates as applicable. 

6.0 TRAVEL AND OTHER DIRECT COSTS 
. ;~ 

No travel Is anticipated in conjunction with this delivery order. HQwever, should travel .1_"; 
be necessary, alilravel shall be in accordance wllh the Federal Travel Regulations (for 
travel in 48 ~ntlguous stales). the Joint Travel Regulations, 000 Civilian Personnel. 
Volume 2, Appendix A (for travel to Alaska, Hawaii, Puerto Rico, and U.S. t9rritories and 
possessions). and if required by the SOW, the Standardized Regulations (Government 
Civilians, Foreign Areas), Section 925, "Maximum Travel Per Diem Allowances for 
ForeIgn Areas" (for travel not covered in the Federal Travel Regulations or Joil'lt Travel 
Regulations). 

The Government does not anticipate any Other Direct Costs (ODCs). ' In the evenl ll,ere 
is a requirement for ODCs, advance approval of the CaTR is required. 

7.0 CONTRACTING OFFICER'S TECHNICAL REPRESENTATIVE. 

CBPCOTR: 

Name: phil Landfried 

Address: 5971 Kingstowne Village Pkwy. 
51h floor mailroom 
Alexandria, Virginia 22315 

Tel. II: t bll61 I 
Fax. II: (571)468-1478 
Email: "'Fb"'X.:.:6)'--_____ ---' 

B.O SECURITY, PRIVACY AND DISCLOSURE OF INFORMATION. 

Since data processed at Customs and Border Protection may contain Privacy Act 
information, the Contractor mllst read, sign and adhere to appropriate nondisclosure 
requirements (or Privacy Information. 

Disclosure of Information. 

Any information made available to the Contractor by the Government shall be used only 
(or the purpose of carrying out the provisions of this Task Order and shall nol be 
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divulged or made known in any manner to any persons except as may be necessary In 
the performance of the Task Order. 

The Contractor shall not use, disclose, or reproduce data, which bears a restrictive 
legend, other than as required In the performance of this taSk. 

The Contractor assumes responsibility for protection of the confidentiality of 
Government records and shall ensure that all wen performed by Its subcontractors shall 
be under the supervision of the Contractor's responsible employees. 

Each officer or employee of the Contractor or any of Its Subcontractors to whom any 
Government records may be made available or disclosed. shall be notified in writing by 
the ,Contractor that Information disclosed to such officer or employee can be used only 
for a purpose and to the extent authorized herein. Further disclosure of any such 
InformaUon, by any means, for a purpose or to an extent unauthorized herein. may 
subject the ofte'nderto criminal sancUons imposed by 18 U.S.C 641. That sectlon 
provides, in pe~lnent part. that whoever knOWingly' converts to their use or the use of 
another, or without authority. sells, conveys, or disposes of any record of the United 
States or whoever receives the same with Intent to convert it to their use or gain, 
knowing it to have been converted, shall be guilty of a crime punishable by a flne up to 
$10,000 or imprisoned up to ten years. or both. 

"AII services provided under this task order m,ust be compliant with DHS Information 
Security Policy. Identified In MI:;l4300.1.lnformation Technology Systems Security 
Program and 4300A Sensitive Systems Handbook. tI 

OAST (Office on Accessible SYstems and Technologv) Compliance 
DHS AcceSSibility Requirements Tool (DART) 
Accessibllltv Requirements (Section 508 Compliance) 

Section 508 of the Rehabilitation Act, as amended by the Workforce Investment Act of 
1998 (P.L. 105-220) requires that when Federal agencies develop. proct.ire. maintain, or 
use electronic an~ information technology, they must ensure that it is accessible to 
people with disabilities. Federal employees and members of the public who have 
disabilities must have equal access to and use of information and data that is 
comparable to that enjoyed by non-disabled Federal employees and members of the 
publlo. 

All EIT deliverables within this work statement shall comply with the appUcable technical 
and functional performance criteria of Section 508 unless exempt. Specifically. the 
following applicable standards have been identified: 

36 CFR 1194.21 - Software Applications and Operating Systems, applies to a/l EIT 
software applications and operating systems procured or developed under this work 
statement including but not limited to GaTS and COTS software. In addition, this 
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standard is to be applied to Web-based applications when needed to fulfill the functional 
p~rformance criteria. This standard also applies to some Web based applications as 
described within 36 CFR 1194.22. 

36 CFR 1194.31 - Functional Performance Criteria, applies to all EIT dellverables 
regardless of delivery method. All EIT deliverable shall use technical stahdards. 
regardless of technology, to fulfill the funcUonal performance criteria. 

36 CFR 1194.41 -Information Documentation and Support. applies to all documents. 
reports, as well as help and support services. To ensure that documents and reports 
fulfill the required "1194.31 Functional Performance Criteria-: they shall comply with the 
technical standard associated with Web-based Intra'net and Internet Information and 
Applications at a minimum. In addition. any help or support provided in this work 
statement that offer telephone support. such a~, but not limited to, a help desk shall 
have the ability to transmit and receive messages using TTY. 

Exceptions for this work statement have been determined by DHS and only the 
exceptions described herein may be applied. Any request for addillonal exceptions shall 
be sent to the COTR and determination will be made in accordailce with DHS MO 
4010.2. OHS has Identified the following exceptions that ·may apply: 

36 CFR 1194.2(b) - (COTS/GOTS producls)"When procuring a product, each agency 
shall procure products which comply with the provisions I~ this part when such products 
are available In the commerCial marketplace o(when such products are developed In 
response to a Government solicitation. Agencies cannot clalni a product as a whole is 
not commercially available because no product In the marketplace meets all the 
standards. If products are commercially av~nable that meet some but not aD of the 
standards. the agency must procure the product that best meets the standards. 

',":". 

, . . 

When applying this standard, all procurements of EIT shaJl have documentation of 
market research thalldenlify a list of products or s~rvices that first meet the agency 
business needs. and from th!lt list of products or services, an analysis that the selected 
product met more of the accessibility requirements than the non-selected products as 
requIred by FAR 39.2. Any selection of 8 product or service that meets less accessibility 
standards due to a significant difficulty or expense shall only be permitted under an 
undue burden claIm and requires approval from the DHS Office of Accessible Systems 
and Technology (OAST) In accordance wllh DHS MD 4010.2. 

.: ~~ .' ;' .. ~. '." '. .-
~:,: . ' .... "'.. '" ::: .. ...\ '.~' .. 
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36 CFR 1194.3(b) - Incidental to Contract, all EIT that Is exclusively owned and used by':;::::", 
the contractor to fulfill this work statement does not require compliance with Section 
508. This exception does not apply to any EIT dell~erable. service or item that wlll be 
used by any Federal employee(s) or mamber(s) of the public. This exception only 
applies to those contractors assigned to fulfill the obligations of this work statement and 
for the purposes of this requirement. are not considered members of the public. 

9.0 ACCEPTANCE CRITERIA 
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\' .: 
• Accuracy - All deliverables shall be accurate in presentation. techniCal content. and 

adherence to accepted elements of style. ~; .~:, ~ i 

• Clarity - All dellverables shall be clear and concise; engineering terms shall be used 
as appropriate. All diagrams shall be easy to understand and relevant to the . 
supporting narrative. 

• Conformance - All deliverables shall conform to the U.S. Customs Service SOLe. 

• Specifications Validity - All dellverabtes shall satisry the requItements of the 
Government as specified herein. 

• File Editing - All text and diagrammatic files shall be editable by. the Government. 

• Timeliness - All deliverables shall be submitted on or before the due date specified 
In this Task Order. 

B.7. Projected Milestones 

Event Projected Date 
Automated Targeting System (ATS) At date of IA execution - Ongoing 
~p'ort 
AQQSupport At dateof IA execution· OnaolnL __ 
Performance reporting by Servicing As required by COTR 
Agencv 
Procurement Mlfestone Dates As specified by COTR -

.... ~ '-. .. . :.::' 
\ 

I •. 

-: .. '='.,. ..... ".-
j" ... ' ~ . 

B.S. Billing and Payment 
: ::~{r::.~~Fl:\. 
- ~ ~. - ~ ; - - -. 

The Servldng Agency will pay contractor Invoices from amounts Identified In section 13 on a 
reimbursable basis. The Servicing Agency will present an Itemized statement to.the 
Transportation Security AdminIstration for reimbursement of Incurred contract cOsts and assIsted 
services support costs. The Transportation Security AdmInistration \YIII pay reimbursable billings . 
to the Servfclng Agency from funds Identified In section 12. See section 7 of Part A for additional 
terms and conditions addressing billing and payment. 
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Reimbursable billings are delinquent when they are 30 or more calendar days old (from ·date 
of the billing). When btlllngs remain delinquent over 30 calendar days and the 
Transportation Security Administration has not Indicated a problem regarding services; the 
Servicing Agency may choose not to Dward any new contract/orders or modifications to 
existing contract/orders for the Transportation Security Administration (or the client within) 
and termination of existing services will be considered and negotlated with the 
Transportation Security Administration. . 

B.9. Description of Acquisition Assistance 
The Servicing Agency will prOVide the following services to the Transportation Security 
AdmInistration. 

The Servicing Agency will prOVide the follo\vlng services to the Requesting Agency. 
The Servicing Agency will provIde cradle-to-grave acquisition support services to the 
Requesting Agency. These serv·lces shall Included preparing a solldtatlon, conducting a 
competition, Including evaluation of offers and source selection, and Invoice processIng and 
payment. The Servicing Agency's speCific rores and responsibilities are delineated In Section 
A.6 along with the associated roles and responslblllUes of the Requesting Agency. 
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B.l0. Fees 
N/A 

B .11. Obligation Information 
Servicing Agency and 
Transportation Security 

RequIrement Type of Requirement 
Applica~ion Severab Ie Service 

Administration shall complete the development table below. 
and 

HSTS02-10-X-DADOO7 maintenance 
services, 
project and 
security 
support 
services. 

B.12. Tra~sportation Security Administration Funding Information 

~~p.l!roprialion Symbol 21 J 02000AOO07 
Amous:tl Obligated $500,000.00 

5TS 101 A000020 J OHQAO IOGEOOOO77005000500DAD-
Fund Citation (Line of Accounting) 5400000000000000·253D-TSADIRECT·DEF .... ASK·D 
Appropriation expiration dale 9/3012011 
UI\ique restrictions on funding (if 
any) None 
TSA Agency Location Code (ALC) 70110001 
TSA OUNS/DPN Number: 11-274-6297 ---.. ------ .. --.-----~ 

The total Not To Exceed (NTE) funding limit on this Interagency Agreoment Is $2,500,000.00 

fund citation ·(Unt). cif accounthlg) 
BusIness event type code 

B.14. Description of Requesting-Agency Specific Restrictions 
This section Identifies unique restrictions applicable to the Transportation Security 
Admil)istraUon regarding acquisition, other than funding. [rnsert description e.g., the 
Berry Amendment] 

IS 
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Note; unique restrictions on funding should be Identlned In paragraph B. 12. 

B.15. S mall Busine ss Credit 

The Servicing Agency shall use the following FIPS 95-2 Code to Identify the Transportation 
Security Administration In fPDS; [the Transportation Security Administration should 
Insert thB lowest FIPS 95·2 Agecy/Buroau component] . Note: If the code Is not 
provided, the Servicing Agency will allocate the credIt to the highest Transportatron Security 
Administration FIPS 95-2 Code. 

B.16. Amendments 
.Any amendments to the terms and conditIons In Part B shall be made In writing and signed 
by both the Servicing Agency and the Transport<Jtlon Security Administration. 

8.17. Contact Informat ion 

Transpo rtation Security Administration Progra m 

ServicIng Agency Contracting poe 
Ortlcc po e 

Nam., b)(6) I Name f-1lchael Munnls 

Address Add ress 60 I South 12th Sireet, Arlington, VA 20598-
6010 

Emalf bX6) 1 Emalll(bX6) I 
Phono/Fax ~b)(61 ~ 571-468-1478 Phono/Fox 703-G01-j(ii)(6) 1 
ServicIng Agencv Financial poe Transportation Security AdmInistra tion Financia l poe 

Namofb)(6) 1 Nam~b)(6) I 
Add ress CHS- Customs &. Border Protection Address 601 South 12th Street, Arlington, VA 20598~ 
National Finance Center 6014 
PO Box 68908 
Indianapolis, IN 46268 

Emoll l b){6) 1 Emall f b)(6) I 
Phono/Fax 1l'X6) 1317-298-1038 Phono/Fax 57 1-227fb)(6) I 

RCllll~ilngAgcnc:t Contrncting POC . -
A.T. Bewick 
60 I Soulh 12th Street Arlin.ton, VA 20598-6g25 
b)(6) I 
""-ll1~b)(6) 

16 

.-: ~'.\.' { 

~ ..• ; .. . , 
-, 

, .. 

L , 

.... , 
' " 

, 
~ i· 
( !; 

.- . '.'-
.. .. ~ I 

;\ : 

" 

-, , 
; , 

.'. ; ~. ;: ... :.~ 
I , .:<:.;~.;~ . , : 

" ... 



epic.org EPIC-12-06-20-TSA-FOIA-20181003-Production.pdf 000056

ADAcHfAeNTS!l) 

f. DHS Interagency Agroement F01Tl171()'1'A 
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List List Owner List Update Approximate List 
I 

Most Recent Addit ional Documents Begin Matching 
Frequency Size (6/201 2) MOU Date Date 

No Fly List Terrorist Screening bX3) 49 u sc. § 114(r) Most recent ICD signed 11/08/2011 1127/2009 
Selectee List Center (TSC) version signed between SF and WLS. 
Expanded 911212010 ISA signed 3/11/2010 4/11/2011 
Selectee List between DHS between TSA and 

and TSC. WLS. 
Do Not Board Centers for Disease As Needed 80 No MOU required Business Requirements 8/25/2009 
List (DNBl ) Control (CDC) as internal TSA Document was updated 

entity provided on 12/5/2009. Later 
SF with DNBl process update 
records from provided to DHS 
CDC. Secretary on 12/5/2011 

cleared List DHS Traveler bX3) 49 usc § 114(r) No MOU required Business Requirements 1/27/2009 
Redress Inquiry as DHS TRIP is Document was updated 
Program (TRIP) operated by TSA. on 5/23/2011. 

bX3) 49 usc § 114(r) 6/10/2010 

9/812011 

Pre,(TM TSA Office of Secu rity Daily, Monday-Friday 19,000 No MOU required ICD signed 6/19/2012. 6/28/2012 
Disqualification Operations (OSO) as agreement is ConOps signed 6/2012. 
Protoccl List within TSA. 

'The list size is based on the number of identities, not t he number of records (aliases) which is what Secure Fl ight matches against. 

WARNING: This record contains Sensitive Security Information that is controlled und~r 49 CFR parts 15 and 1520. No part of this record may be disclosed to persons without a 

"'need to know", as defined in 49 CFR parts 15 aw:'20, except with the written perrVon of the Administrator of t he Tr~rt<ltion Security Administration or the Secretary 

of Transportation. Unauthorized re lease may reO in civil penalty or other action. ~S. government agencies, public d'Osure is governed by 5 U.S.C. 552 and 49 CFR parts 

15 and 1520 




