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Mz. Chalrman, membars of the Cﬂﬁmittee, thank you for the
copportunity to testify today on the implemantacion of tha Computer
Security Act. I am teatifying on behalf of Computer Profesasionalas
for Social Reaponaibillty {CPSR), a naticnal memberahip
organization of computer scisntists, CPSR has reviewed a number
of fedaral computing proposalx, lncluding a detailed assessment of
the proposed expanaicon of tha FBI's redord ayitem for Congrasaman
Don Edwards.

I would like to thank you for convening this hearing. In our

_lettar to the Committee earlier this month, we amphasized that -
vigorous aversight would be necessary for sugcessful
impiementation of the Computer Security Act. We are very pleased
that you have undertaken thia hearing.

You have asked me to review the Memorandum of Undarstanding
between NIST and NSA and to detarmina whether it complles with the
apirit and intent of the Computar Sacuritcy Act.l To answer thac
quescion it is necessary to look at the history of the Act and the

record sstablishad by this Committee,

THE IMPORTANCE OF THE COMPUTER SECURITY ACT
The central computer security question in the last two

Congresses was whether responaibllity for the security and privacy

1 sMemprandum of Undezstanding Between the Director of the
National Inscitute of Standards and Technology and the Dilrector of
the National Security Agency Concerning the Implementation of
Public Law 100-235" (aignad March 23, 1933); Public Law Na. 100-
235, 18988 U.5. Code Congraaaional and Adminlacrative News (100
Stat.} 1724,
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of informacion stored in government computer :y:teTa :hoﬁld ba
entrusted co a civilian Agency or an intelligenca agasncy,

In 1984, the President had ifssued a National Security
Decizion Directive, NEDD-145, which gave the intelligence agenciea
broad autharity to peruse computer da:ahaaua,ltoz so=called
"sensitive but unclassified information.n"? A subsequant
memorandum from John Paindextar, expanded this autherity scill
fureher to include “"all computer and communications sacurity for
the Federal Government and pPrivate induatry."3 As the
government's authorlty to control acceas to computerized

“information for the purpose of protecting national segurity
expanded, the free of flow of information diminiahed.d Storlea of
agents vigiting private information vendors and public libraries

goon followed.S At the same time, a wide range of othar

2 “yational Policy on Telecommunications and Automated
Information Systems Securlty" (Sepuamber 17, 1984),

3 The memorandum, NTISSP Na, 2 "Policy for Protection of

sensitive, but Unclassified Information in Faderal Governmant

Telecommupicarions and Aytomared Systems, " waam avencually

regscinded, David Sanger, “Rise and Fall of ¢.5. Daca Directive,"
, March 19, 19&87.

4 see generally Jerry J. Barman, "National Security va. Access to
Computer Databases: A New Threar to Fresdom of Informacion, ™ 2
1l 1987y,

5 Bob Davis, "Fedaral Agencies Press Data-Base Flims to Curb
Aoccess Lo 'Senaicivae Information, " A
January 28, 1987, Judith Axler Turner, "Pantagon Planning to
Restrice Access co Public paca Bases, " heg
Educarion, Jaauary 21, 1987; Connie Oawald Stofke, "Inguiry by FBI
Causes Libraries to Acosas Recorda, SUNY Reportep, February 12,
1987. The NSA also dpproached slection officisls and investigatced
computerized vote-counting software, Burpnham, "US Examineas Lf
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agtivities by the governmant further threatened to restric¢ agcuss
to informacian. &

Many organizaclions opposed these efforta. Mead Data Central
warned that such "restrictive and upwarranted policies® threatened
not only the info;matiun industry, but many sectors of the
aconomy, "including legal, financial, govarnmant, madical, and the
sclentific and vechnaloglcal cnmmunity.“7 The IEEE stated that
the "unabridged dissemination of unclassifled sclentific and
tachnical information is crucial for the continued advancement of
us industry.“a Tha Amarican Bankers Assoclation axpresaed concerh
that NEA ancryption technologles would ba ill-asulted fur‘the

private sector and criticized the faflure of NSA To recertify the

Computer UJsed in '84 Elegtions is Open o Fraud,"™ The New York
Times, Septamber 24, 1585, at Al7.

& See American Library Asscciation, Less Access to Leag
(1988); Steven L.

Katz, "National Sagurity Controls, Information, and Communicacions
in che Unitad States,™ 4 Government Informariopn Ouarrsrly 63
{1987); People For the Amarican Way, Government Ssoreqy: Decisions
without Damocracy (1987); John Shattuck & Muriel Morisay Spence,
Government Iofocmakion Coptrola: Implications for Scholarship,

, excarpted in "When Government Controls

Scienps and Techpology
Information,™ 91 Iechnology Reviey 62 (April 1988).

7 Housme Committee on Science, Space, and Technology, H.R. Rep!:
No. 153, pt. 1, 100th Cong., lat Seaa. 18 (1987) ([the "Sclence
Committes Report®], reprinted in 1988 0U.5. Code Congressional and
Adminjstracive News 13133 ["1988 U.5.C.A.N."] (Statement of Jack W.
Simpson, Presidenc, Mead Daca Central}.

8 Science Committee Report at 19, reprinted in 1968 U.5.C.A.N.
3134 {(acatemant of John M, Richardaon, Chailrman, Committee on
Communications and Information Policy, Inaclitute of Electrical and
Elactranic Engineering) .
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public key cryptography standaca DES.? Tha Amazlcan Library
Agsoclation ldentified 4 threat to intellectual fresdam and
adopted a resolution calling for the repeal of tha new security
directive.l® Ang Jerry Berman, with the ACLU, in testimony before
thizs Commictes, warned of the dangers of unleashing the NSA to
patrol computers. He aaid:

There are good reasons £or current limitationa:

and why we should worry about whether they are

being eroded by NSDD-145. NSA aparates

oubside the normal accountability chapnels

which control other agencisa of govarnmant.

It hasg no leglzlated charter. Ifts exiatence

wag not acknowledged until 1962,11

This Committee, already in the procesa of reviewing fedaral

computer standards, made clear its opposition to the NSA's
activities, through letters, statements, and a comprahapnsive
hearing record. Chairman Brooks sald that NSDD-145 was "ona of
the most ill-advised and potentially troublesoms directivea aver
iszsued by a President” and warned that a new form of government

censarship would result Lf a secrec intelligence agency waa

responsible for computer security throughout the federal

9 Computer Securicy Act of 1987: Hearings on H.R, 145 Before a
Subcommittes of the Committee on Governmant Operationa, House of
Hepregentativea, 100th Cong., lat Sess, 113-14 (the “Hearings”|
(statement of Cheryl W. Halaing), Sclence Committaes Report at 19,
reprinced in 1988 U.S.C.A.N. 3133.

10 1d. ar 550-51.

11 Hearings at 104, See ganerally U.S. Senate, Select Committee
to Study Governmental Operationa wlith Reapect to Intelligence
Agenclea (1576), James Bamford, The Puzzle Palace (1983), David
Burnham, Iha Blze of the Computer State 118-44 (1983), Morton H,
Halperin, Jerry J. Berman, ef al., Ihe Lawleas Stare 171-86 (1576)
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governmenc .12 Congressman Glickman, the sponaonr of che bill which
became the Computer Security Act, stated that thera was a
fundamental problem with "any directive that affectead virtually
all ¢ivil agencies of governmant and that had been Llsaued withour
any public comment."l3 Congreasman English streased that the
"inasaclable desire of the military for centrolling informatlen®
wa3 the most convincing argument for lagislation, ld

In short, there was a widely shared bellef, based on
¢xperience and public policy considerations, that the National
Jecurity Agency was the wrong agency to set computer sacuricy
standards for the faderal governmant,

In paasing the Computer Security Act, Congress decided that a
eivilian agancy, the Natiopal Inatitute of Standards and
Technology, would ba responsinle for computer security. NIST was
already authorized undar the Brooks Act to sat standarda for
camputer syatems, and had been working on computer standarda since
the early 1560s when it helped develop the widely used encryption
program, DES. And, unlike the NSA, NIST had a good reputartion
with the private ssctor.lS

Congress recognized that there ware COomMputer syatema gperated

12 Hearings at 525, 52§,
13 1d. arc 456,
14 14, ar 23,

13 1d. at 320, reprinted in Government Oparacions Committes
Report at 12, reprinted in 19688 U.5.C.A.N. 3164 (statement of
Rabert H. Courtnaey) .,
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in military and intelligence agencisa chat may p?aa apéciu} or
unigque problems, raquiring NSA technical guidelines, But Congrasa
want to great lengchs to spell out these syscems, citing statutes;
detatling procedures, and avelding such phrase as "sensitive hut
unclasaified," or "national security,”™ that ware overly hroad or
maally misconatrued. Co

Thus, on the central guestion of which agency was responyible
for computer security in the faderal government, the intent of
Congress ia upamblguous; the Act atated that “the National Bureau
of Standards shall have the mission of daveloping standards,
guidelinesa, and assoclated methods and technigques for computers
syscems 16

Since the passage of the Act, WIST has been working to
implement the requirements of the Act, reviewing agency security
plans, conducting open meetings, and initlating research on
cumputek standards.l? About a month age, NIST and NSA signed a
Memorandum of Understandlng. The central gquestion before tha
Committee now is whether the M,0.U, is conaiatent with the Act

paAssed by Congreas and signed by the President,

INCONSISTENCIES BETWEEN THE M.Q.U. AND THE COMPUTER SECURITY ACT

A Memorandum of Understanding betwaen two agencies should

16 5§ 3, 15 u.8.C. § 278g-3(a)(1).

17 Kevin Power, "NIST Sets Securlity Reviaw Deadline,” Gouernmsnr
fompuyrer News, November 21, 18588, at 97; Kevin Power, “"Analysts
Prepare to Review Agency Securlcy Plans, " Goverpmenl COmDULSD
Newsg, January 9, 1989, at 81,
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clarify the responsibllities of esach agency, the mathods in which
each agency will undertake it3 aazsignmentas, in a3 manpner thar 1=
conalsrent wikh vhe apchorizing legislation. The M.0.0. fails

this threshold test,

* It tranafers the awvthority to astablish and review Computar
atandards from the NIST to che NSA;

* It undermines the authority of the Adviaory Board,
astablished by tha Act;

* It creates a nevw layer of national securlty review;

* It invites the NSA to enter the offices of private
information companies and government contractors;

* It revivas many of the problams arising from the phrase
"sensitive but unclassifiad";

= It granta N5A the opportunity to review all matters of

cryprtography undartaken by NIST.

Instead of resolving issues laft open by the Act, such as the
status of NEDD-145, it yndermines the Act, tranaferring authority
that Congreas intended to remailn at the Commerce Department to
Fort Maada.

Under the A¢t, Congress made clear that NIST would be
cespansibla for federal computer security. The language is
stralghtforward and conalacent, The preambla atacea: "To provide

for a computer atandarda program within the Nacional Bureau of
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Standards .18 The amendments to the NIST arqanicjact aay: "The
National Bureau of Standarda shall have the mission of davaloping
standards, guidellines and assoclated methods and tachniguea far
computer systems;"!? the NIST has "the responsibility within the
Federal Government for developing . . . standards and gquidellnes
for the coat effectlive security and privacy of aensibive
information in Federal computer systems.” 20  The amendmenta to
the Brooks Act 3tate that:

The Secretary of Commerce ahall, on the basis

of Standards and guidelinesa developed by that

National Bureau of Standards . . , promilgate

standards and guidelines pertaining to federal

computar aystems, making auch standards

compulsory and binding to the extent to which

the Secrecary determines necessary to improve

th efflciency of operacion or ascurlty and

privacy of Federal computer :ystems.zl

NSA was given an advisory role, to offar “"technical advice

and azsiscance," where appropriata.zz NSA retained authority only
over those computer systems that were sxempted under the statute,

These systems were indicated explicitly by reference o aCAtute or

18 The Computer Securlty Act, preamble, 101 Stat. 1724 (1988).
1% 1d. § 3, 15 0.5.¢. § 278g-3(a){l).

26 1d4. § 3, 15 U.5.C. § 278g=3{a)(d).

21 1d. % 4, 40 U.5.C. § 759 notea.

22 14, § 4, 40 U.S.C. § 759 note. See {d, § 3, 1§ USC § 278g-
I{cy(2).
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toe established procedures gspecifically authorized under criteria
eatapllshed by Executive order ar an act of Congress 23

In passing the Compucer Seqgurity Act, Congress did not create
a4 joint veatura, The NSA la cone of many agenclesa that is expected
£t work with NIST to help implement the Acc. Undar the Act, NIST
is authorized to coordinace clasely with other agencies, including
the Departments of Defanae and Energy, the General Accounting
Office, the Qffice of Teghnology Asseasmant, and cha Office of
Managemant and Budget.24 Thea Office of Parsonnal Management is
also regquired to iszsue regulations prescribing the progeduref for
computer system security training, based on guidelines developed
by NIST.Z3

The Administration, in eandorazing pasasage of the Computer
Securlty Act, also made clear that it expected NIST to be
regponsible for computer standards apnd for NSA to provide
agsslstapce, as NIST saw £it. A letter from OMB Director Jim Miller

stated thac:

23 sege id, § 3, 15 U.5.C. 278g-2{a) ()
24 14, § 3.

23 14, € 6, 40 U.5.C. 759 note.
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Computer security standards, like gther
computer standards, will be developed in
accordance with established NBS procedures.
[f this regard the technical seecurity
guldelines provided by NSA to MBS will ba
treated as advisory and subject to appropriate
NBS review.?Z
But the M.0.0. cedes NI5T standard-setting authority to the
. 1
NSA. Ingtead of providing technical advies apd asaistance, as
required by the Act, NSA iz pow aattinq‘thu rulas. The M.0.U.
véquires NIST to cacognize “"the NSA-cercifiad raring of evaluated
trusted systems under the Trusted Computer Security Evaluatien
Cricecria without regquiring additional avalpation, 27 Thiz i3 the
$o-called Orange Bock, developad by the WSA, that sets out the
different levels of security for computer systems.

This Commitzea and witnesses who testified at the hearings
raised serious doubts about the Orange Book.2B mTne affica af
Technalogy Assessment alse questioned whether the Orange Book
stancdards would be Appropriate for the diverse nesds of the
federal government.?? In fact, thess guidelines could ba

fupdamentally at odds with our ayastem of open Jgovernment .

28 Government Uperarions Commicros Report ac 37, reprinted in
1388 U.5.C.A.N. 3189 (latter to Congreaaman Brooks); Science
Committee Report at 41, reprinted in 1988 U,S.C.A.N. 3156 (letter
to Congresaman Roe).

27 The M.0.U, at 2.

28  goversment Operaticns Committee Reporc at 26, reprinted in
1988 U.5.C.A.N. 3178B. "Their guidanca i3 neot aven acceptad by the
major data processing operations within NSA, " Hearings at 313-21
{statement of Robert Courtnay),

29 office of Technology Assessment,

Refending Seccetsz, Shaping
Rata 117-127 (13987) (Charles K. Wilk, Project birsctor) [the "OTA
Reporc*]. ‘

10
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According ta a paper tieled "A Comparison of Commercial and
Military Cumputér Security Policy,® cited in the QTA Report,
"military security polley is really a set of policies designed to
control classlfiad information from upauthorized discloaure or
disclaasificacion."30

‘ tHave those concerna been answered? Has NIST made a
determinaticn that the Orange book standards are consistent with
the neads of civilian agenciea? 1Ia there a publigly reviewable
record chat explains the basia for this decision? Does the
Advizory Board endorsa thia oytcome?

More surpriaxing iz that the M.0.U. restricts the NIST from
any prospectlve review of computer zecurity astandards. Thia
provision is not only at odds with tha intent of tha hct, but will
undermine efforts to enhance computer sscurity, Innovation ia
critical for the development of new information sscurity
tachnologiea, 3l

There is a legitimate concern sbout tha development of
different computer standards for federal computer systems.
Congress recognized that it could ba jipefficient and coatly,

Computer manufaccurers also did nof want to develop computer

30 oTA Report at 117, citing David D. Clark, MIT Laboratory for
Computer Science, and David R. Wilaon, Ernst & Whilnnay.

31 OTA Report at 6. This provision also suggests the cost rhat
amcrecy imposes on asclentific innovation. Ses, a.g9., Robert L,
Park, "Science and $ecrecy,™ Bulletin of Aromic Scienrises, March,
1585, ag 22, See Harold Willenbock, "Information Controls and
Technological Progress,™ Iasuea o Scispee and fechoology, Fall
1986, at 88, Sea ganarally Hational Academy of Sciences,

(1982}

11
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systemg for the federal governmeat with two different sets of
standards.‘For this reason the Act required that standards NIST
developed be “"consistent and compatible™ with axigting standards
for the protection of properly classified systems. 32 pur Congress
cotdldered and explicltly rejocted the proposition chat NSA should
have auchority for developing technical guldeliﬁeé:

Since work on techpical security standarda
represents virtually all of the rasearch
effort being done today, NSA would take over
virtually the entire computer gstandards frem
the National Bureau of Standards. By putting
NSA in charge of developing tschnical gecurity
guidelines (software, hardwars,
communications), NBS would be left with the
responsibility for only administrative and
physical security measures -- which hava
generally been done yeara age. NBS, in
effect, would on the surfacs pe givean tha
respansibiility for the computer standards
progoam with little to say about the meoat
important part of the program -- the technical
guidelines developed by NSA,33

It wan clearly not the latent of Congimas thag HIST should bacome
a clearinghouse for NSA's technical standards.

Second, the M.0.0. will undermine the Computar Systam
Security and Privacy Advisory Board established by the Act. This
Advisory Board is responaible for ldentifying emerging fasuma,
advising NIST and the Secratary of Commerce, and reportings ita

findings to Commerce, OMB, NSA, and the Ovegsight Committees.3d

32 53, 15 U.5.C. § 278g-3(b) (6] (B) .

33 Gavernment Operaticnsa Cammittee‘RapOrt at 25-26, reprinted in
1588 U.5.C.A.N. 3177-78. Seae also Sclence Committee Report ac 27,
reprinted in 1988 U.S.C.A.N. 3142,

4 53, 15 U0.8.C. § 278g-4({b) (duties)}.

12
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Under the Act, the Board ia made up of leading representacivea
from the computer and telecommunications industry, the Federal
govarnmant and independant contractora; the Secretary of Commerce
selects the Chair of the Board.33 The purpose of the Bﬁ;:d is to
ansure that NIST “"recaives cqualified input from thoae likely to be
a££¢¢t¢d-by its standards and guldﬂiines, both in government and
the private seccor."3§ The American Bankers Asasoclation testified
that "one of the moat important aapecta® of the bhill "is the
eatahlishment of a formal mechaniam for privntt sactor
communication and cooperation with the Federal Government.*37

The M.0.U, aats forth a differsnt machaniasm. It iz a
Technical Working Group that will reviaw computn:laecuzity
iasues.38 1t is headed by tha NSA Daputy Diractor for Information
Security and the NIST Deputy Director. Nowherae, in the M.O.U., is
the relaticnshilp batwean tha Working Group and tha Adviaory Board
dascrihad:

There are three potential problems with thia procedure.
Firast, it iz likely to divert i3suss to the Tachrilcal Working
Group thnf should properly be considered by the Advisory Group.

Second, creating a joint NSA-NIST committea for mattera invelving

A5 5 3, 15 U.5.C. § 27Bg=4{a).

3¢ Science Committes Raport at 27, :uprihted in 1988 O.5.C.A.H.
3142. Sae alag Government Operaclons Committes Report at 49,
reprinted in 1588 0.5.C.A.N. 3152,

37 Hearinga at 114 (atatemant of Cheryl W. Halaing).

38 tha M,0.U. at I~4.

13
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unaclassified computer sy3tema i3 inconsiztent wish che rolea
dsaigned NIST and HSA under the Act. Third, because of the
authority granted to the NSA Deputy Director under the M.Q,0,, the
NSA could easily contrel the agenda of this working group. In
effecc, the M.0.0. allows NSA to refer any issue at any time to
the working group for resolution within 14 dayas. ‘Dhis ia simply
Aot a sensible ways to ensure NIST authority when the reacurcesa of
NEA far exceed NIST.

Third, the M.0.U. creates a new layer of national security
ceview, Under the M.0.U., "all matters regarding technical
ayséems security technigques®™ muat bea geviewsd, prior to public
disclgsure, to ensure that thay ares copsiscent with "national
secu:ity.“39 In tha worda of Chairman Brooks, thix procedura
will shift decisions about computer security standards to "the
bagsement of the Whita House and the back rooms of the Pentaqnn.'4°

The framers of the Act provided a mechaniam for review, but
after the rules had been made public, This was purpeseful. It
was intended to avold pre-publication review, and to :trenqtheh
che wall ﬁrctectinq the decisicon-making authority of the Commerce
Department S0 as to prevent the national security administration
from crawiing in over the top. The procadure in tha M.0.U. for
National Security Council review effectively dismantlesa this

safeguard,

39 ru,

40 Hearings at 2.

14
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Fourth, the M.0.U. breathes new Life inte NSDD-145.

According o the M.O.U., the NSA will:

Upon reguest by Federal agenciea, their

contractors and other government-sponsorsd

entitles, conduct assesaments of tha hoatile

intelligence threat ta federal information

ayatems, and provide cechnlcal assistancea and

cacommend endorsed products for application to

secyre systems against the thraac, 4l
This 13 NSDD-145, part two., WLill it have Congressional blessing?
This language invites the National Security Agency back ilnto the
offices of information vendors to provide government security
systems or to reatrict access to electronic informacion. This was
one of the key concerns that led to adoption of the Computer
Security Act.92 Recall the statement of Asaistant Secretary of
Defensa Donald Latham, chairman of NTISSC, whe said:

I'm very congerned about what peopla are

doing=-and not juat tha Soviets. If that means

putting a monltor on NEXIS type syatema, I'm

for le. The question ls3, how do you do thac

technically without interferencedd
The private sector responded that it was not the Kremlin they
worried about, GLut thelr buainess competitora. Bul che M,0.U,
resurrects the "hostile intelligence threat"4% and leaves opan the

posaibility that the government may veary well put monité:s on

4l the M,0.U, at 3.

42 ges, e.9., "Are Data Bases a Threat to National Security?"
BuslpeasWesk, December 1, 1986, at 39,

43 Ibe wasniggron Post, May 27, 1986.

44 The M.0.U. at 3.

15
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camputer systemsa.

There isf angther aspect of this clause chat is :rouhliné.
While it seems to restrict the ability for the NSA to visit purely
"private” companies, it leaves cpen the poasibility that any
federal agency could request that the NSA upndertake An assassamant
of any Lnfermation aystem maintained by a federal contractor.

Such a procedure will undercut NIST's authority for computer
gecurity and could be an open license for govearnment gurvelllance
of computer systems throughout the country,

The Act created a mechanlam for the NSA to raise natilconal
aecurity concerng. An HSA represantative semrves as a membar of
the Advisory Board. That is the appropriate plage to discuss
these questions.

Fifth, the efforts that Congress made to delineate the
computer aystems covered under the At are largely swapt aside by
the language of the M.0.U.. In drafeing the Act, Congress
purposefully rejected the phrase "ssensjtive, but unclassifisd™ and
aveided che term "national security," fearing that this term would
c&nfuse the responsibilities of the WIST and the NSA. It used the
tarm "public‘interest“ to describe the President'a authoricy to
reject scandards. It exempted from the Act those systems where
information must be kept secret in the lnterasag of "national
defense” or "foreign policy.* In part, and in whole, thaas

cholces show the determinatlon of Congress to avoid the open-epnded

16
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trap of national security designations.d5 Howvever, the M.0.U.
ignorea these dacisiona by Congresa and says flatly that all
ayacems must ba reviewed to "ansure they are conalatent with thae
national security of tha United Statas, 46

It i3 alse lmportant to understand how the cricical term
"senaitivea" iy used in the AGt. It doas not create another
category of restricted informacion.%? It is used to undurﬁcore
the importance of the informaclen, ang the riaka that might
result, such as loas of life or violation of perscnal privacy, if
the information wera modified, destroyed or disclosed.48 1In
atfacrt, it waz to Qperate ax a triggering mechaniam, to help
agency administrators distinguish between systams that might
contain recerds on individuala and systema that wers designed to
ba widely accessible, such as computarized bullatin boards.

The M.0.U. distorts this view of information protection and
Feturns to che “sensitive but unclassifiad™ approach of MSDD-145
and ths Peindexter memorandum., It treats sensitive information as
information that muat be controlled, for which access may he

restricted. Thia is how information security ia viewed by

15  see Harold C, Relyea, "National Security and Infarmation,” 4
; 11 {1987},

16 The M.0.U, at 3-4.

47 Government Operations Committee Report at 24, 31, reprinted in
1388 U.5.C.AN. 1176, 3133,

48 s5cience Committee Report at 21, reprinted in 1988 U.S5.C.A.N.
3136,

17
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intelligence agencies.?? This approach to cumputir sacuriey could
drape the entire Federal govermment under a vell of naticnal
‘security review.

Thig is not simply at odds with the Computer Security Aet,
but algo with the Freedom of Informacion Act, the law which
establishes a fundamencal right for citizens in the bnited Staces
Lo have access to the records of gevernment, It 13 the statute
that preserves sur open system of govarnmenﬁ and prevents the
government from erecting barriers against its citizens. congress
anticipated this problem and added a smction to the bill to make
sﬁre thar compurer sécurity legislation would not erodas tha
principles underlying the Freedom of Information Act,S50

A final queation Mr. Chairman, what exactly did NIST and the
N3A intend to accomplish by adoption of this M.Q,U.? Presumably,
it was to ensure the faithful compliance with Aet, But aven thia
is not clear. The M,0.U. states thae NIST and the WS5A will:

Work together te achieve the purpozes of the
asmorapdum with the greateat efficiency

pFossible, aveiding unneceasary duplication of
effort .31

If this M.0.U. i3 the basis for NIST-NSA cooperation for computer

security, then the starting point must be a commitment to work

49 see OTA Heport at 117,
3% 58, seas alac atatement of the Prasident, 24

10, January 11, 19da,
reprinced {n 19868 U.5.C.A.N. 3197-1 {(January B, 1%88).

51 The M.0.U. at 3 [emphasis added].
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together to achieve the purposea of the ACE, as pasaed by
Congrass,

As it currently stands, the M.Q,U. i3 direcrly ac odda with
the plain language of the Computer Securlty Act. Is this
significanct? Could the Commlttee simply =zay: that's not really
what we intended, but, in comparison to N5SDD-145, "sensicive but
unclazsified, " and some of the other problemsa that led to pazsage
af che Act, this may not be so pressing. The anawer to that
quastion iz no. If it was important to pass the legislaclen, then
it ;a important to see that it ia implemenced aa Congreas -

jncanded.
THE CONSEQUENCES OF IMPLEMENTING THE M.0.U.

The Memorandum of Understanding will have significanc
conyequences for both the free flow of informacion and the type ot
ssgurity protection established by the federal government.

A. Impact on Access to Information

Leas chan three years agoe, the Dilrector for Information

Systems for the Dapartment of Defense, said:
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[ doa't believe that the issue is whethar or
not we're going to protect laformaciod, I
believe that the issue i3 what informaticon
we're going Lo prcotect both within the Federal
Government, both within DOD and alss within

indusgpy, 92
[ rellawe, after reviewing e H.0.U0., that HSA intends & make
gosd on its promlae, If left in place, chia M.0Q_tf/ will resacrict
access o informarion for Congress, for information vendors and

government cenkractors, and for the genaral publlic,

1. The Congcess

Congress will require access to particular infermation about
the conduct of the agencisa to assess the program, and to
determine when changes are necessary, and to Appropriate adequate
funds to get the job done. Without adequate averaight, there can
Ler Ny asanrancy Lhat the goals of the act wiill be achieved.

Sut Lf che Technlcal Working Group la laf@ in place, then
Congress may be denied access to information necessary to ASsess
the progress of computer security, Under the ¥.0.0., the N3a will
he able to appeal any proposed standards ro the Natiﬁnnl Securicy
Councll, prior to publicarion. What happens when the NSC rules
that gertain scandarda may not be adopted? How will Congress= find
out? Under tha Act, there is a clear mezhaniam for notifying the

oversignt committees if the President rejects a atandard.53

52 government Operaticns Commitree Report at 15, reprinted in
1388 U.5.C.A.N. 3167. *“Are Data Bases a Threat to Mational
Security?® Auglpasaeek, December 1, 1386, at 39.

53 & 4, 40 U.5.C. § 759(d) (1).
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Absent a similar procedure for the Technical Working Group, thig
preliminary review may place the whole Process of develcping
computer standards for the federal government behind the drawn

curtain of national segurity.

2. Impact on Information Vendera and Gavernmant Contractors

Mead Data Central is one of tha largest vendors of computar-
based informatien in the world. It haa over 200,000 gustomers and
maincains more than 47 millian full-text documsnra. Y, in 1987,
Mead Daca Central reported to this Committee that it had removegd
:ne‘uational Technical Inatitute Service (NTIS) fila from ica
system. Although it cited economic and policy reasona for the
deciszion, it i3 hard to eacape the conciusion that, but for the
prassure brought te bear by NSDD-145, thac service would be
avallahle today.

What will happen when a smalier information vendar, a
gOVernment contractar, or a government -aponsored organizacion, ia
apprcached by officials from Ft. Mande, notifisd of a pocential
hostile intelligence threat, and asked whethar it would like NZA's
asaistance in improving computer security? what databases will
then be removed? And how will Congreas ar anyone elxe know about
accions taken by intalligence agancies under the bannar of

"national security-?

3. Impacrt on the publia
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The impact on the public otlgnve:nmen: restrictions on access
o informacicn has been widely decumented.5d Effores to expand

national security authority chiil ipeech, reatrict inrellecrual

RO AL S R Y R (AL LT L

L, utwer the M,0.U., the Congress {3 not able ro cbtala the
information necessary to overfes the Act and information companies
face possible new restriectiona, what iz tha likely impact on the
free flow of informatjion for the general pubiie? That is, of

course, Che central cest for che implementatlion of cthe Act,

B. Impact on Protection of Information

Considering the history of NSDD-145 and the Doindexter
memo, 33 the porential (mpact of the M.0.U. on the free flow of
information is one way to assess whether the M.0.0. ahould be left
unchanged; the other is whether che M.O.U. will establish secupity
and privacy practices consiarent with che Act.

The security goals of a civilian Agency are often different
than those of a military agency.?% Emphasizing the computer
gecurlty interest, as defiped by the Narlonal Security Agency,
couid, in face, undermine both the management goals and the

privacy interests the Act seeks to protece.

31 see note 6 and accompanying text.
33 Lep nates 2-14 and accompanying texe,

36 3se¢ notes 29-31 and accompanying taxt.
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Effective computer security plans should be bullr argund
solid-management practleces, not gold-placed techpologles. In o
report for Congressman Don Edwards on the Proposed expanyion of
the FBI's record system, CPSR members wrote:

Advances in computer technology can be used to
improve security, accountablilicy, and data
quality. But aystem administrators and
managers carcy the ultimate responsibility te

ensure that the system i3 well designed and
properly maintained,$7

Technical guidelines should follow from organizational
requirements. But shifring authority from NIST to NSA may
undermine this fundamental goal of informacion fecyurity.

Cne of the primary reazens for CoORCern about the securicy of
federal computer systems i3 the large amount of personal
information held by the fedaral government. We need assurance
from the government cthat information will be preperly maintained,
that it will not be used a reason gther than for which it was
callected, As the Supreme Court stated recently in the Beporror's
fommitres case "a centrallzed computer file pose[s] a 'threat to
privaey'."58 The misuse of personal informarion contained in

government computer systems will have narmful consequences . -7

7 Horning, Neumann, Redell, Galdman & Gordon, "A Review of NCIC
2000" (1989} .

%8 Department of Juatice v. Reporters Committee for Freedom of
the Press, No, 87-137%, alip, op. at 20 (decided March 22, 19B89).

59 see generally David Burnham,

The Rize of the Computer State
(1383), Kenneth C. Lauden, The Dosater Sociery {1886), David F.
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A owienl in the Act, the tesm "scpnsitive® in:urmauzon must ba
e ol Tor cmphasiae Fhe Lmporcange of protecting Lhe privacy
interusts of all Americans whose medicai, employment, tax, and a
host of other records are maintained by the faderal government,

[ would draw the Committee's attantion to an imporcant
principle discussed in David Linowes's recent book, Privacy ig
amer:ca.®C0 Mr. Linowes was the chair of the U,.S. Privacy
Prorection Study Commission from 1977 to 1979, Hiz book discusses
the problem of the rapid accumulation of personal information in
large organizacions. He urges organizations te adopt Falr
Inférmatian Fractices, including che requirement of intormation
"minimizagion” to insure that privacy iz protected 6l According
@ That principle, anly necessary information should be collected.

Now this principle could be at odda with fundameptal securicy
practices. For example, audit trails, which erphance system
Secuvrily, wmay also undercut privacy safeguards., On the one hapd
an wdit rrail sarisfies an important securlty goal: Lt creaces a
recacd of a4ll the transactions on a gystem to decermine what
changes wnerQ made, at what point, and by whom, AE che same time,
an audit trall generates an accivity log of lndividuals who are

using Lhe system: when they worked with tne system, and whac chey

Lincowes, Brivacy in America (1989), Robert Ellis Smith, Erlvacy
(lwduy, Alan F. Westin, pPrivacy and Freedom (1967).

B0 pavig F. Linowes, Privacy in AGerica (198%),

81 1d. at 175. A related principle is thar informarion should
enly be used for the purpose for which it waa collected Id., at
176.
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did. If the gystem contalns an electronle mall capabiilty, chea an
audic rrail might alse record the times when messages were sent,
the address of the meszages, az well as the content.

To tha extent that agencles seek to improve system securicy
through the i{ncocporation of audit tralls, they will generate an
extraordinary amount of transactlonal information about the
dctivitias of pmople inside and outside of faderal government.
This information, already in computer form, might then become
grist for the mill of employee reviews, censorship, and workplace
monitoring.

There i3 no simple selution to thiia problem, $2 Computer
asqurity, in the narrow sense, will require audit erails, But
privacy protection and the principle of information minimizatlion
might argue against excessive use of audit trails. Where will the
N5A 3ztrike that balance?

A chilling description {voem Alekaander Sol:ibwenitnyn descr fey

the risk of gathering excesaive informaticn:

62 a group of CPSR members examlped the privacy and securloy
trade-offs of Audit traills at a recent meecing. They Suggested
that the problem might ba addresaed by: {1) stating clearly the
purpese of the audit trail in the ayatem specificationa; {2)
developing a record destruction procedurs for audit traila; (3
limiting the circumscances when an audit trall may be accessed,
&.g. when actual data misuse, alteration, or deatrucrion L3 ahown;
and (4) lzolacing auditc trails so ax to avold the consolldation of
"event™ histories. Meeting of Computer Profwsaionals for Soclal
Reaponaibtlity, DC Chapter, Hay 2, 1989. (Summary avallable from
CPSRY .
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Ay every person goes throygh life ha f£ills ina .
a numper of forms for the record, each

containing a number of guesciona . . . There

are thug hundreds of liccle thzeads radiating

from every parseon, millions of threads in all.

If these chreads were suddenly to become

visible, the wheole sky would loock like a

spidar’'s web, and Lf they materialized like

rubbhirr banda, buses and trama and even people
wirn il lone the abllicy to move and tha wind
wou il be unable Lo caery LOrPn-up newapapers or

sutumn lLeaves along che streets of the ciny.53
REMEDIAL OR LEGISLATIVE ACTION

What can be done to get the legislation back on track?

First, the President should rescind NSDD=-14%, This Decision
Directive is responaible for much of the confuzion about tha roles
of the NSA and che NIST. It is deing little to atrengthen
national security; it may do much to weaken economic
e et i venen, reaLrlet nelentlfie Inguiry, and undermine open
Jove FNment .,

In its place the President ahould lasue a new sxecutive
grder, revising the federal standard for information
classificarien, nnapreve:sing the krend toward secrecy that is
threatening our system of open government, A3 John Shattuck and

Muriel Morisey Spence have stated:

63 Quoted Ln David Burnham, The HRise of the Computer State 47-48
{1983,
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The engines of ipnovacion that drive our -
sconomy and guarantes our security are powered

by open and unfectered communicacion,

Government policy almed at broadly contrellilng
the communications of information and ldeas

may soon hecome irreparably damaging unless ic

is substantially reversgd.54

Second, Caongress ahould increaae funding for the NIST,
contingent on lcs withdrawal from the M.0.U., so that It laan Lhwe
resources to fulfill the responsibllities it has been assigned
under the Act. Witheout sufflcient funding, NIST will continue to
go, hat in hand, to the N5SA for technical assistance.

Third, this Committee must make clear to the Director of the
N5A, the Director of NIST, and the Searetary of Commerce, that che
M.0.U. is not in accozd with the Computer security Act, and that,
for this reason, neither party can be bound by tha agreemenc.
This is 2 matter of Congreasional authority thar goes far beyona
thig specific agreement.

Fourth, the NIST staff respohsible for implementing the Act,
and those at NSA who are working Lo agziat NIST, must go back VFuo
the privacy statutes governing record-keeping practices in the
faederal agencims, Without a clear understanglnq of the importance
of cthe Privacy Act and the ralated statures, NIST will fall to
address a central concern of the Ace: the protectien of personal
privacy.

Fifeh, cénqre:s muat begin public hearlpgs on the role of

sncryption technology. For too long daca encryptlion has besan Left

B4 wgssay: Needed A Free Flow of Information and Idea,®
Scientific Americapn, January 1989, ar 114.
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to the intelligence agencies. HNWow, it is clear that ancryption ia
the most important technical safeguard for ensuring the privacy
and authencicity of all messages that travel along compucer
necworks. 6%

Discuzsions about gavernment cryptography must become public
Wisevnsiong, regaedless of che agencles involved. 6 We alse need
Lo know, in particular and on the record, whether the NSA is
engaged 1o coutine monicocing of communicaclons within the United
Staces. And, according to Federal]l Computer Wesk, DARBA'S
Informacion Sclence and Technology Office is developlng an expert
gystem that can "examine millions of celephons calls a day and
discern subtle and complex patterns for follow-up by law
anforcement afficials,"$7 Has the NSA parcicipaced in this wark?

Mr, Chairmap, fifteen years aga, the Senate Intelligence
Committee warned thac che NSA's "potential to violate the privacy

of Americans is unmatched by any other intelligence ugency.“53

05 MeLellan, “Internet Computer Network te Use Code to Ensure

Privacy," Ihn_ugn'in;k_Inga, March 21, 1983,

68 The NSA has repeatedly tried to restrict the publication of
cryptography research. %See, e.g., David Burnham,

compurer, State L3%-40 (1983), Kolata, "NSA Asks to Review Papers
Befors Publication," 215 Science 1485 (March 18, 1882), "Prior
Restrainta on Cryptography Conaldered,® 208 Sglenze 1442-43 (June
27, 1980y,

&7  aAnthes, "DARPA Pragram to Battle War on Drugs, Terrorism,
April 24, 1989, at 1, 53.

68 {).5, Senate, Select Committes an Intalligance, Intelligence
Activities and che Righta of Americans, Flnal Repart 201 {1976),
reprinted Ln 5. Bamford, The Puzzle Palace 473 (1983)
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The Chairmap gf that Committee, Senator Frank Church, said that
NSA intelligence-gathering capabilitiexs were essential to the
security of the Uniced States. But Mhe also warned that the
massive eavesdropping devices and computers of the NSA creare a
"tremendous potential for abuse. 6% If esver turned against the
communicacions syétem of the United States,

no American would have any privagy left
There would be no place to hide.

We must see to it that this agenoy and all
agencies thar possess thix technolegy operate

within the law and under proper supervision,
30 that we never crosa over thar abyss. That

is an abyss from which there ia no recurn,7?

Mr. Chairman, twelve years ago I waa in Washington and had
tha‘nppnrtunity to meet with Jenator Church after a hearing. [
asked him about the role of Congressional overasight in
intelligence accivicies. He left no doubt about lts Llmporrance.

Neither can this Commictes,

69 National Broadecasting Coampany, Meef the Preas 6 (19751 (NBC
televiaion broadcasc, Auguac 17, 1975)

0 14,
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